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COMPARISON OF INTERNATIONAL AUDIT STANDARDS FOR INFORMATION
SECURITY WITH AUTOMATION PERSPECTIVES

Abstract. This study presents a comparative analysis of three widely recognized audit-related
international standards such as ISO 19011, ISO/IEC 27007, and ISA 200, aimed at identifying the
most suitable methodological foundation for further research on the automation of audit
management processes. The motivation for this work stems from the increasing complexity of audit
activities in modern organizations and the growing need for structured, reproducible, and
automatable audit procedures. A review of recent publications shows that comparative studies of
audit standards remain limited, particularly in the context of information security and artificial
intelligence, which underscores the relevance and originality of the present research. The evaluation
methodology developed in this study incorporates a multi-criteria approach that considers academic
visibility, general web presence, and the recency of each standard. Quantitative data from Google
Scholar and Google Search were normalized using a dedicated formula to ensure comparability
across different metrics. According to the calculated results, ISA 200 achieved the highest overall
score due to its wide citation base and broad applicability across financial audit domains, while
ISO/IEC 27007 received the lowest score because of its narrower scope and lower visibility. Despite
ISA 200’s quantitative advantage, the qualitative assessment demonstrates that 1ISO 19011 provides
the most structured, universal, and adaptable audit framework, built around a clearly defined PDCA
lifecycle. This structure is particularly advantageous for audit automation, as it offers a systematic
sequence of actions that can be formalized and later integrated into Al-driven decision-making
systems. Therefore, 1ISO 19011 is identified as the most appropriate standard for guiding future
research on automated audit methodologies and for developing intelligent tools capable of
supporting audit planning, execution, and follow-up activities.

Keywords: audit; cybersecurity; artificial intelligence; standard; iso 19011; comparison;
information security;

INTRODUCTION

Audit is a critical mechanism for ensuring organizational transparency, accountability,
and effective performance across both governmental and corporate environments. In the public
sector, audits play a key role in reducing corruption, monitoring public financial management,
and strengthening institutional accountability [1]. Prior research demonstrates that high-quality
audits can significantly enhance government performance across multiple governance
dimensions [2].

In the corporate sector, audits fulfill several essential functions, including fraud detection,
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operational control, advisory support, and implementation of corporate governance principles
[3]. Over time, internal audits have evolved from simple compliance checks to strategic
management instruments that systematically evaluate organizational processes and protect
financial interests [4]. The fundamental objective of any audit is to verify the correctness of
internal processes and ensure compliance with organizational policies. Although the term
“audit” is often associated primarily with financial auditing. For example, regulated by the
Ukrainian Law “On the Audit of Financial Statements and Auditing Activities” [5] the
methodological foundations of financial auditing provide valuable insights for other audit
domains, including information security.

An information security audit is a comprehensive process aimed at evaluating an
organization’s information systems, identifying vulnerabilities, and ensuring the effectiveness
of security controls. According to established information security management practices [6],
such audits may be internal, conducted by the organization’s security team or external,
performed by independent auditors. The timing and frequency of these assessments should be
defined in the organization’s information security policy, and sudden or unannounced audits
are generally discouraged to avoid unnecessary psychological pressure on employees.
Information security audits are increasingly important, as modern organizations face rapidly
growing technological risks, and systematic internal assessments increase the likelihood of
adopting appropriate protective measures [7,8]. Their primary purpose is to safeguard
organizational assets by examining security measures across administrative, physical, and
technical domains [9,10]. Experts emphasize that security auditing should be treated as a
continuous, iterative process rather than a one-time activity, balancing effective protection with
system availability and user acceptance [11].

In recent years, the growing complexity of information systems and the rapid expansion
of digital infrastructures have made manual audits increasingly resource-intensive and prone to
human error [12]. Emerging Al-driven tools demonstrate strong potential to automate routine
audit tasks, enhance detection accuracy, and support continuous monitoring, making the
question of selecting a suitable audit standard for automation especially relevant.

Problem statement. Given the importance of information security auditing, the question
of how to effectively manage this process becomes increasingly relevant. Multiple international
standards govern audit management, including I1ISO 19011, ISO/IEC 27007 and ISA 200.
However, despite the availability of multiple standards, there is limited comparative analysis
focused specifically on their applicability for audit automation.This article aims to compare
these standards, identify the most suitable one for automation, analyze their advantages and
limitations, and propose a methodology for structured comparison of audit-related standards.

ANALYSIS OF RECENT RESEARCH AND PUBLICATIONS

Google Scholar and the Elicit tool were used to search for relevant research. The analysis
showed that the number of studies comparing audit standards not only in information security
but also in other scientific domains is limited. Therefore, only the most relevant and
comprehensive publications were selected for this literature review.

Rosario et al. conducted a study on the formalization of the IT audit management process,
aiming to analyze key frameworks, extract essential requirements, and use them to formalize
IT audit management [13]. Their analysis focused on international standards such as 1ISO 38500,
ITIL, COBIT, ISO/IEC 27001, ISO 19011, and ISO 31000. According to their findings, 1SO
19011 provides the broadest coverage of organizational audit activities, while other standards
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examined in their work offer similar levels of support for the audit process.

Lubenchenko et al., in their study on new standards of quality management in auditing,
analyzed the implications of recently introduced quality management standards for audit firms,
including ISQM 1 “Quality Management,” ISQM 2 “Engagement Quality Reviews,” and the
revised ISA 220 “Quality Management for an Audit of Financial Statements” [14]. The authors
outlined key components of these standards, such as risk assessment procedures, management
and leadership requirements, ethical guidelines, client acceptance and engagement processes,
resource management, communication, monitoring, and sanctions. Their conclusion
emphasizes that the analyzed standards do not fully ensure internal firm control and still require
significant manual adjustments.

Arief and Wahab, in their article on information technology audit for management
evaluation, compared two frameworks for information security audit: COBIT 5 and the IT
Security Standard for Information Technology Audit (ISO/IEC 1799) [15]. Using these
frameworks, they evaluated the security posture of government institutions in Indonesia and
identified only moderate maturity levels (e.g., 39% compliance with ISO/IEC 1799). Their
findings confirm that standardized audit frameworks can effectively support security
assessments at both organizational and state levels.

Griffiths, in his work on information audit and common methodologies, analyzed
multiple issues in the current development of Information Audit (1A) and proposed a graphical
representation of the 1A landscape [16]. His article advocates for a more standardized and
unified approach to information auditing, emphasizing the importance of consistent methods to
improve the management and governance of organizational information assets. Griffiths
concludes that the field must continue to evolve to address emerging audit and governance
challenges.

Zakaira et al. presented a review of cybersecurity audit management and execution
approaches, examining the main drivers behind cybersecurity audit research as well as existing
models, scopes, strengths, and limitations [17]. Their study included an analysis of ISO/IEC
27001 and the NIST Cybersecurity Framework (NIST CSF). The authors concluded that
cybersecurity audits can be significantly improved by addressing identified limitations and
synthesizing best practices into a well-rounded approach for managing and executing
cybersecurity audits.

PURPOSE OF THE RESEARCH

The analysis of related works has shown that most existing studies emphasize the
importance of applying international standards for audit management, whether in information
security or other fields [14—-17]. These publications help identify the key standards that may be
used for further comparison. However, the reviewed articles [14—17] do not provide a direct,
systematic comparison of these standards. The only work that seeks to compare them [13] lacks
a formalized methodology and relies primarily on expert judgment, which may reduce
objectivity and reproducibility. This paper aims to address the limitations of previous research
by providing a clear, structured methodology for comparing audit-related standards and
presenting transparent, reproducible results.

METHODS

To properly evaluate and compare the selected standards, the following key elements
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were considered:
e Google Scholar Search Results — the number of references to each standard in the
Google Scholar academic database.
e Google Search Results — the number of references to each standard on the general web.
e Year — the release year of the most recent version of the standard.

These parameters were chosen because they jointly reflect academic relevance, practical
visibility, and the recency of the standard, which are essential factors for assessing its
applicability in modern audit processes.

Quantitative data were collected from Google Search and Google Scholar, two widely
recognized indicators of web presence and academic visibility, following the methodology
outlined in prior research [ 18]. Quotation marks (““’) were used to ensure exact phrase matching
for each standard name [19]. Data collection was performed on October 7, 2025, using the
search format: Standard name + “number” (e.g., ISO “19011”). Although search metrics do not
measure audit quality directly, they serve as widely accepted proxies for academic influence
and practical adoption

To normalize all results on a unified five-point scale, formula (1) was applied, following
the approach used in earlier works [20]:

5XRc
R=" (1)

where
e Rc — the number of search results for the current standard.
¢ Rb — the highest number of results observed among all analyzed standards.
e R -—result.
To evaluate the standards using all key elements simultaneously, the following formula (2) was
applied:
GScx5  GceXs

R = Gsb *Gb (2)

Yc-Ys

where:

GSc — number of Google Scholar results for the current standard.

GSb — highest number of Google Scholar results among all tested standards.

Gc — number of Google Search results for the current standard.

Gb — highest number of Google Search results among all tested standards.

Yc — current year.

Ys — latest release year of the standard.

R — result.
This methodology enables a consistent, reproducible, and quantifiable comparison of
audit-related standards, ensuring that both academic relevance, web visibility, and standard
recency are taken into account.

RESULTS

ISO 19011 “Guidelines for auditing management systems” (third edition, 2018) was
developed by the International Organization for Standardization (ISO) [21]. As the core
framework for conducting key audit stages, the standard applies the PDCA cycle (Plan-Do-—
Check—Act). The overall audit process is divided into two major phases: audit planning and
audit conducting.

1. Audit planning phase — activities structured according to the PDCA cycle:
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e P: Establishing audit objectives; determining and evaluating audit risks and
opportunities; establishing the audit programme.
e D: Implementing the audit programme.
e C: Monitoring the audit programme.
e A: Reviewing and improving the audit programme.
2. Audit conducting phase — activities also aligned with PDCA:
e P: Initiating the audit and preparing audit activities.
e D: Conducting audit activities and preparing the audit report.
e C: Completing the audit.
e A: Conducting audit follow-up.

In addition to process structure, ISO 19011 provides detailed guidance on auditor
selection, audit methods, and competence evaluation. The document outlines principles of
auditing, requirements for managing an audit programme, and recommendations for conducting
internal and external audits. The standard is applicable to any organization that needs to plan or
perform audits of management systems or manage an audit programme.

Another international standard that addresses audit management is ISO/IEC 27007
“Guidelines for information security management systems auditing” (third edition, 2020),
developed jointly by ISO and the International Electrotechnical Commission (IEC) [22]. Unlike
ISO 19011, which covers auditing of management systems in general, ISO/IEC 27007 is
specifically focused on the audit of Information Security Management Systems (ISMS).

The standard structures the audit process into three key components:

e Managing the audit programme.
e Conducting an audit.
e Competence and evaluation of auditors.

Similar to 1ISO 19011, ISO/IEC 27007 is also based on the PDCA lifecycle, and its stages
largely align with the structure defined in 1ISO 19011. However, the standard extends this
framework by contextualizing audit activities in the domain of information security and ISMS-
specific requirements.

The document provides guidance applicable to organizations of all sizes and industries,
covering ISMS audits of varying scope and complexity. It supports both large-scale audits
performed by multi-person teams and smaller audits conducted by individual auditors. The
guidance is intended to be adapted according to the scale, complexity, and objectives of the
ISMS audit programme.

Another widely recognized framework relevant to audit management is ISA 200, issued
by the International Auditing and Assurance Standards Board (IAASB) [23]. Unlike 1SO 19011
and ISO/IEC 27007, which focus on management system audits, ISA 200 defines the general
principles and responsibilities of auditors conducting financial audits, establishing the
foundational requirements for performing audits in accordance with International Standards on
Auditing.

ISA 200 outlines the auditor’s overall objectives, which include:

e Obtaining reasonable assurance that the financial statements as a whole are free from
material misstatement, whether due to fraud or error.
e Reporting on the financial statements in accordance with the auditor’s findings.
The standard specifies a structured audit approach built around risk assessment,
evidence collection, professional judgment, and application of ethical principles. While ISA
200 does not explicitly adopt the PDCA lifecycle, its methodology reflects a similar iterative
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logic: planning the audit, performing audit procedures, evaluating results, and forming an
opinion.

ISA 200 is applicable to organizations of all sizes and industries, defining a consistent
global baseline for auditor competence, professional skepticism, documentation requirements,
and audit quality. This standard establishes the fundamental objectives and principles governing
the conduct of financial statement audits, serving as a cornerstone for ensuring reliability and
transparency in audit practices.

Using the methodology described in the previous section, including formula (2), the
evaluation results were calculated and summarized in Table 1.

Table 1.
Audit Standards Evaluation
Standard GSc Gc GSc 5 point | Gc 5 point Ys R
I1SO 19011 18700 1570000 0,091 0,888 2018 0,140
ISO/IEC 27007 1240 21500 0,006 0,012 2020 0,004
ISA 200 1030000 | 8840000 5,000 5,000 2015 0,526

Fig. 1 provides a visual representation of the obtained comparison results.
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Fig. 1. Audit Standard Comparison Results

Based on the results presented in Table 1, ISA 200 achieved the highest score (0.526),
followed by ISO 19011 (0.140) and ISO/IEC 27007 (0.004). Since the evaluation criteria rely
largely on web and academic visibility, standards with broader applicability naturally obtain
higher scores. However, in the context of information security audit automation, 1SO 19011
and ISO/IEC 27007 remain more relevant, as both provide a structured PDCA-based
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methodology. Such structured, cyclic processes are inherently more suitable for further
automation using artificial intelligence.

CONCLUSIONS AND PROSPECTS FOR FURTHER RESEARCH

This study conducted a comparative evaluation of three international audit standards ISO
19011, ISO/IEC 27007, and ISA 200 with the aim of identifying the most suitable framework
for the future development of automated audit methodologies. The analysis revealed that ISA
200 achieved the highest score in the quantitative assessment based on academic visibility, web
presence, and standard recency. However, these metrics primarily reflect general popularity
rather than applicability to information security audit automation.

A qualitative examination of the standards shows that 1ISO 19011 provides the most
structured and universally adaptable audit methodology, particularly due to its clear PDCA-
based lifecycle and comprehensive guidance on audit planning, execution, and auditor
competence. ISO/IEC 27007 extends this structure into the information security domain but
remains narrower in scope and less widely referenced. Therefore, despite ISA 200°s prominence
in quantitative indicators, ISO 19011 is identified as the most appropriate foundation for further
research, especially in the context of designing audit processes that can be automated using
artificial intelligence.

Future work will focus on:

e developing an Al-driven methodology that applies ISO 19011’s PDCA-based structure
to automate audit planning, evidence collection, and reporting.

e designing a standardized audit knowledge base that can serve as input for machine
learning models.

o validating the proposed automation framework on real-world audit cases.

This study provides a structured foundation for advancing research in automated audit
processes and highlights ISO 19011 as a key enabler for future Al-supported audit
methodologies. Additionally, the findings provide a reproducible methodological basis for
future comparative studies of audit and cybersecurity standards.
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MOPIBHAHHS MIZKHAPOJHUX CTAHIAPTIB AYJIUTY IHOOPMAIIMHOI
BE3MNEKMU 3 NIEPCIOEKTUBOIO ABTOMATH3AIIII

AHoTanig. [lane mocmiKeHHA NpEeACTaBIsiE MOPIBHMIBHUN aHANi3 TPhOX IMIMPOKO BU3HAHUX
MDKHApOJHHUX CTaHJAPTIiB, IMOB’sA3aHUX 3 ayauToM, TakuX sk ISO 19011, ISO/IEC 27007 ta ISA
200, 3 MeTO0 BHM3HA4YEHHS HAWOUIBIN BIAIMOBIAHOI METOIOJOTIYHOI OCHOBH ISl ITOJAIBIINX
JOCHIJDKEHb 11010 aBTOMAaTH3allil NpOLECiB YNpaBiiHHSA ayauToM. MotuBamis wiei poOOoTH
3YMOBJICHa 3POCTAIOUOI0 CKIIAJHICTIO ayJAUTOPCHKOI MisIBHOCTI B Cy4YaCHHX OpTraHi3alisx Ta
3pOCTAIOY0I0 TMOTPEOOI0 Yy CTPYKTYPOBAHUX, BIATBOPIOBAHMX 1 TaKHX, [0 MIiUIATAIOTh
aBTOMATH3allii, ayAuTOPChKUX mporenypax. Onig cydacHHX TMyOJiKaiiiii mokasye, 1o
MOPIBHSUIHUX JIOCIHI/DKEHh CTAHAAPTIB ayauTy BcEe IIe o0OMaib, OCOOJMBO B KOHTEKCTI
iHbopMaIiiHOl Oe3MeKH Ta IITYYHOTO 1HTEJIEKTY, IO MiJAKPECIIIOE aKTyalbHICTh 1 HOBU3HY JaHOI
podotn.  Po3pobierHa B JOOCHI/PKEHHI ~ METOJOJIOTiS  OIIHIOBaHHS ~ 0a3yeThcsl  Ha
OaraTokpuTepiaJbHOMY TIIXOMi, SKAH BpaXOBYe aKaJeMiuHy BHIWMICTh, 3arailbHy BeO-
MPUCYTHICTh Ta aKTyalbHICTh KOXHOTO cTaHmapty. KimpkicHi mani 3 Google Scholar ta Google
Search Oyio HOpMaTi30BaHO 3a IOTIOMOTOIO CIICIIiAEHOI (hOpMYITH IS 3a0€3eUeHHsT KOPEKTHO1
MOPIBHIOBAHOCTI MiXK IOKa3HUKaMH. BimmoBimgHO J0 oTpuMaHHX pe3ynbTariB, ISA 200 mocis
HAWBHUIIY TMO3UINIO 3aBISKH IIMPOKIH IMTOBAHOCTI Ta IIUPOKIH 3aCTOCOBHOCTI y (hiHAHCOBOMY
ayauri, Toni sixk ISO/IEC 27007 oTpuMaB HallHIKYY OLIIHKY 4Yepe3 BY3bKICTh c(epH 3acTOCYBaHHS
Ta HWKYY 3araibHy BUIuMicTh. [Tonpu kinbkicHy nepeBary ISA 200, sikicHuil aHaii3 nokasye, 1o
ISO 19011 3abe3neuye HalOLIBLI CTPYKTYpOBaHY, yHIBepCcajbHY Ta aJalTUBHY OCHOBY IS
NPOBEJICHHs ayquTy, 100ynoBaHy HaBKoJO 4iTko BuzHaueHoro PDCA-nukiy. Taka cTpykTypa €
0COOJIMBO CHPHSTIMBOIO Ul aBTOMAaTH3allil ayJAWTOPCHKUX MPOLECIB, OCKUIBKH MPOIOHYE
CHUCTEMHY TOCIIiIOBHICTh NI, sIKY MOXHa (hOpMalli3yBaTH Ta iHTETPYBAaTH Y CHCTEMH IMiATPUMKH
NPUAHATTS pIlIeHs HAa OCHOBI mTy4HOro iHTenekry. Tomy ISO 19011 Bu3HaUeHO sSK HAWOLIBII
BIATIOBITHUI CTAaHIApPT U MOJANbIINX JOCTI/DKEHb Yy cepi aBTOMAaTH30BaHMX ayAUTOPCHKUX
METOOJIOTIH 1 U pO3pOOKH IHTEIEKTYaIbHUX IHCTPYMEHTIB, 3[JaTHUX MiATPUMYBATH IIAHYBAHHS
ayaWTY, BUKOHAHHS IIEPEBIPOK Ta MOAANBIII KOPUTYBAIIBHI JIii.

KarouoBi ciioBa: aynut; kibepOesneka; mrydnuii intenexkT; cranaapty; iS0 19011; mopiBHAHHS;
iHpopMamiiiHa Oe3mexa,
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