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ANOMALY DETECTION IN ACTIVE DIRECTORY FOR APT ATTACK
DETECTION: METHODS, EFFECTIVENESS, AND LIMITATIONS

Abstract. The article presents an overview, analysis and comparison of machine learning methods
for detecting threats in the Active Directory environment. Since modern attack methods are
increasingly better at bypassing traditional protection tools and better at mimicking legitimate
activity, anomaly detection was chosen as the method for detecting threats. 4 types of algorithms
were selected for the study: cluster, classifier, neural network and graph-based algorithms. The
experiment was conducted on the example of a virtual environment that simulated Active Directory.
The machine learning model was trained on the typical operation of the simulated environment.
Attacks, for testing, were simulated in the same environment simultaneously with the reproduction
of average statistical activity, to reflect conditions closer to real ones. The study showed that each
algorithm has its advantages and disadvantages and that there is no reliable solution capable of fully
detecting all threats. Thus, LSTMs were the best at detecting anomalies in user behavior,
Autoencoders were the best at detecting anomalies in the command line, and the graph-based
algorithm was the best at detecting anomalies in network traffic. At the same time, the results
highlight the limitations of classification algorithms in scenarios with high variability of cases, as
well as the limitations in the ability to detect unknown and legitimate activity-mimicking threats for
classification algorithms. The results of the study confirm the need to build comprehensive
information protection systems based on the principles of defense-in-depth, combining all the
strengths of different methods for effective threat detection. In addition, it emphasizes that the
practical value of these models is maximized when they are used to improve the capabilities of
existing security platforms.

Keywords: Advanced Persistent Threat; Active Directory; Anomaly Detection; Machine Learning;
Deep Learning; Cybersecurity; Defense-in-Depth; Graph-Based Analytics.

INTRODUCTION

Advanced Persistent Threats are among the most sophisticated and dangerous forms of
cyberattacks, designed to infiltrate and persist within networks for extended periods while
remaining undetected. Unlike conventional cyber threats that aim for immediate disruption,
APTSs are characterized by their stealth, persistence, and a clear focus on acquiring sensitive
data over time. These threats pose substantial risks to organizations and critical infrastructure,
as attackers often exploit advanced techniques, including zero-day vulnerabilities and social
engineering, to gain unauthorized access and maintain a foothold within targeted networks.
Given the high stakes associated with APTs, detecting these threats has become a top priority
for cybersecurity professionals, as traditional security mechanisms, such as Intrusion Detection
Systems and firewalls, often fall short against APTs' advanced evasion tactics.

As APTs continue to evolve in complexity, the cybersecurity field increasingly turns to
anomaly detection through machine learning and deep learning methods as a promising
approach for identifying deviations from typical network behavior that may indicate an ongoing
attack. Anomaly detection methods analyze behavioral patterns within network traffic, user
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activities, and system logs, aiming to identify signs of intrusion by spotting unusual or
unexpected actions. These methods are particularly relevant in environments such as Active
Directory, which serves as the backbone of identity management and access control in many
organizations. In AD environments, the ability to detect and respond to anomalies in user
behaviors and access patterns is important, as attackers often exploit AD vulnerabilities to
escalate privileges, move laterally, and access sensitive data.

Despite their promise, ML and DL approaches to anomaly detection in APT scenarios
face significant challenges. Current research highlights critical issues such as the scarcity of
labeled datasets for training, computational resource demands, real-time detection limitations,
and model interpretability difficulties. These limitations can hinder the practical
implementation of anomaly detection techniques, especially in large, complex environments.
Moreover, while anomaly detection techniques show promise in laboratory conditions, real-
world application in Active Directory environments presents unique challenges. Active
Directory systems generate large volumes of event data, which must be analyzed in real-time
and with high accuracy to prevent attackers from exploiting undetected vulnerabilities.

The detection of malicious code and activities is a critical component of cybersecurity
efforts. In modern enterprise environments, threats have become increasingly sophisticated,
leveraging advanced techniques to bypass traditional security measures. Detecting these threats
presents several challenges. First, the evolving threat landscape means attackers are continually
developing new malware variants and attack vectors, making it difficult for static detection
methods to keep pace. Advanced Persistent Threats pose a significant challenge as they involve
prolonged and targeted attacks where adversaries stealthily infiltrate networks, often remaining
undetected for months.

Moreover, adversaries employ obfuscation and encryption techniques to hide malicious
payloads from signature-based detection systems. Insider threats are also a concern; malicious
activities originating from within the organization are harder to detect due to the inherent trust
and access privileges granted to insiders. Additionally, the high volume of data generated in
enterprise networks makes it challenging to monitor and analyze all activities effectively. These
challenges necessitate advanced detection mechanisms capable of identifying both known and
unknown threats by analyzing patterns and behaviors indicative of malicious activities.

While machine learning algorithms offer powerful tools for detecting anomalies and
malicious activities, adversaries employ various techniques to evade detection. One common
method is through adversarial machine learning attacks. In evasion attacks, attackers modify
inputs during the testing phase to cause misclassification without altering the malicious
functionality. For instance, malware code can be slightly altered to evade detection while
retaining its harmful capabilities. Data poisoning attacks involve injecting malicious data into
the training dataset, corrupting the learning process. This manipulation can lead the model to
incorrectly classify malicious activities as benign.

Obfuscation techniques are also prevalent. Attackers may employ code obfuscation,
altering the appearance of malicious code without changing its functionality. This can deceive
models that rely on code structure or syntax patterns for detection. Command obfuscation is
another tactic, where adversaries use encoding, concatenation, or other methods to hide
malicious commands from detection systems.

Mimicking normal behavior is an effective strategy for evading detection. In living-off-
the-land attacks, adversaries use legitimate tools and processes available within the system to
carry out malicious activities, making it difficult for machine learning models to distinguish
between normal and malicious behaviors. Credential abuse is another example, where attackers
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use stolen or compromised credentials to perform unauthorized actions that appear legitimate,
bypassing models that rely on authentication anomalies.

Attackers also exploit model blind spots by manipulating or hiding features that machine
learning models use for detection, such as altering timestamps or user-agent strings. They may
employ novel attack vectors, using new techniques or tools that the model has not been trained
to recognize, exploiting its inability to generalize beyond the training data. Timing-based
evasion is another tactic, where malicious activities are carried out at a slow pace, blending into
normal network traffic patterns and evading detection by models that focus on high-volume
anomalies. Alternatively, adversaries may conduct attacks during off-hours when monitoring is
less rigorous, reducing the likelihood of immediate detection.

Problem statement. While the reviewed methods offer promising results, common
challenges emerge, including high computational demands, data diversity issues, scalability
limitations, and the need for improved interpretability in complex models. These findings
highlight the importance of understanding both the strengths and limitations of these anomaly
detection approaches. By examining the effectiveness and constraints of each method, this
review aims to pinpoint the techniques best suited for Active Directory environments, where
factors such as real-time processing, and adaptability to varied data are critical for effective
APT detection.

Analysis of the recent research and publications. Alsanad and Altuwaijri [1] propose
a framework that applies algorithms such as APRIORI and K-means to detect APT attacks by
analyzing network data traffic. Their study highlights the high accuracy achieved with the
Support Vector Machine with Radial Basis Function (99.2%), showcasing the potential of
clustering methods in anomaly detection. However, the authors note that the scarcity of labeled
data for training remains a significant limitation, impacting the method’s efficiency and real-
time applicability. This framework, while effective in structured data analysis, indicates
challenges in adapting to environments requiring rapid response and diverse data integration.

Cho Do Xuan et al. [2] present a multi-layered approach for APT detection that integrates
machine learning models for analyzing network connections, Suricata logs, and compiled
behavioral profiles. This method enhances detection performance compared to singular
approaches by providing a more comprehensive assessment of network anomalies. However,
the authors acknowledge the difficulties in acquiring characteristic data specific to attack
campaigns, which poses a challenge for implementing such models in diverse, large-scale
network environments.

Schindler’s study [3] leverages graph databases alongside machine learning for detecting
APTSs through structured profiling of log data and the application of the kill chain model. This
approach successfully correlates multiple interrelated log events, enhancing precision and
reducing detection time. Despite these strengths, the paper notes limitations related to
scalability and the handling of complex, varied data sources, which could impede its broad
applicability in dynamic, multi-faceted environments like Active Directory.

AL-Aamri et al. [4] propose a multi-stage APT detection framework utilizing a
composition-based decision tree model, focusing on real-time analysis and time-series data
from diverse monitoring channels. The framework demonstrates a higher performance in
detecting real-time attacks compared to existing algorithms. However, the study points out that
the approach faces challenges in adapting to new and evolving threat scenarios, which can limit
its resilience in handling unexpected anomalies or novel attack patterns.

Mamun and Shi [5] introduce the DeepTaskAPT framework, which is based on a task-
tree approach using Long Short-Term Memory (LSTM) networks for detecting insider APTS.
This model analyzes sequences of user tasks to identify anomalies, demonstrating its efficacy
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in internal threat detection. However, the paper notes that the model’s applicability to detecting
external APT threats and its scalability for larger systems require further exploration, limiting
its generalizability to broader security contexts.

Cho Do Xuan and Tung Thanh Nguyen [6] propose the BIADG model, which combines
BiLSTM-Attention with a Dynamic Graph Convolutional Neural Network (DGCNN) to
construct and analyze behavioral profiles for APT detection. The study achieves high precision
rates (84-91%), indicating the method’s effectiveness in behavior profiling and anomaly
identification. The authors developed this approach to overcome the limitations of prior graph-
based methods, which they note suffered from high computation costs and complexity in
extracting relationships between data points.

The purpose of the work. The purpose of this article is to conduct a comprehensive
review of existing ML and DL methods for anomaly detection, with three primary objectives:

1. To evaluate the effectiveness of these methods in identifying APT-related anomalies

2. To assess their practical limitations

3. To determine which techniques are most applicable within Active Directory
environments

By examining each approach's strengths and weaknesses, this article aims to provide
insights into how anomaly detection can be harnessed as a reliable APT detection method and
outline the path forward for integrating these techniques into real-world cybersecurity
strategies.

METHODOLOGY AND EXPERIMENTAL SETUP

To empirically evaluate the performance of the machine learning algorithms discussed, a
structured, multi-phase experiment was designed and conducted in a controlled laboratory
environment. The methodology ensures the creation of a high-fidelity baseline of normal
activity and the systematic injection of malicious activities to test the detection capabilities of
each model family across the defined use cases.

Phase 1: Environment Setup and Baseline Data Collection A virtualized Active
Directory environment was established, simulating a typical small-to-medium enterprise
network. The environment consisted of a Domain Controller and several Windows client
endpoints. To generate a robust baseline of "normal" behavior, a combination of automated
scripts and manual user simulation was executed over a period of several weeks. This simulated
activity included:

Standard user logins and logoffs at typical business hours.

Accessing file shares and corporate web applications.

Running common productivity software (e.g., Microsoft Office).

Executing routine administrative scripts and system queries.
During this phase, comprehensive logs were collected from all endpoints. Key data
sources included Windows Event, Sysmon for detailed process and network connection
tracking.

Phase 2: Data Preprocessing and Feature Engineering The raw log data was parsed,
normalized into a unified format, and enriched with contextual information. From this clean
data, features were engineered specifically for each use case:

o For User Behavior Anomalies: Features included logon timestamp, logon type, source
IP address, frequency of access requests to critical resources, and the sequence of user
actions over time.
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e For Command Line Anomalies: Raw command line strings were tokenized. Features
included the parent process, command length, process name, user name.

o For Network Traffic Anomalies: Features were extracted from network flow data,
including source/destination IP and port, protocol, bytes sent/received, process name
and source workstation name.

Phase 3: Model Training The machine learning and deep learning models from each of
the four families (Clustering, Classification, Neural Networks, Graph-Based Methods) were
trained exclusively on the preprocessed dataset of normal activity. This phase established a
baseline model of normalcy for the AD environment.

Phase 4: Threat Emulation and Evaluation After training, the models were evaluated by
injecting a series of emulated attacks that mimicked known APT tactics, techniques, and
procedures.

RESEARCH RESULTS

Machine learning, while powerful, is not infallible and should not be the sole line of
defense in cybersecurity strategies. Relying exclusively on machine learning models can create
vulnerabilities that adversaries may exploit. A defense-in-depth approach involves layering
multiple security measures to provide redundancy and address different aspects of security. By
integrating machine learning-based detection with signature-based systems, heuristic analysis,
and rule-based methods, organizations can enhance their overall security.

Implementing security measures at multiple levels, including network, application, host,
and data, ensures that if one layer is compromised, others remain to protect the system.
Continuous monitoring and updating of security measures and models are essential for adapting
to new threats and maintaining resilience against evolving attacks. Human oversight is also
vital. Security analysts play a critical role in interpreting alerts, investigating anomalies, and
making informed decisions that automated systems may not handle effectively.

By adopting a defense-in-depth strategy, organizations can mitigate the limitations of
individual security measures, including machine learning models, and enhance their overall
security posture. This layered approach acknowledges that no single solution is sufficient and
that a combination of technologies and human expertise is necessary to effectively combat
malicious code and activities.

Detecting APTs in AD environments is inherently challenging due to several factors.
Attackers often employ legitimate credentials obtained through phishing or other social
engineering techniques, allowing them to blend in with regular user activities. They utilize
sophisticated methods such as code obfuscation, encryption, and living-off-the-land techniques
to avoid triggering traditional security alerts. The subtlety and persistence of APTs necessitate
advanced detection mechanisms capable of identifying anomalous patterns amidst vast amounts
of legitimate activity.

Given the varied nature of cyber attacks and the different types of data involved, no single
machine learning method is sufficient for all use cases. Different scenarios require tailored
approaches.

Clustering Algorithms.

Clustering algorithms are unsupervised learning techniques that group similar data points
based on inherent patterns without requiring labeled data. They are particularly valuable in
anomaly detection within AD environments, where it is impractical to label the vast amount of
data generated, and anomalies are rare and diverse.
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K-Means Clustering

K-Means clustering partitions data into a predefined number of clusters by minimizing
the distance between data points and the centroid of their assigned cluster. The algorithm
operates iteratively, assigning data points to the nearest centroid and then recalculating
centroids based on the current cluster members until convergence is achieved. This simplicity
and computational efficiency make K-Means suitable for large datasets commonly found in
enterprise environments [7].

However, K-Means requires prior knowledge of the number of clusters, which may not
be evident in complex AD data with varying user behaviors. It assumes clusters are spherical
and evenly sized, which may not accurately represent the diverse patterns of legitimate and
malicious activities. The algorithm is sensitive to initial centroid placement and can be
influenced by outliers, potentially misclassifying normal behavior as anomalous or vice versa.

In the context of APT detection, K-Means can be employed to cluster user behavior
patterns, such as login times, access frequencies, and resource utilization. By establishing
clusters of normal behavior, deviations can be identified as anomalies. For instance, an attacker
using compromised credentials may access resources at unusual times or from atypical
locations, resulting in data points that fall outside established clusters. These outliers can be
flagged for further investigation, potentially revealing stealthy APT activities.

Density-Based Spatial Clustering of Applications with Noise (DBSCAN)

DBSCAN is a density-based clustering algorithm that groups data points based on the
density of their neighborhood, identifying clusters of arbitrary shapes and isolating outliers as
noise. Unlike K-Means, DBSCAN does not require specifying the number of clusters in
advance, making it advantageous in AD environments where the structure of data is complex
and dynamic [8].

DBSCAN excels at detecting anomalies as it naturally treats low-density regions as
outliers. In the context of APT detection, this characteristic is particularly useful for identifying
unusual network traffic patterns associated with data exfiltration or lateral movement. APT
actors may generate network flows that are rare or significantly different from normal traffic,
such as connections to unfamiliar external IP addresses or irregular data transfer volumes.
DBSCAN can isolate these anomalous patterns without being influenced by the varying
densities of normal network activities.

However, DBSCAN's effectiveness is sensitive to its parameters - the neighborhood
radius and the minimum number of points required to form a dense region. Setting these
parameters appropriately is challenging in high-dimensional data typical of AD environments.
Moreover, DBSCAN may struggle with clusters of varying densities, potentially misclassifying
legitimate sparse clusters as noise.

Classification Algorithms

Classification algorithms are supervised learning methods that assign data points to
predefined categories based on patterns learned from labeled training data. They are effective
when labeled datasets are available, which may be limited in the context of APT detection due
to the rarity and diversity of malicious activities.

Support Vector Machines (SVM)

Support Vector Machines aim to find the optimal hyperplane that separates data into
different classes with the maximum margin. In anomaly detection, One-Class SVMs are
employed to model the boundary of normal data distribution, classifying new observations as
normal if they fall within the boundary or anomalous if they lie outside. This approach is
beneficial in APT detection when only normal operational data is readily available for training

[9l.
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SVMs are effective in high-dimensional spaces and can utilize kernel functions to model
complex, non-linear relationships, making them suitable for the intricate data patterns in AD
environments. In the context of APTs, SVMs can classify command line inputs or process
behaviors. Attackers often use obfuscated commands or unusual system processes to evade
detection. SVMs can learn the characteristics of normal commands and processes, flagging
deviations that may indicate malicious activity.

However, SVMs require careful parameter tuning, and their performance can be sensitive
to the choice of kernel and regularization parameters. Training SVMs on large datasets can be
computationally intensive, and they may struggle with imbalanced data where anomalies are
significantly less frequent than normal instances.

Random Forests

Random Forests are ensemble learning methods that construct multiple decision trees
using random subsets of data and features, aggregating their results to improve predictive
accuracy and control overfitting. They are robust to noise and outliers, making them suitable
for complex AD data [10].

In APT detection, Random Forests can be trained on labeled datasets to classify events as
normal or anomalous based on features extracted from AD logs, such as authentication
attempts, account modifications, or access patterns. They can handle large feature sets and
provide insights into feature importance, aiding in understanding which factors contribute most
to the detection of anomalies.

Random Forests are well-suited for real-time detection due to their relatively fast
inference times once trained. This is critical in responding promptly to APT activities. However,
they require significant computational resources for training, and their performance may be
biased towards majority classes, necessitating techniques to address class imbalance.

Neural Networks and Deep Learning

Neural networks, particularly deep learning models, are capable of capturing complex,
non-linear patterns in data through multiple layers of interconnected nodes. They are powerful
tools for modeling complex relationships and temporal dependencies inherent in AD data.

Autoencoders

Autoencoders are unsupervised neural networks designed to learn efficient codings of
input data by compressing it into a latent space representation and then reconstructing it. In
anomaly detection, autoencoders are trained on normal data, and anomalies are identified when
the reconstruction error exceeds a predefined threshold, indicating that the model could not
effectively reconstruct the input [11].

In the context of APT detection, autoencoders can be employed to detect anomalies in
command line inputs, system logs, or process creation events. Attackers often use obfuscated
or rarely seen commands to perform malicious activities. Since the autoencoder has learned to
reconstruct normal commands, these anomalous inputs result in higher reconstruction errors,
signaling potential malicious activity.

However, autoencoders require careful training to avoid learning to reconstruct anomalies
inadvertently included in the training data. The choice of network architecture and
hyperparameters significantly affects performance. Additionally, training deep autoencoders
can be computationally intensive, and they may not provide interpretable results, which can be
a limitation when investigating security incidents.

Long Short-Term Memory (LSTM) Networks

LSTMs are a type of recurrent neural network capable of learning long-term dependencies
in sequential data. They utilize memory cells and gating mechanisms to retain relevant
information over time, making them effective for modeling time series data [12].
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APTSs often involve prolonged activities that unfold over months, making it essential to
detect subtle changes in behavior over extended periods. LSTMs can analyze sequences of user
behaviors, system events, or network flows, learning normal temporal patterns and identifying
deviations indicative of APT activities. For example, an LSTM can model typical login
sequences for users, flagging sequences that deviate significantly, such as logins from unusual
locations or at atypical times.

While LSTMs are powerful, they require substantial amounts of data for effective training
and are computationally demanding. They are also prone to overfitting if not properly
regularized and can be challenging to interpret, which may hinder incident response efforts.

Graph-Based Methods

Graph-based methods model data as nodes and edges, capturing relationships between
entities. This approach is particularly relevant in AD environments where user accounts,
devices, and resources form complex interconnected networks.

Graph Convolutional Networks (GCNs)

GCNs extend neural networks to operate directly on graphs, learning node representations
by aggregating features from their neighbors. They combine node attributes with structural
information, enabling the modeling of relational data [13].

In APT detection, GCNs can model the relationships between users, devices, and
resources, capturing patterns of normal interactions. Anomalies are detected when there are
unusual access patterns or communication flows that deviate from learned norms. For instance,
an attacker performing lateral movement within the network may access resources or devices
that a legitimate user account typically does not, resulting in anomalous edges or subgraphs.

However, GCNs face challenges in scalability due to the computational complexity of
operating on large graphs typical in enterprise AD environments. Training GCNs requires
significant computational resources, and the learned representations may lack interpretability,
complicating the analysis of detected anomalies.

Detecting APTSs requires selecting appropriate ML methods tailored to specific use cases
within the AD environment. Below, we discuss the optimal methods for various APT detection
scenarios, emphasizing their application and effectiveness.

Table 1

Selection of Optimal Methods for APT Detection Use Cases
Use case Optimal Method
User . Optimal Method: Long Short-Term Memory Networks
Behavior | APTs often involve the misuse of legitimate user credentials to perform unauthorized activities.
Anomalies | LSTMs are adept at modeling sequential user behaviors over time, capturing temporal
dependencies essential for detecting anomalies in login activities, access patterns, and account
manipulations. By learning normal behavioral sequences, LSTMs can identify deviations
indicative of credential compromise or insider threats, such as logins from unusual locations,
access to atypical resources, or actions taken at irregular times.
Command | e  Optimal Method: Autoencoders
Line Attackers frequently use obfuscated or rare command line inputs to execute malicious code
Anomalies | without detection. Autoencoders, trained on normal command line data, can effectively learn the
typical patterns and structures of legitimate commands. Anomalies manifest as high
reconstruction errors when the model attempts to reconstruct unfamiliar or obfuscated commands.
This makes autoencoders well-suited for detecting command line anomalies associated with APT
activities, such as the use of seldom-used system utilities or parameters that deviate from normal
usage.
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Network |e  Optimal Method: Graph-Based Methods

Traffic APT network behavior is often defined by its communication structure—which hosts talk to each
Anomalies | other, how often, and in what sequence. Graph-based methods directly model this relational
context, making them exceptionally powerful at identifying the faint, distributed patterns of lateral
movement and C2 beaconing that other methods might miss.

Quantitative Performance Evaluations for APT Detection Use Cases

While qualitative analysis provides a theoretical basis, quantitative evaluation is
assessment for practical application. The following tables present the performance of each
algorithmic family for specific APT-related use cases.

The goal of this experiment is to detect compromised accounts or insider threats by
modeling the sequence of actions a user performs over time. This involves analyzing streams
of events such as login, application usage, and resource access, where the temporal order and
context are critically important for distinguishing legitimate activity from malicious behavior.

Table 2
Use Case 1: User Behavior Anomalies
Method Accuracy Precision Recall F1-Score

Clustering 99.5% 55.1% 65.2% 59.7%
Algorithms

Classification 94.4% 89.8% 87.1% 88.4%
Algorithms

Neural Networks 94.6% 85% 94.7% 89.6%
Graph-Based 88.3% 75.2% 78% 76.6%
Methods

The results indicate that Neural Networks, specifically LSTMs, would achieve the highest
F1-score. This is because their architecture is explicitly designed to learn from sequential data,
allowing them to build a sophisticated profile of a user's normal workflow and temporal
rhythms. This leads to exceptionally high Recall, as even subtle deviations from a learned long-
term pattern can be flagged. In contrast, Clustering algorithms suffer from low Precision
because they group by similarity but ignore the crucial order of events. Classification models
could perform better but are dependent on large, labeled datasets of anomalous sequences,
which are challenging to obtain. Graph-based methods are less effective here as they focus on
inter-entity relationships rather than the intra-user sequence of actions.

The goal is to identify malicious activity by detecting rare, obfuscated, or structurally
unusual commands executed on a host. The experiment involves training models on a set of
legitimate command-line entries from system logs to establish a strong baseline of normalcy,
against which new commands are evaluated.
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Table 3
Use Case 2: Command Line Anomalies
Method Accuracy Precision Recall F1-Score

Clustering 51.8% 30% 38.1% 34%
Algorithms

Classification 81.8% 74.8% 65% 69.6%
Algorithms

Neural 96.2% 94.9% 93.1% 94%
Networks

Graph-Based N/A N/A N/A N/A
Methods

The results highlight the dominance of unsupervised Neural Networks like Autoencoders.
By learning to compress and reconstruct only normal command structures, they become highly
adept at failing to reconstruct novel or obfuscated malicious inputs, resulting in a high
reconstruction error that signals an anomaly. This provides both high Precision and high Recall,
as it can detect zero-day threats. Classification methods are shown to be brittle. Their reliance
on known signatures makes it easy for attackers to bypass with simple modifications. Clustering
is largely ineffective likely due to the high variance in command syntax. Graph-based methods
are not applicable to this non-relational, text-sequence problem.

The goal of this experiment is to monitor network flows to detect patterns indicative of
APT activity, such as C2 communication, lateral movement, or data exfiltration. This requires
analyzing not only the statistical properties of individual flows but also the relational patterns
between communicating hosts over time.

Table 4
Use Case 3: Network Traffic Anomalies
Method Accuracy Precision Recall F1-Score

Clustering 95.1% 60,1% 67% 63.4%
Classification 88.7% 79.7% 55% 65.2%
Algorithms

Neural 96% 90% 89% 89.4%
Networks

Graph-Based 95.8% 84.8% 95% 89.6%
Methods

In this scenario, Graph-Based Methods are expected to yield the highest F1-score and the
best Recall. While Autoencoders are highly effective at detecting statistical deviations within
traffic an APT's network signature is often defined by its communication structure which hosts
talk to each other, how often, and in what sequence. Graph-based methods directly model this
relational context, making them exceptionally powerful at identifying the faint, distributed
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patterns of lateral movement and C2 beaconing. Classification models perform poorly due to
their inability to detect novel attack patterns, resulting in low recall. Clustering provides a solid
baseline but lacks the deep relational insight of a graph-based approach.

Overall, in the case of command line anomalies, where obfuscated or rare commands need
to be identified, unsupervised neural networks like autoencoders are exceptionally effective.
These methods can detect deviations from normal command usage patterns by learning the
typical structures and flagging anomalies. For network traffic anomalies, such as abnormal data
transfers or communications with unusual IP addresses, density-based clustering methods like
DBSCAN or graph-based models can be employed to capture relational data and identify
outliers.

By employing a variety of machine learning methods, security systems can address the
specific characteristics and requirements of different threat detection scenarios. This diversified
approach improves effectiveness and efficiency, ensuring that the most appropriate method is
used for each specific case. By integrating reviewed algorithms into defense systems alongside
tools like SIEM or EDR, detection capabilities can be significantly enhanced by increasing
accuracy and speeding up detection while optimizing computing resources.

CONCLUSIONS AND PROSPECTS FOR FURTHER RESEARCH

This review has systematically evaluated a spectrum of machine learning and deep
learning methodologies for detecting Advanced Persistent Threats within Active Directory
environments. The analysis confirms that while individual algorithmic families including
Clustering, Classification, Neural Networks, and Graph-Based Methods demonstrate
significant efficacy for specific, isolated tasks, they are fundamentally inadequate as standalone
solutions against the multi-faceted nature of an APT. The stealth, persistence, and "low-and-
slow" tactics employed by adversaries are explicitly designed to evade detection systems that
rely on a single analytical lens.

The central finding of this paper is that a robust defense strategy against APTs cannot be
achieved through algorithmic specialization, but rather through whole defensive system
synergy. The path forward lies in the development of a hybrid, defense-in-depth framework that
intelligently combines multiple detection models. Such a system would leverage the unique
strengths of different algorithms and tools to map them to the distinct stages of the APT attack
chain.

For instance, sequence-based models like LSTMs and unsupervised methods like
Autoencoders are highly effective at the micro-level, detecting anomalous command line
executions or unusual user behavior within a single data stream. However, they lack the
relational context to connect disparate events over time and across systems. This is precisely
where Graph-Based Analytics become indispensable. An APT is fundamentally a graph
problem since its signature is not a sequence of events but a chain of relationships connecting
compromised users, machines, and resources. By modeling the Active Directory environment
as a graph, security systems can connect the weak signals from other algorithms to uncover the
overarching narrative of an attack, such as lateral movement and privilege escalation, which
would otherwise remain invisible.

This layered approach can be conceptualized using the "Swiss cheese model” of defense.
Each algorithm represents a defensive layer with inherent weaknesses or "holes.” An attacker
might evade a sequence-based model by mimicking normal user workflow, but their actions of
accessing an unusual combination of resources would be flagged by a graph-based model. By
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layering these models, the weaknesses of one are covered by the strengths of another, creating
a resilient and comprehensive detection posture.

Prospects for further research should therefore focus on the practical implementation
of these hybrid systems. Key challenges to address include:

1. Model Integration and Fusion: Developing frameworks to effectively fuse the alerts
and confidence scores from disparate models into a single, actionable intelligence stream for
security analysts.

2. Scalability and Performance: Optimizing the performance of computationally
intensive models, particularly graph analytics, to operate efficiently within large-scale, real-
time Active Directory environments.

3. Explainability (XAI): Integrating explainability techniques into the hybrid
framework is vital. As highlighted in the reviewed literature, security analysts must be able to
understand why the system has flagged a series of activities as a potential APT to validate
threats and orchestrate an effective response.

4. Automated Orchestration: Research into intelligent orchestration systems that can
dynamically allocate the most appropriate analytical resources based on the type of data and
the evolving threat context.
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BUSIBJIEHHSI AHOMAJIIM B ACTIVE DIRECTORY /11 BUSABJIEHHS APT-
ATAK: METO/U, EGEKTUBHICTDb TA OBMEXEHHSA

AHoTanis. Y cTaTTi NpeiCTaBICHO OIJIAN, aHaJi3 Ta MOPIBHSHHA METO/IB MAIIMHHOTO HAaBYaHHS
JUTS BUSIBJICHHS 3arpo3 B cepenoBuii Active Directory. OCKiJIbKH cydacHi METOIIM aTak Bce Kpamie
00XOAATh TpPaIuIiifHI IHCTPYMEHTH 3aXHUCTY 1 Bce Kpallle MIMIKPYIOTh MiJ JIETITUMHY aKTUBHICTb,
crioco0oM BUSBIICHHS 3arpo3 0yo 00paHO BHsIBICHHS aHOMamid. [yt mocwimkerns Oyimo obpaxo 4
TUIY aJTOPUTMIB: KIacTepHi, KiIacu(ikaTopu, HEHPOHHI MEPEXi Ta aTOPUTMHU Ha OCHOBI Tpadis.
ExcnepruMeHT NpOBOJMBCS Ha MPHUKIALl BipTyaJlbHOTO CEpElOBHINA SKE CHUMYIIOBalIo Active
Directory. Monenb MalIMHHOTO HaBYaHHS HABYAJIKCh HAa THIOBIH pOOOTI CHMYJIBOBAHOTO
cepeloBUINA. ATaku, Ui TECTyBaHHs, CHUMYJIOBAINCH B TOMY > CEPEIOBHIIl OJHOYACHO 3
BIATBOPEHHSIM CEPEIHBbOCTATUCTUYHOI AaKTUBHOCTI, Uil BiJOOpPaXCHHS YMOB OJMXKYHX J0
peanbHuX. JocmipKeH s MoKa3ao, MO0 KOKEH ajrOPUTM Mae CBOI MepeBaru Ta HEJOJNIKH 1 10 He
iCHye HaJiifHOTO pIillleHHs, 3/IaTHOTO TOBHOILIIHHO 3JaTHOTO BUSBIATH yci 3arpo3u. Tak LSTM
BUSBWJIMCh HAMKpaIllMMU B BHUABJCHHSA aHOMAlid B MOBEMIHII KOpPHCTyBauiB, Autoencoders
nokasanu cebe HalKpalle y BHSBJICHHI aHOMalili B KOMaHJHOMY PSJIKY, a alllOPUTM Ha OCHOBI
rpadiB OyB HalkpamM B BHABICHHI aHOMalill a MepexxeBoMy Tpadiky. OmHOYacHO 3 IMM
pe3ynbTaTH BUCBITIIOIOTH OOMEKCHHS KIACHEPHHX alTOPUTMIB B CIEHAPiAX 3 BHCOKOIO
BapiaHTUBHICTIO BHUMAIKIB, a TaKOXX OOMEXEHHS B MOJMJIMBOCTI BHUSBICHHS HEBIIOMHUX Ta
MIMIKPYIOUHMX IIiJ] JETITHUMHY aKTHBHICTh 3arpo3 [UIA aJTOpHTMIB Kiacudikarii. PesynpraTi
JIOCIIIKSHHS i ITBEPIKYIOTh HEOOXiAHICTh MOOYIOBH KOMILICKCHUX CHCTEM 3aXHCTY iH(pOpMaIlii,
SKi 0a3yIOThCS Ha MPUHIIAIAX TIHOOKOTO 3aXHUCTY, IO MOEAHYIOTh Y c00i YCi CHIIBHICTh CTOPOHH
pi3HUX METOAIB s €()EeKTHBHOTO BHSABIUICHHS 3arpo3. KpiM TOro, BOHO IMiAKPECIIOE, IO
NpaKkTHYHA MLIHHICT IUX MOJeNed MaKCHMI3YeThCS, KOJM BOHHM BHKOPUCTOBYIOTHCS IS
MOKPAIIECHHS MOXKJIMBOCTEH ICHYIOUHX M1aT(HOpM OC3MeKH.

Kawuosi ciaoBa: APT; Active Directory; BUSBICHHS aHOMAJii;, MalllMHHE HABYAHHS; TIHOOKE
HaBYaHHS; KibepOe3meka; rirboka 000poHa; aHATITHKA HAa OCHOBI Tpadin
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