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METHODS FOR DYNAMIC OPTIMIZATION OF POST-QUANTUM DIGITAL SIGNATURES IN

AUTHENTICATION PROTOCOLS FOR 6G ULTRA-DENSE NETWORKS

Abstract. The development of sixth-generation (6G) networks, focused on ultra-dense access
scenarios, ultra-low latency, and massive connectivity of heterogeneous devices, significantly
increases the requirements for authentication mechanisms and cybersecurity. An additional risk
factor is the projected progress in quantum computing, which challenges the long-term security of
classical cryptographic algorithms and necessitates the integration of post-quantum digital
signatures into telecommunication protocols. At the same time, existing approaches to
implementing post-quantum cryptography in mobile networks are primarily based on static
schemes and do not account for the dynamic operating conditions of 6G ultra-dense networks.
This paper investigates the problem of constructing quantum-resistant and high-performance
authentication protocols for 6G networks, considering fluctuating network parameters, device
heterogeneity, and constraints on computational and energy resources. It is demonstrated that the
static application of post-quantum digital signatures fails to provide the necessary balance between
security levels and the efficiency of authentication procedures in ultra-dense access scenarios.

To overcome these limitations, a generalized methodology for the dynamic optimization of post-
quantum digital signatures in 6G authentication protocols is proposed. This methodology is based
on the adaptive selection of cryptographic algorithms and their parameters depending on the
current network state and the resource characteristics of authenticated nodes. The developed model
formalizes a mechanism for dynamic signature selection, accounting for latency, computational
costs, energy consumption, and quantum resistance levels, which allows for the formulation of
formal optimality criteria for 6G networks. The integration of the proposed methods into the
authentication protocol forms an adaptive cryptographic architecture capable of scaling under high
connection density without compromising security. Experimental simulation results for ultra-dense
access scenarios confirm that dynamic optimization reduces authentication latency and energy
consumption compared to static post-quantum variants, justifying the feasibility of using adaptive
protocols in 6G networks.

Keywords: post-quantum cryptography; cybersecurity; cyber risks; digital signature;
authentication protocols; 6G networks; ultra-dense networks; dynamic optimization.

© 10. B. Kyuma, B. B. IToninocskuid, M. O. ITnaxTiii, 2026



s < | DEPBE3INEKA: ocsita, Haya, Textika Ne 1(33), 2026

CYBERSECURITY: ISSN 2663 — 4023
EDUCATION, SCIENCE, TECHNIQUE

INTRODUCTION

Problem Statement. Sixth-generation (6G) networks establish a new telecommunications paradigm
supporting ultra-low latency, ultra-dense device connectivity, and heterogeneous services, which places
increased demands on authentication mechanisms and cybersecurity. An additional risk factor is the potential
emergence of quantum computers capable of undermining the security of traditional cryptographic algorithms
underlying digital signatures and key exchange, such as RSA and ECC, due to the efficiency of Shor’s algorithm
for systems like RSA and ECDSA [1]. Consequently, the international IT community is actively working on
Post-Quantum Cryptography (PQC) a set of algorithms resistant to attacks utilizing quantum computing [2].

Despite efforts to develop and standardize post-quantum digital signature algorithms, such as
CRYSTALS-Dilithium, Falcon, and SPHINCS+ specified by NIST, existing approaches to their application in
telecommunication protocols remain limited in practical scope and are predominantly based on static solutions
without adaptation to fluctuating network operating conditions [3]. The static implementation of PQC schemes
fails to account for key aspects such as dynamic traffic loads, node mobility, and the constrained resources of
end-user devices factors typical of 6G ultra-dense networks that directly impact authentication efficiency and
system scalability [4].

The scientific and applied problem lies in the fact that the absence of adaptive authentication protocols
with PQC and models for dynamic digital signature selection limits the ability to balance quantum resistance and
performance in 6G ultra-dense environments. This precludes the formalization of clear optimality criteria that
could ensure coordinated management of collisions, energy consumption, and computational costs during
authentication. Research in this field is also insufficiently supported by experimental results for ultra-dense
access scenarios and lacks a generalized methodology for optimizing post-quantum digital signatures in
telecommunication networks, complicating their integration into future standards.

Thus, addressing this problem is essential both from a theoretical perspective in the context of advancing
post-quantum cryptography and from a practical standpoint due to the need to build efficient and secure
authentication protocols for 6G architectures capable of withstanding high connection density without significant
performance degradation.

Analysis of recent research and publications. The emergence of post-quantum cryptography as an integral
part of securing global cyberspace is driven by significant consolidated efforts from the international scientific
community and key standardization bodies.

A leading role in this process is played by the U.S. National Institute of Standards and Technology
(NIST). As early as 2016, NIST initiated a large-scale international program for PQC standardization. The
primary goal of this program is to develop and implement cryptographic algorithms capable of effectively
resisting potential threats arising from the rapid advancement of quantum computing technologies [5].

In August 2024, NIST published the first official standards FIPS 203, FIPS 204, and FIPS 205 which
define cryptographic protection algorithms, including post-quantum digital signature schemes based on
CRYSTALS-Dilithium (ML-DSA) and SPHINCS+ (SLH-DSA) [6]. This establishes a foundation for the further
implementation of quantum-resistant authentication mechanisms in critical electronic communication systems.

Beyond official standardization, numerous academic studies analyze the efficiency and performance of
new PQC algorithms, including measurements of latency, energy consumption, and computational overhead on
real-world platforms, specifically mobile and 10T environments [7]. Such works are crucial for understanding the
practical limitations of post-quantum digital signatures; however, they predominantly focus on individual
algorithms and their implementations rather than on systemic authentication protocols or their adaptation to
ultra-dense telecommunication network conditions.

Ukrainian scientists are also actively contributing to the global development of post-quantum
cryptography. A number of domestic scientific papers have performed deep analyses of modern digital signature
algorithms. In particular, comparisons of promising post-quantum architectures have been conducted,
considering their cryptographic properties and computational complexity. These studies have justified the
feasibility of their further adaptation to practical cybersecurity tasks [3, 7, 8, 9]. Furthermore, review studies by
Ukrainian authors emphasize mathematical models, computational features, and the structure of post-quantum
cryptographic systems. This highlights the necessity of developing effective optimization methods that account
for resource constraints and the stringent requirements of modern electronic communication systems [10].

Overall, despite significant progress in the standardization and analytical evaluation of individual post-
quantum cryptographic algorithms, several fundamental scientific gaps remain. Specifically, current research
does not address adaptive authentication protocols capable of accounting for real-time network dynamics and the
operational characteristics of post-quantum digital signatures. There is also a lack of formalized models for the
dynamic selection of digital signature architectural solutions and their optimality criteria in ultra-dense access
scenarios typical of sixth-generation networks.
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A separate unresolved issue is the lack of a generalized methodology for optimizing post-quantum digital
signatures for 6G telecommunication networks, which complicates the assessment of adaptive architecture
behavior in large-scale and highly dynamic networks due to the limited availability of experimental results.
Consequently, the combination of these factors justifies the scientific novelty and relevance of this research.

The objective of the article is the development and substantiation of methods for the dynamic
optimization of post-quantum digital signatures in authentication protocols for ultra-dense 6G networks, aimed at
increasing authentication efficiency under conditions of variable network parameters, limited node resources,
and strict requirements for latency and energy consumption while maintaining a specified level of quantum
resistance.

RESEARCH RESULTS

Ensuring quantum-resistant authentication in sixth-generation ultra-dense networks should be addressed
as a system-level problem. In this context, cryptographic robustness, exchange timing characteristics, and node
resource constraints form an interconnected multidimensional space of design decisions. Given the exponential
growth in the number of connected devices, traffic unevenness, and the prospect of practical quantum attacks,
the use of a single fixed digital signature algorithm leads either to excessive resource overhead or to
unacceptable authentication latencies [11]. Therefore, from an engineering perspective, a post-quantum digital
signature should be treated not as a static protocol element, but as a controllable optimization variable, the
selection of which is performed contextually and dynamically according to the current network state.

Such an approach requires a formal mathematical formulation that allows for the simultaneous
consideration of several conflicting performance criteria. Let us define a set of available post-quantum digital
signature schemes:

S ={81,50,-,5n - (1)
Each scheme S; is mapped to a vector of technical and operational characteristics:
Pi=(D;.Ci. B, Q) » (2)

where p,; characterizes the time overhead for executing the digital signature generation and verification
procedures, C; reflects the computational complexity of the algorithm, while E; determines the energy
consumption level and Q; corresponds to the quantum resistance level of the scheme according to current

cryptographic assessments and standardization results.
In this case, the primary security requirement is formalized as the constraint Q; > Q. » after which the

selection task is reduced to minimizing the total resource costs. However, given the mutually conflicting nature

of the indicators Dj,C;,E;,Q;, scalar optimization does not provide a universal solution. Therefore, it is
appropriate to transition to a multi-objective formulation based on Pareto optimality.

Let us introduce the cost vector

/zi:(Di,Ci,Ei,—Qi)’ (3)

where the minus sign reflects the maximization nature of the security indicator. A scheme S; dominates

scheme Sy, if z, <z, component-wise, and the inequality is strict for at least one component. The set of non-
dominated alternatives

P={seS|lys' e€S:z(s') < z(s)} (4)

forms the Pareto frontier, which geometrically describes the boundary surface of acceptable trade-offs between
latency, computational costs, energy, and cryptographic robustness. Thus, instead of a single "best" algorithm, a
region of rational solutions is obtained, within which the subsequent selection is determined by the application
context.

Since 6G network parameters fluctuate significantly over time, the effectiveness of each scheme becomes
dependent on the current operating mode. To formalize this dependency, we introduce the network state vector:
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N () =[ (1), A(t), 7(t), 7(t) ] ®)

where p(t) is the active connection density, A(t) is the authentication request intensity, z(t) represents
the average signaling latencies, and T(t) denotes the available energy resources of the nodes. Consequently, the
characteristics D;,C;, E; and even the practical efficiency Qi are interpreted as functions of the network state,

while the Pareto frontier acquires a time dependency P(t) .

To obtain a specific solution within the frontier, a context-dependent scalarization of criteria is used in the
form of a generalized objective function

Ji(®) =a()D; + SOC; + 7 (OE -5(1)Q;» Q)

where the weighting coefficients reflect the current optimization priorities. The optimal scheme for a
given point in time is determined as:

s'(ty=arg min J;(t)- (7
sieP(t)

Thus, an adaptive control module is formed. Before each authentication session, this module selects a
cryptographic algorithm without altering the structure of the message exchange protocol itself and determines
the optimal post-quantum digital signature scheme based on the current network state.

Further generalization is achieved through stochastic modeling of the network state evolution. It is
assumed that the process N (t) satisfies the Markov property

Pr{N(t+1)| N(t),N(t-1),..3=Pr{N(t+1)| N(t)}, (8)

that is, the future dynamics are determined solely by the current parameters. After the state space
discretization, we obtain the set ) and the transition probability matrix P, » Which defines the probabilistic
load dynamics.

ULTRA-DENSE 6G NETWORK

~massive 10T (MMTC)
- ultra-reliable low latency (URLLC)
+ XR/UAV/V2X

— The physical network determines the

current state;

Key Characteristics — Changes in topology, traffic patterns, and
Massive connectivity the number of nodes determine N().

—Highly dynamic network topology

— Hard latency requirements
Resource-constrained devices

NETWORK STATE N(t)

N(®) = [p(®), (0, LO), RO, EW®)]

ac:
p(f) — Active connection density

A(t) - Traffic intensity — N() is an input parameter for the
L(f) - Instantaneous latencies optimization problem; _
R(t) ~Available computational resources ~ State-dependent objective function

E(t) — Energy budget of the nodes

State dynamics:
P{N(t+1) | N(t)} — Markovian dynamics
Even if the Pareto front is stationary, the

l optimal choice remains state-dependent.

MULTI-CRITERIA OPTIMIZATION ADAPTIVE DIGITAL SIGNATURE
SELECTION

The aim: —m-
minimize total resource consumption Optimal signature at time t:

min F(D, G, B[ NG) 1) =arg min (P, NO)

Safety constraints: Properties / Characteristics:

Q_mi State-aware adaptation
Resulis: ~ Non-disruptive signature update
R areto-optima front — Ensuring post-quantum security
~ Pruning of dominated solutions — Instantiation of the selected signature
in the protocol;
Runtime execution level
Pareto-efficient set — concrete instantiation
‘ 6G-BASED AUTHENTICATION
COLLECTION OF PQC SIGNATURE FRAMEWORK
SCHEMES S « Context-aware PQC signature selection
— - Scalability in ultra-dense networks
S={sns s} * Minimized latencies

+ Mitigated energy expenditure
System Model: * Mitig g
lattice-based Post-quantum security
—hash-based .
code-based

|

|
Performance of cach scheme si: !
Pi=(Dy, G, E, Q) !

! Network state

D, -~ Authentication delay R
Ci— Computational complexity (feedback)
E; - Energy expenditure
Qi Quantum resistance level

Fig. 1. Generalized structural and functional diagram of adaptive post-quantum digital signature selection in the
6G authentication protocol
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policy
7:Q—8S, )

which maps each network state to a specific cryptographic scheme. The optimal policy minimizes the expected
long-term costs, as described by the Bellman equation:

vV(n)=min| J(n,s)+ > Py (s)V(n) |’ (10)

seS n'eQ

where J(n,S) is the instantaneous cost of authentication in state N when using scheme S, while the

transition term accounts for the impact of the current choice on future network operating modes. Consequently,
the decision becomes proactive: not only current costs but also expected future costs are minimized.

To align the model with the service heterogeneity of 6G, the weighting coefficients are defined as
functions of the network state:

a="f,(N), B=15(N), y="f,(N), 5=15(N), (11)
which ensures an automatic reconfiguration of priorities. In particular, for URLLC scenarios, the following holds
all B, all y,

which forcibly minimizes authentication latency, whereas for mMTC, it is appropriate to
yUa By,
which orients the selection towards energy-efficient and computationally moderate schemes during

massive connection events.
This can be generalized as a priority matrix (Table 1).

Table 1
Service Type | Latency (D) | Computation (C) | Energy (E) | Security (Q)
URLLC High Medium Low High
mMTC Low Medium High Medium

Thus, the service type defines the baseline profile of the objective function's weighting coefficients,
reflecting the regulatory requirements for latency, reliability, energy consumption, and security level for the
respective traffic class.

The current network state acts as a contextual regulator, performing continuous operational adjustment of
these weights through the mapping of the network state function. As a result, the optimization process occurs
simultaneously in two interconnected dimensions: policy-driven and state-driven. This ensures both compliance
with the SLA of a specific service and adaptation to current resource and traffic conditions.

Under this problem formulation, the criteria system transitions from a static configuration to a dynamic
controllable model, where the selection of a cryptographic primitive is a function of the network state. This
establishes a formalized, scalable mechanism for the real-time adaptation of post-quantum authentication
protocols to diverse 6G scenarios. Accordingly, the proposed multi-level optimization model forms a closed-
loop decision-making framework, within which the current network state, service characteristics, and
cryptographic algorithm parameters are integrated into a unified adaptive management mechanism [12].

Practical integration of the proposed approach is implemented in the form of a closed control loop at the
core or edge-node level: estimation of the current state N (t); formation of the dynamic Pareto frontier P(t);

calculation of objective functions with adaptive weights; selection of s*(t) and transmission of parameters to the

protocol parties; execution of the standard authentication procedure; updating of statistical estimates to refine
transition and cost models.

Decentralized implementation of this cycle at the edge level ensures linear scalability relative to the
number of concurrent sessions and eliminates centralized processing bottlenecks, which is critical for 6G ultra-
dense deployments.
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Summarizing the above, it is appropriate to state that the proposed approach forms a mathematical
synergistic basis of multi-objective Pareto optimization, contextual scalarization, and stochastic control based on
Markov processes, establishing a holistic theoretical and applied framework for the adaptive orchestration of
authentication services.

Furthermore, it should be emphasized that within the proposed approach, the post-quantum digital
signature is determined not as a fixed parameter, but as a dynamically controlled variable of the optimization
objective function. Therefore, such a methodological approach allows for achieving a trade-off between ensuring
quantum-resistant protection and adhering to stringent criteria regarding latency, throughput, and energy
autonomy in the context of heterogeneous and resource-constrained 6G telecommunication ecosystems.

CONCLUSIONS AND PROSPECTS FOR FURTHER RESEARCH

This scientific paper investigates the problem of constructing quantum-resistant and high-performance
authentication protocols for sixth-generation networks. The problem is formalized as a multi-objective
optimization task, allowing for a comprehensive integration of requirements for quantum cryptographic
robustness, computational efficiency, authentication latency, and scalability in ultra-dense
network environments.

The study employs a Pareto-oriented optimization approach, which enables the identification of a set of
non-dominated solutions representing the trade-offs between time delays, computational overhead, and the
quantum resistance level of authentication protocols.

A generalized methodology for the dynamic optimization of post-quantum digital signatures in 6G
authentication protocols is proposed. This methodology is based on the adaptive selection of cryptographic
algorithms and their application parameters depending on the current network state and the resource
characteristics of the authenticated nodes.

Simulation results confirm that the dynamic selection of digital signature mechanisms provides a
significant increase in time and energy efficiency compared to static scenarios. Ultimately, a mechanism suitable
for practical implementation has been developed, where the post-quantum digital signature is treated as an
optimization variable, enabling the real-time alignment of security requirements and resource efficiency.

Promising directions for further research include expanding the set of optimization metrics to account for
channel reliability, latency jitter, and packet loss intensity, as well as implementing online learning methods for
the dynamic adaptation of weight profiles based on real network traffic analysis. Particular attention should be
paid to investigating the resistance of the proposed schemes to physical implementation attacks, specifically
side-channel attacks and fault injections. Furthermore, the development of cooperative interaction protocols
between Edge nodes for sharing aggregated telemetry and the hardware acceleration of post-quantum
cryptographic primitives based on FPGA/ASIC, followed by field validation in 6G network infrastructure,
remain highly relevant.
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METOJIA JUHAMIYHOI OITUMI3ALIL MIOCTKBAHTOBUX ITU®POBUX MIJAMUCIB Y

MMPOTOKOJAX ABTEHTU®IKAIII HAJIIIJIBHAX MEPEX 6G

Anoranis. Po3Butok mepex mocTtoro nokosiHHs (6G), OpiEHTOBaHMX Ha HAALIUIBHI CLEHapii
JOCTYIly, YJIbTPaHW3bKi 3aTPUMKH Ta MacoBe€ IIiIKJIIOYEHHSI T'€TePOreHHHMX IMPHUCTPOIB, CYTTEBO
MiJIBUIIYE BUMOTH JO MEXaHi3MiB aBTeHTH(iKalli Ta 3abe3meycHHs KibepOesneku. J[ogaTkOBIM
(hakTOpOM PH3HKY € IPOTHO30BaHWII MPOTrpec KBAHTOBUX OOYMCIICHB, SKUH CTaBHUTH I CyMHIB
JIOBTOCTPOKOBY CTIMKICTh KIACHYHUX KPHUNTOTpaivyHUX alTOPHUTMIB i 3yMOBIIOE HEOOXiIHICTH
BUKOPDHCTAHHS TOCTKBAHTOBMX NHU(QPOBHX IMIANMKCIB y TENEKOMYHIKaliiHUX IPOTOKOJNAX.
Bonrodac HasBHI MIXOOW A0 BIPOBAKCHHS MOCTKBAHTOBOI KpumTorpadii B MOOLTEHUX
Mepekax 37eOUIbIIOro I'PyHTYIOThCS Ha CTaTHYHHMX CXEMax 1 He BPaxOBYIOTh JHHAMIUHI YMOBH
(hyHKIIOHYBaHHS HAAIIUTBHUX Mepex 6G.

Y poboti mochimkeHo MmpodiaemMy MoOyIOBH KBaHTOBO-CTIHKMX 1 MPOAYKTHBHHX IPOTOKOJIIB
aBTeHTHOiKanii a1t Mepexx 6G 3 ypaxyBaHHSIM 3MIHHOCTI MEPEXKEBUX IapaMeTpiB,
reTepOreHHOCTI IPUCTPOIB Ta 0OMEXeHb 00UNCIIIOBAILHUX 1 eHepreTHYHuX pecypcis. [TokasaHo,
IO CTaTH4YHE 3aCTOCYBaHHS IIOCTKBAaHTOBHMX IH(POBUX IANKCIB He 3ade3neuye HeoOXiJHOIro
OayaHcy MK piBHeM Oe3neku Ta e(eKTHBHICTIO aBTEHTHU(IKaliiHUX MPOLEAYp y HaIIIUIbHUX
CIIEHapisiX I0CTyIy.

3 MeTOI0 TOMAONaHHS 3a3HAYCHWX OOMEXEHb 3alpONOHOBAHO Y3arajdbHEHY METOIOJIOTII0
JMUHAMIYHOI ONTHMi3alii MOCTKBAHTOBHX IM(PPOBUX IIiIIHCIB Y MPOTOKOIAX aBTeHTU]iKaIil 6G,
sgka 0a3yeTbCcs Ha aJaNTHBHOMY BHOOpI KpHNOTOrpadidHAX aNTOPUTMIB 1 MapaMeTpiB iX
3aCTOCYBaHHS 3aJIeKHO BiJl TIOTOYHOTO CTaHy MeEpeXi Ta pECypCHHX XapaKTEepUCTHK
aBTeHTH(IKOBaHUX BY3IiB. Po3pobnena mozpens Qopmarnizye MexaHi3M JUHAMIYHOTO BHOOpPY
(poBOro MANUCY 3 ypaxyBaHHIM 3aTPUMOK, OOYHCIIIOBAIHIX BUTPAT, EHEPrOCIOKUBAHHS Ta
piBHS KBAaHTOBOI CTIMKOCTi, IO J03BOJsIE chopMmyBaTH (OopMaibHI KpUTepii ONTHMAIBHOCTI
st 6G mepex.

IHTerpamist 3ampomOHOBAaHMX METOAIB y TPOTOKON aBTeHTH(]iKamii ¢opmye amanTuBHYy
KpunrorpadidyHy apXiTeKTypy, 34aTHY MacImTa0yBaTHCS B yMOBaxX BHCOKOI IIUIBHOCTI
MiIKITI0YeHb 0€3 3HMKEHHS PiBHS O0e3MeKu. Pe3ybTaT eKCIepUMEHTATLHOTO MOJIEITIOBAHHS JIJIs
HaJIIUIBHUX CLEHapiiB JOCTYNy MiATBEP/DKYIOTh, IO JAWHAMIYHA ONTHMI3alis 3abe3nedye
3MEHIICHHS 3aTPUMOK aBTEHTH(IKaIil Ta EHEProCIOKMUBAHHS IIOPIBHSIHO 31 CTaTUYHUMH
MOCTKBAaHTOBUMHM BapiaHTaMM, IO OOIPYHTOBYE JOIUIBHICT> BHKOPHCTaHHS —aJaNnTHBHUX
MPOTOKOJIIB Y Mepexax 6G.

KarouoBi cioBa: moctkBanTroBa kpunrorpadis, kibepOesneka, Kibeppu3ukH, HU(POBHUIA MmiaIuC,
MPOTOKOJIM aBTeHTH]iKaMii, Mepexi 6G, HAMIIUTBFHI MEpexki, TUHAMIYHA OTITUMI3aIlis.
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