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SECURING AVIATION NETWORKS THROUGH BLOCKCHAIN: ARCHITECTURE,
CHALLENGES, AND SOLUTIONS

Abstract. The aviation industry depends on data integrity across supply chains spanning OEMs,
MRO organizations, airlines, lessors, and national regulators. Centralized data management
systems — still dominant in the sector — expose the ecosystem to single points of failure and
provide limited traceability of millions of aircraft parts circulating annually. This paper presents a
structured review of blockchain-based security architectures for aviation networks, synthesized
from 14 peer-reviewed sources published between 2018 and 2025, retrieved from IEEE Xplore,
ScienceDirect, SpringerLink, ACM Digital Library, and Wiley/Hindawi. On this basis, a thirteen-
step design method is proposed for integrating permissioned blockchain with distributed cloud
infrastructure in aviation environments. The method is grounded in quantitative acceptance criteria
— throughput > 500 TPS, smart contract execution latency < 200 ms (p95), system availability
99.9% - and maps each design phase to specific security controls (integrity, access control,
auditability, privacy, resilience, governance). Core mechanisms are formalized via hash-chain
integrity verification, attribute-based access control functions, zero-knowledge proof verification,
and a composite pre-ledger trust-scoring model. The principal finding: permissioned blockchain
architectures — Hyperledger Fabric in particular — can support aviation requirements for immutable
audit trails, decentralized identity management, and regulatory compliance with EASA and FAA,
adoption remains constrained by organizational readiness and the unresolved GIGO problem at the
ledger boundary.

Keywords: blockchain; distributed ledger technology; permissioned blockchain; aviation; supply
chain; traceability; governance; auditability; access control; privacy; resilience; smart contracts.

INTRODUCTION

Aircraft safety depends fundamentally on the trustworthiness of data. Every component installed on a
commercial aircraft carries a documentary provenance — from the manufacturer's certificate through successive
maintenance events, ownership transfers, and regulatory inspections. When this provenance is accurate, the
system functions. When it is not, consequences range from costly removal from service to catastrophic failures.
The problem is that today this documentary provenance is held in fragmented, centralized systems: proprietary
enterprise resource planning (ERP) platforms, paper logbooks, and siloed databases independently maintained by
each participant in the aviation value chain [2, 5].

This fragmentation gives rise to three interrelated problems. First, centralized architectures create single
points of failure: a compromised or unavailable database at one MRO organization can halt maintenance
processes for an entire fleet. Second, verifying the provenance of frequently traded spare parts is difficult when
records are dispersed across incompatible systems. The risk of unapproved or counterfeit components
underscores the importance of aircraft-parts traceability, as discussed in the MRO literature [2, 5]. Third, the
regulatory environment defined by EASA and FAA requirements mandates full traceability and non-repudiation
of maintenance records — requirements that paper logbooks and conventional databases satisfy only at significant
manual cost and residual fraud risk [2, 11].
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Distributed ledger technology (DLT) — and permissioned blockchain in particular — offers a structurally
different approach. Rather than concentrating trust in a single database operator, a permissioned blockchain
distributes the ledger among authorized nodes operated by different organizations, while restricting network
participation to verified entities. Each transaction is cryptographically linked to its predecessor, producing
append-only records that no single participant can unilaterally alter. Smart contracts encode business logic —
access policies, compliance checks, automated workflows — directly in the ledger [3, 5, 6].

The potential is evident. The practical reality is more complex. Efthymiou et al. [2] characterise
blockchain adoption readiness among MRO organizations as largely exploratory: through semi-structured
interviews with industry practitioners, they find that willingness to adopt is restrained by safety-culture inertia
and uncertainty about long-term return on investment. Efthymiou et al. [2] and Ye et al. [13] identify
organizational, regulatory, and technological adoption barriers: high implementation costs, the absence of
standardized regulatory frameworks, and the GIGO problem — blockchain guarantees immutability once a record
is entered, but does not itself verify the authenticity of data submitted to the ledger.

This paper makes the following contributions. First, a structured taxonomy of blockchain-based security
mechanisms for aviation is provided, organised across seven security dimensions (Section 3). Second, critical
gaps in existing research are identified and characterized (Section 4). Third, a thirteen-step design method — with
quantitative acceptance criteria, formalized security mechanisms, and measurable outcomes — is proposed for
integrating permissioned blockchain into aviation network architectures (Section 6).

Problem Statement.

The multi-party nature of the aviation ecosystem — OEMs, MRO organizations, airlines, lessors, parts
brokers, and regulatory authorities — requires a level of mutual trust that current information systems do not
adequately provide. Centralized ERP platforms operated by individual organizations cannot deliver cross-
organizational transparency. Physical logbooks are susceptible to damage, loss, and deliberate falsification; a
single forged traceability document can introduce an unapproved part into a safety-critical structure. Advanced
sensor- and RFID-based tracking solutions improve visibility within a single organization but do not extend trust
across organizational boundaries [5, 11].

Permissioned blockchain architectures address several of these deficiencies — immutable records,
cryptographic non-repudiation, decentralized trust — but their integration into existing aviation IT environments
raises questions that the current literature largely leaves unanswered. These are condensed into three research
questions.

Research Questions.

RQ1. How can permissioned blockchain architecture satisfy the requirements for data integrity, spare-
parts traceability, and secure cross-organizational communication in aviation, and what are the measurable
performance thresholds (throughput, latency, availability) such an architecture must meet?

RQ2. Which cryptographic and protocol-level mechanisms — specifically hash-chain verification,
attribute-based access control, and zero-knowledge proofs — are required to ensure data authenticity,
immutability, and controlled access in a distributed cloud environment compliant with EASA and FAA
requirements?

RQ3. What structured design method with quantitative acceptance criteria can guide the integration of
permissioned blockchain into existing aviation enterprise systems, accounting for organizational readiness, cost
constraints, and interoperability requirements?

RESEARCH METHODOLOGY

Search Strategy.

A structured search of peer-reviewed literature was conducted across five academic databases: IEEE
Xplore, ScienceDirect (Elsevier), SpringerLink, ACM Digital Library, and Wiley/Hindawi. The search query
combined four conceptual groups using Boolean operators:

("blockchain™ OR "distributed ledger technology" OR "DLT") AND (“aviation" OR "aerospace” OR
"aircraft" OR "MRO") AND ("security" OR "privacy" OR "trust" OR "integrity") AND (“cloud computing” OR
"distributed cloud" OR "federated cloud")

The search was restricted to English-language peer-reviewed publications from January 2018 to
December 2025. Journal articles and conference proceedings were included; preprints, editorial pieces, and
industry reports were excluded.

Source Selection.

Retrieved publications were assessed against inclusion and exclusion criteria. The final corpus comprised
14 studies that satisfied all criteria.
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Inclusion criteria. A work was included if it (a) proposed, evaluated, or reviewed a blockchain-based
architecture or mechanism applicable to aviation or aerospace networks; (b) addressed at least one of the seven
security dimensions; (c) was published in a peer-reviewed venue; and (d) contained sufficient technical detail to
evaluate the proposed mechanisms.

Exclusion criteria. A work was excluded if it (a) addressed blockchain in non-aviation sectors without
transferable architectural insights; (b) was purely conceptual with no technical content; (c) duplicated the
findings of another included publication by the same authors; or (d) was not available in English.

The corpus of 14 studies encompasses both aviation-specific works and broader blockchain and
cybersecurity research with transferable architectural insights (notably identity management and access-control
mechanisms for permissioned networks). The inclusion of the latter is justified by the limited volume of
aviation-specific literature with the requisite level of technical detail. The transferability of each mechanism to
the aviation context was assessed within the analytical framework (Section 2.3).

Analytical Framework.

Each included study was analyzed along three axes: (1) which of the seven security dimensions it
addresses; (2) the specificity of the proposed mechanisms (conceptual, architectural, or implemented/evaluated);
(3) the maturity of empirical validation (theoretical argument, simulation, prototype, or production deployment).
This three-axis classification provided the foundation for both the taxonomy in Section 3 and the gap analysis in
Section 4.

TAXONOMY OF BLOCKCHAIN SECURITY MECHANISMS

The fourteen reviewed studies collectively address seven security dimensions relevant to aviation
networks. This section synthesises the mechanisms identified in the literature, organised by dimension.

Identity Management.

Decentralized identity (DID) frameworks replace centralized identity providers with self-sovereign
credentials anchored to the blockchain. In the aviation context, each participant — whether an OEM, an MRO
facility, or an individual maintenance engineer — receives a DID verified in the distributed ledger without
requiring a single certificate authority. Ho et al. [5] demonstrate a blockchain system for enhancing aircraft-parts
traceability and trackability in inventory management. Extending this approach to MRO technician credential
management scenarios — for example, EASA Part-66 licences as verifiable credentials with on-chain revocation
—is a logical development consistent with the W3C DID Core architecture [15], although aviation deployment of
such an approach requires separate validation. Efthymiou et al. [2] characterise the complexity of manual cross-
organizational certificate verification as one of the principal operational obstacles to adoption.

A trusted registry of authorized participants is the foundation of a DID framework. In permissioned
blockchains such as Hyperledger Fabric, the Membership Service Provider (MSP) maintains this registry,
binding each participant's cryptographic identity to their organizational role and access privileges [6]. This
binding is non-trivial in aviation, where a single organization (e.g., an MRO facility) may simultaneously occupy
multiple roles — parts supplier, maintenance provider, and regulatory reporting entity — requiring role-
composition of credentials that current DID standards (W3C DID Core 1.0) support but few aviation
implementations have validated in practice [15].

Access Control.

Access control in a multi-party aviation blockchain must satisfy two competing requirements: regulators
and OEMs require broad audit access to maintenance records, while airlines and MRO organizations require that
commercially sensitive operational data remain confidential. This tension was identified as the primary adoption
barrier in three of the fourteen reviewed studies [2, 5, 12].

Formula 1 formalises the attribute-based access control (ABAC) decision function enforced through
smart contracts:

ACU = f(IDi'R]"Pi]"t'O_ij) (1)

where AC; € {0, 1} is the binary access decision for subject i requesting resource j; ID; is the verified
decentralized identity of the subject; R; is the resource classification level; P; is the policy set encoded in the
smart contract; t is the request timestamp; o; is the digital signature of the request.

Attribute-based encryption (ABE) extends this model to the data layer: off-chain data are encrypted under
an ABE policy such that only subjects whose attributes satisfy the policy can decrypt them, even if in possession
of the ciphertext [4, 8]. Decentralized key management introduces particular complexity: threshold cryptography
with k = [2n/3] + 1 for safety-critical data classes ensures that no single compromised organization can
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unilaterally access restricted records — provided the fraction of compromised participants does not exceed the
scheme's permissible threshold [6].

Data Integrity.

Data integrity is the foundational property that makes blockchain relevant to aviation. The hash-chain
structure guarantees that any modification to a historical record is computationally detectable.

Formula 2 describes hash-chain integrity verification:

H(Bp) = SHA —256(H(Bn-1) || Tn || Dr | Nn) @

where H(B,) is the cryptographic hash of block n; H(B,-;) is the hash of the preceding block; 7, is the
block timestamp; D, is the Merkle root of the transactions; N, is the nonce; | denotes concatenation.

The collision resistance of SHA-256 provides approximately 2% security against collision-finding
attacks, making construction of an alternative block with the same hash computationally infeasible for a bounded
adversary under current cryptographic assumptions. For aviation data, this means: once a maintenance record,
parts certificate, or inspection report is committed to the ledger, any subsequent falsification attempt breaks
chain validity from the point of modification, creating a detectable inconsistency [3, 6]. Merkle trees require only
O(log: m) hash comparisons to verify the inclusion of any single transaction, enabling efficient integrity audits
even as the ledger grows.

Audit Logging and Non-Repudiation.

Every transaction committed to the blockchain constitutes a tamper-resistant, timestamped audit record
attributable to a specific identity through digital signatures. This property directly supports the non-repudiation
requirement embedded in EASA Part-145 and FAA 14 CFR Part 43: every maintenance action must be traceable
to the certifying individual, who cannot subsequently deny having made the certification [2, 5].

The reviewed studies converge on a two-tier logging architecture. On-chain logs capture cryptographic
commitments (hashes) and metadata — who, what, when — while detailed data are stored off-chain in distributed
cloud storage referenced by on-chain pointers. Architecturally, smart contracts can trigger alerts when
transaction patterns deviate from established baselines — for example, an unusually high volume of parts
certifications from a single MRO facility within a short time window; analogous anomaly-monitoring
approaches are discussed in loT/blockchain contexts in [8, 14].

Network Governance.

Governance in a multi-party blockchain defines who may join the network, how consensus rules change,
how smart contracts are updated, and how disputes between participants are resolved. Sedlmeir et al. [12]
highlight the complexity of transparency and governance in organizational blockchain environments; in the
reviewed aviation corpus, this dimension remains the least specified — most studies assume a governance
structure without detailing its mechanisms. The design method (Section 6, Step 10) addresses this gap by
requiring a formal governance document specifying participation rules, smart-contract update procedures with a
mandatory k-of-n endorsement threshold (k > n/2), dispute resolution procedures, and alignment with
EASA/FAA requirements.

Privacy.

The privacy dimension encompasses two distinct requirements: data confidentiality (preventing
unauthorized access to sensitive records) and transaction privacy (preventing network observers from inferring
commercially sensitive information from transaction metadata patterns).

Formula 3 describes the zero-knowledge proof (ZKP) verification condition:

Aw:V(x,m) =1 Prove(x,w) > 1 3)

where x is the public statement (e.g., "this part has a valid traceability record"); w is the private witness
(the full traceability record); = is the proof generated by the prover; V(x, x) is the verification function, returning
1 (accepted) or O (rejected).

In the aviation context, ZKPs allow a parts broker to prove to an airline that a component has been
properly maintained throughout its service life, without revealing the identities of previous operators or the
specific maintenance costs — information whose disclosure would confer competitive advantage [5, 9]. For bulk
data encryption, a hybrid scheme is applied: data are encrypted with AES-256-GCM (authenticated encryption),
and the AES key is encrypted with the recipient's RSA-2048 (conventional key exchange; long-term post-
quantum protection requires migration to NIST PQC algorithms, identified as a future research direction), with
the encrypted key stored on-chain alongside the data hash [3].

Resilience.

The decentralized architecture of a permissioned blockchain provides inherent resilience against
individual node failures. For Hyperledger Fabric v2.5 with the Raft/CFT ordering service, resilience is provided
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by replication and majority quorum: the system can survive crash-fault node failures but does not protect against
malicious (Byzantine) behaviour by consensus nodes. If the threat model includes malicious insiders at the
consensus layer, additional application-level controls or a supported BFT extension are required.
Decentralisation represents a material improvement over centralized architectures, where failure of a single
database server can halt operations [6].

Disaster recovery in a blockchain-based aviation system exploits inherent data replication: every full node
maintains a complete copy of the ledger. Recovery from a local disaster requires only that the participant rejoin
the network and synchronise with surviving nodes. Sarkar et al. [11] demonstrate an analogous principle in the
context of drone-network security, where decentralized key management enhances resilience in environments
with unreliable infrastructure.

UNRESOLVED PROBLEMS AND RESEARCH GAPS

The structured review identifies seven gaps that the existing literature does not adequately address. The
gaps are ranked by severity, defined as the product of their impact on adoption feasibility and the degree of
consensus in the literature regarding their significance.

High implementation cost. Deploying a permissioned blockchain across even a subset of the aviation
supply chain requires infrastructure investment, integration with legacy systems (many MRO organizations still
rely on IBM AS/400 / IBM i platforms), staff training, and ongoing network operations. No study in the
reviewed corpus provides a validated cost model. Efthymiou et al. [2] characterise cost as the primary adoption
barrier — particularly for smaller MRO organizations — but do not quantify it.

Absence of standardized regulatory frameworks. No dedicated EASA or FAA guidance on the
admissibility of blockchain-based maintenance records as primary documentation was identified in the reviewed
corpus. Ye et al. [13] note that this regulatory vacuum is self-reinforcing: regulators hesitate to issue guidance
without production-scale evidence, and operators hesitate to invest without regulatory clarity.

The GIGO problem. Blockchain guarantees that records, once entered, cannot be altered. It does not
guarantee that records were accurate at the time of entry. A maintenance engineer certifying an inspection that
was never performed, or an 10T sensor reporting false readings, will produce immutable but erroneous records. A
quantitative framework for pre-ledger data validation is proposed in Section 5.

Insufficient specificity of architectural proposals. Most reviewed studies present conceptual architectures
without specifying consensus parameters, throughput requirements, latency budgets, or integration interfaces
with existing aviation IT systems (e.g., ATA iSpec 2200, ATA SPEC 2000, and ATA SPEC 42) [16].

Auditability-privacy tension. Privacy-preserving mechanisms (ZKP, ABE) introduce computational
overhead. No reviewed study quantifies this overhead in an aviation-realistic scenario.

The scalability trilemma. Blockchain platforms face the well-known trilemma: decentralisation, security,
and throughput cannot be simultaneously maximized. For aviation workloads, the critical question is whether
platforms can sustain throughput during peak operations while maintaining sub-second finality.

Key management complexity. Key rotation, revocation, and recovery procedures must operate across
organizational boundaries without introducing single points of trust — a requirement that threshold cryptography
satisfies theoretically but that has not been validated in aviation-scale deployments [3, 6].

PRE-LEDGER DATA VALIDATION: A RISK-BASED FRAMEWORK

To address the GIGO problem identified in Section 4, a composite risk metric is proposed for assessing
data authenticity prior to ledger commitment. The framework assigns a trust score to each data submission on the
basis of four factors.

Formula 4 defines the composite pre-ledger data trust score:

TS(d) = wy * Ssrc(d) + Wy - Sgev(d) + W3 - Scross (d) + Wy - Spise(d) (4)

where TS(d) &[0, 1] is the composite trust score for submission d; S,.<(d) is the source credibility score, based
on the submitting entity's historical accuracy rate and credential validity; S¢(d) is the deviation score, measuring
departure from expected values (e.g., an implausibly short part-inspection interval triggers a low score); S¢,(d)
is the cross-validation score, based on corroboration from independent data sources (IoT sensor readings, third-
party reports); S%(d) is the historical consistency score; wi, w2, ws, w« are weights satisfying Tw, = 1.
A submission is committed to the ledger if TS(d) > 6, where 8 is a configurable threshold. For safety-
critical data (e.g., airworthiness directives, life-limited parts certificates), 8 > 0.85 is recommended. Submissions
scoring below 6 are flagged for manual review by authorized validators.
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Weights wi through w4 require empirical calibration. As initial values, w1 = 0.30; w2 = 0.25; ws = 0.25; wa
= 0.20 are recommended for MRO maintenance-record submissions, reflecting the industry's prioritisation of
source credibility in a domain where certified engineers bear personal accountability for their certifications.
These values are to be refined using operational data following system deployment.

PROPOSED THIRTEEN-STEP DESIGN METHOD

This section presents the design method for integrating permissioned blockchain into aviation network
architectures. Each step specifies inputs, actions, outputs, relevant security controls, and a measurable success
criterion. Table 3 consolidates these criteria.

Step 1: Requirements elicitation and stakeholder analysis. The method begins with a structured analysis
of the aviation ecosystem's security requirements, regulatory obligations, and stakeholder relationships. Inputs
include applicable EASA and FAA regulations (EASA Part-145 for maintenance organization approval, EASA
Part-M for continuing airworthiness management, and FAA 14 CFR Part 43), documented operational pain
points, and existing data-flow maps. Outputs are a formal requirements specification document and a prioritized
security-requirements list mapped to the seven dimensions. Measurable criterion: every security requirement is
traced to at least one regulatory provision; the document is signed by representatives of all participating
organizations.

Step 2: Top-level system architecture design. This step produces a conceptual architecture integrating
distributed cloud storage with a permissioned blockchain layer. The architecture follows a three-tier model (Fig.
2): data tier (distributed cloud storage with AES-256 encryption at rest), consensus tier (permissioned
blockchain), and application tier (interfaces for OEMs, MRO organizations, airlines, and regulators). Measurable
criterion: a traceability matrix covers all seven security dimensions.

Figure 2. High-Level Architecture: Blockchain-Based Aviation Network

DATA
LAYER

Fig. 2. Three-tier architecture: data tier (AES-256-GCM), consensus tier (Hyperledger Fabric, Raft/CFT),
application tier with portals for OEMs, MRO organizations, airlines, and regulators; cross-cutting security
controls span all tiers

Step 3: Permissioned blockchain network configuration. Hyperledger Fabric v2.5+ is recommended for
aviation MRO applications on the basis of its permissioned architecture, configurable consensus, and channel-
based data isolation. Fabric v2.5 uses a Raft/CFT ordering service by default; actual latency is determined by
topology, block configuration, and workload. In networks with heightened adversarial requirements, additional
application-layer controls or a supported BFT extension should be considered. Measurable criterion: sustained
throughput > 500 TPS under a representative workload over a 1-hour test run.

Step 4: Decentralized identity management system. Each participating organization and individual user is
assigned a W3C-compliant DID anchored to the blockchain. Verifiable credentials encode role-specific
qualifications (EASA Part-66). The credential lifecycle is managed by smart contracts. Measurable criterion:
end-to-end credential verification completes within 500 ms.
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Step 5: Smart-contract-based access control. Each data resource is classified into one of four levels:
public, internal, confidential, and restricted. Smart contracts evaluate access requests against the policy set Pj;
(Eg. 1), taking into account the requester's DID, role attributes, and temporal constraints. Criterion: 100% of
access decisions match the expected outcome on > 500 test cases.

3 a iagram — | Flow

mmmmmmm
Starage

Oistributed
Cloud

Fig. 3. UML sequence diagram: a DID-authenticated request undergoes three parallel checks (DID validation,
ABAC, temporal constraints); upon AC;=1, a token is issued and the event logged; upon AC;=0, a denial is
returned with logging, ensuring non-repudiation

Step 6: Data integrity and provenance implementation. Each data asset (certification records, inspection
reports, installation events) is processed through a pipeline: serialisation to canonical form, SHA-256 hashing,
on-chain hash commitment, AES-256-GCM off-chain storage. A Merkle tree is constructed for the transactions
of each block. Measurable criterion: integrity verification of a single record completes in under 100 ms.

Step 7: Pre-ledger data validation. The trust-scoring framework (Eq. 4) is implemented. Submissions with
TS(d) > 6 are committed automatically; those below the threshold are routed to a manual-review queue. 6 = 0.85
for safety-critical data; 6 = 0.70 for operational data. Measurable criterion: false-acceptance rate < 1% on an
adversarial test set.

Step 8: Data privacy implementation. ZKP modules (zk-SNARK, Groth16: constant proof size of
approximately 192 bytes) are deployed for prove-without-reveal scenarios. RSA-2048 or RSA-4096 handles
asymmetric key exchange; AES-256-GCM handles authenticated encryption of off-chain data. Measurable
criterion: zk-SNARK proof generation for a parts-traceability statement in under 10 seconds.

Step 9: Audit logging and continuous monitoring. Three log streams: on-chain transaction logs (natively
tamper-resistant), off-chain access logs (committed to the blockchain as hash digests), and infrastructure logs
(node health, network performance). Smart-contract alert rules detect anomalous patterns. Measurable criterion:
alert latency < 30 seconds from anomaly occurrence.

Step 10: Network governance framework establishment. The governance document specifies:
participation rules (application, verification, admission, suspension, exclusion), smart-contract governance
(endorsement threshold k > n/2 organizations for updates), dispute-resolution procedures (mediation, arbitration,
appeal), and regulatory alignment with EASA/FAA. Measurable criterion: the document addresses applicable
ISO/IEC 27001 controls in accordance with a documented Statement of Applicability (SoA).

Step 11: Resilience planning and disaster recovery. The disaster-recovery plan specifies: RTO (Recovery
Time Objective) < 4 hours and RPO = 0 (zero data loss — achievable through ledger replication). Failover
mechanisms and off-chain data backup procedures are also defined. Measurable criterion: successful disaster-
recovery exercise under simulated single-site failure within the target RTO.
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Step 12: Testing, validation, and performance optimisation. Four testing categories: functional (smart-
contract correctness), security (penetration testing, static analysis of chaincode in the implementation language —
e.g., gosec for Go chaincode or native Fabric linters, adversarial data injection), load (sustained throughput > 500
TPS), and scalability. Measurable criteria: smart-contract latency < 200 ms (p95); throughput > 500 TPS (1 h);
availability > 99.9%; no known unpatched critical vulnerabilities prior to production deployment.

Step 13: Deployment and continuous improvement. Phased deployment: pilot with 3-5 organizations,
followed by expansion over 6-12 months. Continuous improvement driven by operational metrics with quarterly
review cycles and annual governance audits. Measurable criterion: 90-day pilot deployment with all performance

Ne 1 (33), 2026
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targets met.

PLATFORM COMPARISON

Table 1 provides a structured comparison of four blockchain platforms evaluated for suitability in
aviation network deployment. The comparison criteria are derived from the security dimensions and
performance requirements established in Sections 3 and 6.

Table 1
Comparison of blockchain platforms for aviation network deployment
Criterion Hyperledger Fabric v2.5 Ethereum (PoS) ConsensSys R3 Corda v5
Quorum
Consensus Raft/CFT (Fabric v2.5+) Gasper (Casper FFG | IBFT 2.0, Notary-based
mechanism + LMD GHOST) QBFT (pluggable)
Throughput 2,000-20,000 ~15-30 (L1); higher 100-800 500-2,000
(TPS) (configuration- and with L2
benchmark-dependent)
[17,18]
Finality latency | Raft: ~50 ms (CFT) Casper FFG: ~12.8 IBFT: ~2-5s ~1-3s
min (2-epoch
checkpoint x 6.4 min)
Permission Natively permissioned Permissionless by Natively Natively
model (MSP) default permissioned permissioned
Data privacy Channels + private data Public / private L2 Tessera Point-to-point
collections transactions (need-to-know)
Auviation High: permissioned by Low: permissionless, | Medium: Medium-high:
suitability design, channel isolation, | public finality latency | permissioned need-to-know
high throughput incompatible with with privacy, model aligns
aviation lower maturity with aviation

SECURITY REQUIREMENTS MAPPING

Table 2 maps six core aviation security requirements to specific blockchain mechanisms, relevant
regulatory standards, and the implementation approach prescribed by the design method.

Table 2
Mapping of aviation security requirements to blockchain mechanisms
Security Aviation problem Blockchain Regulatory Method
requirement mechanism standard step
Data integrity | Falsification of certificates Hash chain (Eq. 2); EASA Part-M, Step 6
and maintenance records; Merkle tree; SHA- M.A.614; FAA 14
loss of paper logbooks 256 CFR 43.12
Traceability | Risk of unapproved and Immutable EASA Part-21; FAA | Steps 6-7
counterfeit components in transaction chain; Part 21 Subpart K
the aviation supply chain; asset tracking;
importance of parts Merkle proofs
traceability discussed in
MRO literature [2, 5]
Access control | Regulatory audit vs. ABAC (Eq. 1); ABE; | EASA Part-145.A.55; | Steps 4-5
commercial confidentiality DID verification FAA Order 8900.1
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Continuation of the table 2

Auditability | Non-repudiation of Tamper-resistant on- | EASA Part-145.A.50; | Steps 8-9
maintenance certification; chain logs; digital FAA AC 43-9C
regulatory inspection signatures; DID
attribution
Privacy Protection of operational ZKP (Eg. 3); ABE; GDPR Art. 25; Step 8

data (fleet ratios, costs) AES-256-GCM EASA data protection

provisions

Resilience Single points of failure; Raft/CFT replication; | EASA Part-145.A.65; | Steps 3, 11

operational continuity under | node redundancy; FAA SMS Order
disruptions RTO<4h 8000.369B

DESIGN METHOD EVALUATION FRAMEWORK

Table 3 consolidates the measurable success criteria for each step of the design method, transforming the
method from a procedural description into a verifiable engineering specification.

Table 3
Design method steps with measurable success criteria

Step Name Security control Key output Success criterion
1 Requirements All (scope definition) Requirements 100% traceability;
elicitation specification stakeholder sign-off
2 | Architecture design Resilience, Governance | Conceptual Coverage of all 7 security
architecture dimensions

3 Network configuration | Access control, Operational > 500 TPS; latency < 50 ms
Resilience network (Raft/CFT)

4 Identity management Identity, Privacy DID system Credential verification < 500

ms

5 Access control

ABAC, Integrity

Smart contracts +
ABE

100% correctness on > 500
tests

6 Data integrity

Integrity, Logging

Hash chain +
Merkle tree

Record verification < 100 ms

7 Pre-ledger validation

Integrity, Governance

TS(d) pipeline

False-acceptance rate < 1%

8 Privacy

Privacy

ZKP + AES-256-
GCM/RSA

Proof generation <10 s

9 | Audit and monitoring

Audit logging

Monitoring system

Alert latency <30 s

10 | Network governance

Governance, Access

Policy document

Applicable ISO/IEC 27001
controls mapped in SOA

11 | Resilience and DR

Resilience, Integrity

DR plan

RTO<4h; RPO=0

12 | Testing

All (verification)

Test reports

<200 ms (p95); > 500 TPS; >
99.9%; no known unpatched
critical vulnerabilities

13 | Deployment

All, Response

Production system

90-day pilot with all
performance targets met

RESULTS AND DISCUSSION

Literature Convergence.

The structured review reveals clear consensus on six properties that permissioned blockchain provides for
aviation networks. Record immutability is the most consistently cited benefit, appearing in 12 of the 14 reviewed
studies: the hash-chain structure (Formula 2) guarantees that records once committed cannot be altered without
detection. Auditability and non-repudiation follow closely (11/14 studies), supported by inherent tamper-
resistant logging and digital signature attribution. Decentralized identity management and access control are
addressed in 9 of 14 studies. Parts traceability — the specific aviation use case — is the focus of 7 studies, with Ho
et al. [5] and Efthymiou et al. [2] providing the most detailed treatment. Resilience against node failures (8/14)
and network governance (6/14) complete the picture, though the latter remains underspecified.
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Resolution of Identified Gaps.

The design method addresses each of the seven gaps identified in Section 4 through specific, measurable
mechanisms.

The implementation cost barrier is addressed through the phased deployment strategy (Step 13), which
limits initial investment to a pilot consortium of 3-5 organizations. The 90-day pilot produces operational cost
data that subsequent participants can use to construct business cases.

The regulatory framework gap is mitigated through the governance framework (Step 10), which explicitly
includes provisions for regulatory authority participation and audit access. The method positions blockchain as a
supplementary assurance layer that complements rather than replaces existing record-keeping obligations.

The GIGO problem receives the most original treatment through the pre-ledger data trust-scoring
framework (Formula 4, Step 7). A formalized quantitative approach to pre-ledger data validation in an aviation
blockchain context was not encountered in the reviewed corpus. The framework materially raises the bar
compared with systems that unconditionally commit all submitted data.

The architectural specificity gap is directly addressed by the platform comparison (Table 1), the security
requirements mapping (Table 2), and the quantitative success criteria (Table 3). The auditability—privacy tension
is resolved through the combination of ZKP, ABE, and the Hyperledger Fabric channel mechanism. The
scalability trilemma is addressed through Fabric's channel architecture (horizontal scaling). Key management
complexity is handled through the threshold cryptography approach (Step 5) and organizational procedures in
the governance framework (Step 10).

Limitations.

Three limitations of this work must be acknowledged. First, the design method has not been validated
through a production deployment. The quantitative criteria in Table 3 are derived from published platform
benchmarks and engineering judgement, not from empirical measurements in an operational aviation
environment. A pilot implementation is required to validate these targets.

Second, the structured review is constrained by the search strategy. Studies published in languages other
than English, in non-included venues, or as industry documents were excluded. Given that significant blockchain
development occurs in industry, this exclusion may have missed relevant practical experience.

Third, the pre-ledger data trust-scoring framework (Formula 4) requires empirical calibration of the
weights (w1 through w4) and threshold (8). The values proposed in Section 5 are initial recommendations based
on domain analysis; they have not been validated against real MRO operational data.

CONCLUSIONS

This paper presents three contributions to the field of blockchain-based aviation network security.

Contribution 1: A structured taxonomy of blockchain security mechanisms for aviation (Section 3, Table
2). The taxonomy organises mechanisms from 14 peer-reviewed sources across seven security dimensions and
maps each to specific aviation regulatory requirements (EASA Part-M, Part-145, Part-21; FAA 14 CFR Parts 21
and 43). Unlike prior reviews, the taxonomy identifies the mathematical foundations — hash-chain verification
(Formula 2), attribute-based access control (Formula 1), and zero-knowledge proof verification (Formula 3).

Contribution 2: A trust-scoring framework TS(d) for mitigating the GIGO problem (Section 5, Formula
4). The composite trust score provides a quantitative, configurable mechanism for assessing data authenticity
prior to blockchain commitment. For safety-critical aviation data, a threshold 6 > 0.85 is specified with initial
weights wi = 0.30; w2 = 0.25; ws = 0.25; wa = 0.20. The target acceptance criterion is a false-acceptance rate <
1% on adversarial test data (Table 3, Step 7).

Contribution 3: A thirteen-step design method with quantitative acceptance criteria (Section 6, Table 3).
The method transforms blockchain integration from an abstract recommendation into a verifiable engineering
specification. Each step specifies measurable criteria: > 500 TPS (Step 3), smart-contract latency < 200 ms p95
(Step 12), availability > 99.9% (Step 12), credential verification < 500 ms (Step 4), integrity verification < 100
ms (Step 6). Hyperledger Fabric v2.5+ is selected as the reference platform on the basis of the criteria in Table 1
— principally its permissioned membership model, channel isolation, and documented throughput.

The conclusions presented are subject to the limitations noted in Section 10.3. The quantitative targets of
the method are derived from published benchmarks, not from empirical aviation deployment data. Validation
through a pilot implementation with a consortium of 3-5 aviation organizations is the necessary next step.

Future Research Directions.

Five research directions are identified: (1) pilot implementation of the method with an MRO consortium
of 3-5 organizations for empirical validation of Table 3 and calibration of the Formula 4 weights; (2) adaptive
governance models through upgradeable smart contracts for dynamic network rule adjustment; (3) zk-STARK
and recursive proof composition to reduce computational overhead; (4) post-quantum cryptography
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(CRYSTALS-Kyber for key encapsulation, CRYSTALS-Dilithium for digital signatures, standardized by NIST
in 2024) for long-term architectural resilience; (5) integration with digital-twin platforms and Al-based
predictive maintenance analytics.

10.

11.

12.

13.

14.

15.

16.

17.

18.
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3AXMCT ABIAIIMHAX MEPEX 3A JJOIIOMOI'OIO BJIOKUEMHY: APXITEKTYPA,
IMPOBJIEMH TA PIIIEHHSA

AHoTanisg. ABiamiiiHa rainy3p 3aJeKUTh BiJ] HUTICHOCTI JaHWX y BCIX JAHIIOTaX IOCTABOK, IO
OXOILTIOIOTh  BHPOOHHKIB opuriHaipHOro obOnmamHanHs (OEM), opramizamii TexHI9HOTO
obcnyrosyBanus 1a peMonty (MRO), aBiakommaHii, JIi3MHTOABIIIB Ta HAIlIOHATBHI PETYJSTOPHI
opranu. LleHTpani3oBaHi cHCTEMH YNpaBIiHHS JAaHUMH, SIKI JIOCI TOMIHYIOTH y IIbOMY CEKTODI,
HapaKaroTh €KOCHCTEMY Ha €AMHI TOYKH BIIMOBH Ta 3a0e3Me4yr0Th 0OMEXEHY BiJCTE)KYBaHICTh
MITBAOHIB JeTaliei JTakiB, IO OOEPTAIOThCA INOPIYHO. Y il CTaTTi MPEeACTaBICHO
CTPYKTYPOBaHHI OTJISAA apXiTEKTyp Oe3leKW Ha OCHOBI OJIOKUCHHY IS aBiallifHUX MEpex,
CHHTE30BaHMH 3 14 perieH30BaHuX JoKeped, onmyonikoBanux Mix 2018 1 2025 pokamu, OTpUMaHHX
3 IEEE Xplore, ScienceDirect, SpringerLink, ACM Digital Library Ta Wiley/Hindawi. Ha miit
OCHOBI NPOMOHYEThCS TPUHAALSTHETATHHI METOX IPOCSKTYyBAaHHS JUIA IHTerpamii OJoKdeiHy 3
JTIO3BOJIOM 3 PO3IMOJAUICHOI XMapHOK 1H(PACTPYKTYypOI B aBialliiHUX cepemoBUIaX. Metox
IPYHTYETBCS Ha KUIBKICHUX KpHUTEPisSX NPHHHATHOCTI — MPOIyCKHa 3maTHicTe > 500 TPS,
3aTpUMKa BHMKOHAaHHS cMapT-KOHTpakTiB < 200 mc (p95), mocrymHicts cuctemu 99,9% — i
3icTaBisge KOKEH €Tall TPOCKTYBaHHS 3 ICBHUMH 3aco0aMU KOHTPONI Oe3rekd (IUTCHICTB,
KOHTPOJIb JIOCTYIy, ayauT, KOHQIACHIINAHICTh, CTiHKicTh, ympaBiiHas). OCHOBHI MeXaHi3MH
(hopmasizoBaHi 3a JONMOMOIO0 NEPEBIPKHU IIIICHOCTI XelI-JIaHIora, GyHKIIH KOHTPOJIIO JAOCTYITY
Ha OCHOBI arpuOyTiB, MEpEeBIpKM JOKa3iB 3 HYJHOBUM DPO3TOJIOIICHHSIM Ta CKIIaJeHOT MOJeli
OLIIHKK J0Bipu mnepen peectpoM. OCHOBHHMH BHMCHOBOK: apXiTEKTYpH OJIOKYEHHY 3 JI03BOJIOM,
3okpema Hyperledger Fabric, MoxyTs miaTpUMyBaTH BUMOTH aBiallil 11010 HE3MIHHUX KYPHAIIB
ayouTy, IEICHTPATi30BaHOTO YIPABIIHHA INCHTU(IKAIIEI0 Ta BiANOBITHOCTI HOPMATHBHHUM
BuMoram EASA Tta FAA; BIIpoBaKCHHS 3aIHAIIAETHCS 0OMEKEHIM OpTaHi3aIliifHOI0 TOTOBHICTIO
Ta HeBHpimeHoto npodiemoro GIGO Ha Mexi peecTpy.

Karo4oBi ciioBa: OIOKYEiiH; TEXHOJOTIS PO3MOIIIICHOTO pPEECTPY; OIOKUCHH 3 JO3BOIIOM; aBiallis;
JAHLIOT TIOCTaBOK; BiJCTEKYBAHICTh; YMPABIiHHS,; MOXJIHMBICTb ayJHTY; KOHTPOJb MOCTYILY;
KOH(IAEHIIHHICTB; CTIHKICTh; CMapT-KOHTPAKTH.
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