K| B E pB E3 |_] E KA OCBITa, HayKa, TexHiKa Ne 1 (33), 2026

R A2 1A CR ISSN 2663 - 4023

DOI 10.28925/2663-4023.2026.33.1156
UDC 004.056.5:004.89

Danylo Andreiev

Master’s Student,

National Technical University of Ukraine “Igor Sikorsky Kyiv Polytechnic Institute”, Kyiv, Ukraine
ORCID: 0009-0009-7908-5388

dandre-ipt24@l11.kpi.ua

Anatolii Chornyi

PhD Student,

National Technical University of Ukraine “Igor Sikorsky Kyiv Polytechnic Institute”, Kyiv, Ukraine
ORCID: 0009-0001-4147-9084

anacho-ipt23@lll.kpi.ua

Iryna Stopochkina

PhD in Engineering Sciences, Associate Professor,

Associate Professor at the Department of Information Security

National Technical University of Ukraine “Igor Sikorsky Kyiv Polytechnic Institute”, Kyiv, Ukraine
ORCID: 0000-0002-0346-0390

i.stopochkina@kpi.ua

Mykola Ilin

PhD in Engineering Sciences, Associate Professor,

Associate Professor at the Department of Information Security

National Technical University of Ukraine “Igor Sikorsky Kyiv Polytechnic Institute”, Kyiv, Ukraine
ORCID: 0000-0002-1065-6500

m.ilin@kpi.ua

METHODOLOGY FOR AUTOMATING CYBER INCIDENT REPORTS USING LLM

Abstract. The work is devoted to the issues of automation of reporting as part of Threat
Intelligence processes. The purpose of the work is to develop a methodology that allows to reduce
the burden on employees who process and document the results of cyber incidents in accordance
with the requirements of regulatory documents. Among the main results of the work, a reusable
instruction template for a large language model (LLM) is proposed. The presented template allows
to provide clear instructions, namely required and optional fields, permissible values that are
entered into the report fields. Software models based on the Pydantic library are proposed for
generating and checking the response in JSON format from LLM. This allows to reduce the length
of instructions for LLM by approximately 3 times. A RAG pipeline architecture is proposed to
take into account the specific context of regulatory documents in the field of cyber incident
reporting. Such a pipeline allows to follow the requirements of legislation and standards without
the need to manually prescribe these requirements in the instructions, which speeds up the
generation process and improves the quality of reports. A software model has been developed that
allows automated generation of a cyber incident report. Such a model does not require manual
filling in of incident characteristics, user interaction with the Threat Intelligence platform using the
example of MISP (Malware Information Sharing Platform). This approach allows reducing the
time for creating a report from hours to minutes, and improving the efficiency of exchanging threat
data, avoiding time and financial investments. Another result of the work is a comparative analysis
of report generation when using different LLMs, in particular Claude Sonnet 4.5, Gemini 2.5 pro,
Grok xAl, GPT 5, DeepSeek, Llama in terms of quality and cost of report generation. For
comparison, report quality criteria were proposed, and compliance with the criteria was assessed
by an expert method. As a result, the Claude Sonnet 4.5, Gemini 2.5 pro models were identified as
leaders in terms of the quality of generated reports. It was established that LLMs are a promising
tool for implementation in processing and communication processes in the field of cybersecurity
incidents, their use allows fully automating the Threat Intelligence reporting process in an
organization.

Keywords: threat intelligence; large language models; cybersecurity incidents; reporting.
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INTRODUCTION

With the development of cyberattacks, a proactive response approach is becoming increasingly relevant,
which requires correctly prioritizing cyber threats and building defenses based on existing experience. The
collection of such data on real threats and incidents for specific companies and organizations falls within the
concept of Threat Intelligence. The process of collecting and presenting information itself must comply with the
requirements and templates established by legislation. In particular, the following aspects constitute important
information: the potential adversary, the adversary’s objective, the technical means used, tactical and technical
characteristics, and indicators of compromise. Based on such information, infrastructure protection specialists
can develop strategic, tactical, and operational decisions that determine the success of building effective defense.

Problem statement. According to current regulatory requirements, the issue of cyber incident reporting for
most institutions is shifting from optional to mandatory. However, not all institutions are adequately prepared for
such a transition. In addition, high-quality cyber incident reporting requires specially trained professionals who
are knowledgeable in the regulatory framework, as well as in cybersecurity methods and tools. With the
emergence of a new tool, large language models (LLMSs), it has become possible to automate a number of
routine human tasks. This study aims to adapt the capabilities of LLMs to the task of timely reporting in an
automated mode. A number of works have already taken steps toward search-related tasks, particularly in finding
user-relevant textual content and answering questions using LLMs [1], as well as tasks requiring a certain level
of precision (for example, binary sample analysis [2]); there are existing technologies that enable solving tasks of
this class [3]. Therefore, it is logical to conduct a study devoted to the automation of cyber incident reporting,
taking into account regulatory requirements for Threat Intelligence in Ukraine and European countries [4-6].

Analysis of recent research and publications. Study [7] analyzes the cyber incident process and
emphasizes the role of Threat Intelligence platforms. The work highlights the complexity and multidimensional
nature of implementing proper reporting in the field of cyber incidents. The stages of the process are examined,
and challenges of the Cyber Threat Intelligence process are identified, including significant financial and time
costs, as well as the need for highly qualified professionals. However, this study does not provide proposals for
addressing these challenges.

Research [8] proposes a framework for automated response to various types of cybersecurity incidents.
The framework utilizes the capabilities of LLMs, including GPT-4, GPT-40, and Claude 3.5 Sonnet. However,
the work focuses on the general cybersecurity incident response chain without emphasizing Threat Intelligence
issues and reporting communication with governmental response teams and information
dissemination processes.

Paper [9] demonstrates specific aspects of working with LLMs, where providing precise execution
instructions is crucial. The study proposes extending the data context by supplying clarifying information to the
LLM to facilitate analysis. Such an approach is advisable to adapt for the needs of cyber incident
report generation.

In [10], LLM capabilities are applied to the task of extracting structured data from large-scale
multilingual railway accident reports. To solve this task, a RAG pipeline was proposed and integrated with a
graph database. The analysis was conducted using GPT-40 mini and Gemini 2.5 Pro models. The approach is
promising for report analysis; however, it is not directly related to the domain of cyber incident response, which
has its own specific requirements.

With regard to protection against cyber threats, timely information exchange is essential. One such
platform is MISP [11]. Alternative solutions also exist; however, according to a 2025 analysis, MISP is widely
used. The MISP exchange format is described in [12] and allows for a sufficiently comprehensive description of
threats. Alternatives include CYBEX [13] and STIX [14], which have their own specific features. Nevertheless,
MISP is a progressive solution that is likely to obtain RFC status in the future. Interaction with such platforms in
accordance with established standards requires specially trained professionals, which may pose a problem for
enterprises that lack such personnel or have them in limited numbers.

In Ukrainian practice of cyber incident response, the regulatory framework requires compliance with a
specific set of requirements [15].

For main cybersecurity actors — including government institutions, sectoral critical infrastructure
protection authorities, and critical infrastructure entities — it is necessary to quickly master proper cybersecurity
incident reporting. These information exchange rules are based on the TLP 2.0 protocol [16]. A defined sequence
of actions is established for detecting a cyber incident and subsequently informing relevant parties, including
reporting procedures. The form of the cyber incident / cyberattack notification card is specified, and its
completion requires certain experience and time expenditure. For many enterprises classified as critical
infrastructure entities, there may be a lack of time and qualified specialists to prepare such documentation.
However, automated systems or tools for generating such reports are currently not provided.
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The task of automating cyber incident reporting and platform-based reporting requires specifying precise
values and adhering to a defined data entry format for incident information. LLM providers have proposed valid
solutions, which are largely similar to each other. The concept of “structured output™ is described in source [17].

This study is aimed at overcoming the aforementioned challenges and shortcomings.

Research objective. The objective of this study is to develop an automated pipeline for generating the
necessary documentation and reporting information within the Threat Intelligence approach, based on LLM
capabilities and regulatory requirements. The stated objective is achieved by solving the following tasks:

— To build a reporting model based on the recommendations of the widely recognized document NIST
800-61 Rev.2 and Ukrainian legislation for further automation;

— To propose a method for generating an incident report based on a report-generation pipeline architecture
using a vector database and context extension technology based on the MCP protocol;

— To propose an architectural model of a cyber incident report generation system;

— To develop criteria for the comparative analysis of different LLM models for incident report generation.

RESEARCH METHODOLOGY

The developed Al agent software solutions consist of several components, each performing its own
function. To achieve maximum program efficiency, it is necessary to properly select the technical solutions to be
used, taking into account compatibility with the chosen programming language. The Al agent was implemented
in Python 3 using a set of libraries. The following components were also applied:

1. A vector database.

2. An embedding model.

3. A large language model serving as the core of the application.
4. A set of required Python libraries.

Since the application implements a Retrieval-Augmented Generation (RAG) pipeline to obtain data from
regulatory legal acts of Ukraine and the European Union, a solution was selected for storing the embeddings of
these documents, which are generated by a dedicated model.

The RAG pipeline consists of the following stages [18]:

1. Retrieval, during which the model accesses an external information source and retrieves the
necessary data.

2. Augmentation, which involves adding context to the retrieved information, for example, metadata.

3. Generation, which uses the obtained data as additional context when generating the final results.

This approach is also applied in the system to ensure better compliance of the generated results with the
regulatory requirements of Ukraine and the European Union.

During the operation of the RAG pipeline, the LLM operates on embeddings. These represent fragments
of text as vectors of a fixed length. The transformation of text into embeddings is performed by a separate
embedding model. This makes it possible to conduct semantic search and return results that are most
semantically relevant to the query.

Accordingly, special requirements are imposed on the database that stores and processes embeddings,
which necessitates the use of specialized solutions. The main requirements include:

— Optimized Approximate Nearest Neighbors (ANN) search.

— Metadata filtering.

— Hybrid search (a combination of multiple search types and filters).
— Re-indexing (recreating the index with different parameters).

Despite the fact that modern relational and non-relational databases support vector storage, they are not
suitable for organizing a full-fledged RAG pipeline and interaction with large language models.

For the application, ChromaDB was selected. Although it performs poorly with large volumes of data, has
limited scalability, and lacks many features available in other solutions, it allows rapid deployment and is well
integrated with Python and the LangChain library. This database is well suited for small datasets, rapid
prototyping, and proof-of-concept (PoC) development, making it an appropriate choice for implementing a basic
Al agent.

To generate embeddings, the model multilingual-e5-base was selected. Although this model does not
demonstrate the highest benchmark performance on MTEB metrics, it has several advantages that enable its
effective use:

1. The model is open-source and can be deployed locally free of charge. This ensures data privacy and
independence from third parties.
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2. The model size is relatively small, allowing deployment on a local machine without significant
memory requirements.

3. Although it underperforms compared to models provided by major vendors, it still delivers solid results,
outperforming, for example, paraphrase-multilingual-MiniLM-L12-v2.
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Report Model Development.

A report model was developed in accordance with:
a. Ukrainian legislation; and
b. NIST 800-61 Rev.2.

To create the report model based on Ukrainian legislation, a number of regulatory documents governing
the procedure for cyber incident reporting were used. These documents were reviewed in Section 1.3 of this
study. The primary document is Order of the State Service of Special Communications and Information
Protection of Ukraine No. 570 dated 03.07.2023 “On Approval of Methodological Recommendations for
Response by Cybersecurity Entities to Various Types of Events in Cyberspace” [15]. In particular, its appendices
contain the Cyber Incident / Cyberattack Notification Card.

A mapping was developed between the field names in the incident card, the corresponding fields in the
report model, the possible field values, and the explanations for each field.

For example, see Table 1.

Table 1
Mapping of Incident Card Fields to the Report Model

Field Name in the Card

Corresponding
Field in the Report

Possible Values (if

Field Description

Model limited)
Includes fields such as type,
name, operating system,
Obiject of the cyberattack attack_objects - time zone, network settings,
user accounts, CVE (if any),
and conclusion
Has the cyber incident / Indicates whether the
cyberattack been incident_solved Yes, No incident handling process
resolved? has been completed
. Indicates whether assistance
Is CERT-UA assistance | cert_ua_help_neede Yes, No from CERT-UA is required
required? d

to resolve the incident

Has the cyber incident /
cyberattack been
reported to other primary
cybersecurity entities? If
so, which ones?

reported to_other_s
ubjects,
other_subjects_list,
other_subjects_com
ment

Yes, No; Security Service
of Ukraine; Ministry of
Defense of Ukraine and
the General Staff of the

Armed Forces of Ukraine;

Intelligence agencies; etc.

Indicates whether the
incident was reported to
other entities in Ukraine and
specifies which ones

This model can now be used to solve three tasks simultaneously:
1. Generating instructions for the LLM to obtain results in a predefined format;
2. Validating LLM responses and generating errors in cases of invalid field values;
3. Using the resulting JSON for automatic template completion and generation of a finalized PDF report.

The LLM receives instructions, a prompt, and a textual description of the cyber incident. It then analyzes
the description and populates the fields according to the defined schema. A separate mechanism is also
npenycmotpeno for fields that include the option “Other.” If the LLM determines that the predefined values are
not suitable for a given field, it assigns the value “Other” and fills in the corresponding fieldname other field at
its own discretion. For example, if the incident was detected by a SIEM system (as stated in the incident
description), the model will specify this information in the detection_source_other field.

The model containing the fields recommended by NIST SP 800-61 Rev.2 was created based on Appendix
B of this document (referred to in the document as “data elements”). Although it is stated that the list is not
exhaustive and that each organization should develop its own set of fields according to the specifics of its
processes, it can serve as a foundation for future extensions of this automated solution.
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In this context, it is advisable to use graph-based models [19], in particular those built with LangGraph.
Each node performs a specific operation; for example, a node can be created for generating the core of the report,
and the graph can then be expanded by adding nodes to address new requirements. In the document, the fields
are divided into two groups: Basic Data Elements and Incident Handler Data Elements. The first group contains
general information about the cyber incident, while the second group is intended to be completed by the
specialist directly handling the incident and includes fields such as the current incident status, cost (damage
incurred), root cause of the incident, and others. Two separate models describing these groups were created;
however, during program execution, they are combined into a single JSON structure for convenience. An
example of the mapping between the incident card and the Pydantic-based report model suitable for EU
countries is presented in Table 2.

Table 2
Comparing the incident card and the model for the report
Field name in the document | Corresponding field in the report model Field description
Contact Information for the Individual model EUContact (name, role, | Contact details of the applicant

Incident Reporter and Handler | org_unit, affiliation, email phone, location) | and incident handler (including
name, position, email, etc.)

Status change date/timestamps Individual model EUIncidentTimestamps Incident timestamps (when it

(including time zone) (incident_start, incident_discovered, started, when it was detected,
incident_reported etc.) when it was resolved, etc.)

Physical location of the incident physical_location Where the incident occurred

(city, state, etc.)

In order for LLM to be able to automatically create events in MISP based on the received data and 10C, it
is also necessary to create a corresponding model. Since the advanced capabilities of MISP will not be used in
the work, it was decided to describe two entities: Event and Attribute.

Report Generation Method Development.

The developed method implements an intelligent incident information processing pipeline that transforms
fragmented cyberattack data into a structured report and an event entry in a Threat Intelligence Platform. The
method is based on the following principles:

1. Principle of Hybrid Intelligence.

The method combines the capabilities of LLMs and applies a neuro-symbolic approach. The LLM
performs the role of a cognitive core for interpreting unstructured data, while the Pydantic library and JSON
schemas act as a structural framework that guarantees compliance of the output with technical requirements.
Unlike existing approaches, this method reduces model hallucinations.

2. Context-Dependent Generation (RAG).

The use of the Retrieval-Augmented Generation (RAG) architecture ensures the legal and regulatory
accuracy of the method. According to the approach, the context is dynamically enriched with up-to-date
regulatory documents (of Ukraine or EU countries) retrieved from a vector database directly at the time of report
generation. This makes a system based on this method adaptive to legislative changes without requiring
model retraining.

3. Multi-format Output.

The method is built on the idea that the same incident must be presented in different formats for different
stakeholders:

e For the regulator: An official PDF report (in accordance with the standards of the State Service of

Special Communications and Information Protection of Ukraine or the requirements of NI1S2).
e For the technical community: Structured data in MISP format, enabling the immediate dissemination
of Indicators of Compromise (10Cs).
4. Human-Centered Automation.

A human performs the role of reviewer and decision-maker, while the system takes over routine tasks
such as context aggregation and formatting, leaving the final decision to the expert. For example, JSON
verification, model selection, and error validation may be performed. This is critically important in
cybersecurity, where reporting errors may have legal consequences.

5. Modularity.

Through the use of the Model Context Protocol (MCP) and supporting libraries, the method can be easily
integrated into existing SOC (Security Operations Center) infrastructure. It acts as a “linking component”
between raw incident data and Threat Intelligence Platforms, ensuring seamless data transformation
and exchange.
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Architecture Model Development for an Automated Cyber Incident Report Generation System.

Based on the method requirements, we propose an architecture for an automated report generation system
that ensures easy replacement of one set of regulatory documents with another and is capable of operating with
minimal user intervention.

multiingual-
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Fig. 1. Model of the architecture of the automated cyber incident report generation system

In the proposed model, the following components can be distinguished:

— Regulatory and legal base for Ukraine and the EU, represented as PDF and HTML files, and an
embedding model that converts the texts and stores them in a vector database. This procedure is performed only
once.

— Vector database, which stores the embeddings and serves for the RAG pipeline.

— LLM, which generates the final JSON and calls the necessary tools. The LLM is selected at the start of

program execution.
— MCP servers for generating PDF reports and MISP events based on the JSON built according to a

predefined Pydantic model.
— Operational MISP instance, accessible from the machine on which the application code is executed.

— Auxiliary code, such as parsers for standard texts used for subsequent embedding creation.
The graph of the application that implements the procedural part of the method is shown in Figure 2.

(__start__ )

*

generate_questions ‘

)

(
| retrieve_context

EU uA
* v
generate_eu_report

generate_report ‘

i generate_misp_event

.

create_misp_event_in_misp

“uA
:

EU create_pdf_from_report |

J
- e
(_end__ )

Fig. 2. Program flowchart

The procedural part of the method represents a sequence of actions described below.

The user records data about the cyber incident in a file, which is then read by the program. At the
beginning of program execution, the user selects according to which regulatory framework the incident report
should be generated (Ukraine or the European Union), as well as the LLM that will be used as the main model.
The LLM will receive the data, call tools, and populate the JSON.

The LLM generates a list of queries to the vector database, which will be used in the RAG pipeline to
obtain context from the database of documents corresponding to the selected legislation.
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The queries generated in the previous step are sent to the vector database, where a search is performed,
and the most semantically relevant documents are returned and stored in the graph state.

The user’s incident description, along with the retrieved context, is provided to the LLM to generate a
JSON that must conform to the predefined schema, which specifies possible fields and their values. After
generation, the resulting JSON undergoes validation (without LLM involvement).

If validation fails, the user is notified of the errors found. They decide whether execution can continue
with the obtained data or stop to attempt another run or use a different LLM model. In most cases, the errors are
non-critical, and the report can be correctly generated based on the resulting JSON.

After this, the execution flow depends on the selected legislation. In the case of Ukrainian legislation, a
PDF report is generated. If the EU regulatory framework was chosen at the beginning, this step is skipped, and
the resulting JSON is simply presented to the user.

Next, regardless of the selected legislation, a MISP event is generated. Another JSON is created,
conforming to a pre-established schema for MISP events and attributes. Using this JSON, an MCP server and the
Pymisp library establish a connection to MISP, after which an event is created, and attributes and Indicators of
Compromise (10Cs) are added based on the JSON generated by the LLM.

The developed method and architecture model were tested on three incidents with varying levels of detail.
JSON files were collected for both the Ukrainian and European branches. An example of a completed JSON for
the Ukrainian branch is shown in Figure 3. An example of the attributes extracted by the model from the incident
description and added to a MISP event as attributes is shown in Figure 4.

INCIDENT REPORT JSON

"tlp": "AMBER",

"detection_datetime": "(IND ©3:42:00",

AN1THK SOC

"cybersécur].ty subject_| name": "TOB \~

'detectlon source": other
"detection_source_other" Cnc‘reua MOHiTOpMHry Komnanii (SOC/SIEM)"
cr1t1cal1ty "3 g
"general_summary" - 2025 poxy o 03:42 cucrema monivopunry TOB \—\" 3agikcysana axomanii y pobori cepse]
TPH cepBsepu: cepnep 3acTOCYHKy, cepsep 6a3 faHMX Ta Mepexeswi Ww3. 370BMMCHMKM BMKOPMCTanu Bifjomi spasnusocti pns sippanexoro
oi 3minm Konnrypmu Mepexi, WO NPU3BENo A0 NOPYWeHHS AOCTYNHOCTL eNeKTPOHHOL MeAWYHOL CHCTeMM Ta CTBOPWIO PH3MK BMTOKY Nepcol
"victim": {
"legal_nane": ~Tos \'(HNSEENED. ",
"address": null,
"email": null,
"phone": null,
"contact_persons": [

Fig. 3. Example of the JSON received (sensitive information is obscured with white)

wr

@

Fig. 4. Example of an event created in MISP

Development of Criteria and Evaluation Results of the Developed Solutions. To assess the quality of the
application’s performance and compare different language models in the task of generating cyber incident
reports based on the user’s description and context from the ChromaDB vector database, it is necessary to define
clear criteria for evaluating the quality of the obtained results. The evaluation covers the completed PDF report
for Ukrainian legislation and the generated JSON for the EU regulatory framework. The created MISP event,
along with its attributes and Indicators of Compromise (10Cs), is evaluated for both program operation variants.
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The following evaluation criteria are introduced:

1. Report Completion Quality: This criterion evaluates the correctness of the generated data, absence of
hallucinations, and the accuracy of representing all information provided by the user in the incident description.

2. Report Completion Completeness: This criterion evaluates how thoroughly the incident is described in
the report. The language model should infer and populate incident fields for which explicit data is not provided
in the description. However, fields that cannot be filled without the necessary data should remain empty.

3. Correctness of MISP Event Creation: This criterion assesses the accuracy of recognizing Indicators of
Compromise in the text, their type (network, host) and category (IP address, hash, etc.). It also evaluates the
correctness of comments and notes attached to indicators, MISP event tags, and other data recorded in MISP as a
result of the program.

4. Quality of JSON for the EU: This criterion evaluates how correctly the model populated the JSON
based on the provided Pydantic schema and instructions according to the requirements in NIST 800-61 Rev.2.
Both the correctness of representing the information provided in the incident description and the correctness of
inferences for fields such as business impact are considered.

5. Quality of MISP Event for the EU: This criterion evaluates the completeness and accuracy of the MISP
event: whether all 10Cs were added as attributes, how precise the comments on the indicators are, and whether
implicitly stated indicators (e.g., CVE vulnerability identifiers) were added.

Using these parameters allows a comprehensive evaluation of the model’s performance and comparison
of LLMs in the context of the task.

The models were evaluated according to the above criteria on a scale from 1 to 5. Two types of entities
were assessed: PDF report/JSON and MISP event. The scoring for the report (PDF/JSON) is defined as follows:

1. The report is incorrectly filled, or most fields are missing. Critical errors or hallucinations are present;
the report does not match the description or requirements.

2. Some fields are filled, but contain significant inaccuracies. Fields not explicitly provided in the
description are ignored.

3. Necessary fields are correctly filled based on the incident description. Most fields requiring inference by
the model are also correctly populated. Minor inaccuracies may exist but are non-critical.

4. Everything explicitly described in the incident is fully and correctly reflected. For atypical values, the
“other” field is used with a correct entry. Inferences are correctly made, and most of these fields are populated.

5. All information from the incident description is correctly reflected. All fields requiring model inference
are correctly populated. For atypical values, the “other” field is used with a correct entry. All free-text fields are
correctly and thoroughly completed.

The scoring scale for MISP events and attributes is as follows:

1. The model added only a small portion of indicators to the event. The event description does not reflect
the essence, and comments on indicators are incorrect or missing.

2. Most indicators were added; descriptions are present but partially incorrect. The event name partially
reflects the incident. Additional comments (external analysis or other) are missing.

3. All 1oCs explicitly provided in the incident description are correctly added. Comments are present but
not always sufficiently informative. The event name reflects the essence of the incident. Additional comments
are present but insufficiently informative.

4. All indicators specified in the incident are present with correct comments. The event name fully reflects
the incident. Additional comments are present and informative.

5. All explicitly listed indicators are present with informative comments. The event name fully reflects the
incident. Indicators inferred by the model, such as CVE vulnerability identifiers, are also added. External
analysis or other comments providing additional context are included.

The results and criteria were provided to experts for evaluation. The results were then aggregated for each
incident the models worked on, which were conditionally labeled as “light”, “medium”, and “serious”.
The final average ratings from all experts for a “minor” incident are shown in Figure 5.

] o.;amof eport completion M Completeness of the report Comectness of MISP event creation 8 JSON quality for the EU m MISP event quality for the EU

LILTTTPTEIY

At A5% o @
& & s"‘“‘a \,@-" @#ﬂ
o o »

Fig. 5. Comparison of results for a minor incident
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Ratings for an “middle” incident are provided in Figure 6.

= Quaiiy of report completon 8 Gompleteness of the roport = Gomreciness of MISF event oreation 8 JSON

,,w

Fig. 6. Comparlson of results for a mlddle |nC|dent

The aggregated results for a “major” incident are shown in Figure 7.

of report completion @ Comploten Carreciness of MISP event croation 8 JSON

o
0‘&

- -
Fig. 7. Companson of results for a major incident

As additional factors, data were also collected on the number of data validation errors generated by each
model, as well as the total resources spent on processing all test incidents. Each model processed an equal
amount of data. This information is presented in Table 3.

Table 3
Comparison of errors and costs for models
. . Total cost for all tests, according
Model Number of mistakes during the tests to pricing as of December 2025
GPT-4.1 2
GPT-5.2 0 $1.87
Claude 3.5 Haiku latest 2 $0.21
Claude Sonnet 4.5 1 $0.88
Grok 4.1 (fast) 1 $0.0219
Grok 4.1 (reasoning) 1 $0.0552
LLaMA 4 Scout 17B 3 $0
DeepSeek chat 1 $0.04
DeepSeek reasoner 1 $0.06
Gemini (fast) 0
Gemini (reasoning) 0 $1.12

In combination with the expert evaluations, this table allows the assessment of the models in the context
of generating reports based on the user-provided incident descriptions.

Conclusions and Prospects for Further Research. Within the conducted study, a methodology for
automating cyber incident reporting based on the use of large language models (LLMs) and RAG technology
was developed and tested. Based on the results, the following conclusions can be drawn:

A unified report model was developed that integrates the requirements of Ukrainian legislation
(specifically, DSSZIU Order No. 570) and international standards (NIST 800-61 Rev.2). The created field-
matching system allowed structuring data for automated processing.

An architecture of the RAG pipeline using the ChromaDB vector database and the multilingual-e5-base
embedding model was proposed. This ensured consideration of the current regulatory context without the need
for manually inputted instructions, reducing prompt length by approximately three times.

A software prototype was implemented that automatically generates PDF reports and creates events on
the MISP threat intelligence platform. The implementation of Pydantic models ensured strict validation of LLM
responses in JSON format.

A comparative analysis of modern LLMs was conducted based on quality, completeness, and generation
cost. Expert evaluation identified Claude Sonnet 4.5 and Gemini (in reasoning mode) as leaders in report
completion quality and correctness of MISP event creation.
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The effectiveness of the approach was demonstrated: automation reduces the time for preparing reporting

documentation from several hours to a few minutes, minimizing human factor influence and workload
on specialists.

Prospects for further research include expanding the knowledge base, in particular integrating additional

international standards (e.g., ISO/IEC 27035) and specific EU sectoral requirements. Another promising
direction is the integration with SIEM/SOAR solutions to directly collect logs and alerts from monitoring
systems, which would completely eliminate the stage of manual incident description by the user.
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METO/] ABTOMATH3AIII 3BITIB [TPO KIGEPIHIIUJEHTH 3 BAKOPUCTAHHSM LLM

AHoranis. PoboTy NpUCBSIYEHO NMUTAHHSIM AaBTOMATH3allii 3BITHOCTI B Cckiaai mpoueciB Threat
Inteligence. MeToto poGoTH € po3poOKa METOAY, SKa JO3BOJIIE 3MEHIIMTH HABAHTAXKEHHS Ha
NpaIiBHUKIB, SIKI OOpOOJISIOTH Ta JTOKYMEHTAJIbHO (IKCYIOTh pe3ysbTaThH KiOepiHIMACHTIB Y
BIAMOBITHOCTI 70 BHUMOI HOPMAaTMBHHX JOKyMeHTIB. Cepel OCHOBHHMX pE3yNbTaTiB poOOTH
3aMpoIOHOBAHO MIA0JI0H IHCTPYKIliH O6araTopa3zoBOro BUKOPHUCTAHHS JJIs BEJHMKOI MOBHOT MOJEi
(BMM). IIpexacrapnenuii 1mabioH jgae 3MOry HajaTH 4YiTKI BKa3iBKM, a caMe HEOOXiiHi Ta
OIMIIOHAJBHI IIOJIS, TPHUIYCTHMi 3HAYCHHS, SKi BHOCATHCS IO IIOJNIB 3BITY. 3amporOHOBaHO
mporpaMHi MoJeNdi Ha OcHOBi OiOmiorekn Pydantic ams reHeparmii Ta mepeBipkd BigmoBimi y
tdopmati JSON Bix BMM. Lle no3Bosie CKOPOTHTH JIOBXKHUHY iHCTPYKIiH At BMM npubnusno B
3 pa3u. 3anporoHOBaHO apXiTekTypy RAG-maiinnaiiHy s BpaxyBaHHS KOHKPETHOTO KOHTEKCTY
HOPMATHBHUX JOKYMEHTIB B 00JacTi 3BITHOCTI Mmoo KiOepiHmuaeHTiB. Takuii mnamiaiH
JIO3BOJISIE CJIIYBaTH BUMOTaM 3aKOHOJIABCTBA Ta CTAaHAAPTIB 0€3 MOTPeOH MPOIHCYBATH 11l BUMOTH
BPYYHY B IHCTPYKIIiSIX, IO MIPHCKOPIOE MPOIIEC TeHepallii Ta MOKpaIye sSKicTh 3BiTiB. Po3pobieHo
MpOTPaMHy MOJENb, SKa JO3BOJIIE aBTOMATH30BaHy I'eHepamilo 3BiTYy 3 KiOepinmuneHTiB. Taka
MOJIeIb HEe MOTpedy€e PyYyHOro 3alOBHEHHS XapaKTePUCTHK IHIMICHTY, B3a€MOJIl KOpHCTyBaya 3
miardopmoro Threat Intelligence na mpuknani MISP (Malware Information Sharing Platform).
He#t migxim m03BONIAE 3HM3WTH Yac CTBOPEHHS 3BITY 3 TOAWH [0 XBWJIMH, 1 IOKPAIIUTH
e(eKTHBHICTF 00MiHY JaHUMHM IIPO 3arpo3d, YHHKAIOYH YacOBHX Ta (iHAHCOBUX BKianeHb. llle
OJTHUM pe3yJbTaToOM pOOOTH € MOPIBHAJIBHUI aHali3 reHepalii 3BiTiB P BUKOPHCTAHHI Pi3HUX
BMM, 3okpema Claude Sonnet 4.5, Gemini 2.5 pro, Grok xAl, GPT 5, DeepSeek, Llama B po3pi3i
SKOCTI Ta BapTOCTi reHeparii 3BiTy. [l NMOpIBHSHHS 3alpOIIOHOBAHO KpPUTEPil SKOCTI 3BITY,
OLliHKa BiJIIOBIHOCTI KPUTEPIsIM MPOBOAWIACH €KCHEPTHUM METOAOM. B pesynbraTi BHIUICHO
mozeni Claude Sonnet 4.5, Gemini 2.5 pro sk JiJepiB CTOCOBHO SKOCTi 3r€éHEpOBAaHMX 3BITIB.
Bcranosneno, mo BMM € nepcrieKTMBHUM IHCTPYMEHTOM JUIS BIIPOBA/DKCHHS B IIPOLIECH
00poOKM Ta KOMyHiKamii B oOyacTi iHIWAEHTIB KiOepOe3mekw, iX BHUKOPUCTAHHS O3BOJIIE
MMOBHICTIO aBTOMAaTH3yBaTH mpoiiec 3BiTHOCTI Threat Intelligence B opranizarii.

Krouosi cioBa: threat intelligence; Bennki MOBHI MOJeNi; iIHIUACHTH KibepOe3eku; 3BITHICTb.
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