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EMPIRICAL PERFORMANCE EVALUATION OF NIST POST-QUANTUM CRYPTOGRAPHIC
ALGORITHMS ML-KEM, ML-DSA, AND SLH-DSA ACROSS JDK VERSIONS

Abstract. The standardization of the ML-KEM (FIPS 203), ML-DSA (FIPS 204), and SLH-DSA
(FIPS 205) algorithms by NIST in 2024 marked the beginning of a practical transition to post-
quantum cryptography in enterprise software systems. The Java platform remains one of the most
widely used in corporate environments; however, developers face a practical choice: whether to
use the BouncyCastle library, which supports the new algorithms across all current JDK versions,
or the native capabilities introduced in JDK 25. The absence of systematic empirical data on the
performance of these algorithms in the Java environment — across platform versions, security
levels, and operation types — makes it difficult to justify this choice when planning the migration
of enterprise Java systems to post-quantum standards. This paper presents a systematic
comparative performance study of ML-KEM, ML-DSA, and SLH-DSA in the Java environment
based on a reproducible experiment using the Java Microbenchmark Harness in a containerized
setting across three platform versions — JDK 17, JDK 21, and JDK 25 — comparing BouncyCastle
1.83 and the native JDK 25 implementation. For each algorithm, three core operations were
measured: key pair generation, encapsulation or signing, and decapsulation or verification. For
signature algorithms, the message size was additionally varied across 256 bytes, 1024 bytes, and
65536 bytes. Statistical significance of observed differences was assessed using the Mann-
Whitney and Kruskal-Wallis tests, with post-hoc analysis performed using Dunn's method with
Bonferroni correction. It is established that the native JDK 25 implementation consistently
underperforms BouncyCastle across all algorithms and operations. A dedicated benchmark of
provider initialization overhead confirmed that this gap is attributable to the algorithmic
implementation rather than infrastructure costs. Upgrading from JDK 17 to JDK 25 yields a
statistically significant performance improvement for BouncyCastle implementations. Based on
the experimental results, practical recommendations are formulated for Java developers regarding
the choice of implementation and platform version when migrating to post-quantum standards.
The source code and Docker Compose configuration are published in an open GitHub repository
to enable independent reproduction of the results.

Keywords: post-quantum cryptography; ML-KEM; ML-DSA; SLH-DSA,; Java; BouncyCastle;
JDK; JMH.

INTRODUCTION

The standardization by NIST in August 2024 of the ML-KEM (FIPS 203), ML-DSA (FIPS 204), and
SLH-DSA (FIPS 205) algorithms [1-3] marked the beginning of a practical transition to post-quantum
cryptography in enterprise software systems. The Java platform remains one of the most widely used in
corporate environments; however, developers face a practical choice: whether to use the BouncyCastle (BC)
library, which supports the new algorithms across all current JDK versions, or the native capabilities introduced
in JDK 25. At the same time, systematic empirical data on the performance of these algorithms in a pure Java
environment — across platform versions, security levels, and cryptographic operation types — are lacking.
Existing benchmarks focus predominantly on C and Python implementations [4-8], while Java-specific
characteristics — the impact of JIT compilation, differences between providers, and the evolution of support
across JDK versions — remain insufficiently studied.

Problem statement. The absence of systematic empirical data on the performance of NIST post-quantum
algorithms in the Java environment across platform versions and implementation types makes it difficult to
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justify the choice between BouncyCastle and the native JDK 25 implementation when planning the migration of
enterprise Java systems to post-quantum standards.

Analysis of recent research and publications. The potential emergence of quantum computers of sufficient
computational power may bring not only a range of benefits but also significant security challenges [9-11].
Research into the performance of post-quantum cryptographic algorithms has been developing actively
following the completion of NIST standardization in 2024.

In [5], the efficiency of NIST-standardized digital signature algorithms was studied across C++, Python,
and Golang environments in a containerized setting with varying file sizes; it was established that the
implementation language significantly affects performance even when the same underlying library is used.

In [6], a comprehensive cross-platform performance study of CRYSTALS-Kyber, NTRU, BIKE, and
CRYSTALS-Dilithium was conducted across three hardware profiles — ranging from high-performance servers
to embedded devices — measuring latency, memory usage, and energy consumption. The results demonstrate a
substantial dependence of algorithm characteristics on the hardware platform and security level.

In [7], a framework for evaluating the impact of post-quantum primitives ML-KEM, ML-DSA, and SLH-
DSA on TLS protocol performance was proposed using OpenSSL and libogs; an increase in TLS handshake
latency compared to classical algorithms was recorded.

In [8], the performance of CRYSTALS-Dilithium, Falcon, and SPHINCS+ was analyzed in comparison
with RSA using the libogs library in Python, with a focus on signing and verification operations for files of
varying sizes.

Regarding the Java platform, native support for post-quantum algorithms first appeared in JDK 24
through JEP 496 (ML-KEM) and JEP 497 (ML-DSA) as preview APIs and was finalized in JDK 25 [12]. Prior
to this, the BouncyCastle library — which has supported ML-KEM, ML-DSA, and SLH-DSA since version 1.80
[13] — remained the only practical option for Java developers. No systematic comparative studies of post-
quantum algorithm performance in the JVM environment accounting for platform version and implementation
type have been found to date, which defines the scientific novelty of this research.

Acrticle aims. The aim of this paper is to conduct a systematic comparative performance study of ML-
KEM, ML-DSA, and SLH-DSA in the Java environment based on a reproducible experiment using the Java
Microbenchmark Harness (JMH) [14] in a containerized setting across three platform versions — JDK 17, JDK
21, and JDK 25 — comparing BouncyCastle 1.83 and the native JDK 25 implementation, as well as to formulate
practical recommendations regarding the choice of implementation and platform version for Java applications
migrating to post-quantum standards.

THEORETICAL FOUNDATIONS OF RESEARCH

Post-quantum cryptography (PQC) is a branch of cryptography concerned with developing algorithms
that are resistant to attacks by both classical and quantum computers [15]. Unlike classical algorithms such as
RSA [16] and ECDSA [17], whose security is based on the computational hardness of integer factorization and
discrete logarithm problems, post-quantum algorithms rely on mathematical problems for which no efficient
quantum algorithms are known.

In August 2024, NIST published three final post-quantum cryptography standards — FIPS 203, FIPS 204,
and FIPS 205 — defining the ML-KEM, ML-DSA, and SLH-DSA algorithms respectively. Each is described in
detail below.

ML-KEM (Module Lattice-based Key Encapsulation Mechanism, FIPS 203) [1] is a key encapsulation
mechanism based on module lattices, standardized from the CRYSTALS-Kyber algorithm. It is designed for the
secure establishment of a shared secret key between two parties and is functionally analogous to the Diffie-
Hellman and ECDH protocols in classical cryptography. The security of ML-KEM is based on the computational
hardness of the Module Learning With Errors (MLWE) problem. The standard defines three security levels: ML-
KEM-512 (level 1, equivalent to AES-128), ML-KEM-768 (level 3, equivalent to AES-192), and ML-KEM-
1024 (level 5, equivalent to AES-256). The algorithm operates through three procedures: key pair generation,
encapsulation (the sender generates a ciphertext and a shared secret), and decapsulation (the recipient recovers
the shared secret from the ciphertext using the private key).

ML-DSA (Module Lattice-based Digital Signature Algorithm, FIPS 204) [2] is a digital signature
algorithm based on module lattices, standardized from the CRYSTALS-Dilithium algorithm. It is designed to
ensure data authenticity and integrity and is functionally analogous to RSA-PSS and ECDSA. The security of
ML-DSA is based on the hardness of the MLWE and Module Short Integer Solution (MSIS) problems. The
standard defines three security levels: ML-DSA-44 (level 2), ML-DSA-65 (level 3), and ML-DSA-87 (level 5).
The algorithm supports three operations: key pair generation, signature generation (using the private key and a
pseudorandom number generator), and signature verification (using the public key). Unlike RSA, where
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signature sizes are fixed and relatively small, ML-DSA key and signature sizes are substantially larger: the
public key for ML-DSA-65 is 1952 bytes and the signature is 3309 bytes.

SLH-DSA (Stateless Hash-based Digital Signature Algorithm, FIPS 205) [3] is a hash-based digital
signature algorithm, standardized from the SPHINCS+ algorithm. Unlike ML-DSA, the security of SLH-DSA
relies exclusively on the properties of cryptographic hash functions (SHA-256 or SHAKE), making it
independent of the hardness of lattice problems. The algorithm is stateless — each signature is generated
independently without maintaining state between calls. The standard defines twelve parameter sets differing in
hash function (SHA2 or SHAKE), security level (128, 192, or 256 bits), and operating mode: the s (small)
variant produces smaller signatures at the cost of slower generation, while the f (fast) variant accelerates
signature generation at the cost of increased signature size [18]. he fundamental difference between ML-DSA
and SLH-DSA lies in the trade-off between artifact size and performance: ML-DSA provides significantly
smaller signatures and faster generation, whereas SLH-DSA offers a minimal public key size (50 bytes at the
128-bit security level) and more conservative security assumptions.

For measuring the performance of cryptographic primitives in the Java environment, the Java
Microbenchmark Harness (JMH) [14] is used — a framework for writing, running, and analyzing
microbenchmarks developed by the OpenJDK team. JMH accounts for JVM-specific behaviors including JIT
compiler warm-up, dead code elimination optimizations, and other effects that can distort the results of naive
measurements. The framework ensures statistically sound results through the separation of warm-up and
measurement phases, execution across multiple independent JVM processes (forks), and the computation of
confidence intervals.

METHODOLOGY AND EXPERIMENTAL SETUP

To ensure reproducibility and isolation of results, all benchmarks were executed in Docker containers
based on eclipse-temurin images for JDK 17, JDK 21, and JDK 25. Each container was allocated 2 CPUs and 2
GB of RAM. To guarantee sequential execution without competition for hardware resources, containers were
launched one at a time using the run-all.sh script with the docker compose run command. The project source
code and Docker Compose configuration are published in an open GitHub repository [19] to enable independent
reproduction of the results. The experiments were conducted on the hardware and software described in Table 1.

Table 1
Hardware and Software Configuration
Component Specification
CPU AMD A10-5700 APU with Radeon(tm) HD Graphics, 4 cores @ 3.4 GHz
RAM 16 GB DDR3
Operating System Ubuntu 24.04.2 LTS (Linux kernel 6.17.0-19-generic)
Docker Docker Engine 29.0.2, Docker Compose 2.40.3
JDK17 eclipse-temurin:17-jre-jammy, 17.0.18
JDK21 eclipse-temurin:21-jre-jammy, 21.0.10
JDK25 eclipse-temurin:25-jre-jammy, 25.0.2
BouncyCastle 1.83
JMH 1.37

Measurements were performed using JMH 1.37 in average time mode (AverageTime) with microseconds
as the unit of measurement (us/op). The benchmark configuration was as follows: 5 warm-up iterations of 1
second each, 10 measurement iterations of 1 second each, and 2 independent JVM processes (forks), yielding 20
measurements per parameter combination. To eliminate the impact of pseudorandom number generator blocking,
SecureRandom was instantiated with the NativePRNGNonBlocking algorithm.

For each algorithm, three core operations were measured: key pair generation (keyGeneration),
encapsulation or signing (encapsulation / signing), and decapsulation or verification (decapsulation /
verification). For the ML-DSA and SLH-DSA signature algorithms, the message size was additionally varied
across 256 bytes, 1024 bytes, and 65536 bytes in order to investigate the dependence of performance on input
length. All security levels defined by the respective standards were evaluated for each algorithm: ML-KEM-
512/768/1024, ML-DSA-44/65/87, and SLH-DSA-SHA2-128S/128F/192S/192F/256S/256F.

To assess the statistical significance of differences between implementations and JDK versions, non-
parametric tests were applied: the Mann—Whitney test [20] for pairwise comparison of two independent samples
(BC versus Native in JDK 25), and the Kruskal-Wallis test for comparison across three JDK versions. When a
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statistically significant result was obtained, post-hoc pairwise comparisons were performed using Dunn's method
with Bonferroni correction. The choice of non-parametric methods is justified by the small sample sizes (10
measurements per group) and the absence of guarantees of normality in the distribution of execution times.

RESEARCH RESULTS

ML-KEM Performance. The experimental results for different JDK versions are presented in Table 2. For
JDK 25, the results for BouncyCastle (BC) and the native implementation are shown separately.

Table 2
ML -KEM Performance (average operation time, us)
Operation Parameter JDK-17 (BC) | JDK-21(BC) | JDK-25(BC) | JDK-25 (Native)
Key generation ML-KEM-512 82.1 81.7 78.1 78.6
ML-KEM-768 132.0 125.5 125.5 128.2
ML-KEM-1024 199.3 187.9 188.8 201.3
Encapsulation ML-KEM-512 90.4 88.0 88.0 93.4
ML-KEM-768 148.0 140.0 1415 146.9
ML-KEM-1024 215.0 212.1 205.5 221.2
Decapsulation ML-KEM-512 118.5 119.9 118.4 127.6
ML-KEM-768 182.4 186.0 180.9 197.6
ML-KEM-1024 259.0 267.2 258.5 281.0

Analysis of the results revealed the following patterns. The execution time of all operations increases
monotonically with the security level: the transition from ML-KEM-512 to ML-KEM-1024 increases key
generation time by a factor of 2.43, encapsulation by 2.37, and decapsulation by 2.2. The native JDK 25
implementation underperforms BouncyCastle across all security levels, which is confirmed statistically (p < 0.05
by the Mann-Whitney test for all pairwise comparisons). The difference can reach up to 10%. A comparison
across JDK versions shows a marginal advantage of JDK 25 over older versions. The differences are small but
statistically significant in most cases according to the Kruskal-Wallis test, with the exception of ML-KEM-512
decapsulation. Pairwise post-hoc comparisons using Dunn's method with Bonferroni correction also confirm
statistical significance in most cases. However, for example, ML-KEM-512 key generation for JDK 17 and JDK
21 yields statistically equivalent results. The corresponding bar charts are shown in Fig. 1.

ML-KEM Performance: : JDK 17 vs 21 vs 25 (BouncyCastle)
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Flg 1 ML-KEM performance comparlson across JDK versions

ML-DSA Performance. The results of the ML-DSA performance measurements are presented in Tables 3 - 5.
Table 3 shows the key generation time for different parameter sets across JDK versions.

Table 3
ML-DSA Performance: Key Generation (average time, Us)
Parameter JDK-17 (BC) JDK-21 (BC) JDK-25 (BC) JDK-25 (Native)
ML-DSA-44 262.2 220.8 220.1 283.6
ML-DSA-65 437.9 378.3 374.3 479.9
ML-DSA-87 706.0 610.8 595.4 741.0

ML-DSA key generation demonstrates a consistent speedup when transitioning to newer JDK versions.
For all parameter sets (44, 65, 87), the Kruskal-Wallis test confirms statistically significant differences across
JDK versions. For all parameter sets, the native JDK 25 implementation exhibits worse performance compared
to the BC implementation, and this difference is statistically significant. Regardless of JDK version or
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implementation, ML-DSA-65 is slower than ML-DSA-44, and ML-DSA-87 is substantially slower than ML-
DSA-65. Table 4 presents the signing time for messages of varying lengths across JDK versions.

Table 4
ML-DSA Performance: Signing (average operation time, |s)
Message size Parameter JDK-17 (BC) | JDK-21(BC) | JDK-25(BC) | JDK-25 (Native)

256 B ML-DSA-44 1073.3 1022.4 924.5 1175.7
ML-DSA-65 1743.0 1693.3 1518.0 1972.0

ML-DSA-87 2206.3 1940.8 1819.5 2394.2

1024 B ML-DSA-44 1074.3 989.6 944.6 1214.8
ML-DSA-65 1750.9 1545.7 1495.7 1944.2

ML-DSA-87 21375 1883.2 1851.0 2368.3

65536 B ML-DSA-44 1552.5 1438.1 1419.6 1662.1
ML-DSA-65 2236.6 2083.0 1973.5 2409.2

ML-DSA-87 2604.8 2436.8 2317.6 2840.0

For the signing operation, the improvement of JDK 25 over JDK 17 is statistically significant in all
scenarios. However, differences between JDK 17 and JDK 21 are not always statistically significant — for
example, for ML-DSA-44/65 at 256 B or ML-DSA-87 at 1024 B. The comparison between JDK 21 and JDK 25
is significant in most cases, but isolated exceptions exist — for example, ML-DSA-65 signing at 1024 B or ML-
DSA-44 signing at 65536 B. Regardless of the parameter set or message size, signing with the native JDK 25
implementation is substantially slower than with BC. Verification times for messages of varying lengths across
JDK versions are presented in Table 5.

Table 5
ML-DSA Performance: Verification (average operation time, Us)
Message size Parameter JDK-17 (BC) | JDK-21(BC) | JDK-25(BC) | JDK-25 (Native)

256 B ML-DSA-44 270.6 253.4 239.8 304.4
ML-DSA-65 462.5 406.4 379.2 488.2

ML-DSA-87 723.7 661.1 622.0 770.5

1024 B ML-DSA-44 279.8 257.7 245.9 310.3
ML-DSA-65 440.3 404.7 386.9 491.7

ML-DSA-87 715.7 653.9 623.5 783.0

65536 B ML-DSA-44 745.6 728.1 720.6 770.8
ML-DSA-65 892.6 877.6 857.0 936.6

ML-DSA-87 1164.9 1129.2 1095.2 1214.7

For the verification operation, the statistical tests reveal the most consistent pattern: for all ML-DSA
parameter sets and all message sizes, the differences between JDK 17, JDK 21, and JDK 25 are statistically
significant. The advantage of JDK 21 over JDK 17 and of JDK 25 over JDK 21 is observed in nearly all
scenarios, although isolated cases — for example, ML-DSA-44 verification at 65536 B — do not show a
significant difference between JDK 21 and JDK 25. All BC vs. Native comparisons indicate a statistically
significant degradation in the performance of the native JDK 25 implementation.

Key generation for ML-DSA-87 takes 2.7 times longer than for ML-DSA-44. For signing and
verification, this ratio decreases with increasing message size: from 2.0 to 1.7 and from 2.6 to 1.6, respectively.

For both signing and verification operations, execution time increases with message size, with
verification being substantially more sensitive to message length than signing. Figure 2 shows the benchmark
results for a message of 65536 B.

ML-DSA Performance: JDK 17 vs 21 vs 25 (BouncyCastle, message=655368)

| I | | |

Flg 2. ML DSA performance comparlson across JDK versions
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Figure 3 shows the distributions of signing time measurements for ML-DSA-65 across BC
implementations on different JDK versions and the native implementation. The native implementation is slower
than BC across all investigated JDK versions. Similar results are observed for other parameter sets of the
algorithm.
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SLH-DSA Performance. The results of the SLH-DSA performance measurements are presented in Tables
6-8. Since native support for SLH-DSA is absent in JDK 25, no comparison between implementations was
conducted for this algorithm.

Table 6
SLH-DSA Performance: Key Generation (average time, 1s)

Parameter JDK-17 (BC) JDK-21 (BC) JDK-25 (BC)
SLH-DSA-SHA2-128S 247056.8 230597.4 223381.6
SLH-DSA-SHA2-128F 4058.5 3843.2 3713.3
SLH-DSA-SHA2-192S 373125.5 349864.1 341958.2
SLH-DSA-SHA2-192F 5965.2 5631.5 5321.1
SLH-DSA-SHA2-256S 249488.0 236068.8 224845.0
SLH-DSA-SHA2-256F 15437.8 14781.0 13824.6

For all SLH-DSA variants (128S/F, 192S/F, 256S/F), key generation demonstrates statistically significant
differences across JDK 17, JDK 21, and JDK 25. All post-hoc tests confirm a significant speedup at both the
17—21 and 21—25 transitions without exception.

Table 7
SLH-DSA Performance: Signing (average operation time, us)
Message size Parameter JDK-17 (BC) JDK-21 (BC) JDK-25 (BC)
256 B SLH-DSA-SHA2-128S 2093410.5 1989249.3 1933437.2
SLH-DSA-SHA2-128F 97227.4 93151.4 89928.3
SLH-DSA-SHA2-192S 3843636.5 3621224.0 3542584.4
SLH-DSA-SHA2-192F 161755.0 154135.9 146022.6
SLH-DSA-SHA2-256S 3336503.1 3131803.2 3029779.3
SLH-DSA-SHA2-256F 334843.5 313671.6 300944.7
1024 B SLH-DSA-SHA2-128S 2115876.9 2001849.3 1915007.2
SLH-DSA-SHA2-128F 99617.3 93239.6 89853.0
SLH-DSA-SHA2-192S 3874433.1 3626796.4 3468723.4
SLH-DSA-SHA2-192F 164628.8 152319.9 148032.8
SLH-DSA-SHA2-256S 3275318.6 3155733.6 3059654.1
SLH-DSA-SHA2-256F 325674.6 313447.8 302208.3
65536 B SLH-DSA-SHA2-128S 2121660.7 1987320.2 1920345.2
SLH-DSA-SHA2-128F 99293.4 93671.0 91287.3
SLH-DSA-SHA2-192S 3849109.6 3607313.2 3468239.5
SLH-DSA-SHA2-192F 154572.5 153547.3 149385.2
SLH-DSA-SHA2-256S 3219025.8 3128659.1 3055066.6
SLH-DSA-SHA2-256F 324813.9 316968.5 304664.4
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Signing results for all SLH-DSA parameter sets exhibit the expected large execution times, but also a
clear advantage for newer JDK versions. The general trend is that JDK 25 provides a statistically significant
speedup across all message sizes, while the difference between JDK 17 and JDK 21 is not significant in one case
(SLH-DSA-SHA2-192F at a message size of 65536 B).

Table 8
SLH-DSA Performance: Verification (average operation time, us)
Message size Parameter JDK-17 (BC) JDK-21 (BC) JDK-25 (BC)

256 B SLH-DSA-SHA2-128S 1841.4 1749.6 1734.4
SLH-DSA-SHA2-128F 5538.1 5400.3 5301.3
SLH-DSA-SHA2-192S 2809.3 28115 2630.9
SLH-DSA-SHA2-192F 8088.9 7810.4 7566.3
SLH-DSA-SHA2-256S 4096.1 4168.5 3934.0
SLH-DSA-SHA2-256F 8152.8 8172.5 7557.0

1024 B SLH-DSA-SHA2-128S 1855.8 1779.3 1752.7
SLH-DSA-SHA2-128F 5369.3 5431.8 5243.7
SLH-DSA-SHA2-192S 2802.7 2745.6 27274
SLH-DSA-SHA2-192F 7747.0 7817.6 7771.8
SLH-DSA-SHA2-256S 4117.6 4006.5 3960.9
SLH-DSA-SHA2-256F 8129.2 8040.1 7696.3

65536 B SLH-DSA-SHA2-128S 2625.5 2554.2 2483.2
SLH-DSA-SHA2-128F 6337.3 6229.7 6022.2
SLH-DSA-SHA2-192S 3248.9 3170.8 3178.0
SLH-DSA-SHA2-192F 8551.9 8538.0 8198.3
SLH-DSA-SHA2-256S 4559.2 4535.3 4483.9
SLH-DSA-SHA2-256F 8844.7 8462.4 8058.8

For SLH-DSA signature verification, the overall picture is similar but the effect is less pronounced than
for signing. Nevertheless, formal statistical tests confirm a significant difference between versions in most cases,
particularly between JDK 21 and JDK 25.

Although the SLH-DSA-SHA2-192S parameter set provides a lower security level, it exhibited worse key
generation and signing performance than SLH-DSA-SHA2-256S. This is explained by the internal structure of
the algorithm [3].

A key characteristic of SLH-DSA is the trade-off between signing speed and signature size between the s
and f variants. The f variant produces signatures faster than the s variant at the same security level, but at the cost
of a larger signature size (Fig. 4). The key generation speed of SLH-DSA-SHA2-128F and SLH-DSA-SHA2-
192F is 60-64 times greater than that of SLH-DSA-SHA2-128S and SLH-DSA-SHA2-192S respectively, while
SLH-DSA-SHA2-256F is 16 times faster than SLH-DSA-SHA2-256S for key generation. The same trend holds
for signing: SLH-DSA-SHA2-128F and SLH-DSA-SHA2-192F are 21-24 times faster than their counterparts,
while SLH-DSA-SHA2-256F is only 10 times faster.

For verification the relationship is reversed: SLH-DSA-SHA2-128S is 2.4-3.0 times faster than its f
counterpart, SLH-DSA-SHA2-192S is 2.4-2.9 times faster, and SLH-DSA-SHA2-256S is 1.8-2.0 times faster.

SLH-DSA: Speed vs Signature Size Trade-off (JDK 25, BC)
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In addition to performance, the sizes of keys and signatures are of practical interest as they directly affect
network throughput and storage requirements. The corresponding data are summarized in Table 9.
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Table 9
Cryptographic Artifact Sizes (bytes)

Algorithm PublicKey PrivateKey Signature
ML-DSA-44 1334 2626 2420
ML-DSA-65 1974 4098 3309
ML-DSA-87 2614 4962 4627

SLH-DSA-SHA2-128S 50 84 7856
SLH-DSA-SHA2-128F 50 84 17088
SLH-DSA-SHA2-192S 66 116 16224
SLH-DSA-SHA2-192F 66 116 35664
SLH-DSA-SHA2-256S 82 150 29792
SLH-DSA-SHA2-256F 82 150 49856

A distinctive characteristic of SLH-DSA is the disproportionately small key size relative to the signature
size: the public key at the 128-bit security level is only 50 bytes, while the signature ranges from 7856 to 17088
bytes depending on the variant. ML-DSA demonstrates a more balanced ratio between key and signature sizes.

To exclude the influence of getlnstance() call overhead on the main benchmark results, a dedicated
measurement was conducted. It was established that the getinstance() overhead does not exceed 0.5 ps and
accounts for less than 1% of the total execution time of any cryptographic operation. Consequently, the
performance gap between the BC and native implementations cannot be attributed to provider initialization costs.
Additionally, to eliminate any potential influence of the Docker environment, the benchmarks were also
executed in a standard non-containerized setting. In this case, BC performance was likewise superior.

CONCLUSIONS AND PROSPECTS FOR FURTHER RESEARCH

This paper presents a systematic comparative performance study of the post-quantum cryptographic
algorithms ML-KEM (FIPS 203), ML-DSA (FIPS 204), and SLH-DSA (FIPS 205) in the Java environment,
based on a reproducible experiment using the Java Microbenchmark Harness in a containerized setting across
three platform versions — JDK 17, JDK 21, and JDK 25.

The following conclusions are drawn from the results of the study.

1. The execution time of all investigated operations increases monotonically with the security level of the
algorithm. For ML-KEM, the transition from security level 512 to 1024 increases key generation time by a factor
of 2.43, encapsulation by 2.37, and decapsulation by 2.2. For ML-DSA, an analogous relationship is observed
across levels 44, 65, and 87 for all operations and JDK versions.

2. The native JDK 25 implementation consistently underperforms BouncyCastle 1.83 across all
investigated algorithms and operations. For ML-KEM the gap is 3-19%, and for ML-DSA 14-35%, depending
on the operation and security level. The statistical significance of these differences is confirmed by the Mann-
Whitney test (p < 0.05) for all pairwise comparisons. A dedicated measurement of getinstance() call overhead
showed that it does not exceed 0.5 ps and accounts for less than 1% of the total operation time — thus the
underperformance of the native implementation is attributable to the algorithmic implementation itself rather
than to infrastructure costs. The results are confirmed both in the containerized Docker environment and in direct
execution on the test hardware.

3. The JDK version has a substantial effect on the performance of BC implementations. Upgrading from
JDK 17 to JDK 25 vyields a speedup of 14-17% for ML-DSA signing depending on the security level, and 8-11%
for SLH-DSA key generation. Statistical tests confirm the significance of both the 17—21 and 21525
transitions for most operations. This indicates that upgrading the JVM itself constitutes a free performance
improvement for PQC operations — even without any change to the algorithm implementations.

4. The SLH-DSA algorithm is absent from the native JDK 25 provider and is available exclusively
through BouncyCastle across all three investigated platform versions. This reflects the asynchronous nature of
NIST standardization and the integration of algorithms into the Java platform. Java developers requiring the full
stack of NIST PQC algorithms are required to use BouncyCastle regardless of the JDK version.

5. SLH-DSA exhibits a fundamental trade-off between the s and f variants: the f variant produces
signatures 10-25 times faster than the s variant at the same security level, but with a signature size that is 1.7-2.2
times larger. Verification for the f variant is 3-4 times slower than for the s variant. The choice between variants
should be determined by the requirements of the specific use case: the f variant is preferable for online document
signing, while the s variant is more appropriate for long-term storage where signature size is critical. Compared
to ML-DSA, both SLH-DSA variants are substantially slower for signing and key generation, but offer a
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significantly smaller public key size (50 bytes versus 1334-2614 bytes) and rely on more conservative
security assumptions.

6. For most scenarios, the optimal choice is BouncyCastle 1.83 via the BC provider, regardless of the
JDK version. This ensures the full stack of NIST algorithms including SLH-DSA and superior performance
compared to the native JDK 25 implementation. Adopting the native JDK 25 implementation without BC may
be premature: the native implementation underperforms BC and does not support SLH-DSA. Among JDK
versions, JDK 25 (LTS) with the latest BouncyCastle 1.83 is recommended.

Directions for further research include: investigating PQC algorithm performance in the context of TLS
1.3 following the release of JDK 27 with JEP 527 (hybrid key exchange ML-KEM + X25519); evaluating the
impact of PQC on the performance of Spring Boot microservices under real-world load; studying the memory
consumption characteristics of PQC operations through GC profiling; analyzing PQC algorithm performance on
ARM architectures, which is relevant for cloud deployments; and developing methods for automated detection of
cryptographic dependencies in existing Java applications to support migration planning.
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EMINTPUYHE JOCIILIKEHHSA TPOAYKTUBHOCTI IOCTKBAHTOBUX KPUIITOI'PA®IYHUX
AJITOPUTMIB ML-KEM, ML-DSA TA SLH-DSA ¥ PI3BHUX BEPCISIX JDK

Anotanisi. Craumaprusaniss NIST y 2024 poui amropurmie ML-KEM (FIPS 203), ML-DSA
(FIPS 204) ta SLH-DSA (FIPS 205) o3HameHyBajia MOYaTOK MPAKTUYHOIO MEPEXOAy MO
MOCTKBAaHTOBOI Kpunrorpadii B MNPOMHUCIOBHX MporpaMHuX cucremax. Ilmardopma Java
3aJMIIAETHCS. OJHIEIO0 3 HAMMOMIMPEHIMNX Yy KOPIOPAaTUBHOMY CEPEIOBHIL, OJHAK PO3POOHUKH
CTHKAIOTHCS 3 TIPAKTUYHOIO NPoOIIeMOr0 BUOOpY: BUKOpHCTOBYBaTH 0i0miotexy BouncyCastle, sika
MiATPAIMYE HOBI ajdrOpUTMH Ha BCiX akTyanpHHX Bepcisx JDK, 4um HaTWBHI MOXIHBOCTI IO
3'semincst y JDK 25. BincyTHiCTh CUCTEMAaTHUHHUX EMITIPUYHUX AAHUX MPO MPOAYKTHUBHICTH LIHX
ITOPUTMIB y cepeloBHIll Java B 3aleKHOCTI Bix Bepcil miardopmu, piBHA O€3NeKd Ta THITY
omeparii yckiajHO€ OOIpyHTOBaHMH BHOIp TpH IUIaHYBaHHI Mirpaumii KoprnopaTHBHUX Java-
CHCTEM [0 NOCTKBAHTOBUX CTaHIApTiB. Y CTaTTi IMPOBEICHO CHUCTEMAaTHYHE IIOPIBHSIbHE
JOCTIIKeHHS poayKTHUBHOCTI anroputMis ML-KEM, ML-DSA ta SLH-DSA y cepenosui Java
Ha OCHOBI BIJITBOPIOBAHOTO EKCIEPHUMEHTY 3 BUKOpHcTaHHsAM Java Microbenchmark Harness y
KOHTEHHEPHU30BAHOMY CEPEIOBHUIII I TphoX Bepciit mratdopmu — JDK 17, JDK 21 ta JDK 25 —
3 mopiBHSHHsIM peanizamiii BouncyCastle 1.83 ta matuBHOi minxrpumku JDK 25. Jlnsg koxxHOTO
ANTOPUTMY BUMIPIOBAJNICH TPH OCHOBHI OIEpallii: TeHeparis Hapy KIIOYiB, HKAICYIHAIisS abo
(opMyBaHHS TiAMUCY, AeKarcynsmis abo Bepudikamis. Jnsd anropuTMiB HiAMUCY TOJATKOBO
BapiroBaBcs po3Mip MOBimoMIIeHHS — 256 OaitriB, 1024 OGaiitn Ta 65536 OaiitiB. CTaTucTHYHA
3HAYYIIICTh BiAMIHHOCTEW OIliHIOBaJNach 3a Kpurtepismu Manna-YiTHi Ta Kpackena-Yomrca 3
post-hoc ananizom 3a Metomom /[lanHa 3 nompaBkoio Bondepponi. BeraHoBieHO 110 HaTHBHA
peanizauiss JDK 25 crabinbHo nocrymnaersest BouncyCastle anst BCiX anropuTmiB i1 omepariiid.
Oxpemuii 6erumapk overhead imimiamizaiii npoBaiaepa MiATBEPAXUB IO IS PI3HUIT 3YMOBJICHA
AITOPUTMIYHOIO Peai3alli€lo a He HAKJIAJHUMHU BUTpaTaMu iHppactpykTypu. Ilepexin 3 JDK 17
Ha JDK 25 3abesneuye craTrcTUuHO 3Hauyine npuckoperns BC peamizariit. 3a pesynpraTramu
JOCIIDKEHHST COPMYIIFOBAHO TPAKTHYHI peKOMEHAamii Uil Java-po3poOHHKIB MO0 BHOOPY
peamizamii Ta Bepcil miatgopMu mpu Mirpaiii 10 NOCTKBAHTOBUX CTaHOApTiB. Buximauii xop i
koHpirypamis Docker Compose omyOmikoBaHi y BiakputoMy pemo3uropii GitHub ms
He3aJIe’KHOTO BIATBOPEHHS PE3YIIbTaTiB.

Kawuosi ciaoBa: moctkBantoBa kpumrtorpadis; ML-KEM; ML-DSA; SLH-DSA; Java;
BouncyCastle; JDK; JMH.
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