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LOCAL OPEN-SOURCE PLATFORM FOR CYBER INCIDENT MONITORING AND RESPONSE
WITH Al SUPPORT AS AN ALTERNATIVE TO EDR/XDR SOLUTIONS

Abstract. The paper presents an approach to designing a local cybersecurity monitoring and
incident response platform based on open-source technologies with integrated artificial
intelligence support. The relevance of the study is driven by the growing complexity of cyber
threats, the increasing number of endpoints in modern infrastructures, and the need for continuous
monitoring and rapid response within Security Operations Centers. Traditional EDR and XDR
solutions provide high levels of automation and detection capabilities but rely on subscription-
based models that introduce long-term operational constraints and limit flexibility in infrastructure
management. The study examines the functional roles of EDR, XDR, SIEM, and SOC within
enterprise environments and identifies key challenges related to scalability, data ownership, and
dependency on proprietary platforms. Particular attention is given to the limitations of centralized
commercial solutions when applied to distributed infrastructures with hundreds of managed
endpoints. The paper proposes a model of a local cybersecurity platform that integrates endpoint
monitoring, event correlation, and log management within a unified architecture. The proposed
solution is based on Wazuh for endpoint detection and SIEM functions, OpenSearch-compatible
indexing for event storage and analytics, and on-premises storage systems for secure and scalable
log retention. A dedicated local Al analysis layer is introduced to support SOC processes by
automating alert summarization, correlating related events, generating hypotheses about incident
origins, and assisting analysts in decision-making without exposing sensitive data to external
services. The results include a description of the system architecture, hardware configuration, data
processing workflows, and storage strategies. The proposed approach emphasizes transparency,
flexibility, and adaptability to specific organizational requirements. Additionally, the model
incorporates a structured proof-of-concept methodology to evaluate detection coverage, system
performance, and the effectiveness of Al-assisted workflows. The study demonstrates that the
integration of open-source tools with local Al capabilities can enhance the efficiency of
cybersecurity operations while maintaining control over data and infrastructure. The proposed
platform provides a viable alternative to traditional EDR/XDR solutions in scenarios where
customization, cost predictability, and data sovereignty are critical factors.

Keywords: cyber incident response; endpoint security monitoring; security analytics; threat
detection systems; open-source security platform; Al-assisted analysis; SOC operations.
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INTRODUCTION

Modern information systems operate in an environment characterized by a continuous increase in the
complexity of cyber threats, driven by the rapid expansion of digital infrastructures and the growing level of
automation in attack techniques. The proliferation of endpoints, integration of cloud services, and
interconnection of heterogeneous systems lead to the generation of large volumes of security events that require
continuous monitoring and timely analysis. Under such conditions, traditional approaches focused primarily on
preventive protection are no longer sufficient and must be complemented by detection and response
mechanisms [1, 2].

In current cybersecurity practice, EDR and XDR solutions play a central role by providing visibility into
endpoint activities, enabling the detection of anomalous behavior, and supporting incident response processes.
These systems aggregate telemetry from multiple sources and facilitate correlation of events, allowing
organizations to identify complex and multi-stage attacks. Their effectiveness, however, depends heavily on the
capabilities of Security Operations Centers, which are responsible for analyzing alerts, prioritizing threats, and
coordinating response actions [3, 8].

Another important trend is the integration of artificial intelligence technologies into cybersecurity
workflows. Recent approaches focus on applying machine learning models and large language models to process
large volumes of data, automate incident analysis, and support decision-making within SOC environments. This
contributes to reducing analysis time and improving the quality of threat assessment, especially in environments
with high event density [4, 9].

At the same time, the adoption of commercial EDR/XDR platforms introduces several limitations. These
include dependency on vendors, restricted flexibility in system configuration, and high operational costs
associated with subscription-based licensing models. Such constraints become more pronounced in
infrastructures with a large number of endpoints, where scaling directly increases the total cost of ownership.

As a result, there is growing interest in alternative approaches based on open-source technologies and on-
premises deployment models. These approaches allow organizations to retain control over their data, increase
transparency of system behavior, and adapt architectures to specific operational requirements. Additional
benefits can be achieved through the integration of local Al components, which enable advanced analytical
capabilities without transferring sensitive data to external services [12, 13].

Problem statement. Despite the significant progress in cybersecurity monitoring systems, the problem of
designing an efficient and cost-effective infrastructure for incident detection and response in large-scale
environments remains unresolved. Commercial EDR/XDR solutions provide high levels of automation and
integration, but their deployment is associated with substantial recurring costs and limited adaptability.

Open-source solutions, on the other hand, offer flexible tools for building monitoring systems, including
data collection, correlation, and storage. However, their effective use requires the integration of multiple
components and additional effort in configuration and maintenance. Furthermore, the potential of local artificial
intelligence in enhancing SOC operations within such architectures is not yet fully explored.

Therefore, a practical and research-oriented challenge arises in developing a model of a local
cybersecurity monitoring and response platform that combines the flexibility of open-source tools with the
analytical capabilities of Al, while maintaining a high level of functionality and reducing dependency on
proprietary solutions.

Analysis of recent research and publications. Recent studies in cybersecurity focus on the development of
detection systems, behavioral analysis of endpoints, and event correlation in distributed environments.
Frameworks such as MITRE ATT&CK provide structured knowledge about adversarial techniques and are
widely used as a foundation for designing detection and monitoring systems [1].

A significant body of research is dedicated to SIEM and XDR platforms, which enable centralized
collection and analysis of security events from diverse sources. These systems improve detection capabilities by
correlating data across endpoints, networks, and applications, allowing identification of sophisticated attack
patterns [6, 7].

In parallel, there is increasing attention to the application of artificial intelligence in cybersecurity. Recent
works explore the use of machine learning and large language models to automate event analysis, detect
anomalies, and assist analysts in decision-making processes [4, 5, 10]. Some studies specifically investigate the
role of Al in SOC environments, highlighting its potential to improve efficiency and reduce cognitive load on
analysts [9, 11].

However, most existing research focuses either on commercial solutions or on individual open-source
tools, without addressing the integration of these components into a unified and efficient architecture. The
combination of open-source platforms with local Al-based analytical layers for supporting SOC operations
remains insufficiently explored, particularly in the context of real-world deployment and scalability [14, 15].
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Thus, there is a need for a comprehensive approach that integrates open-source cybersecurity tools with
modern Al technologies to create an effective platform for monitoring and responding to cyber incidents.
Purpose of the article. The purpose of this article is to develop and substantiate a model of a local
cybersecurity monitoring and incident response platform based on open-source technologies with integrated
artificial intelligence support for SOC processes, which can serve as an alternative or complement to commercial
EDR/XDR solutions in large-scale environments with a significant number of endpoints.
To achieve this purpose, the following research objectives are defined:
1. To analyze current approaches to cybersecurity monitoring, including EDR, XDR, SIEM, and SOC
frameworks.
2. To identify the limitations of commercial EDR/XDR solutions in terms of scalability, flexibility, and
long-term operational costs.
3. To design a local open-source architecture that enables efficient collection, correlation, and storage of
security events.
4. To justify the integration of a local Al analysis layer for supporting SOC operations, including alert
summarization, event correlation, and decision support.
5. To evaluate the resource requirements of the proposed system, including hardware configuration, data
storage, and processing capabilities.
6. To compare different deployment strategies, including full replacement, hybrid models, and continued use
of commercial solutions.
7. To identify potential limitations and risks of the proposed approach and define criteria for evaluating its
effectiveness during a proof-of-concept implementation.

THEORETICAL FOUNDATIONS OF THE STUDY

The development of modern cybersecurity monitoring systems is based on a set of concepts and
technological approaches that define how threats are detected, analyzed, and mitigated within complex digital
environments. A key shift in recent years has been the transition from preventive security models to detection-
driven approaches, where continuous monitoring and behavioral analysis play a central role [1, 2].

One of the fundamental components of such systems is Endpoint Detection and Response (EDR). EDR
focuses on collecting and analyzing telemetry from endpoints, including process execution, file system activity,
and network interactions. This enables the identification of malicious behavior that may not be detected by
traditional signature-based methods. EDR systems also support incident investigation and remediation by
providing detailed contextual information about security events.

Extended Detection and Response (XDR) expands the capabilities of EDR by integrating data from
multiple sources, such as network traffic, cloud services, identity systems, and application logs. This integrated
approach allows for more effective detection of complex, multi-stage attacks that span different layers of the
infrastructure. XDR platforms rely heavily on correlation mechanisms that combine heterogeneous data to
identify patterns indicative of advanced threats [6, 7].

Another essential element is Security Information and Event Management (SIEM), which provides
centralized collection, storage, and analysis of security logs. SIEM systems enable organizations to aggregate
data from diverse sources, perform event correlation, and support compliance requirements. They also serve as a
foundation for historical analysis and forensic investigations.

The operational aspect of cybersecurity monitoring is represented by Security Operations Centers (SOC),
which integrate people, processes, and technologies to ensure continuous monitoring and incident response. SOC
analysts are responsible for interpreting alerts, prioritizing incidents, and coordinating response actions. The
effectiveness of a SOC depends not only on the underlying technologies but also on the ability to process large
volumes of data efficiently.

In this context, artificial intelligence has emerged as a significant enabler for enhancing cybersecurity
operations. Machine learning techniques are used to detect anomalies, classify events, and reduce false positives.
More recently, large language models have been introduced to support analytical workflows by summarizing
alerts, correlating events, and providing natural language explanations for complex incidents [4, 9, 10]. These
capabilities are particularly valuable in SOC environments, where analysts are required to process large amounts
of information under time constraints.

Despite the advantages of Al integration, its application in cybersecurity must be carefully controlled. In
many cases, Al is used as a decision-support tool rather than an autonomous system, ensuring that critical
response actions remain under human supervision. This approach reduces the risk of incorrect automated
decisions while still leveraging the efficiency gains provided by Al technologies.
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The combination of EDR, XDR, SIEM, and Al-supported SOC processes forms the theoretical basis for
the design of modern cybersecurity monitoring platforms. However, the implementation of these concepts varies
significantly depending on whether proprietary or open-source solutions are used. This creates the need for
research into architectures that can integrate these components effectively while maintaining flexibility,
scalability, and control over data.

METHODOLOGY OF THE STUDY

The research methodology is based on a combined analytical and design-oriented approach aimed at
developing and evaluating a local cybersecurity monitoring and incident response platform. The study integrates
theoretical analysis of existing cybersecurity frameworks with practical modeling of a system architecture
applicable to enterprise environments with a large number of endpoints.

The research process consisted of several stages. At the initial stage, an analysis of current cybersecurity
monitoring approaches was conducted, focusing on EDR, XDR, SIEM, and SOC models. This stage included the
identification of key functional components, typical architectural patterns, and limitations associated with
commercial and open-source solutions.

At the next stage, a conceptual model of the proposed system was developed. The model is based on the
integration of open-source tools for endpoint monitoring, event processing, and data storage, combined with a
local artificial intelligence layer for analytical support. The architecture was designed to ensure scalability, fault
tolerance, and adaptability to different operational requirements.

The experimental basis of the study is a modeled enterprise environment consisting of approximately 600
endpoints, including systems running different operating systems such as Windows, macOS, and Linux. The
infrastructure includes components for data collection, centralized processing, storage, and analysis. Special
attention was given to simulating realistic data ingestion rates and operational workloads typical for such
environments.

The evaluation of the proposed model was carried out using a set of criteria that reflect both technical and
operational aspects of cybersecurity systems. The main evaluation parameters include:

— detection capability, defined as the ability to identify known attack techniques;

— false positive rate, reflecting the accuracy of alert generation;

— processing efficiency, measured by the time required to analyze and respond to events;

— scalability, defined as the system’s ability to handle increasing data volumes;

— resource utilization, including hardware and storage requirements;

— operational impact on SOC processes, including workload distribution and response time.

In addition, a scenario-based evaluation approach was applied, considering different deployment models
such as full replacement of commercial EDR/XDR systems, hybrid configurations, and baseline scenarios using
proprietary solutions. This allowed for a comparative analysis of system performance and operational efficiency
under varying conditions.

A structured proof-of-concept methodology was also incorporated into the research. The proposed
evaluation framework includes staged deployment, system tuning, and validation using predefined metrics such
as detection rate, alert accuracy, and reduction in analyst workload. This approach ensures that the proposed
architecture can be assessed in conditions that closely resemble real-world operational environments.

Overall, the methodology combines theoretical analysis, system design, and scenario-based evaluation,
providing a comprehensive foundation for assessing the feasibility and effectiveness of the proposed
cybersecurity monitoring platform.

RESULTS OF THE STUDY

System Architecture. The proposed cybersecurity monitoring and response platform is based on a
modular architecture that integrates open-source components and a local artificial intelligence layer. The system
is designed for environments with a large number of endpoints and supports continuous monitoring and incident
response processes.

The architecture includes endpoint agents deployed on Windows, macOS, and Linux systems. These
agents collect telemetry data, including system events, process activity, and network interactions. The collected
data is transmitted to a centralized processing layer based on Wazuh, where initial analysis and rule-based
detection are performed.

The Wazuh manager cluster is responsible for event correlation and aggregation. It enables the
identification of suspicious patterns and supports alert generation. Processed data is forwarded to the indexing
layer based on OpenSearch, which provides efficient storage, search, and visualization capabilities.
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The system also includes a centralized storage component implemented on on-premises infrastructure,
which ensures secure and scalable log retention. A local artificial intelligence layer is integrated into the
architecture to support analytical processes within the SOC. This component processes security events and
provides additional insights to analysts.

Endpoints
& Windows / maOS / Linux

Wazuh Agents
Wazuh Manager Cluster
OpenSearch Index
NAS Storage Local Al Layer
o = E Al
SOC Analyst Interface

Fig. 1. Architecture of the proposed cybersecurity monitoring and response platform

Data Processing and Al-Assisted Analysis. The proposed system processes large volumes of security
events generated by endpoints. Event data is collected, normalized, and enriched before being indexed for further
analysis. The Al component enhances this process by providing analytical support rather than replacing human
decision-making.

The main functions of the Al layer include summarization of alerts, correlation of events from different
sources, identification of potential attack scenarios, and generation of recommendations for incident response.
The use of natural language explanations allows analysts to better understand complex incidents and reduces the
time required for investigation.

This approach improves the efficiency of SOC operations by reducing manual workload and enabling
faster decision-making. At the same time, the system maintains human control over critical actions, which is
important for minimizing the risks associated with automated responses.

Comparative Analysis of Deployment Approaches. To evaluate the effectiveness of the proposed
solution, three deployment approaches were analyzed. These include the use of commercial EDR or XDR
platforms, a fully open-source architecture, and a hybrid model that combines both approaches.

Table 1
Comparison of cybersecurity monitoring approaches
| Approach ||Initia| CostHOperationaI CostHFIexibiIity||Vendor Dependency|
|Commercial EDR/XDR| Low || High || Limited || High |
| Open-source platform || Medium || Low || High || Low |
| Hybridmodel || Medium || Medium  ||Moderate|  Moderate |

The comparison shows that open-source solutions provide higher flexibility and better control over
infrastructure, while commercial platforms offer higher levels of automation. The hybrid model can be
considered as a transitional approach that balances these characteristics.

Resource and Performance Considerations. The proposed architecture requires a distributed infrastructure
to ensure stable performance. The system must handle continuous data ingestion from multiple endpoints and
support real-time analysis. The performance depends on data volume, indexing efficiency, and computational
resources available for processing.

Scalability is achieved by distributing system components across multiple nodes. This allows the system
to adapt to increasing workloads without significant performance degradation. Storage requirements depend on
data retention policies and the level of logging detail.

Limitations and Practical Considerations. The implementation of the proposed model requires additional
effort related to system configuration and integration of multiple components. The absence of fully automated
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response mechanisms increases the reliance on SOC analysts. In addition, tuning detection rules is necessary to
reduce false positive alerts.

The use of a local Al component introduces additional computational requirements and requires careful
configuration to ensure reliable operation. Despite these limitations, the proposed approach provides a flexible
and controllable alternative to commercial cybersecurity solutions.

CONCLUSIONS AND FUTURE RESEARCH

The study presents a model of a local cybersecurity monitoring and incident response platform based on
open-source technologies and supported by artificial intelligence. The proposed approach integrates endpoint
monitoring, centralized event processing, and Al-assisted analysis into a unified architecture designed for large-
scale environments. The results demonstrate that it is possible to achieve a functional level comparable to EDR
and XDR solutions while maintaining control over data and system configuration. The use of open-source
components provides flexibility in system design and allows adaptation to specific operational requirements. At
the same time, the integration of a local Al layer improves the efficiency of SOC processes by supporting event
analysis, reducing investigation time, and assisting in decision-making.

The comparative analysis confirms that the proposed architecture offers advantages in terms of long-term
operational cost predictability and reduced dependency on proprietary platforms. The system also supports
scalability through modular deployment and distributed processing of security data. At the same time, the study
identifies several limitations. These include the need for additional configuration and integration efforts, the
absence of fully automated response mechanisms, and increased requirements for technical expertise. The
effectiveness of the system depends on proper tuning and continuous maintenance.

Future research directions include practical implementation of the proposed model in a real organizational
environment and experimental evaluation of its performance. Further work may focus on improving Al-assisted
analysis, optimizing detection rules, and enhancing the automation of response processes. Additional attention
should be given to evaluating system performance using quantitative metrics such as detection accuracy, false
positive rates, and response time.
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JIOKAJIBHA IVIAT®OPMA 3 BIIKPUTUM BUXIIHUM KOJOM JJIA
MOHITOPUHI'Y TA PEAT'YBAHHS HA KIBEPIHIHIUJAEHTHU 3 BUKOPUCTAHHAM
IITYYHOI'O IHTEJEKTY AK AJIbTEPHATUBA PILIEHHSAM EDR/XDR

AHoTanis. Y cTaTTi NpeICTaBICHO MiAXiT 0 MPOEKTYBAaHHS JIOKAIBHOI IIaTGOPMH MOHITOPHHTY
KibepOe3neKkn Ta pearyBaHHA Ha iHIMJCHTH HA OCHOBI TEXHOJIOTIH 3 BIAKPUTHM BUXITHHM KOJOM
i3 IHTErpOBAaHOI MIATPUMKOI IITYYHOTO IHTEICKTY. AKTYaNbHICTh IOCHTIDKCHHS 3YMOBJICHA
3pOCTAOYOI0 CKJIATHICTIO Kibep3arpos, 30UIBIMICHHSM KITBKOCTI KIHIIEBHX TOYOK Y CYYacHHUX
IHQPACTPYKTYpax, a TaKOX HEOOXITHICTIO Oe3MepepBHOTO MOHITOPHHTY Ta OIIEPAaTHBHOTO
pearyBaHHS B Mekax HeHTpiB omepaniid 6e3neku (SOC). Tpammmiitai pimenHs xiracy EDR Ta
XDR 3abe3nedyroTb BHCOKHII piBEeHb aBTOMATH3allii Ta MOXJIMBOCTEH BHSBICHHS, OIHAK
0a3yroThCSl Ha MIMUCKOBUX MOJIEIISIX, 10 CTBOPIOIOThH JIOBIOCTPOKOBI OmNepamiiiHi 00MeXeHHs Ta
3HW)KYIOTh THYYKICTb yIpaBiIiHHS 1HOPACTPYKTYpOIO. Y IOCHIKEHH] pO3MITHYTO (GYHKI[IOHAJbHI
poxai EDR, XDR, SIEM Tta SOC B KOpHOpaTHBHUX CEPEIOBHIIAX I BU3HAYCHO KIIOYOBI BHKIIUKH,
MOB’sI3aHI 3 MAaclITa0OBaHICTIO, BOJIOJIHHAM JIAHUMHM Ta 3aJIEKHICTIO BiJl MPOIpIETAPHUX
mwiatpopM. OCOONUBY yBary NpHIUIEHO OOMEKEHHSIM IICHTPATi30BAHUX KOMEPIIHHUX DIllICHb
MpH 1X 3aCTOCYBaHHI B PO3MOAUICHUX 1H(PPACTPYKTypax i3 COTHIMH KEPOBAHUX KiHIEBHUX TOYOK.
Y poOoTi 3ampoOmOHOBAaHO MOJENs JIOKAJNbHOI ImaTgopmu KidepOesrmekn, mo o0 e€aHye
MOHITOPHHT KIiHIIEBHX TOYOK, KOPEJALII0 TOMIA Ta YIpaBIiHHSA JXypHallaMH B MeEXKaX €IUHOI
apxiTeKTypu. 3ampoIOHOBaHE pIilIeHHsS 0a3yeThcs Ha BHKOpHcTaHHI Wazuh s GyHKmin
BUSIBJICHHS 3arpo3 Ha KiHneBux Toukax i SIEM, iHnmekcarii moaii i3 cymicHicTio 3 OpenSearch mis
30epiraHHg Ta aHANITHKH, a TaKOX JIOKAJbHUX CHCTeM 30epiraHHs JaHWX I 3a0e3MeUeHHS
Oe3meyHoro Ta MacmTaboBaHOTO 30epiraHHs XypHaliB. BBeIeHO OKpemHil JIOKaIbHUI PiBEHB
aHali3y Ha OCHOBI IITYYHOTO IHTENEKTy s miarpuMmku mpoueciB SOC, skuii 3abesmedye
aBTOMATHYHE Yy3arajJbHEHHS CIIOBINCHb, KOPEJIII0 IMOB’S3aHUX TOMiHA, (HOpMyBaHHS TiMmoTe3
IIO0 JDKEpesT 1HIUISHTIB 1 TOTIOMOTY aHAJNITHKaM y NMPUHHATTI pimeHs 0e3 mepemayi IyTIuBUX
JTAaHWUX JI0 30BHIIIHIX cepBiciB. Pe3ynbraTe HOCTiIKEHHS BKIIOYAIOTh OIUC apXITEeKTYpH CHCTEMH,
amaparHoi KoHiryparii, npoueciB 00poOkn TaHuX Ta crparteriii 30epiraHHs. 3anmpornoOHOBAaHHN
MiXiJ aKIEHTye yBary Ha IPO30POCTi, 'HYYKOCTI Ta aJalTHUBHOCTI A0 cHenu(iuHHX BHUMOT
opranizanii. Kpim Toro, Monens nepeabadae BUKOPUCTAHHS CTPYKTYpPOBAHOT METOAOJIOTII proof-
of-concept 17l OLIHKKA TOKPHUTTS BHSBICHHS, NPOJYKTHBHOCTI CHCTEMH Ta e(QEKTHBHOCTI
NPOLECIB i3 BUKOPHCTAHHSAM INTYYHOTO iHTENEKTy. JlOCHi/DKeHHs JAEMOHCTpYe, IO iHTerparis
IHCTPYMEHTIB 3 BIJKPUTHM BHUXIJIHUM KOJIOM i3 JIOK&JIbHUMH MOJIJIMBOCTSAMH IITYYHOTO IHTEJIEKTY
JIO3BOJISIE MiABHIIMTH €(PEKTHBHICTH omepariii kibepOe3neku, 30epirafouu KOHTPOIIb HAJl JaHUMH
Ta iHQPACTPYKTYPOIO. 3anmponoHOBaHa TUIaTGopMa € TMPAKTUIHOK abTEPHATHBOIO TPATUIITHIM
pimennsm knacy EDR/XDR y crieHapisx, ae KpUTHYHUMH € KacTomi3zallisi, rmependadyBaHiCTh
BUTPAT Ta CyBEPEHHICTb JaHUX.
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KaouoBi cinoBa: pearyBaHHA Ha KiOCpiHIHWACHTH, MOHITOPHHT O€3MEeKH KiHIIEBHX IPUCTPOIB,
aHaNTHKa OE3MeKH, CHCTEMH BHABICHHS 3arpos3, miardopma Oe3mekd 3 BiAKPUTHM BUXiTHUM
KOJIOM, aHaJi3 i3 BUKOPUCTAHHSAM INTYYHOTO iHTENIEKTY, OIepalii HeHTPY MOHITOPHHTY Oe3leKku

(SOC).
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