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IPUKJIATHI ACIIEKTH 3AXUCTY TH®OPMAIII
B YMOBAX OBMEKEHOI'O ®THAHCYBAHHA

AHoTanis. B maniif ctaTTi mpoBeAeHO PO3TOPHYTHH aHaIi3 TEHACHIIH PO3BUTKY Kibep3arpos Ta
HaNpsMKiB 3a0e3redeHHs iHpopMariiiHoi Oe3meKu 3i CTOpPOHH CBITOBOi crminmbHOTH. CydacHHiA
PO3BHUTOK IEPCIEKTUBHUX iH(QOPMAIITHUX CHUCTEM Ta TEXHOJIOTIH CIIpHse IMOsBI HOBUX (QopMm
KibepaTak, 10 MiJNal0Th JepKaBHi, OaHKIBChKI Ta MpPUBaTHI iH(GOpPMAIIiiiHI pecypcH 3arpos3am, 3
SKAMH BOHHU HE TOTOBI MaTH clipaBy. Bu3HaueHa TeHaeHLis 100 GpopMyBaHHs y KibeprpocTopi
NPUHLUIIB riopuaHoi BiiiHU. [lepenqyMoBaMy BUHMKHEHHS TaKMX TIOPUIIHUX BIfH CTa€ 3pOCTaHHS
3alliKaBJICHOCTI YPSIOBUX CTPYKTYp B OTpHMaHHi iHQopmaii, sika Moxe OyTH BHKOpHCTaHA
MPOTHOOPYMMH CTOPOHAMH B CBITOBI KOHKYpPEHTHIH 1 TOMTHYHIA OopoTedi BmsHaueHo
HEOOXITHICTh aJanTUBHOTO (OPMYBAaHHS HAIMpPSIMKIB IPOBEACHHS NPEBEHTHBHHUX 3aXOMdiB i3
iHpopMamiiHOi 1 KibepHeTHYHOi Oe3lekd. AKIICHTOBAHO YBary Ha BiCYTHICTh, Y OUIBIIOCTI
BUTAJIKIB, cTpaTerii 3a0e3meueHHs Oe3lekn MI0A0 3aXHCTy KIIFOYOBHX 1H(POPMAIITHUX CHCTEM Y
BIAMOBITHOCTI 110 ICHYIOYMX pH3UKIB. 3BEpHEHO yBary Ha Te, L0 MOJeJb 3arpo3 IMOBHHHA
BpPaxoBYBaTH MOXKJIMBICTh ITOBHOI KOMIpoMeTauii cucteM iHdopmauiiiHol Ta KiOepHEeTHYHOT
Oe3nexy IpH IiJie-HanpasieHi aTtaui Ha iH(OpMaliiiHI aKTHBU JIepXKaBHUX, OaHKIBCBKUX Ta
NpUBATHUX OpraHizamiid. Po3risHyTo MOXJIMBI HampsMKH 3a0e3neueHHs iHpOpMaliiHoi Ta
KibepHeTHYHOI Oe3rekn B yMoBax oOMexkeHoro ¢inancysanHs. HaBeneni kareropii CIS Control,
IIOA0 HAIpPSMKIB TpiopuTeTHOTO 3abe3meveHHs iH(opmariitHoi Oesmeku 6i3Hecy. HamemeHo
MepeTiK KIIYOBHX HANpsIMKIB Ui  (OpMyBaHHS TMpIOpHUTETIB iHpoOpMamiiHOI Oe3meku
JepKaBHUX, OaHKIBCPKHX Ta MpHBAaTHUX opradizamiif. [IpoanamizoBani i cdopmoBaHi
peKoMeHAalil Ta BUMOTHM IIOJO MPUKIAJIHUX ACIEKTiB MOOYMOBM CTparerii 3aXMCTy B yMOBax
obMexeHux (iHaHCOBUX pecypciB. OAHMM 13 nUIXiB onTuMizaii (iHaHCOBHX pecypciB MIO
BUTPAYalOThCSl HA CUCTeMH iH(opMaiiiiHOT Oe3rnekH, y BiINOBIAHOCTI JO BH3HAYEHHX PHU3HKIB,
MOXE€ CTaTh BHMKOPHCTaHHS KpallUX CBITOBHX MPAKTHK, a TaKOX 4YiTKE Y3TOJUKEHHS BHMOT
3abesneueHHs iH(opmaruzanii Ta 1MppoBoi TpaHchopMmamii 3 OoKy Oi3Hecy 1 CTBOpEHHs
Y3TOJUKEHHUX PETYISATUBHHX BUMOT JI0 IIEBHUX HANPSAMKIB Oi3Hecy i3 TOUkHM 30py iH(popMmauiiiHol
ta KibepHermuHOi Oe3neku. CdopMyiapoBaHi MiHIMAJIBHI BHMOTH IIOAO 3a0e3ledeHHs
iHpopManiiHOI Ta KibepHEeTHYHOT Oe3NeKH Jep>KaBHNX, OAHKIBCHKHX Ta MIPUBATHUX OpraHi3allii.

Krouosi ciioBa: 3arposu, pu3uky, Kateropii, Kibepoesneka, crpareris, (hiHaHCYBaHHS.

1. BCTYII

IlocranoBka mnpoOJjemMu. Po3ropHyTwil aHamidy TEHICHIIN PO3BUTKY Kibep3arpos
MOKas3ye, 10 KiIJIbKICTh aTak MpOTH JepKaBHUX, OAHKIBCHKHX 1 MPUBATHUX OpraHizallii kpain
CBITY MOCTIHHO Oyze 3pocTaT, a cami aTaku OyAyTh CTaBaTH BCE Jeall JOCKOHAJTIITUMHU.

© 0. B. bopcykoscebkuii, 10. B. bopcykoBcbka, 2018.
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Bu3nauaTu iHIIIaTOpIB aTak, HE3aJEKHO BiJ TOTO YW II€ YPSAIOBI CTPYKTYpH a0O NMPHUBATHI
IpyNHU 3T0BMUCHHUKIB, SIKi 3apOOJISIOTh TAKUM YMHOM TPOILIIi, — CTa€ JIeAali BaKIe.

Taka cuTyalis BHMarae JWHAMI4HOI aganTarii iH(GOPMAIIMHUX CHUCTEM 1 CHCTEM
iH(popMaIliiHOT 0e3MeKH 10 MOTOYHOro JaHAmadTy 3arpo3, a TakoX 10 BUMOT, 3aBIaHb i
MacmTabiB cydacHOi €KOHOMIKM Ta Oi3Hecy. lle, y cBoro depry, morpeOye BU3HAUCHHS
NPIOPUTETHUX HANpPSMKIB TPOBEICHHS MPEBEHTUBHUX 3axoMiB 13 iHdopMmariiiHoi Ta
KiOEpHETHYHOI OE3MEeKH BIIMOBITHO JI0 IIOTOYHOTO JIaHAadTy 3arpo3 B iHGopMartiiHii chepi.

AHaJ3 oCTaHHIX aociaigxkeHb i myOuikamiii. Y xoBtHI 2017 poky €Bporelicbka
Pana 3000B’s3ana ypsaau kpain €C mocwiauTu nUTaHHS KibepOesneku. OcTaHHI PilICHHS,
npuiiHaTi €Bponeiicbkoro Panoro, BKa3yroTh Ha HEOOXITHICTh BHIUICHHS BCiMa KpaiHaMmu-
ynenamMu €C moTpiOHUX pecypciB 1 iHBecTHlii s OOpOTHOM 13 KiOEp3JI0YMHHICTIO.
«Kibep3mnounnu 1 ¢iHaHcOBaHA Aep)KaBaMHU AISUIBHICTh MIKIAJIUBUX MPOTPaM € OJHIEI 3
HANOUIBIINX TI00AJBHUX 3arpo3 sl HAIUX CYCIHIIBCTB 1 €KOHOMIK. MU BXe BTpayaeMmo
omuzpko 400 Mapny e€Bpo y BChOMY CBITI uepe3 KiOeparaku. Lle dwiTkO miaKpeciroe
HeoOXiHicTh BUKOpucTaHHs €C HasSBHUX IHCTPYMEHTIB Ji MiJABHUILEHHS CTaOUILHOCTI B
KiOepIpoCcTOpi Ta pearyBaHHs Ha MacIITaOHI KiOEpIHIMICHTNY», — HWIEThCS B TOBIJOMIICHHI
€sponeticekoi Paau [0].

CTBOpeHHsI Ta MOUIMPEHHS MEPCIEeKTHUBHUX 1H(QOPMALIMHUX CHUCTEM Ta TEXHOJOTIH
cnpusie mosiBi HOBUX (opM Kibeparak, IO MiJalOTh JAEpKaBHI, OAaHKIBCHKI Ta MpPHUBATHI
iH(dopMmaliiiHi pecypcH 3arpo3am, 3 SKMMH BOHU He TOTOBI MaTH crpaBy. KibepaTtaku MOXYTh
CTaHOBUTH KPUTHUYHY 3arpo3y JUIsl THX €KOHOMIK, JI€p’KaB i CYCIIUIBCTB, y SIKUX HEIOCTaTHHO
PO3BUHYTO CHIBPOOITHHUITBO 1 BiACYTHS e¢eKkTuBHa cucreMa iH(opmaliifHOro Ta
KIOEpHETUYHOTO 3aXHUCTy. Pe3ynbpTaTH aHali3y BEKTOPIB KiOepaTak TOBOPSATH MPO TE, IO Y
KibeprpocTopi copmyBasiacsi CTilika TEHJEHIis CBOTO poay TiOpuIHOi BiHHU. ['0I0BHOIO
NepeayMOBOIO TaKOi TEHJCHII CTalo MEepII 3a BCE 3POCTAaHHS 3alliKaBICHOCTI YPSIOBHX
CTPYKTYp B OTpHUMaHHi iH(OpMallii, ika Moke OyTH BUKOpPHCTaHa MPOTUOOPUYMMHU CTOPOHAMHU
B CBITOBI1M KOHKYPEHTHIH 1 MOJTITHYHINA OOPOTHOI.

Sk mpuKIaj BaxJMBOCTI (POPMYBAHHS LUIAXIB MPOTHIE TAKMM TEHICHLISIM MOXKHA
MPUBECTH OLIIHKY EKCIEpTIB 13 KibepOe3neku 11010 MIOPIYHUX BTpaT CBITOBOI €KOHOMIKH B
pe3ynbTaTi Al Kibep3nounHIiB o ckinagae 6t 500 mimbsapais gon. CILIA, B Toif yac, K,
Hanpukiag, piunuii BBIT Ilseitnapii B 2017 pomi omiHioeTbest B 659 MUIbApAIB J1071apiB
CILIA.

[Ipo BaxnuBiCTE (QOpPMYBaHHS AKTUBHHUX LUISIXIB HPOTHAII  MDKHApOAHIM
KiOEp3JIOYMHHOCT] TOBOPUTH 1 Te, 1o y ciuHi 2018 poky Ha BcecBITHBOMY €KOHOMIYHOMY
dbopyMmi Oyno TPUIHITO pIMIEHHS MPO CTBOpPeHHs [700anmpHOTO HEHTPY KibepOesmekw,
NOKJIMKAHOTO JI0TIoMaratu OyayBaTh Oe3NedHui 1 3aXUIleHHi r1o0anbHui KibepmpocTip [0].

2. PE3YJIBTATH JOCJIIIVKEHHSA

BpaxoByroun BHKIaneHEe, OCOOIMBO BAXKJIMBO TNPUNHATH 3BaXKEHE pIIICHHS, LI0J0
HamnpsMKIB 1 TPIOPUTETIB 3aXUCTY KIIOYOBUX 1HQOPMALIHHUX CHUCTEM B JI€pP)KaBHUX,
0aHKIBCbKMX Ta NPUBATHUX OpraHi3alisfix 3 ypaxyBaHHSAIM OOMeXeHOro (piHaHCyBaHHS B
cpepax IT Ta Ib. Ile ocoOauBO akTyalbHO y EKOHOMIYHMX YMOBaX B SIKMX CbOTOJHI
3HAXOAUTHCSA VYKpaiHa. TyT MH CTHKaeMoCsi 3 HHU3KOK TpoOsieM, SKi TMOTpPeOyIOTh
HPIOPUTETHOTO PO3TIISILY MPU MPUHHATTI PillIeHb.

TBepaxennsa 1. Sk mpaBuio, BIACYTHS cTpaTerisi 3a0e3redyeHHs Oe3MeKU 3aXUCTy
KJIIOYOBUX 1H(QOPMALIHHUX CUCTEM Yy BIANOBIAHOCTI 10 iCHYIOUMX pu3ukiB. KibGepamouuHii
HalllJIEHI Ha OTPUMaHHS MaKCUMaJIbHOT BUTOJIM 1 MOCTIMHO BIOCKOHATIOIOTH MeTOIM atak. [1o
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TaKOMY TIPUHIMIY TOTPIOHO TMIAXOAUTH JO OpraHizamii KOMIUIEKCHOI CHCTEMU
iH(dopmariiftHoi Oe3nmeku. BoHa MOBHHHA aJaNTUBHO 3MIHIOBATHCS, BIIIOBIIHO 10 HOBUX
BHUKJIMKIB Ta 3arpo3, o (GOpMYyIOThCS B KiOEpIIpOCTOpi.

TBepmskenns: 2. Moyenb 3arpo3 MOBHHHA BpaxOBYBaTH TOH (hakT, 110 MpH IUTHOBIN aTari
3JIOBMUCHUKU JOCATHYTH 100% yenixy. [pyHTYro4nch Ha JaHiii akciomi MOBMHHI OyTH BHECEHi
BimoBiHi 3MiHK B iH(pacTpykrypy IT ta Ib, a Takox, 3 Ay’kKe BUCOKAM CTYIIEHEM IMOBIPHOCTI, 1 B
JiesiKi O13HeC MPOIIECH, SKI MOKYTh BUSIBUTUCS KDUTUIHUMHU B pa3i YCITIITHOT KibepaTaky.

Teepmxkennsa 3. IlorpibHo BpaxoByBatu HenoctatHe (inancyBanus IT Tta Ib i
BIJICYTHICTh Y BIJIMIOBIIAJTBHUX OCIO YITKOTO PO3YMIHHS, IO MOTPIOHO BIPOBAIHKYBATH
MEPIIOYEProBO JJIsl 3aXUCTy KIIOYOBUX i1H(OpMaIiHHUX aKTuBiB. Haifuactime KomTu
BUJUISIFOTHCS TUTBKM HA aHTUBIPYCH Ui POOOYUX CTaHIlH, fAKi, K MOKa3aB JOCBiJ OCTaHHIX
emigeMii mu@pyBaTbHUKIB, HE3ATHI TiTHO MPOTUCTOATH Cy4aCHUM arakam. AJie HaBiTh
HasBHICTh (pIHAHCYBaHHS, OCOOJMBO B JEPKABHUX CTPYKTypax, He TrapaHTye e(eKTHUBHUI
piBeHb 3axucty iH(popmamiifHuX akTuBiB. Haiiuactime HeoOXigHMH piBeHb O€3MeKn
HiATPUMY€EThCS JUIIE [ 3BITY («mamepoBa Oe3rneka» Ha PiBHI PO3pOOKH Ta 3aTBEPIKCHHS
KC3I), a 3a dakromM, KIOYOBI iHPOpPMALIAHI pecypcH 3axHUINAIOTHCS Bif KiGep3arpo3
cucTteMaMu iHGOpMaIifHOT 0€3MeKH 103aBYOPAIIHBOTO JTHS.

BinnoBinHo 10 chopMyabOBaHUX TBEpPIKEHb, OUYEBUIHO, 110 iHppacTpykTypa IT Ta Ib
MOBUHHA BHOYIOBYBATHCS HA OCHOBI 0araro-emieIOHOBaHUX OpraHi3alifHO-TeXHIYHUX IIapiB
0e3MneKy 13 BUKOPHCTAaHHSIM KpPAalIMX CBITOBHX IMPAKTHK, peKoMeHpamii i meromosnorid PCI,
NIST, ISO 1 HIPAA. Oco6nuBo 1ie cTae akTyaJbHUM B YMOBaX HEJOCTATHIX a00 HYJIbOBUX
oromxeriB Ib. Amxe Oyap sIKi TOMUJIKH, IO OyIyTh JOIYIIEHI HA €Tarli MPUUHATTS pillleHb
mono nodynoBu abo MonepHizauii cucreM IT Ta Ib MoXyTh npu3BecTH 10 KaTacTpo(iuyHUX
HACJIJKIB, SIK y ()IHAHCOBOMY IUIaHI, TaKk 1 B IUIaHI 3aXUCTy KIIOYOBHUX IH(OpMAaLIMHUX
aktuBiB. OcTaHHi MOii B YKpaiHi Ta CBITi IIe JOCUTH 100pE MPOIEeMOHCTPYBAIIH.

Ha croronHimHii AeHb €KCIIEPTH BU3HAYAIOTh TaKli OCHOBHI KIIFOUOBI HANpPSMKH, K1
NOBMHHI MOTpanuTU B cepy yBaru npu BHU3HAYEHI NMPIOPUTETHUX HAMPAMKIB PO3TOPTAHHS
cucreM 1H(opMaIliifHOT Ta KIOEpHETUIHOT

—aHalli3 MOTOYHMX aTaKk Ta CydyacHMM po3BUTOK TexHojoriii i Bumor go IT Ta Ib
TEXHOJIOT1H;

— ayreHTH(IKallis, HUPYBaHHS 1 CTBOPEHHS OLIMX CHHCKIB J0/IATKIB;

—aHaJI3 1 3ICTaBJIECHHS MPUMHATHX DIIIEHb 13 ICHYIOUMMHM METOJOJIOTISIMU 1 Taly3eBUMHU
PEKOMEHTAITISIMI;

— MIIXO/TU JI0 3aCTOCYBAaHHsI POAYKTIB 3a0e3reueHHs 1H(popMariiiHOT Oe3reKy;

—IIPOBEJICHHS TECTYBAaHHS Ha HAsBHICTh BpPa3MBOCTEH Ta MEPEBIPKM Ha BIANOBIIHICTH
JUIOYMM CTaHJapTaM Oe3TEeKH;

— BUKOPHUCTAHHS PEKOMEHJIAlllii CBITOBOI CHUIBHOTU TPU CTBOPEHHI Taly3€BUX CHCTEM
iH(opMariitHoi Oe3MeKH.

TyT B noBHIN Mipi MOXHa BUKOpUCTOBYBaTH KirouoBi pekomenzanii CIS Controls ams
BHU3HAUEHHS KPUTHUYHUX MPO]1sIiB 3aXUCTy 1HYOPMALIMHUX CUCTEM JEP’KAaBHUX Ta MPUBATHUX
oprasxizaiiii. 1li mpodini moBUHHI BKIOUYATH B ce0e MiAXOAU Ta METOAMKHU IOAO0 BCEOITUHUX
nepeBipok enemeHTiB IT-iHGpacTpykTypH, KOH]irypauiid, mnpaB AOCTyNy, IpHUBLIEIB,
CHUCTEMHHMX >KypHaNIiB, 3aXOJiB 1 3aco0iB pearyBaHHsS Ha IHIUACHTH Ta TMPUHIUIH
IHIIIFOBaHHS TIEPEBIPOK.

VY cpomiit penakuii kepiBHuuTBa CIS Controls maHi eneMeHTH pO3MOJUIEHI HAa TpU
KaTeropii, 10 BpaxOBYIOTh cydacHuM maHmmadt kibepzarpo3 (puc. 1) — 0a3osi,
(byHaaMeHTaNbHI Ta OpraHizamiiHi.
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Puc. 1. Kamezopii 3abe3neuenns inghopmayitinoi ma kibepnemuuHoi Oe3nexu

Bba3oBi kareropii MiCTATh KJIIOUOBI HaNpsIMKH Ui 3a0e3nedeHHs iHopMaliiiHoi 6e3nexu
JiepKaBHUX, OAaHKIBCHKUX Ta MPUBATHUX OpTraHi3allii:

1) iHBeHTapH3allisi aBTOPU30BAHUX 1 HEABTOPU30BAHHX MIPUCTPOIB;

2) iHBEHTapu3allis aBTOPU30BAHOTO 1 HEABTOPU30BAHOTO MIPOTPAMHOTO 3a0€3MeUCHHS;

3) 3aco0u ympaBIiHHS BPa3IHBOCTSIMH,

4) BUKOPUCTaHHS aJMiHICTPATHBHHX MIPUBLIEIB;

5) saxwumieHi koH}irypauii A7 MOOUIBHUX MPHCTPOIB, HOYTOYKIB, pOOOYMX CTaHIIHN i

cepBepiB;

6) oOciyroByBaHHs, MOHITOPHHT Ta aHAII3 )KypPHAIIIB ay/IHTYy.

dyHaMeHTaIbHI KaTeropii MiCTATh peKOMeHallii, HEOOXiHI AJIs 3aCTOCYBaHHS KPaIUX
NPaKTUK IS 3a0€3MeYeHHS TIepeBar i BUKOPUCTAaHHS NIepeI0BUX TEXHOJIOTIH KibepOesneku:

7) 3aXHUCT eJIEKTPOHHOI MOIITH Ta BeO-Opay3epa;

8) 3axuCT BiJl IIKIUTMBHUX MPOTPaM;

9) oOMeXKeHHsI i KOHTPOJIb MEPEIKEBUX MOPTIB,;

10) MOKJIMBICTh BiJIHOBJIEHHS JAHHX;

11)3axmmieni  KoHpiryparii s MepekeBUX NpucTpoiB  ((aiiepBoiid, poyTepH,

KOMYTaTOpH);

12) 3axucT nepumerpa;

13) 3axucT 1aHUX;

14) KOHTPOIb AOCTYIY;

15) KOHTPOJIb TOCTYITY OE3APOTOBUX MEPEK;

16) KOHTPOJIb OOTIKOBUX 3aIHCIB.

Oprani3artiifHi KaTeropii MiCTATh peKOMEeHallii, OpiEHTOBaHI Ha OpraHi3alliifHi mpouecH i
aJMIHICTpATUBHI 3aXOJH, TMOB’s3aHl 13 3a0e3meyeHHsAM 1H(OpMaIIHHOT Oe3MeKHu, 3 METOI0
IiABHILIEHHS 0013HaHOCTI IIEPCOHANY Ta MPOBEICHHS TECTYBAaHHs Ha IPOHUKHEHHA. A came:
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17) KOHTPOJIb PiBHS 00I3HAHOCTI IIEPCOHAY;

18) KOHTPOJIb MPUKJIIATHOTO IPOrPAMHOTO 3a0€3ICUCHHS;
19) pearyBaHHs Ha IHIHICHTH;

20) TecTyBaHHS HA MPOHUKHCHHS.

[IpioputeTn CTpaTerivyHOro IUIAHYBAaHHS TYT, Ma0yTh, MOXKHa BHU3HAYUTH TPHOMA
OCHOBHHMMH TBEP/PKEHHSIMH, SIKI MU IOBUHHI BPaXOBYBaTH MEPIIOYEPrOBO:

Teepm:kenns 4. besneka, moBuHHa OyTH 3acHOBaHa Ha oOi3HaHOCTI. BHyTpimrHi
MOPYIITHUKH, 30BHIIIHI aTaku, HOBI 1HQPACTPYKTYpHI cepBicM Ta Oi3HEC-IOJATKH BXKE
CKJIa[Ial0Th OaraTOBUMIpHY MHOXXHMHY aKTHBIB 1 pu3uKiB. Po3iOparucs B HUX aHaNIITHYHUM
CHocOo0OM CTa€ MPAKTUYHO HEMOXKJIMBO. B yMOBax He0CTaTHROrO (DiHAHCYBaHHS, KJIHOUOBUM
HanpsIMKOM omnTtuMizanii pecypciB Ib, y BIANMOBIAHOCTI 1O BU3HAUYEHHX PHU3HKIB, MOXKYTh
CTaTH Kpalli CBITOBI MNPakTUKU. BOHU MO3BOJSIOTE B yMOBaX OOMEKEHUX (PIHAHCOBUX
pecypciB MIHIMI3yBaTH PH3MKH Ta 3arpo3d MUISIXOM 3JIHCHEHHS KOHTPOJIO BHYTPIIIHIX
npoueciB (MOHITOPUHT MepexkeBoi Oe3nekH, Mpo(diMoBaHHS AaKTHUBHOCTI KOPHUCTYBadiB i
CepBiCiB, CerMeHTallisl Mepexi, mudpyBaHHs 1 T.[.) 1 30BHIMIHIX MPOIECiB (BUKOPUCTAHHS
3MI, 6a3 mgaHMX 1 MiAOUCOK MPO MOrpo3u). be3 BpaxyBaHHS KpallUX CBITOBUX MPAKTHK,
OCTaHHBOI 1 MOBHOI iH(OpMaIil PO AKICTh YIMPaBIIHCHKUX PIMICHb i €()EKTUBHICTH CHCTEM
KiOepOe3neKH B LiJIOMy TOBOPUTH B)KE€ HE JOBOJIUTHCS.

TBepaxenns 5. Benuki nepskaBHi, 0aHKIBChbKI Ta NMPUBATHI OpraHizaiii IpUCTYIIIN
0 TOTalbHOI iHGopMaTu3amii Ta 1UGpoBOi TpaHchopmarii, BHACTIAOK SKOI HaBITh
TpaauuiiHo KoHcepBaTtuBHi, B mmiaHi [T, Oi3HecHm pealbHOTO CEKTOPY BKE€ HE 3MOXKYTh
peartizoByBaTH CBOi Oi3HeC-Tiporiecu 6e3 TOYHOI 1 HaaiiHOT poOoTH iH(OPMAIIITHUX CUCTEM.

VYnpasininag Bumoramu g0 IT 3 Ooky Oi3Hecy 1 HEMHHy4Ye BUHHKAIOUUMHU
KOH(JIIKTaMU IIPIOPUTETIB BUMArae CTBOPEHHS Y3TrOJDKEHUX PETYJIATHUBHUX BUMOT /10 IEBHUX
HanpsAMKiB Oi3Hecy i3 Touku 30py Ib. Ilpu BupoOGseHi y3ropkeHuX BUMOI NOBHHHO OyTH
PO3yMIHHSI HE TUIbKHM 3aBJaHb Oi3Hecy, a 1 po3ymiHHs npodsem IT ta Ib nns Toro, o0
aMOPTHU3YBaTH KOPIIOPAaTHBHI TEpTS 1 ONTUMI3yBaTH 4acoBi Ta (iHAHCOBI BUTpATH NpHU
BHUPOOJIEHH] CIIJIBHOTO €()eKTUBHOIO PIIIEHHS.

Teepmkenns 6. Ilposenenns perynsapHux omiHok crany Ib. be3 3nailficHeHHs
0e3nepepBHOr0O TECTyBaHHS, OLIHIOBAHHS 3arpo3, PU3UKIB Ta CTAHYy 3aXUIIEHOCTI KIOYOBUX
KOPIIOPAaTUBHUX 1H(POPMALIIHHUX aKTUBIB BTPAYaEThCs CEHC LUPPOoBOi TpaHchopMarii. Skiio
npouecu TpaHchopmallii He 3aXMILIEHI, AaHl MOXYTb OyTM paHO YW MI3HO BHUKpaJeHl abo
3HMIIEHI, TO OYEBUIHO, IO PyX A0 LU(ppoBoi TpaHchopmalii Oyae reHepyBaTH TUIBKU
30UTKM U1t opradizanii. TyT nepkaBHUM Ta MPUBATHUM OpraHizaiisM MOTpiOHO CTBOPIOBATH
cUCTeMy BHYTPILIHbOI Oe3mepepBHOi ekcneptusu Ib, a, AN BHUKOHaHHA PYTUHHHUX Ta
TPYAOMICTKHX OIlepaliiii, BAKOpUCTOBYBaTHU pecypcu Ta crenianictiB MSSP nposaiinepis.

OO6’ennyroun Bci IIi BUMOTH, MM MOXEMO c(OpMYIIOBaTH MiHIMalbHI YMOBU TpH
AKX MM MOXEMO, Ha OCHOBI1 aHaJli3y Cy4aCHUX 3arpo3 1 OLIHOK BJIACHUX PU3HKIB, 3/IIHCHUTH
onrtumizamito (iHAHCOBUX BUTpAT B Mpouecax 3adesnedyeHHs Ib iHpopmaiiiiHUX aKTHUBIB
Jep>KaBHUX Ta MPUBAaTHUX OpraHi3allii:

— MiHIMI3allis IUIIXIB aTak 3a paXyHOK MOOYJJOBH CErMEHTOBAHOI Ta GaraToapoBoi
CUCTEMHM 3aXUCTy Ha 0a3i pimeHb Open Source (1ie, HaIpUKIIAL, cucTeMu GOpMyBaHHS Ta
BeJICHHs Oe3MeyHux KOH(pirypamii Juis amapaTHOrO Ta MPOrpaMHOro 3a0e3MeyeHHS,
KOHTPOJIbOBaHE BUKOPUCTAHHS aJMiHICTPAaTUBHUX TPHUBLIEIB, 3aXUCT €JIEKTPOHHOI TOIITH
Ta BeO-Opay3epy, 0OOMEXEHHSI Ta KOHTPOJIb MEPEKEBUX MOPTIB, YINPABIiHHSA O€3NEUHUMHU
KOH(pIrypamissMu I MEPEKEBUX IPHUCTPOIB, KOHTPOJIHOBAHUH JOCTYN Ha OCHOBI poJii
KOPUCTYBa4a, MOHITOPHHT 1 KOHTPOJIb OOJIIKOBUX 3aIMCiB, CETMEHTAIIisl MEpexi 1 T.11.);

—1n00ynoBa e(EeKTUBHOI CHUCTEMH 3aXUCTy MEpPEKEBOro MNEpUMETpy — TYT MH
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MO>XEMO BUKOPHCTOBYBaTH (Hanpukias, pfSense, OPNsense Ta iH.);

—mupyBaHHSA KpUTHUHUX AaHuX (Hanpukian, OpenPGP, GnuPGP Ta in.);

— pe3epBHe KomitoBaHHs (Hanpukiaa, Veeam Backup, Effector saver ta in.);

—3a0€3MeueHHs BHYTPIIIHBOI Ta 30BHIIIHBOI OLIHKH BPa3IMBOCTEH (HANPUKIAJ,
Kali Linux) abo BHKOpPHCTaHHS PECypCiB BHIIMX Y40OBHX 3akiaiiB B skocti MSSP
npoBaiiiepis.

3po3yMiJio, 110 KOMEPIIHHI MPOAYKTH y 0araThboX BHUIIAJKaX BHUTPAIOTh HASBHICTIO
NOKpAIIeHOi TEXHIYHOT MIATPUMKHA 1 OUIbII MPOOJIEMHO OpIEHTOBAHUM  HAOOPOM
IHCTpYMEHTAJILHUX PIlICHb ISl CIPOIICHHS iX BIIPOBAPKECHHS 1 BUKOPHUCTaHHS. AJle KOJH Y
Hac HeMae abo He BUCTauyae (PIHAHCOBUX PECypcCiB, TaKUi TIOpUAHMN MIAXiA MOXE CTaTh
OJIHUM 13 IUIAX1B 3a0e31eyeHHs €eKTUBHOTO 3aXUCTy 1H(POpMAIlIITHIX aKTUBIB.

Bcee 1€, 3 ypaxyBaHHSIM KpalluX CBITOBUX MPAKTHK, JO3BOJISE JOCTATHHO €PEKTHBHO
dopmyBaTu crTparerito  iHGOpMAaLIHHOTO Ta KiOEPHETUYHOTO 3aXUCTy KPUTHUYHUX
iH(popMaliifHUX aKTUBIB B yMOBax oOMexeHux (inancoux pecypci IT Ta Ib. I Tyt yxe B
KO)KHOMY KOHKPETHOMY BHIMAJKy Oi3HecoM Oynae NpUAMAaTUCS pIIICHHS, SKAM YHHOM
onTuMi3yBatu (iHAHCOBI BUTPATH 1 MiHIMi3yBaTH PU3HKH.

3. BUCHOBKHU TA HEPCIIEKTUBH ITOJAJBIIHNUX JOC/IIIKEHb

CyuacuHi mpobimemu rioOamizamii Ta BHCOKa e(QEKTUBHICTh nepcnekTHBHUX [T
TEXHOJIOTIH MiABUILYE IMOBIPHICTH peaiizallii cy4acHUX iH(OpMamiiHUX 1 KiOEpPHETUYHUX
3arpo3 i, SIK HACIiJIOK, II€ MOXKE CIPHUSATH BHHUKHEHHIO 3arajbHOTO CBITOBOTO KOJAIICY.
KiGeparaku Bce wUacTilie CTalOTh IHCTPYMEHTOM IIBHJAKOTO JIOCSTHEHHS HEOOXiTHUX
pe3yNbTaTiB K B EKOHOMIYHIH, Tak 1 MOJITHYHIN chepax.

Ha nanwuit yac nuranus nugpoBoi TpaHcdopmalii 1 opranizanii O0e3neKkn KIF0YOBHUX
1H(OpMaLIHUX aKTUBIB B JEpKaBHUX Ta MPUBATHUX OPraHizalisiX CTOITh JOCUTH IOCTPO Y
uinomy cBiti. ChopMoBaHi peKOMEHAIiT Ta BUMOIH 11010 NMPHUKIAJHUX ACHEKTIB MOOYA0BU
CTpaTerii 3aXUCTy B yMOBax OOMeXeHUX (DIHaHCOBUX pecypciB MOXKYTh OyTH BHKOPHCTaHI
Opyd  po3poOli MOMITHK 3aXUCTy 1H(GOPMAIHHUX AaKTHBIB JEp>KaBHUX Ta MPHUBATHUX
oprasizarfiii.

[Momanpuii JociKeHHs BapTO 30CEPEAUTH HAa CTBOPEHHI Ta BIIPOBAPKEHHI1 TUIIOBUX
MOJIITUK, MPOLETYp Ta PEKOMEHAALIN 11100 3aXUCTy 1H(POpPMAIIHHUX aKTUBIB JEpPKABHUX 1
NPUBAaTHUX OpraHi3alii sK OMOPHUX TOYOK JUIsi MOOYIOBH ONTHUMI30BaHHUX IO BAapTOCTI 1
(GyHKIIIOHaTy cCUCTEM 1HQOpMaIiiHOT Ta KIGEPHETUYHOI OE3MEKH.
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PRACTICAL POINTS FOR INFORMATION SECURITY
CONSIDERING LIMITED FINANCING

Abstract. This article provide the detailed analysis of tendencies of cyber threats development and
trends to ensure the informational security by the world’s community. Modern development of
perspective informational system and technologies promote the uprising of new forms of
cyberattacks that lead the state, banking and private informational resources to threats with which
these agencies are not ready to deal. The article defines the tendency on creation at cyberspace the
principles of hybrid war. Preconditions for such hybrid wars are the interest of government
structures to receive information which could be used by opposing parties in world’s competitive
and political battles. The article defines the adaptive creation of directions for preventive actions
on informational and cyber security. Document underlines the absence, in most cases, of any
security strategy to protect key informational systems considering the existent risks. Article
focuses that threat model should consider the complete compromising of information and cyber
security systems during targeted attack to informational assets of state, banking and private
organizations. Document considers the possible directions to ensure informational and cyber
security in case of limited financing. Article provides CIS Control elements assisting to prioritize
and ensure the informational security of business. Document includes the list of key directions to
create the priorities of informational security in state, banking and private organizations. Article
analyses and generate recommendations and requirements on practical aspects for development of
security policy considering limited financing. One of the ways for optimization of financial
resources allocated for informational security systems, considering the defined risks, could be the
application of word’s best practices, as well the clear coordination of requirements to ensure
informational and digital transformation by business and creation of coordinated regulatory
requirements for certain businesses considering informational and cyber security. The article
provides minimum requirements to ensure informational and cyber security in state, banking and
private organizations.
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