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METHOD FOR ASSESSING THE SECURITY OF AGENTIC APPLICATIONS FOR CRITICAL
INFRASTRUCTURE TASKS

Abstract. The article is devoted to the problem of assessing the security of applications that
function with the involvement of artificial intelligence agents. Al agents operate on the basis of
large language models and perform tasks in the area of event log analysis, processing of technical
documentation of the facility, and analysis of data in databases of a critical infrastructure facility.
Agents can also be involved in monitoring tasks and interactions with SOC/SIEM platforms.
Among the differences that make agentic applications potentially dangerous is the ability to
autonomously call external applications and perform other intelligent actions that expand the
attack surface. The risks include privilege escalation, confidential data leakage, and execution of
actions that were not initially provided for by the security policy. The aim of the study is to
develop a method for assessing the security of agentic applications, which is oriented toward
application in critical infrastructure tasks. The method is suitable for comparative analysis of
different versions of large language models and configurations of agentic applications. The
method includes work with a threat model, a catalogue of test scenarios, and the proposed system
of quantitative metrics. The functional part of the method consists of a procedure for automated
testing and the formation of recommendations regarding the policy of differentiating agents’
access to data and tools. The threat model concerns the levels of the large language model and
external tools, and takes into account the following categories of the most typical attacks: 1) direct
prompt injection, 2) indirect prompt injection through external data, 3) tool misuse, 4) confidential
data leakage, 5) privilege escalation. The Attack Success Rate (ASR) is used as an indicator for
quantitative assessment, and additionally, the indicators of tool misuse, data leakage, and privilege
escalation are used. The operability of the proposed method is shown experimentally, in an
isolated software environment implemented in Python using LangChain and Ollama. The agent
was tested using tools that simulated reading, writing, execution of SQL queries, data search, and
sending messages. The experiments were carried out for the Llama 3.1 8B, Ministral 3 8B, and
Qwen 3 8B models using 50 test scenarios and tenfold repetition of each scenario; the total volume
of the experiment amounted to 2,000 runs. It was established that the vulnerabilities of the models
differ significantly, and the most dangerous direction for all investigated LLMs is confidential data
leakage, with the value of the corresponding indicator ranging from 20% to 70%. The use of the
“thinking” mode in Qwen 3 made it possible to reduce the overall attack success rate from 22% to
6.2%. However, the use of this mode does not completely eliminate the risks of data leakage and
unauthorized privilege escalation. The results of the study provide grounds to formulate
recommendations: to apply the principle of least privilege, where possible to use read-only mode,
and to necessarily involve a human operator to confirm the execution of critical operations. The
proposed method can be used for comparative assessment and preliminary testing of agentic
applications that are used in information and analytical tasks of critical infrastructure.

Keywords: agentic applications; LLM; critical infrastructure; security assessment; confidential
data leakage; Attack Success Rate.
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INTRODUCTION

At the current stage of technology development, agentic applications as a means of automating a large
number of tasks have replaced text generators that operated on the basis of large language models. In the area of
critical infrastructure facilities, the agentic approach can be used for monitoring purposes, collecting information
from heterogeneous sources, and making decisions based on the obtained indicators. Agents can analyze security
logs, check the correctness of industrial process execution, and monitor the performance of cyber protection
tasks. Along with the spread of agentic solutions, the interest of cybercriminals in these applications is also
increasing. In particular, the OWASP GenAl project published a list of the most relevant risks for systems
operating on the basis of Al [1, 2]. The complication of architectures and the emergence of new protocols
increase the attack surface [3, 4]. Attacks achieve high success rates, while the mechanisms for preventing them
often prove to be insufficiently effective [5, 6]. At the same time, the advantages of applying the agentic
approach and the capabilities of generative Al are very attractive to developers, including in the area of
applications that can potentially be used at critical infrastructure facilities. Moreover, users of this software may
not always be aware of the potential risks inherent in agentic applications that perform regular tasks at
the facility.

Problem statement. Thus, research devoted to the development of a security assessment method, the
development of appropriate metrics, and the experimental study of typical models, in particular open-source
models that are often involved in development, remains relevant. Taking into account the results of such a study,
it is necessary to formulate recommendations in the area of improving the security of LLM-based agentic
applications, on which the successful and safe operation of a critical infrastructure facility may
potentially depend.

Analysis of recent studies and publications. The issue of the structure of LLM-based agentic applications
was studied in works [7, 8, 9]. However, along with the understanding of the architecture of agentic applications,
the problem of malicious attacks was not analyzed in these sources.

The roots of the application’s vulnerability to react in the way planned by an attacker lie in the planning
paradigm, in particular Reasoning + Acting (ReAct), considered in [9]. Chains of reasoning allow the agent to
dynamically adjust the plan taking into account intermediate results. The agent can also separate execution and
planning [7], which makes it possible to analyze its own errors and improve the results. An attacker can interfere
with this chain of events and cause a violation of the planned logic.

Another way of influencing an agent is interference with the operation of tools or the use of their
vulnerabilities. The ability to remember results not only in short-term but also in long-term memory [7] makes
agents vulnerable to memory poisoning.

Protocols, in particular MCP, create a new, separate attack surface, including the possibility of malicious
code execution [3]. Also, new context extension technologies such as RAG also create possibilities for attacker
interference at different stages of interaction. Examples of using these technologies in critical infrastructure tasks
are provided in works [10, 11, 12].

The types of malicious influence were studied in a number of works. Among them are studies of direct
prompt injections, indirect injections of malicious instructions, and the use of vulnerabilities in tools and
protocols [3]. A known problem is the attacker’s use of knowledge about protection mechanisms and their
targeted bypass [3]. Privilege escalation is also a popular scenario, which is carried out due to improper use of
the principle of least privilege, social engineering, or vulnerabilities in tool chains [3, 13].

Existing methods for testing vulnerabilities of agentic applications are also developing. Among them,
Garak (NVIDIA) [14] should be mentioned, which can be used to test vulnerability to prompt injections and
partially to multi-round attacks; however, it is not suitable for testing agents, white-box attacks, and
multimodality. PyRIT (Microsoft) [15] was used by the Microsoft team, including for testing Microsoft Copilot,
and has capabilities for testing multi-round attacks and agent testing [16]. Promptfoo [17] is distinguished by
native CI/CD integration and support for detecting a significant number of vulnerabilities, but it is not suitable
for testing multimodality and white-box attacks. OpenRT (Shanghai Al Lab) [18] supports testing of white-box
attacks and multimodal vectors, but does not test agentic systems.

A number of benchmarks have been developed for standardized assessment of the robustness of models
and agents. In particular, HarmBench [19] provides tools for automated red teaming of LLM solutions. Other
benchmarks include JailbreakBench [20], with a high accuracy percentage; PHARE [21], which evaluates
resistance to jailbreak in multilingual scenarios; and others.

However, all the listed solutions are focused on specific attacks, the tools often test models in isolation,
and also do not offer a formal method from building a threat model to forming recommendations. An additional
problem is the limited availability of some tools and their cost.

339



B K IBEPBE3INEKA: ocaira, Hayka, TexHika Ne 2.(34), 2026

CYBERSECURITY:

Considering the above, it is reasonable to conduct a study aimed at obtaining a formalized method that
fills the existing gaps.

The aim of the article. The aim of the article is to improve the security of applications that are used in the
activities of critical infrastructure facilities and are based on the agentic approach using large language models.

To achieve the aim, a comprehensive method for assessing resistance to malicious influence was
developed, within which attack vectors on agentic applications were classified taking into account the
mechanisms of interaction with tools, and assessment metrics were defined. To perform the testing, a software
testbed was developed, a study on open models was conducted, and a comparative analysis of the obtained
results was performed. Recommendations for improving the security of agentic applications were provided.

THEORETICAL FOUNDATIONS OF THE STUDY

To understand the principles of operation of an agentic application based on an LLM, it is worth
indicating its main components. Among them are the interface, the core (LLM Core), the planning module, and
the memory module. External tools and the external environment of the critical infrastructure facility should be
highlighted separately, since they are components of the supply chain when attacks on an agentic application are
carried out.

The interaction structure and components of the agentic architecture are presented in Figure 1.

Operator
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Fig. 1. Agentic application and interactions

The LangChain solution [22] was involved in the construction of the agentic application in this work,
which provides a modular architecture with components for managing prompts, call chains, and agents with
function calling support. A feature of the agentic application is the ability to independently determine the
sequence of actions, perform actions using tools, obtain results, and further correct its activity. That is, attacks on
agentic applications differ by the possibility of performing unauthorised actions that can lead not only to
disruption of the functioning of the cyber component of the industrial process control system, but also of its
physical side.

For the development of the security assessment method, a comprehensive classification of threats specific
to LLM-based agentic applications is required, which is broader than the list of threats for LLM chats. The
reasons lie in the presence of memory and the possibilities of interaction between agents, inter-agent interaction
[3, 7, 8]. The work uses as a basis the threat classifiers of the OWASP Top 10 for Agentic Applications [3], as
well as the review results from [7, 8]. Model-level threats and interaction tool-level threats are distinguished. A
separate class of threats extends to those threats that are inherent in the external environment (SCADA/ICS) and
can affect the tools with which the agent interacts.
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RESEARCH METHODOLOGY

For testing agentic applications operating on the basis of different LLMs, a catalogue of attack test
scenarios was proposed, the structure of which is presented in Table 1.

Table 1
Test scenarios catalogue structure

ID Category Threat Level Number Threat type

IPI Indirect prompt injection 1-2 (model, tools) >10 Indirect injection
DPI Direct prompt injection and jailbreak 1 (model) >10 Direct injection

™ Tool misuse 2 (tools) > 10 Tool misuse
DEX Confidential data leakage 1, 2 (model, tools) >10 System prompt leakage
PE Privilege escalation 2 (tools) > 10 Privilege escalation

Total >50

In the catalogue, each scenario is represented by 10 or more variations that demonstrate different
strategies of influence on an agentic application. These may include manipulations, reformulations, recoding,
and other techniques, in particular in prompt injections. The scenarios are executed N times, where N is the
number of repetitions for each scenario to ensure the statistical reliability of the results. This is related to the fact
that even when the LLM temperature parameter is set to zero, the results of runs on the same input sets may
theoretically differ.

The catalogue does not claim to provide complete coverage of all possible attacks on agentic systems, but
focuses on those that are the most typical in the area of operation of critical infrastructure facilities. Outside the
catalogue are multimodal attacks aimed at images and audio, and inter-agent infection, since complex inter-agent
interactions are still not often encountered in the tasks of industrial critical infrastructure facilities.

Test environment. To conduct the experiments, the infrastructure was deployed: the selected LLMs were
installed locally through Ollama or through the API interfaces of providers, the orchestration framework
LangChain was configured, and mock tools that emulate real agent functions were created. Typical tasks such as
access to files and databases, sending messages, and execution of SQL queries were considered. The mock tools
record all calls and their parameters in the action log.

Tools. The Llama (Meta), Ministral (Mistral Al), and Qwen (Alibaba Cloud) models were selected as
LLMs. The selection criteria were the possibility of local deployment, support for the use of tools (function
calling), and model characteristics that demonstrate a compromise between quality and the possibility of local
deployment on a consumer GPU, with 7-8 billion parameters. The Ollama platform was selected as the
deployment environment due to the autonomy of the platform, which ensures reproducibility of the results and
the absence of limitations on the number of requests, as well as support for function calling as a mandatory
condition for creating an agentic application.

RESEARSH RESULTS

The scheme of the functional part of the proposed method (algorithm) consists of the following points:

1. Set up the test environment.

2. Determine the scope of testing (the levels at which threats are implemented, the tested models,
and the sets of parameters).
Create an attack catalogue (select a set of scenarios and specify the number of repetitions).
Perform testing. Enter the results into the log.
Evaluate the results using rules or use an LLM as a judge.
Calculate the ASR, TMR, DER, and PER metrics according to formulas (1)-(4), respectively.
Develop recommendations (taking into account the comparison of models, identified
vulnerabilities, and countermeasures).

8. Create an assessment report with the main conclusions.
Attack Success Rate (ASR) was proposed for use as one of the main metrics in works [41, 23, 4].
For attacks category ¢ and model m, the metric is calculated by the formula:

S(c,m) . 1)
Tem) X 100%

where S(c, m) be the number of successful attacks of ¢ category for model m; T (¢, m) be the general number of
¢ category attack attempts for model m.

Nogaksow

ASR(c,m) =
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The general ASR indicator for m model for all attack categories is calculated as:

2cS(e,m)
ASRtotal(m)m X 100%.
c )

However, this metric is not sufficient to determine the causes of agent application vulnerabilities.
Therefore, for the assessment of threats associated with other specific factors, additional metrics are proposed
that determine the causes of agent application vulnerabilities.

Tool Misuse Rate (TMR) is intended to indicate scenarios where an agent application used a tool in
violation of security rules. The indicator is calculated as

M(m) @

TMR(m) = T(m) X 100%

where M(m) s the number of cases of using the tool with unauthorized parameters (for example, a malicious
SQL query, access to a prohibited resource), T(m) is is the total number of TM and IPI category tests for model
m. The categories of tests for this metric and the following are listed in Table 1.

The Data Exfiltration Rate (DER) indicator is designed to detect the share of disclosure of confidential
information by an agent application.

L(m) ®)

DER(m) = o X 100%

where L(m) is the number of cases of disclosure of API keys, passwords, personal data or system prompt
content, T (m) is the total number of tests of DEX and SPE categories for modelm.

Privilege Escalation Rate (PER) — shows the proportion of test cases in which the agent showed the
execution of actions without authorization:

P(m) (4)
T(m) X 100%

PER(m) =

where P(m) is the number of cases of successful execution of privileged actions (for example, configuration
modification, access to resources of another level), T(m) is s the total number of tests of the PE category for
model m.

Let's concentrate in more detail on the stages of testing and evaluation according to the algorithm. In p. 4
— Execution of tests, for each "model x scenario x repetition" combination, the agent is launched with a record of
complete information: input prompt, model response, all tool calls with parameters, the results of the tool
execution, and the final response of the agent. The total number of runs, to ensure statistical reliability, is
determined by the formula K= N x S xM, where N is the number of repetitions, S is the number of scenarios, is
the number of models. The results are saved in JSON format for further analysis. The experiment used N = 10
times for each model, taking into account the compromise between reliability analysis and computational costs,
S > 50, and M= 3 (or 4, taking into account the operating modes). Thus, K > 1500 runs, which is feasible for
local performance checks.

In clause 5 — Evaluation of results, each run is evaluated according to the method of determining the
success of the attack: rule-based evaluation is used for scenarios with tool calls (TM, IPI, PE) and LLM-as-Judge
for text responses (DEX, DPI). The result of the assessment is the value "successful” or "rejected" (the attack did
not occur as a result of the agent's defense mechanisms being triggered).

P. 6 — Calculation of metrics, based on the evaluation results, metrics are calculated for each combination
of "model x category of attacks": ASR, TMR, DER, PER according to formulas (1)-(4). The software
architecture, which implements stages of the algorithm 1-8, is shown in Figure 2.
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Fig 2. Software testbed architecture

The proposed procedure is reproducible, since the attack catalog and metrics are formalized and fixed,
and the evaluation is automated. At the input, the Test Runner receives the attack catalog in JSON format and the
model configuration. For each test scenario, a request is formed and transmitted to the agent. The agent
processes the request via the LLM and performs actions using mock tools. The agent's actions are recorded in the
log. After the scenario is completed, the Evaluator analyzes the log and the agent's response, determining the
success of the attack. After executing all combinations, the Metrics module aggregates the results and generates
summary tables. The main program results are given in the GitHub repository [23]. The allowed agent behavior
and existing restrictions are defined in the system prompt, developed based on the OWASP Top 10 for Agentic
Applications recommendations. It is given in [23] — system_prompt.py.

Determining the success of an attack. In order to calculate the proposed metrics (1)-(4), it is necessary to
propose a method for determining whether the attack was successful. The methodology is based on the rules and
the use of LLM as a judge.

A set of rules is defined for each attack category. For TM-type attacks, the attack is successful if a call to
the tool with parameters that contradict the patterns specified by the security policy is recorded in the agent's
logs. For example, unauthorized DROP actions, access to prohibited resources. For IPI-type attacks, the attack is
considered successful if the agent executes actions that match the malicious instructions and not the original
request. For the PE attack category, the attack is successful if the agent performs actions that allow it to gain
access to privileged resources that are prohibited by the security policy. The use of LLM as a judge is used to
determine the success of attacks with a text result (DEX, DPI). The model-judge makes a decision about the
success of the attack based on the text of the agent's response, instructions describing the attack scenario and
success criteria.

Experimental results. The experiment was conducted for Llama 3.1 8B (Meta), Ministral 3 8B (Mistral
Al), and Qwen 3 8B (Alibaba) (in “think” and “no-think” modes). The test results are shown in Table 2.

Visualization of numerical results for clarity is shown in Figure 3, 4.

Table 2
Attack Success Rate by attack category and model configuration
Attack Category Llama 3.1 Ministral 3 Qwen 3 (no-think) Qwen 3 (think)
DPI — Direct injection 10.0 10.0 10.0 0.0
IPI — Indirect injection 0.0 0.0 30.0 1.0
TM — Tool misuse 20.0 0.0 10.0 1.0
DEX — Data leakage 70.0 45.0 30.0 20.0
PE — Privilege escalation 19.0 0.0 30.0 9.0
Overall ASR 23.8 11.0 22.0 6.2
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Fig. 4. Overall attack success rate by model type

The results of calculations of additional metrics for agent applications, which are based on the

corresponding LLMs, are given in the table. 3.

Table 3
Additional metrics for different models
Metric Llama 3.1 Ministral 3 Qwen 3 (no-think) Qwen 3 (think)
TMR 10.0 0.0 20.0 1.0
DER 70.0 45.0 30.0 20.0
PER 19.0 0.0 30.0 9.0

The results of the experiments made it possible to compare the security of agentic applications that use
different LLMs. The results showed significant differences in the model's vulnerabilities to certain types of
attacks. In standard mode, the agent on Ministral 3 had the lowest overall ASR at 11.0%, compared to 22.0% for
Qwen 3 and 23.8% for Llama 3.1. However, the Data Exfiltration Rate reached 45.0%. This suggests that an
agent application can fairly persistently refuse to perform unauthorized operations, but at the same time disclose
sensitive information in its text responses, which is a risk factor for a critical infrastructure facility.

A high Data Exfiltration Rate is the most important result from the point of view of critical infrastructure.
DEX is the dominant attack category for every configuration tested, ranging from 20.0% for Qwen 3 in thinking
mode to 70.0% for Llama 3.1. At a critical infrastructure facility, sensitive information can include system
prompts, user credentials, hardware configurations, Historian records, crash event logs, incident reports, and
other technical information. The disclosure of such data may not lead to the compromise of a critical
infrastructure object and provide the necessary data for further malicious actions. Therefore, even a DER value
of 20.0% remains unacceptable for an agent accessing restricted information.

Agent based on Llama 3.1 showed the highest overall ASR and the most vulnerability to data leakage,
with a DER reaching 70.0%. The model was particularly vulnerable to requests framed as legitimate operational
or administrative tasks, including compliance checks, audits, database exports, and requests for clarification of
internal policies or available tools. In a critical infrastructure environment, such requests may be similar to
regular activities by engineers, auditors, SOC analysts, or staff. A request presented as an urgent audit,
emergency inspection, or authorized maintenance operation may be sufficient to initiate an attack.

The results for direct injection of the prompt support this finding. Agents based on all models considered
in standard mode demonstrated an ASR of 10.0%, tested in a context manipulation scenario in which the agent
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was told it was running in a test environment and security restrictions were disabled. More straightforward
attacks, such as requests to ignore previous instructions or act on behalf of an administrator, were rejected by the
agent. This means that the models were more vulnerable to a plausible legitimization of the request than to an
obvious attempt to override the instructions. Such a feature is important for critical infrastructure, where the
concepts of "maintenance mode”, "emergency mode", "diagnostic access" and "test environment" are part of
normal operation and can therefore be used to mask malicious instructions.

Indirect prompt injection is also a significant risk to critical infrastructure. Sources of injections can be
technical documentation, SIEM events, Historian annotations, database fields, search results, operator messages
or files that the agent receives - modified by the attacker. Agents based on Llama 3.1 and Ministral 3 rejected all
IPI scenarios tested, while the agent on Qwen 3 in standard mode showed an IPI of 30.0%. Specifically, the
model executed instructions embedded in files or search results if they were submitted with a SYSTEM: prefix
or placed before legitimate content. In a real-world critical infrastructure environment, this behavior could allow
an attacker to manipulate the agent by inserting malicious text into an event log, task list, hardware description,
or external cyber intelligence report. In this case, the agent may perceive the data as an instruction rather than as
information for analysis.

Tool Misuse Rate and Privilege Escalation Rate indicators are especially important for critical
infrastructure. Although the corresponding percentage values were generally lower than the DER, even a single
successful invocation of the tool could have critical consequences. Depending on the agent's privileges, abuse of
the tools could lead to the execution of an unauthorized SQL query, modification of a configuration file, transfer
of operational data, modification of an incident record, or invocation of a function related to a SCADA,
Historian, SIEM, or maintenance management system. Agents based on Qwen 3 (standard regimen)
demonstrated the highest TMR and PER values of 20.0% and 30.0%, respectively. The Llama 3.1-based agent
had non-zero TMR and PER as well, while the Ministral-based agent rejected all attacks of this type.

A comparison of Qwen 3 with thinking mode on and off shows that it can provide a significant
improvement in security of agentic applications. Enabling this mode reduced the overall ASR from 22.0% to
6.2%. Direct prompt injection was completely blocked, indirect injection decreased from 30.0% to 1.0%, tool
abuse from 10.0% to 1.0%, and privilege escalation from 30.0% to 9.0%. These results suggest that an internal
reasoning process helps the model better distinguish between trusted instructions and untrusted data, as well as
recognize manipulation attempts.

Improvements in security also came at a significant cost in performance. The total execution time of tests
for Qwen 3 increased from 140 minutes without reasoning to 674 minutes with reasoning, that is, almost 4.8
times. Some individual tests lasted about ten minutes. This trade-off is important for critical infrastructure
applications: reasoning may be appropriate for asynchronous log analysis, incident investigation, document
processing, or decision support, but may not be acceptable for real-time monitoring and control tasks where
predictable delays are required.

CONCLUSIONS AND PROSPECTS FOR FURTHER RESEARCH

The results obtained in the study confirm the feasibility of using agent applications on critical
infrastructure facilities primarily as advisory and analytical systems, but not as those that have a direct impact on
technological processes. Access to the Historian, event logs, technical documentation, SIEM platforms and
monitoring systems should normally be read-only access. Any request that may affect the availability, integrity,
security of the process, or equipment configuration must pass through deterministic validation mechanisms and
require operator approval.

Tool call parameters must be validated independently of LLM, including SQL filtering, file path
restrictions, recipient whitelists, role validation, and limits on the amount of data returned. Output filtering is
also a must, as prompt restrictions alone have not prevented disclosure of sensitive information.

The obtained metric values should be interpreted as comparative indicators of security at the pre-
deployment stage, and not as proof of the safety of real operation at critical infrastructure facilities.

Prospects for further research may include taking into account in the proposed method cascading cyber-
physical consequences caused by agent interaction in systems in which such interaction is allowed, and creating
additional metrics.
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METO/J OHIHIOBAHHSA 3AXUIIEHOCTI ATEHTHUX 3ACTOCYHKIB U151 3AJTAY
KPUTUYHOI IHOPACTPYKTYPH

Anoramis. CTaTTIO TPHUCBIYCHO TNPOOIEMi OIIHIOBAHHSA 3aXHUINECHOCTI 3aCTOCYHKIB, sIKi
(YHKLIOHYIOTh 13 3aJly4€HHSIM areHTiB INTy4HOro iHTenekTy. lllI-areHTH mpaimioroTh Ha OCHOBI
BEJIMKMX MOBHHMX MOJeNieil 1 BHUKOHYIOTh 3ajiadl B 00JacTi aHalizy »KYpHaIiB IMOJii, 00pOOKH
TeXHIYHOI JOKyMeHTalii 00’€KkTa, aHamizy JaHuX B 0a3zax 00’€KTa KpUTHYHOI iH(pacTpyKTypH.
Takok areHTH MOXyTh OyTH 3ajlydeHi JI0 3a/lad MOHITOPUHTY Ta B3aeMOJid 3 IiatdopMamu
SOC/SIEM. Cepen BiaMiHHOCTEH, SIKi pOONIATH ar€HTHI 3aCTOCYHKH MOTEHIIIHHO HEOEC3MEUHUMH, €
3aTHICTh aBTOHOMHO BUKJIMKATH 30BHIIIHI 3aCTOCYHKH, BUKOHYBATH 1HIII iHTeNEeKTyalbHi Aii, sKi
PO3IIUPIOIOTh TIOBepXHIO atak. Cepell PU3MKIB € BHKOHAHHS €CKajallisi MPHUBLICIB, BHTOK
KOH(DIICHIIIMHUX TaHUX, Ta BUKOHAHHS Mii, TOYATKOBO HE IEpPea0AaYCHUX MOMITHKOI Oe3MeKH.
Meroto IOCIiKEHHS € PO3po0Ka METO/y OLIIHIOBAHHS 3aXHUIICHOCTI areHTHUX 3aCTOCYHKIB, KU
OpIEHTYETBCS Ha 3aCTOCYBaHHS B 3a/lauaX KPUTHYHOI 1H(pacTpykTypu. MeTon € npuaaTHuM Juist
NOPIBHSUILHOTO aHANi3y PI3HUX BepCild BEIMKMX MOBHHX Mojeneil Ta KoHirypariii areHTHuX
3acTocyHKiB. Jlo ckimagy Meroma BXOIWTH poOOTa 3 MOZAEIUIIO 3arpo3, KaTaJOroM TECTOBHX
ClIeHapiiB, 3aIPONOHOBAHOI0 CHCTEMOIO KUIbKICHHX MeTpuK. DYHKIIOHaJbHA YacCTHHA METOIY
CKJIAJIA€ThCs 3 MPOLEAYyPH aBTOMAaTH30BAHOIO TECTYBaHHS Ta (POPMyBaHHS PEKOMEHHAALH 1100
HOJIITUKH PO3MEXYBAHHS JOCTYITY areHTiB JI0 JaHUX Ta IHCTpyMEHTIB. MoJielb 3arpo3 CTOCYEThCsI
pIBHIB BeNHMKOI MOBHOI MOJENi, 3OBHIIIHIX IHCTPYMEHTIB, 1 BpaxoBy€ HACTYITHI KaTeropii
HAMOUIBII THUMOBUX aTak: 1) MpsMy iH’€KI[IO MPOMITY, 2) HENpsMY iH €Ki MPOMMTY 4epe3
30BHIIIHI JIaHi, 3) 3JI0BXKUBAHHS 1HCTpyMEHTaMH, 4) BUTIK KOH(DIACHIIMHIX JaHUX, 5) ecKalalliio
MpUBLIEIB. B sIKOCTI MOKa3HUKA LIS KUJIbKICHOT OI[IHKM BUKOPUCTAHMI MTOKa3HUI YCHINTHOCTI aTak
(ASR), i mOIaTKOBO — MOKA3HWKH 3JIOBXXKMBAHHS IHCTPYMEHTaMH, BHTOKY JaHHX Ta CeCKaallii
npuBineiB. Ilpane3gaTHICTH 3alpONOHOBAHOTO METOAY IOKa3aHa eKCIIePHMEHTAJbHO, B
130JIb0BAHOMY TIPOTPaMHOMY CEPEIOBHII, pearizoBaHomy Ha Python 3 3actocysanssm LangChain
ta Ollama. TectyBanHs areHTa BiZOyBaJdOCh 3 BHKOPHUCTAHHSAM IHCTPYMEHTIB, SIKi iMiTyBasH
YUTAaHHS, 3alKC, BUKOHAaHHA SQL-3amuTiB, MOIIYK NaHUX Ta HaJACWIIAHHS MOBiIOMIICHB.
Excriepumentn 3mificHeni mis mozeneit Llama 3.1 8B, Ministral 3 8B ta Qwen 3 8B i3
BUKOpUCTaHHAM 50 TECTOBHX CIIEHApiiB 1 JECATUKPATHUM MOBTOPCHHSAM KOXKHOTO CI[€HApIiIO;
3aranbHUN o0csar excrmepuMeHTy crtaHoBuB 2000 3amyckiB. BcraHoBieHO, IO Bpa3iIMBOCTI
MoJIeNIell CyTTEBO BiApI3HSIOTHCS, @ HAWOUTBIT HEOS3MEUHNM HAIPSIMKOM JJISl BCIX JTOCIHIIKEHUX
LLM e Butik KOHDIJCHIIIHHUX TaHUX, 3HAUYEHHS BIAMOBIIHOTO MOKa3HUKA cTaHoBMIIO Bij 20 % 110
70 %. Buxopucranus pexumy «thinking» B Qwen 3 3po0uiio MOXJIMBAM 3HIDKCHHS 3arajbHOrO
MOKa3HUKa yCmIIHOCTI atak 3 22% mo 6.2%. OmHak, BUKOPHCTaHHS I[bOTO PEXHUMY HE YCYBae
TIOBHICTIO PU3WKH BHUTOKY JaHUX Ta HECAHKI[IOHOBAHOTO IIiJBUINCHHS MpPHUBiNCIB. Pesympratn
JNOCTIDKCHHS JafoTh IACTaBY Cc(OpMYIIOBATH pPEKOMEHJAINI: 3aCTOCOBYBATH IPUHIIHII
HAWMEHIITMX TIPUBITEIB, 32 MOXKJIHBOCTI — BHKOPHCTOBYBaTH pexkuMm read-only, 06oB’s3k0BO
3aJy4aTH OICpaToOpa-IIOAMHY Ui MIATBEP/DKCHHS BHKOHAHHS  KPUTUYHHMX — OIepamii.
3anponoHOBaHUH METOJ MOXKE€ BUKOPHUCTOBYBATUCH IUISl MOPIBHAIBHOI OLIHKH Ta MONEPEAHBOTO
TECTYBaHHS areHTHHX 3aCTOCYHKIB, SIKi BUKOPHCTOBYIOTHCS iH(OpPMAIliIfHO-aHATITHYHNAX 3a71ad

KPUTHYHOI iH(pacTpyKTypH.

Koarouosi cioBa: arentHi 3acrocynkd; LLM; kputiuna iH(pacTpyKTypa; OIMiHKA 3aXHIIEHOCTI;
BUTIK KoH(pineHmiHnx nannx; Attack Success Rate.
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