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AN EXTENDED STRIDE THREAT MODEL FOR OFFLINE BLE MESH DISASTER 

COMMUNICATION APPLICATIONS 

Abstract. Offline mesh messaging over Bluetooth Low Energy (BLE) is increasingly used as a 

communication layer of last resort when infrastructure fails. Its security is normally analysed at the 

BLE stack level, and rarely at the level of a deployed application in a disaster context. This paper 

presents a systematic threat model for that system class. We extend STRIDE with two categories 

the disaster context requires and standard STRIDE cannot express - Bystander harm and Physical 

compromise – and apply a reduced three-factor rating scheme (Damage x Reproducibility x 

Affected parties) with published anchors. The methodology is instantiated on a single case study – 

ResQMesh AI, an open-source Android BLE mesh emergency-communication platform – which 

fixes the scope of the mitigation mapping. The catalogue contains 29 threats and six adversary 

profiles, with a per-threat mitigation mapping in which 3 threats are effectively addressed, 19 

partially and 7 not at all. The two coupling effects the model predicts are checked by discrete-time 

simulation of a 60-node flooding mesh (TTL 7, 20 runs): forged critical-priority traffic at three 

times per-node transmission capacity reduces the deadline delivery ratio of genuine critical 

messages from 0.87 to 0.59, a per-identity relay budget restores it to 0.85, and Sybil identity 

rotation defeats the budget entirely; driving 40% of nodes into the lowest energy mode reduces 

delivery from 0.88 to 0.50, with the critical relay floor recovering 3-5 percentage points. Three 

findings generalise beyond the case study: removing infrastructure relocates the entire trust 

bootstrap onto a trust-on-first-use radio exchange, making spoofing the highest-ranked class; AI-

driven message prioritisation creates an amplification primitive, since forged high-priority traffic 

pre-empts genuine emergency traffic; and energy-aware relaying gives an adversary a low-cost 

lever for partitioning the mesh. 

Keywords: threat modeling; STRIDE; Bluetooth Low Energy; BLE mesh; disaster 

communication; offline messaging; bystander privacy; denial of service; ResQMesh AI. 

INTRODUCTION 

Disasters disable the communication infrastructure that response depends on, under severe time pressure: 

across 34 earthquakes, most live extrications occur early and survival probability falls steeply with time to rescue 

[1]. Offline BLE mesh messaging addresses this directly, needing no additional hardware and forming a multi-

hop network from the devices already present. Bridgefy was adopted during network shutdowns in several 

countries [2], and BitChat, released in July 2025, has seen comparable use [3]. 

The security record is poor, and its failures are instructive. Bridgefy, as analysed, permitted tracking, 

offered no authenticity and no effective confidentiality, and could be disabled network-wide by one crafted 

message [2]. BitChat was released with an explicit statement in its repository that it had not undergone external 
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security review [3], and an independent researcher reported identity-authentication weaknesses permitting 

impersonation of trusted contacts [4]. Neither is a failure of BLE as a radio technology; both occurred at the 

application and trust-establishment layer, which the BLE security literature covers least. 

This is the paradox of infrastructure-absent operation. Removing servers removes the central database, the 

operator and the single point of mass compromise. It also removes the authority that binds identities, leaving 

trust-on-first-use over a link the adversary can hear and transmit on; it removes the monitoring plane, since no 

node can observe a flood or a Sybil population; it weakens the assumption that a user retains physical control of 

their device; and it implicates people who never installed the application but appear in the photographs and 

location reports others send. 

Purpose of the article and contributions. (1) A systematic threat classification for offline BLE mesh 

disaster applications – 29 threats in eight categories – at the application and trust-establishment layer. (2) An 

extension of STRIDE with two categories required by the deployment context, plus a reduced, explicitly 

anchored rating scheme. (3) A mapping of the catalogue to the mitigations of a real open-source system, with 

per-threat effectiveness and residual gaps. (4) A simulation of the two coupling effects the model predicts – 

prioritisation with availability (T5.5) and energy policy with connectivity (T5.6) – including a countermeasure 

and its failure mode. (5) Design implications for the class. 

Object, subject, novelty and practical significance. The object of the research is the security of offline 

BLE mesh communication applications in disaster deployment; the subject is the threat model of that class and 

its instantiation on a concrete system. The scientific novelty consists in (a) the extension of STRIDE with two 

elicitation categories that the disaster context requires, (b) the identification of three threats specific to AI-

assisted mesh messaging (T2.4, T5.5, T5.6) and one specific to dual-transport architectures (T4.6), and (c) the 

demonstration that a defence against one of them is defeated by another (per-identity budget by Sybil identities), 

which couples the two highest-ranked threat classes. The practical significance is a reusable catalogue with per-

threat mitigation status that a developer of this class can apply at design time, and six design implications 

derived from it. 

ANALYSIS OF RECENT RESEARCH AND PUBLICATIONS 

BLE stack and link layer. Surveys map the BLE vulnerability landscape across pairing, connection and 

privacy mechanisms [5, 6, 13]. Specific results include impersonation and method-confusion attacks on pairing 

[14], spoofing against reconnection [15], design flaws found by formal analysis [16], discovery of non-

discoverable devices [17], and state-aware defence frameworks [18]. Devices remain fingerprintable from GATT 

profiles despite address randomisation [19, 36], standards-compliant man-in-the-middle attacks remain feasible 

against current consumer devices [20], and jamming is well characterised generally [21], for BLE beacons 

specifically [22, 23], and for constrained IoT deployments in the Ukrainian literature [35]. 

Comparable wireless-security lifecycles. A similar trajectory is visible in a neighbouring wireless 

technology: Wi-Fi authentication moved from the badly broken WEP through WPA and WPA2 to WPA3 only 

after each generation’s weaknesses were exploited in deployment, a lifecycle documented in detail for financial-

sector networks [38]. Offline BLE mesh messengers are earlier on the same curve: Bridgefy and BitChat are 

closer to WEP-era assumptions than to an audited, multi-generation security architecture, and this class has not 

yet had the hardening cycle Wi-Fi authentication received. 

Threat models for BLE. Skallak and Schmidt applied STRIDE to BLE, producing a threat landscape from 

packet sniffing to machine-in-the-middle mapped onto the stack [24]. This is the closest prior work 

methodologically, and its scope is the difference: it models the protocol stack, not an application, a deployment 

context, or the non-users a disaster application affects. 

Mesh and ad hoc networks. For multi-hop networks, the classical treatment of routing attacks applies 

directly to flooding meshes [25], and Douceur’s result that Sybil attacks are unavoidable without a logically 

centralised identity authority is a structural constraint on this class rather than an implementation defect [26]. In 

standardised Bluetooth Mesh, the friendship mechanism permits denial of service reducing node battery life from 

years to days [27], and its provisioning has been subject to impersonation vulnerabilities [33]; application-layer 

meshes such as the one studied here do not use Bluetooth Mesh Profile, and so inherit its link-layer exposure but 

not its security architecture [7, 8]. Deployed messengers. Analyses of deployed messengers are ad hoc rather 

than systematic [2, 4]; the BitChat reports describe its July 2025 state and the upstream transport has since been 

revised, so we treat them as evidence about a class of failure rather than a description of the current build. Prior 

work by the present author on on-device prioritisation and transport selection is functional rather than 

adversarial, assuming benign inputs [28, 29]. Deferrable authentication, which allows a session to be established 

immediately and authenticated later, is a recent proposal directly relevant to the trust-on-first-use problem of this 

class [37]. 
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Methodology. Methodologically, STRIDE classifies threats by walking a data-flow model [9], 

LINDDUN applies the same approach to privacy [10], a comparison of six methods concludes that selection 

should follow the analytical objective [11], and STRIDE has been adapted to IoT risk analysis in standard-

compliant form [12]. We adopt STRIDE because it is data-flow driven, developer-facing and extensible by 

construction; its blind spots – the privacy of non-participants and the physical custody of the device – are what 

our two additional categories address. 

Comparison with the closest prior work. Table 1 positions the present model against the four analyses it 

builds on. 
 

Table 1 

Comparison with prior threat analyses relevant to this system class 

Criterion Karlof & 

Wagner [25] 

Deng et 

al.(LINDDUN) 

[10] 

Albrecht et al. 

[2] 

Skallak & 

Schmidt [24] 

This work 

Modelling level Routing 

protocols of 

sensor 

networks 

Software data 

flows (privacy) 

One deployed 

application 

(Bridgefy) 

BLE 

protocol 

stack 

Application, trust 

bootstrap and 

deployment 

context 

Method Attack 

taxonomy 

DFD-driven, 

LINDDUN 

categories 

Reverse 

engineering, 

practical 

attacks 

DFD-driven 

STRIDE 

DFD-driven 

extended STRIDE 

(+2 categories) 

Categories Routing 

attacks 

7 privacy types Not 

categorised 

6 STRIDE 8 (STRIDE + 

Bystander harm + 

Physical 

compromise) 

Non-user parties No Partly (data 

subjects) 

No No Yes (explicit 

category) 

Physical 

custody 

No No No No Yes (explicit 

category) 

AI/prioritisation 

logic 

No No No No Yes (T2.4, T5.5) 

Energy policy 

as attack surface 

No No No No Yes (T5.6) 

Rating scheme No No No No D x R x A with 

published 

anchors, 

sensitivity 

analysis 

Mitigation 

mapping 

Countermeas

ures per 

attack 

PETs per threat 

type 

Recommendat

ions 

Not central Per threat, with 

effectiveness and 

residual gap 

Empirical 

component 

No No Yes (attacks 

demonstrated) 

No Simulation of two 

threats and one 

countermeasure 
 

Gap. The literature covers the BLE stack in depth, threat modeling methodology in general, individual 

applications non-systematically, and the functional design of AI-assisted emergency messaging. Missing is a 

systematic, reusable threat model for offline BLE mesh disaster applications at the level where these systems 

actually fail: trust bootstrap, flooding behaviour, prioritisation logic, attachment handling, transport selection and 

device custody. 

THEORETICAL FOUNDATIONS OF THE STUDY 

Target class. A mobile application that discovers peers over BLE without infrastructure, forwards 

messages over multiple hops by flooding with duplicate suppression, establishes end-to-end sessions peer-to-

peer, and applies on-device processing to the traffic it originates or relays. 
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Case study. ResQMesh AI is an open-source Android platform derived from BitChat [3, 34]; the analysis 

refers to the develop branch of the repository as of August 2026 (commit: [to be inserted by the author at 

submission]). The inherited transport provides Noise sessions in the XX handshake pattern with X25519 and 

ChaCha20-Poly1305 [31, 32], peer identities derived from static keys, TTL-limited relay bounded at seven hops 

with fragmentation and duplicate suppression, adaptive duty cycling, optional password-protected channels using 

Argon2id and AES-256-GCM, and an emergency wipe that clears application data. The transport is dual: 

alongside the BLE mesh it offers internet-backed paths (Nostr relays with ephemeral per-area keys, Tor, 

geohash-addressed location channels) and a Wi-Fi Aware link, with automatic transport selection. ResQMesh AI 

adds five security-relevant components: a two-stage message priority classifier (keyword rules, then a quantised 

neural model), offline speech recognition, a FEMA ICS-213 report generator, a battery-aware relay policy with 

four energy modes and a minimum relay probability for critical traffic, and an image-to-text scene analyser that 

classifies a photograph locally and sends a short description instead of the image. A radio-layer priority queue 

schedules critical packets ahead of routine traffic. 

Deployment context. C1 – infrastructure absent: no Internet, cellular, certificate authority, time source or 

revocation service. C2 – ad hoc trust: peers are often strangers with no out-of-band verification channel. C3 – 

physical accessibility: devices are lost, seized, shared and unlocked under duress. C4 - time criticality: defences 

that delay critical traffic are unacceptable [1]. C5 – energy scarcity: battery exhaustion is a network-availability 

threat [27]. C6 – multi-hop propagation: every node relays, and a sender controls neither the path nor its 

visibility. C7 – non-user parties appear in attachments and reports. 

Assets. A1 message confidentiality; A2 integrity; A3 sender authenticity; A4 user privacy (identity, 

location); A5 device availability; A6 network availability; A7 bystander privacy [30]; A8 coordination integrity. 

A8 is deliberately separated from A2: individually authentic messages can still compose into a false operational 

picture if an adversary controls their distribution across categories or geography. 

Trust assumptions. T-A1: device and OS are not compromised in advance; malware and supply-chain 

attacks are out of scope. T-A2: the primitives above are not broken, but attacks on their composition and 

implementation remain in scope, since that is where deployed mesh messengers have failed [2, 4]. T-A3: the user 

controls their device at the moment of use, but not necessarily afterwards. T-A4: the adversary can receive and 

transmit on BLE channels within range of one or more nodes, and can position several radios. T-A5: nation-

state-scale and quantum-capable adversaries are excluded, since including them yields no actionable design 

guidance here. T-A6 (transport scoping): the model covers the offline BLE path – the path that operates under 

C1 – plus the consequences of automatic transport selection for that path (T4.6); relay-side threats on the 

internet-backed paths are separate work. 

Extended STRIDE Methodology and Rating Scheme. Data-flow model. Fig. 1 shows the data-flow 

diagram used for elicitation: four trust boundaries (sender device, BLE radio and relay nodes, receiver device, 

internet-backed transports), the processes that ResQMesh AI adds to the transport, the two local stores, and the 

three external entities – user, coordinator and bystander – the last of which is the element standard STRIDE does 

not model. Each threat in Table 2 is annotated at the element where it was elicited. 
 

 
Fig. 1. Data-flow diagram of the case-study system with trust boundaries (red, dashed) and the threat identifiers 

elicited at each element. 
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Extended STRIDE. We retain the six STRIDE categories and add two. Bystander harm covers threats 

whose damaged party is neither a user nor a principal in the data-flow model, and therefore cannot be elicited by 

standard STRIDE. It is the disaster analogue of LINDDUN’s disclosure and identifiability types, with the 

decisive difference that the affected party cannot consent, cannot be notified and cannot act, so the consent-

signalling mechanisms developed for wearable cameras [30] are unavailable and on-device data minimisation is 

the only control. Physical compromise covers threats arising from possession of a device or coercion of its 

holder; STRIDE’s elevation-of-privilege category assumes a logical boundary, whereas here the boundary is 

physical and is crossed routinely (C3). Both satisfy the standard criterion for a STRIDE category: each is elicited 

by a distinct question asked of each model element, and each maps to a distinct class of countermeasure. 

Rating. We use a reduced DREAD variant with three factors scored 1-3 against explicit anchors, risk R = 

D x R x A in the range 1-27. Exploitability and Discoverability are dropped: in an open-source system 

discoverability is uniformly high and therefore non-discriminating, and exploitability is largely collinear with 

reproducibility for radio-proximate attacks. Damage: 1 = degraded convenience; 2 = loss of confidentiality, 

integrity or availability for some traffic; 3 = plausible contribution to physical harm, or loss of the channel itself. 

Reproducibility: 1 = requires rare conditions or a specific target state; 2 = repeatable with commodity hardware 

and moderate effort; 3 = repeatable at will with public tooling. Affected parties: 1 = a single user; 2 = a group, 

channel or locality; 3 = the mesh as a whole, or non-users at scale. Bands: Low 1-6, Medium 7-14, High 15-27. 

The scheme is ordinal, not cardinal, and expert-assigned; the anchors are published so that a second analyst can 

reproduce or contest each score [11], and its robustness to scoring disagreement is quantified in Section 5.4. 

Adversaries. AD1 passive external observer (receives BLE traffic in range); AD2 active external attacker 

(crafted advertisements, connection requests, jamming; not a channel member); AD3 malicious mesh participant 

(joined legitimately; originates, relays, drops); AD4 compromised legitimate node (retains accumulated trust); 

AD5 physical attacker (has the device, or coerces its holder); AD6 advanced or nation-state adversary – out of 

scope (T-A5). 

METHODOLOGY OF THE STUDY 

The two threats that the model ranks highest among those specific to this class – priority starvation (T5.5) 

and induced energy scarcity (T5.6) – were simulated in a discrete-time model of a flooding mesh. Sixty nodes 

are placed uniformly in a unit square with communication radius 0.19 (mean degree about six; topologies that 

are not connected are rejected). Each node transmits at most one packet per slot from a two-level priority queue 

(CRITICAL before NORMAL, FIFO within level), forwards each message at most once (duplicate suppression) 

with TTL = 7, and applies a relay probability per energy mode. Background NORMAL traffic is generated at 

0.05 messages per node per slot; four honest sources emit genuine CRITICAL messages at 0.01 per slot. The 

metric is the deadline delivery ratio (DDR): the mean, over genuine CRITICAL messages, of the fraction of 

nodes that receive the message within 120 slots of origination. Each configuration is run 20 times with fixed 

seeds (topology and traffic streams seeded independently); medians are reported with 10th-90th percentile bands, 

rounded half-up to two decimals. Because the honest-source set is sampled to exclude attacker nodes, the no-

attack baselines of the two experiments differ slightly (0.87 in Table 3, 0.88 in Table 4). Parameters taken from 

the case-study documentation are TTL = 7, the four energy modes with NORMAL relay multipliers 

1.00/0.75/0.50/0.25, and the CRITICAL relay floor of 0.20 at ULTRA_LOW_POWER; all other values are 

modelling assumptions. The simulator is a 150-line Python script released with the paper. The model is 

deliberately abstract – it has no PHY-layer collisions, no connection-interval effects and no mobility – so 

absolute values should not be read as predictions; the object of interest is the shape of the response and the 

relative effect of the countermeasure. 

RESULTS OF THE STUDY 

Threat Catalogue and Mitigation Mapping. Table 2 combines the catalogue with the mapping to the case-

study system. Effectiveness is E (addressed under the stated assumptions), P (reduced, meaningful residual 

remains) or N (not addressed). 
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Table 2 

Threat catalogue and mitigation mapping (D = damage, R = reproducibility, A = affected parties; Risk = 

D x R x A) 

ID Threat Adv. D R A Risk Existing 

mitigation 

Eff. Residual gap 

 Spoofing         

T1.1 Sybil attack: one 

entity presents 

many identities to 

dominate a 

locality 

AD2, 

AD3 

3 3 3 27 None 

specific 

N No identity cost, no 

per-identity rate 

limiting 

T1.2 Identity spoofing 

against trust-on-

first-use 

AD2, 

AD3 

3 3 2 18 Noise XX 

mutual 

authenticat

ion, 

forward 

secrecy, 

identity 

binding 

(NoiseSess

ionManage

r) 

P First contact 

unverified; no 

documented out-of-

band fingerprint 

workflow [37]; no 

independent review 

[4] 

T1.3 Advertisement 

spoofing to attract 

connections or 

pollute the peer 

list 

AD2 2 3 2 12 Session 

establishm

ent 

required 

before 

exchange 

P Advertising layer 

unauthenticated by 

construction 

 Subtotal 

Spoofing: 3 

threats, mean risk 

19.0 

        

 Tampering         

T2.1 Modification of 

message content 

by a relay 

AD3, 

AD4 

3 1 2 6 End-to-end 

AEAD 

(ChaCha20

-Poly1305) 

[32] 

E Public-channel traffic 

not covered 

T2.2 Peer/route table 

poisoning to 

attract or divert 

traffic 

AD3, 

AD4 

2 2 3 12 Flooding 

requires no 

trusted 

route state 

P Peer entries accepted 

without corroboration 

T2.3 Deduplication-

state manipulation 

causing re-

flooding 

AD3 2 2 3 12 Duplicate-

suppressio

n cache 

(Bloom 

filter), TTL 

≤ 7 hops 

P Behaviour under 

adversarial input not 

characterised 

T2.4 Classifier-input 

manipulation: 

crafting text to 

obtain a chosen 

category or 

priority 

AD3 2 3 2 12 Two-stage 

classifier 

(Keyword

MessageCl

assifier 

then 

TFLiteMes

sageClassif

N Classification applied 

to attacker-chosen 

text; no per-sender 

limit on high-priority 

outcomes 
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ID Threat Adv. D R A Risk Existing 

mitigation 

Eff. Residual gap 

ier via 

Composite

MessageCl

assifier) 

 Subtotal 

Tampering: 4 

threats, mean risk 

10.5 

        

 Repudiation         

T3.1 Sender denies 

originating a 

critical message 

AD3 2 3 1 6 Sender 

authenticat

ion within 

a session 

P No signed, retained 

record of origination 

T3.2 No audit trail for 

post-incident 

reconstruction 

AD3, 

AD4 

2 3 2 12 ICS213Re

portGenera

tor 

captures 

sender, 

time, 

category, 

body 

P Locally generated, 

not tamper-evident 

 Subtotal 

Repudiation: 2 

threats, mean risk 

9.0 

        

 Information 

disclosure 

        

T4.1 Passive 

eavesdropping on 

broadcast and 

public-channel 

traffic 

AD1 2 3 3 18 End-to-end 

encryption 

for direct 

messages 

P Public-channel traffic 

readable in range by 

design 

T4.2 Traffic analysis 

despite encryption 

AD1 2 2 3 12 None N Priority markings are 

themselves a side 

channel 

T4.3 Location 

inference from 

signal strength 

and repeated 

proximity 

AD1, 

AD2 

3 2 2 12 None N No transmit-power 

management or 

timing randomisation 

T4.4 Metadata 

linkability across 

time and place 

[19, 36] 

AD1 2 3 3 18 Ephemeral 

transport 

identifiers 

P Application-level 

nickname and key 

fingerprint remain 

stable 

T4.5 Personal data in 

attachments and 

exported situation 

reports 

AD1, 

AD3, 

AD5 

3 2 2 12 On-device 

scene 

analysis 

(VisionTF

LiteClassif

ier, 

SceneToE

mergency

Mapper) 

replaces 

E Exported reports and 

locally retained 

media not covered 
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ID Threat Adv. D R A Risk Existing 

mitigation 

Eff. Residual gap 

the image 

with a 

short text 

T4.6 Transport-

selection 

disclosure: 

automatic routing 

moves traffic to 

public relays and 

geohash-

addressed 

channels, taking it 

outside the local 

trust boundary 

AD1, 

AD3 

3 3 2 18 Ephemeral 

keys per 

geohash 

area; Tor 

for relay 

connectivit

y; mesh 

preferred 

when peers 

are 

reachable 

P Coarse location is 

inherent in geohash 

addressing; relay 

operators observe 

timing and volume; 

the transport actually 

used is not prominent 

to the user 

 Subtotal 

Information 

disclosure: 6 

threats, mean risk 

15.0 

        

 Denial of service         

T5.1 Radio-layer 

jamming [21, 22] 

AD2 3 2 3 18 None 

available at 

the 

application 

layer 

N Physical-layer threat; 

only detection and 

notification are 

feasible 

T5.2 Flooding the 

mesh with valid-

looking messages 

AD2, 

AD3 

3 3 3 27 TTL limit, 

deduplicati

on, 

adaptive 

relay 

probability 

P No admission 

control, no per-sender 

quota 

T5.3 Battery drain via 

sustained 

connection 

requests or 

induced relaying 

[27] 

AD2, 

AD3 

3 2 3 18 EnergyRel

ayPolicy 

(four 

EnergyMo

de tiers), 

adaptive 

duty 

cycling 

P Reduces self-inflicted 

drain; does not detect 

induced drain 

T5.4 Saturation of the 

duplicate-

suppression cache 

AD3 2 2 3 12 Bounded 

cache 

P Eviction behaviour 

under attack 

unspecified 

T5.5 Priority 

starvation: forged 

critical traffic pre-

empts genuine 

critical traffic 

AD3 3 3 3 27 Radio-

layer 

priority 

queue 

(Bluetooth

PacketBroa

dcaster, 

priority set 

by 

KeywordM

essageClas

sifier) 

N Priority is sender-

asserted, 

unauthenticated and 

unlimited across the 

mesh 

T5.6 Induced energy AD3 3 2 3 18 EnergyRel P Bounds damage; does 
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ID Threat Adv. D R A Risk Existing 

mitigation 

Eff. Residual gap 

scarcity: driving 

neighbours into 

low-power modes 

to partition the 

mesh 

ayPolicy 

critical 

relay floor 

≥ 0.20 at 

ULTRA_L

OW_POW

ER 

not detect the 

inducement 

 Subtotal Denial of 

service: 6 threats, 

mean risk 20.0 

        

 Elevation of 

privilege 

        

T6.1 Offline dictionary 

attack on a 

password-

protected channel 

key 

AD1, 

AD2 

2 1 2 4 Argon2id 

key 

derivation, 

AES-256-

GCM 

P Weak user-chosen 

passwords remain 

attackable; no rate 

limiting is possible 

offline 

T6.2 Channel or group 

takeover after key 

compromise 

AD3, 

AD4 

2 1 2 4 Per-session 

keys limit 

blast 

radius 

P No revocation path 

without infrastructure 

 Subtotal Elevation 

of privilege: 2 

threats, mean risk 

4.0 

        

 Bystander harm         

T7.1 Non-consenting 

individuals 

captured in 

attachments 

any 

sende

r (no 

adver

sary 

requir

ed) 

2 3 2 12 Image 

classified 

on device 

(ImageSce

neAnalyze

r) and 

discarded; 

only a 

category 

description 

is sent 

E Original media 

remain in the device 

gallery 

T7.2 Disclosure of the 

location of 

vulnerable 

populations 

through 

aggregated reports 

AD1, 

AD3 

3 2 2 12 None N Aggregation in 

situation reports is 

not privacy-reviewed 

T7.3 Residual 

identifying detail 

in AI-generated 

scene descriptions 

AD1, 

AD3 

2 2 2 8 Fixed 

category 

vocabulary 

limits free 

text 

P Fallback path emits 

generic labels not 

analysed for 

identifying content 

 Subtotal 

Bystander harm: 3 

threats, mean risk 

10.7 

        

 Physical 

compromise 
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ID Threat Adv. D R A Risk Existing 

mitigation 

Eff. Residual gap 

T8.1 Device theft or 

seizure during the 

event 

AD5 3 2 2 12 OS storage 

encryption; 

emergency 

wipe 

(triple-tap) 

P Wipe requires the 

user to act in time; 

application-level at-

rest encryption not 

documented 

T8.2 Coercion of the 

holder to unlock 

or disclose keys 

AD5 3 1 2 6 Emergency 

wipe 

usable as a 

duress 

action 

P No deniable state or 

decoy profile; refusal 

remains observable 

T8.3 Forensic recovery 

after user-initiated 

deletion 

AD5 3 2 1 6 Emergency 

wipe 

removes 

application 

data 

P Flash-level residue 

not characterised 

 Subtotal Physical 

compromise: 3 

threats, mean risk 

8.0 

        

 

Summary. 29 threats in eight categories: three effectively addressed, nineteen partially, seven not at all. 

The highest-scoring threats – T1.1, T5.2 and T5.5 at 27 – are unaddressed or only partially addressed, a pattern 

that holds for every deployed system of this class publicly analysed to date [2, 4]. Content modification (T2.1) is 

the one threat the class handles well, because end-to-end authenticated encryption makes silent modification by a 

relay infeasible under T-A2; the residual tampering risk lies in state kept outside the authenticated envelope – 

peer tables, deduplication state – and in the classifier input, a target that requires no adversarial-machine-learning 

apparatus, only knowledge of rules that are public in an open-source system. The scores in the bystander 

category understate its ethical weight, which we state rather than adjust: the third factor counts scale, so a single 

non-consenting person scores 2, while the harm to that individual may be severe and irreversible. 

Priority Starvation (T5.5). Three attacker nodes inject forged CRITICAL messages at an aggregate load L 

of 0-3 messages per slot, expressed relative to the per-node transmission capacity of one packet per slot (Fig. 2a). 

Three conditions are compared: no defence; a per-identity relay budget in which each relay forwards at most two 

CRITICAL messages per source identity per 50-slot window; and the same budget against an attacker that 

presents a fresh identity for every message (Sybil, T1.1). 
 

Table 3 

Deadline delivery ratio of genuine CRITICAL traffic under forged-priority load (median of 20 runs; 

10th-90th percentile in parentheses) 

Forged load L 

(msgs/slot) 

No defence Per-identity budget Budget + Sybil 

identities 

0 (baseline) 0.87 (0.71-0.97) – – 

0.5 0.86 (0.60-0.97) 0.85 (0.68-0.96) 0.82 (0.60-0.97) 

1.0 0.87 (0.69-0.95) 0.84 (0.71-0.89) 0.83 (0.63-0.92) 

1.5 0.81 (0.59-0.88) 0.87 (0.67-0.94) 0.80 (0.56-0.87) 

2.0 0.73 (0.42-0.86) 0.82 (0.67-0.95) 0.68 (0.42-0.86) 

3.0 0.59 (0.38-0.78) 0.85 (0.67-0.94) 0.59 (0.34-0.75) 
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Fig. 2. (a) Deadline delivery ratio of genuine CRITICAL messages as a function of aggregate forged CRITICAL 

load, with and without a per-identity relay budget; (b) deadline delivery ratio as a function of the fraction of 

nodes driven into ULTRA_LOW_POWER, with and without the CRITICAL relay floor. Shaded bands: 10th-90th 

percentiles over 20 runs. 
 

Three properties of the response are relevant to the threat model. First, the effect is a threshold, not a 

gradient: below per-node capacity the priority queue absorbs forged traffic without measurable cost to genuine 

traffic, and degradation begins only when forged CRITICAL load exceeds what a node can transmit per slot. 

This is consistent with the mechanism – a priority queue starves lower priorities, and forged traffic starves 

genuine traffic of the same priority only when the CRITICAL level itself saturates. Second, above the threshold 

the degradation is severe: at three times capacity, genuine CRITICAL delivery falls by a third (0.87 to 0.59), and 

the lower percentile falls to 0.38, meaning that in the worst topologies most of the mesh does not receive a 

genuine rescue request within the deadline. Third, a per-identity budget enforced at relays holds DDR at 0.82-

0.87 across the entire load range, but only while the attacker keeps a stable identity: with identity rotation the 

budget provides no benefit at any load (0.59 at L = 3, identical to no defence). This is the coupling stated as F2 

in Section 5.5: the defence against T5.5 is only as strong as the defence against T1.1. 

Induced Energy Scarcity (T5.6). A fraction f of nodes is placed in ULTRA_LOW_POWER, where 

NORMAL relay probability is 0.125 (the 0.25 multiplier scaled by an assumed network factor of 0.5 for a mesh 

of this density) and CRITICAL relay probability is either the documented floor of 0.20 or, without the floor, the 

same 0.125 (Fig. 2b). 
 

Table 4 

Deadline delivery ratio of genuine CRITICAL traffic as a function of the fraction of nodes in 

ULTRA_LOW_POWER 

Fraction f in ULTRA_LOW_POWER With CRITICAL floor 0.20 Without floor 

0.0 0.88 (0.70-0.98) 0.88 (0.70-0.98) 

0.2 0.67 (0.51-0.83) 0.63 (0.48-0.84) 

0.4 0.50 (0.34-0.72) 0.45 (0.30-0.66) 

0.6 0.31 (0.20-0.44) 0.26 (0.16-0.43) 

0.8 0.24 (0.18-0.39) 0.21 (0.15-0.30) 
 

Delivery degrades approximately linearly up to f = 0.6 and then flattens as delivery reduces to direct 

neighbours: one fifth of the mesh in the lowest energy mode costs a quarter of genuine CRITICAL delivery (0.88 

to 0.67), and two fifths cost 43% (0.88 to 0.50). The floor helps consistently but modestly – three to five 

percentage points at every level – which is the expected behaviour of a control that bounds the per-node relay 

probability but not the number of nodes affected. The attacker’s lever is the latter: the cost of the attack is the 

energy needed to push nodes across a policy threshold, which is lower than the cost of draining them, and the 

floor does not raise it. 

Sensitivity of the Rating Scheme. To quantify the effect of scoring disagreement on the catalogue’s 

conclusions, each of the 87 factor scores in Table 2 was perturbed by ±1 independently with probability p, 2,000 

times per p, and the perturbed ranking compared with the original. At p = 0.1 (one judgement in ten contested), 

Spearman rank correlation with the original ordering is 0.90 (10th percentile 0.83), band membership agrees for 

87% of threats, and the set of High-band threats has mean Jaccard overlap 0.82 with the original. At p = 0.2 the 

corresponding values are 0.81, 76% and 0.69; at p = 0.33 they are 0.71, 65% and 0.57. The ranking is therefore 

stable under realistic disagreement, but individual band assignments are not: a single ±1 on one factor moves 26 

of 29 threats across a band boundary, because the multiplicative scale has only nine distinct values. The paper’s 
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conclusions are accordingly drawn from the ordering and from the High set – which at p = 0.1 retains the three 

top-ranked threats in 70% of perturbations – and from the simulated behaviour of T5.5 and T5.6, not from the 

exact band of any single threat. 

Findings and Design Implications. 

F1. Removing infrastructure relocates the trust problem rather than removing it. The design eliminates the 

server-side surface entirely and concentrates the remainder at one point: the trust-on-first-use exchange. Every 

publicly analysed system of this class has failed there [2, 4]. The security of an offline mesh messenger is 

therefore determined almost entirely by its identity model – the one part that cannot be borrowed from standard 

practice, because standard practice assumes an authority. 

F2. Prioritisation and availability are coupled. Priority marking exists to prevent a rescue request from 

queuing behind routine traffic, and the case-study system implements it at both the classification and the radio-

scheduling layer. But a priority attribute asserted by the sender and honoured by every relay is an amplification 

primitive: an adversary who marks traffic critical obtains preferential relaying, scheduling and coordinator 

attention at the direct expense of genuine critical traffic (T2.4, T5.5). The simulation makes the shape of the 

effect concrete: no cost below per-node capacity, then a loss of a third of genuine critical delivery at three times 

capacity (Section 5.2). Any mechanism that allocates a scarce shared resource on an unauthenticated, sender-

asserted attribute converts that attribute into an attack surface. The functional literature does not address this 

[28, 29]. 

F3. Energy policy and connectivity are coupled. Reducing relay probability as battery declines is correct 

engineering against self-inflicted drain. Against an adversary it is a lever with mechanical advantage (T5.6): the 

attacker need not exhaust a device, only push it across a policy threshold, after which it withdraws from relaying 

voluntarily. A relay-probability floor for critical traffic bounds the worst case but does not remove the incentive: 

in simulation the floor recovers three to five percentage points while the attack costs about 20 points per fifth of 

the mesh affected (Section 5.3). 

F4. The two added categories are the least defended. They contain no top-scoring threats but the highest 

proportion of unmitigated ones – the predictable consequence of their absence from standard elicitation: what is 

not asked about is not designed for. The case-study system’s image-to-text pipeline is an instructive exception: 

introduced for bandwidth reasons, it is also a strong bystander-privacy control, because data minimisation 

adopted for efficiency is the correct privacy architecture. 

Design implications. (1) Make the identity model the first design decision: provide an out-of-band 

verification path and show verification status persistently in the interface. (2) Never honour a sender-asserted 

priority without a cost – rate-limit critical traffic per identity, enforced at relays rather than only at the originator. 

In simulation this holds genuine critical delivery at 0.82-0.87 under any forged load, at a cost to genuine traffic 

of at most 0.03 at low load, and converts T5.5 from a free attack into one requiring Sybil identities, which 

defeats it (Section 5.2). The budget therefore has value only together with an identity cost. (3) Design bystander 

privacy in from the first release, extending on-device minimisation to retained copies and exported reports. (4) 

Treat physical compromise as the normal case: application-level encryption at rest, identity rotation, bounded 

retention and a rapid wipe path are baseline requirements here. (5) Make the transport in use visible – in a dual-

transport system the user’s expectation of locality is a security property that automatic selection silently violates 

(T4.6). (6) Instrument for local attack detection: a node cannot see the mesh, but an anomalous local rate of 

critical-priority messages, connection requests or new identities is observable and actionable. Automated on-

device anomaly detection of this kind is already demonstrated for infrastructure networks, where AI agents flag 

incident patterns and misconfigurations without a standing analyst [39]; adapting that approach to the 

connectivity and power budget of a mesh node, detection that runs locally with nothing to escalate to, is a direct 

extension of this implication. 

CONCLUSIONS AND PROSPECTS FOR FURTHER RESEARCH 

Limitations and Future Work. The catalogue is analytical and the scores are expert judgements against 

published anchors; Section 5.4 quantifies, but does not remove, the resulting sensitivity, and a second 

independent rater would strengthen the result. The simulation is abstract: it omits PHY-layer collisions, 

connection scheduling, mobility and real energy accounting, and it validates the two coupling effects on a model 

of the mechanism rather than on the implementation. The catalogue rests on one case study, so components 

absent from it are unrepresented. Advanced and quantum-capable adversaries (T-A5) and OS or supply-chain 

compromise (T-A1) are excluded by assumption; the latter is worth naming, since sideloading during a shutdown 

is a realistic vector and reproducible builds are the corresponding control. The mapping reflects the system as 

documented, not as audited. 
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Three directions follow. T5.5 and T5.6 should be reproduced on a physical testbed of five to ten devices, 

where connection-interval and collision effects are expected to lower the starvation threshold below the idealised 

one-packet-per-slot capacity. A per-identity priority budget with relay-side enforcement should be implemented 

and its latency and energy cost measured on devices, together with an identity-cost mechanism, since Section 5.2 

shows the budget alone is insufficient. The internet-backed transports excluded by T-A6 deserve a companion 

model, since a dual-transport deployment will use them whenever connectivity returns. Encoding the budget and 

its enforcement as versioned, testable policy, the approach already demonstrated for automated network-security 

policy in infrastructure settings [40], would keep the relay logic auditable as it moves from simulation to an 

implemented defence. 

Offline BLE mesh messaging is being adopted for situations in which its failure is least recoverable, and 

its security analyses have consistently arrived after deployment rather than before it. This paper contributes a 

systematic threat model for the class: eight categories, twenty-nine threats, six adversary profiles, and a 

mitigation mapping showing nineteen threats partially addressed, seven unaddressed and three effectively 

addressed. Simulation confirms the two coupling effects the model predicts: forged critical-priority traffic above 

per-node capacity removes up to a third of genuine critical delivery, a per-identity budget restores it but is 

defeated by Sybil identities, and withdrawing two fifths of the mesh into the lowest energy mode removes 43% 

of delivery while the documented relay floor recovers only three to five points. The two categories added to 

STRIDE exist because the disaster context falsifies two assumptions ordinary threat modeling makes silently – 

that the parties affected by a system are its users, and that a device stays in its owner’s hands. The two coupling 

effects are the most transferable result, because both arise from features introduced to improve outcomes and 

both are invisible to a purely functional evaluation. Further work will reproduce them on physical devices, 

implement a per-identity budget coupled to an identity cost, and extend the model to the internet-backed 

transports. 
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РОЗШИРЕНА МОДЕЛЬ ЗАГРОЗ STRIDE ДЛЯ ОФЛАЙН-ЗАСТОСУНКІВ АВАРІЙНОГО 

ЗВ'ЯЗКУ НА ОСНОВІ BLE MESH-МЕРЕЖ 

Анотація. Офлайн-обмін повідомленнями через Bluetooth Low Energy (BLE) дедалі частіше 

застосовується як комунікаційний рівень останньої надії, коли інфраструктура виходить з 

ладу. Безпеку таких систем зазвичай аналізують на рівні стеку BLE і майже ніколи – на 

рівні розгорнутого застосунку в умовах катастрофи. У статті представлено систематичну 

модель загроз для цього класу систем. Методологію STRIDE розширено двома категоріями, 

яких вимагає контекст катастрофи і які стандартний STRIDE не виражає, – шкода стороннім 

особам та фізична компрометація; для впорядкування загроз застосовано спрощену 

трифакторну схему оцінювання (Damage x Reproducibility x Affected parties) з 

опублікованими анкерами. Методологію інстанційовано на одному кейсі - ResQMesh AI, 

відкритій Android-платформі аварійного зв’язку на BLE mesh, – що визначає межі 

узагальнення зіставлення з механізмами захисту. Каталог містить 29 загроз і шість профілів 

порушника; за результатами зіставлення з механізмами захисту 3 загрози закриті 

ефективно, 19 – частково, 7 – не закриті. Два передбачені моделлю ефекти зв’язності 

перевірено дискретною симуляцією mesh-мережі з 60 вузлів (TTL 7, 20 прогонів): 

підроблений трафік критичного пріоритету з інтенсивністю, утричі більшою за пропускну 

здатність вузла, знижує частку своєчасної доставки справжніх критичних повідомлень з 

0,87 до 0,59; бюджет ретрансляції на ідентичність відновлює її до 0,85, а ротація Sybil-

ідентичностей повністю нівелює бюджет; переведення 40% вузлів у найнижчий 

енергорежим знижує доставку з 0,88 до 0,50, а нижня межа ретрансляції критичного трафіку 

повертає 3-5 в.п. Три висновки мають загальне значення: відмова від інфраструктури 

переносить усе початкове встановлення довіри на обмін trust-on-first-use через радіоканал, 

що робить підміну особи найвищим за рангом класом загроз; пріоритезація повідомлень на 

основі ШІ утворює примітив підсилення, оскільки підроблений високопріоритетний трафік 

витісняє справжній аварійний; енергоощадне ретранслювання дає порушникові дешевий 

важіль для сегментації мережі. 

Ключові слова: моделювання загроз; STRIDE; Bluetooth Low Energy; BLE mesh; аварійний 

зв’язок; офлайн-обмін повідомленнями; приватність сторонніх осіб; відмова в 

обслуговуванні; ResQMesh AI. 
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