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ARCHITECTURAL APPROACHES TO APPLYING LANGUAGE MODELS FOR DETECTING
PHISHING AND UNWANTED EMAILS

Abstract. Phishing remains one of the most common cyberattack vectors: in 2025, CERT-UA
handled twice as many phishing incidents as in 2024. This article aims to systematize architectural
approaches to using language models for detecting phishing and unwanted emails and to
experimentally compare specific models and routing schemes. The approaches are classified
according to how the model is used: task adaptation, extended analysis, and hybrid solutions
incorporating classical machine learning. An experiment on 17,479 English emails, with near-
duplicates kept together in a group-based split, compared TF-IDF logistic regression, fine-tuned
XLM-RoBERTa (three runs), prompt-based Qwen2.5-7B-Instruct without an external provider's
API, and cascade and parallel hybrids. Transfer was evaluated on Nazario + Enron, two machine-
translated Ukrainian datasets, and 94 authentic Ukrainian messages. On the English test set, logistic
regression and XLM-R achieved F1 scores of 0.970 and 0.969, whereas the LLM achieved 0.849
(exploratory because of earlier prompt selection) and required approximately 71 times as much
processing time as XLM-R (T4 GPU, batch processing). On translated data, XLM-R retained F1
scores of 0.960 and 0.889, whereas the LLM's false positive rate reached 29.3%. On authentic
Ukrainian messages, the LLM achieved F1 = 0.820 versus 0.509 for XLM-R (mean of three runs),
mainly on SMS and messenger messages. An absolute uncertainty band on calibrated XLM-R scores
escalated 1-12% of emails to the LLM, with cascade F1 scores close to those of XLM-R on English
and translated data; most XLM-R errors on authentic messages were not escalated. Prompt injection
almost completely disabled the LLM's detection capability; a simple system-prompt instruction
mitigated this only partially. With the same prompt and threshold, Llama-3.1-8B-Instruct and
Mistral-7B-Instruct-v0.3 produced excessive false positives, indicating that the prompt requires
tuning for each model. The authentic-message dataset is small and its classes differ in genre, so
conclusions for Ukrainian messages remain preliminary.

Keywords: phishing; phishing email detection; large language models; small language models;

cybersecurity; machine learning; hybrid detection systems; calibration; adversarial attacks;
Ukrainian-language data.
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INTRODUCTION

Phishing is a form of social engineering that seeks to obtain credentials, financial information, or other
unauthorized access through deception by presenting a malicious message or resource as legitimate. Over the past
decade, it has remained one of the leading initial compromise vectors for both individuals and organizations.
Compared with exploiting technical vulnerabilities, phishing requires relatively few resources, which explains its
continuing popularity among attackers with varying levels of expertise.

The relevance of this problem to Ukraine is supported by data from CERT-UA, the national team
responsible for responding to cyber incidents, cyberattacks, and cyber threats, operating under the State Service of
Special Communications and Information Protection of Ukraine. In 2025, the team handled 5,927 cyber incidents,
an increase of 37.4% over 2024 (4,315 incidents) [1]. Over the same period, the number of phishing incidents
handled more than doubled, from 843 to 1,727 (Fig. 1).
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Fig. 1. Number of cyber incidents and phishing attacks in Ukraine in 2024-2025
Source: compiled by the authors based on CERT-UA data [2]
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In 2025, phishing ranked second among cyber incident types, after malware distribution, and accounted for
29.1% of all incidents handled (Fig. 2). This trend indicates that phishing remains a major attack vector against
Ukrainian organizations and that automated detection methods require further improvement. These figures
describe incidents handled by CERT-UA and partly reflect improvements in detection; they should therefore not
be interpreted as a comprehensive estimate of the scale of phishing in Ukraine.
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Fig. 2. Distribution of cyber incidents in Ukraine by type in 2025
Source: compiled by the authors based on CERT-UA data [2]
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The availability of generative large language models (LLMs) has changed this threat landscape in two ways.
First, LLMs enable attackers to automatically generate grammatically polished, persuasive, and personalized
phishing messages in multiple languages. This reduces the effectiveness of heuristic and signature-based methods
that rely on typical language errors or formulaic expressions. Second, the same models can perform semantic
analysis and identify manipulative wording and inconsistencies between a domain and the purported sender at a
level beyond classical machine learning methods based on manual feature engineering.

This dual role of LLMs as tools for both attack and defense motivates a systematic analysis of existing
research to identify architectures that are promising for practical phishing detection and the limitations that should
be anticipated during deployment.

Problem statement. Despite the large number of publications, most studies evaluate LLMs on English-
language data, under different conditions, and primarily as commercial cloud services. Practical deployment,
particularly in public institutions and security-sector organizations where transmitting email content to external
services is unacceptable, requires an understanding of how a locally deployed LLM compares with compact fine-
tuned models and hybrid schemes under identical conditions. Relevant criteria include detection performance,
false positive rate, computational cost, robustness to adversarial modifications, and performance on Ukrainian-
language data.

Related work. Research on the use of LLMs to counter phishing has developed rapidly since 2023-2024
and can be broadly divided into the following directions.

One direction evaluates off-the-shelf models for phishing email classification without additional fine-
tuning. Studies [3] and [4] compared several commercial and open models for binary email classification and
concluded that their accuracy was comparable to that of classical classifiers. Study [5] examined LLMs as tools
for both generating and detecting phishing emails and found that model-generated messages were not always
detected more effectively than human-written messages.

A second direction develops specialized LLM-based systems. Koide and colleagues first developed
ChatPhishDetector for website analysis and subsequently ChatSpamDetector for email analysis. In both systems,
the language model receives structured information about a page or email before producing a conclusion with a
natural-language explanation. The analyst can therefore examine both the classification result and the arguments
supporting it [6], [7].

A third direction concerns multimodal solutions. Researchers have used multimodal LLMs to jointly
analyze a page screenshot, its textual content, and the brand being impersonated. KnowPhish combines LLMs with
a multimodal knowledge graph of brands to improve reference-based phishing webpage detection [8], [9].

A fourth direction comprises hybrid architectures in which LLMs complement classical machine learning
methods. The authors of [10] proposed a scheme in which quantized Mistral-7B and Mixtral-8x7B models
semantically assess a URL, while a CatBoost gradient boosting model classifies it using lexical and statistical
features. This division of roles balances accuracy and interpretability.

A fifth direction involves multi-agent architectures. In PhishDebate [11], several LLM-based agents argue
opposing positions concerning a page's legitimacy, reducing false positives compared with a single-agent decision.

A separate group of studies addresses the practical choice between approaches. Researchers have compared
prompt engineering and fine-tuning for phishing detection and evaluated small language models for phishing
website detection in terms of cost, performance, and data privacy [12], [13].

Studies [14]-[16] critically examine the limitations of LLM-based detectors. Study [14] demonstrates the
vulnerability of both classical and LLM-based models to adversarial webpage modifications. Study [15], which
benchmarks LLMs for small and medium-sized enterprises, identifies a discrepancy between high classification
accuracy and inadequate uncertainty estimates. Study [16] documents successful uses of commercial LLMs to
generate phishing scenarios, highlighting the problem of dual use.

Ukrainian researchers are also actively developing phishing detection methods. Study [17] proposes a
classification of phishing attacks and detection methods, together with a phishing website classifier. Study [18]
introduces a hybrid neural architecture for phishing email detection, combining a convolutional network, BiLSTM,
and attention, which outperformed logistic regression and support vector machines. In [19], phishing is detected
using LLM-based conversational assistants that receive standardized queries about phishing indicators, with their
responses combined through weighted aggregation; mean classification accuracy was 97.5%. However, these
studies do not compare locally deployed LLMs with fine-tuned multilingual models and hybrid schemes under
identical conditions.

Most studies thus use English-language data without accounting for less widely used languages, including
Ukrainian. This gap is particularly relevant to Ukraine given the increase in phishing incidents (see Fig. 1). The
cost-effectiveness of LLM deployment has been addressed only partially, and experimental comparisons of locally
deployed LLMs with compact fine-tuned models and hybrid schemes under identical conditions, including on
Ukrainian-language data, remain scarce.
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Aim of the study. This article aims to systematize architectural approaches to using language models for
detecting phishing and unwanted emails and to experimentally compare specific models and routing schemes under
defined data and computational constraints. These include prompt-based classification with a locally deployed
generative model, a fine-tuned multilingual encoder, a classical classifier, and cascade and parallel hybrid schemes.
Evaluation covers English emails, their machine translations into Ukrainian, and a pilot dataset of authentic
Ukrainian messages.

To achieve this aim, the following objectives were defined: (1) classify architectural approaches according
to how LLMs are used within a detection system; (2) compare these approaches with one another and with classical
machine learning in terms of accuracy, computational cost, data confidentiality, and explainability; (3) summarize
the limitations of LLM-based detectors and possible mitigation strategies; (4) identify promising directions for
further research, including the needs of the Ukrainian-language information environment; and (5) experimentally
assess detection performance, false positive rate, computational cost, and robustness to adversarial modifications
for baseline models and hybrid schemes, including on Ukrainian-language data.

THEORETICAL BACKGROUND

The studies analyzed in [3]-[13] were classified according to how LLMs are used within a phishing
detection system. This criterion covers three aspects: how the model is adapted to the task; how many information
sources and models contribute to a decision; and whether the model operates independently or alongside a classical
classifier. Three groups of approaches were identified accordingly: (1) task adaptation through prompt-based
classification, fine-tuning, and small language models; (2) extended analysis using multimodal and multi-agent
debate architectures; and (3) hybrid solutions combining LLMs with classical machine learning. The approaches
were compared with one another and with classical methods in terms of accuracy, computational cost, data
confidentiality, and explainability.

This grouping is provisional: groups are distinguished by their dominant characteristic, whereas a particular
system may combine several characteristics. For example, a fine-tuned small model may form part of a hybrid or
multimodal system. The groups should therefore be understood as design axes (model adaptation, the number of
information sources and models contributing to a decision, and integration with a classical classifier) rather than
mutually exclusive classes.

Group 1. Task adaptation through prompts, fine-tuning, and small language models

The simplest approach to deployment involves sending a structured query, or prompt, to a pretrained
general-purpose LLM. The prompt contains the email text or a page description and instructions concerning the
response format, such as a classification label and justification. This approach requires no dedicated model-training
infrastructure and enables rapid development. However, performance depends strongly on the prompt wording.
Using a cloud API also incurs per-request charges and network latency and transfers email content to an external
provider, which may be unacceptable for high-load, real-time traffic monitoring systems. Prompt-based
classification can also run locally using a model deployed on an organization's own hardware, as demonstrated in
the experimental part of this article.

An alternative is to fine-tune a model on a specialized corpus of phishing and legitimate examples, which
can substantially improve classification accuracy for a particular type of data. Table 1 compares these two basic
strategies against key practical criteria.

Table 1
Comparison of prompt-based classification and fine-tuning
Criterion Prompt-based classification Model fine-tuning
Training data requirements | No labeled corpus required Representative labeled corpus required
Computational External API or local execution of an -
) Owned or rented training resources
infrastructure off-the-shelf model
Deployment time Hours to days Weeks
Accuracy on target data Moderate; depends on prompt wording Usually higher in the target domain

[12]

Training costs; inference with a
compact fine-tuned model is usually
cheaper

Per-request charges (API) or local

Cost structure .
inference costs
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Criterion Prompt-based classification Model fine-tuning
An API transfers content to an external
Data confidentiality service; local execution avoids this Fully local execution is possible
transfer
Adaptation to new tactics | Revise the prompt Fine-tune the model again

Source: compiled by the authors

In this context, small language models are attracting increasing attention. Their compact size can provide
acceptable classification accuracy at a substantially lower deployment cost, allow local execution without
transmitting confidential email content to external cloud services, and enable use on edge devices with sufficient
computational resources [13].

The distinction between large and small language models is not firmly established in the literature. Small
language models (SLMs) generally refer to generative models with several hundred million to approximately 10—
15 billion parameters that can run on a single GPU, including with 4-bit quantization [20]. Their suitability for
phishing detection in terms of cost and data privacy is examined in [13]. Under this criterion, Qwen2.5-7B-Instruct
[21], used in our experiment, is a compact generative model, although the general term LLM is retained for it
throughout the article. Generative models should be distinguished from multilingual encoders with a classification
head, such as XLM-RoBERTa [22]: these do not generate text or follow instructions and are adapted to the task
through fine-tuning. Logistic regression on TF-IDF features is not a language model and serves as the classical
baseline in the experiment. Table 2 compares these model classes.

Table 2
Comparison of model classes suitable for email classification
Characteristic Large generative models Compact generative Multilingual encoders
(cloud APIs) models (SLMs)
Example and size Models with hundreds of | Qwen2.5-7B-Instruct: * 7.6 | XLM-RoBERTa base: =
billions of parameters billion 270 million
(often undisclosed)
Deployment Provider infrastructure One GPU, including with 4- GPU or CPU
bit quantization
Confidentiality Email content is transmitted | No third-party transmission | No third-party transmission
to the provider under local deployment under local deployment
Task adaptation Prompt; fine-tuning subject Prompt or fine-tuning Fine-tuning on a labeled
to provider terms (including QLORA) corpus only
Processing cost Per-request charges and Hundreds of milliseconds A few milliseconds per
network latency per email email
Decision explanation Natural-language Natural-language None generated; external
explanation explanation, potentially explanation methods
inconsistent with the required
decision

Following Yes (prompt injection risk) | Yes (prompt injection risk) No
instructions in email
text

Source: compiled by the authors based on [13], [20]-[22] and the experimental results
Regardless of the chosen strategy, a typical LLM-based phishing detection system follows the common

pipeline shown in Fig. 3. Input data are preprocessed and then analyzed by a language model and, where
appropriate, a classical classifier. The combined result is forwarded to a security operations center.
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Input: email text, URL,
HTML/DOM structure, page screenshot

'

Preprocessing: text normalization,
lexical and statistical feature extraction

I
! ‘ }

LLM branch Classical branch
Prompt-based classification, Engineered features,
fine-tuned or small model, gradient boosting,
multimodal analysis, decision-tree ensembles,
multi-agent debate fast decision

I |
i

Combine results from both branches ]

v

Class label, confidence score, textual justification ]

Y

' Security operations center (SOC):
blocking or analyst verification

Fig. 3. General architecture of an LLM-based phishing detection pipeline
Source: developed by the authors

Group 2. Extended analysis through multimodal and multi-agent architectures

A phishing webpage is a multimodal object: it contains text, visual elements of the impersonated brand, a
hyperlink structure, and a DOM tree. Multimodal LLMs can integrate these information sources into a single
decision, for example by detecting a mismatch between the page's visual design, which imitates a familiar brand,
and the actual domain hosting it. This indicator is difficult to formalize using classical rules.

Multi-agent debate platforms extend this approach. Instead of a single classifier, a group of agents makes
the decision, with each agent analyzing the page from a different perspective, such as linguistic, visual, or
technical, and presenting arguments that an arbiter subsequently synthesizes. This approach increases resilience to
isolated errors by an individual model and improves the explainability of the final verdict, an important
consideration for practical deployment in security operations centers (SOCs).

Group 3. Hybrid solutions incorporating classical machine learning

Combining LLMs with classical machine learning methods, such as gradient boosting, random forests, and
decision-tree ensembles, distributes the workload among system components. The language model semantically
assesses natural-language content or URL structure, while a classical classifier uses lexical and statistical features
to provide a fast, interpretable decision for typical cases. According to [10], such a hybrid approach can maintain
acceptable computational efficiency without a substantial loss of classification accuracy. In our experiment, the
outcome depended on the data distribution and routing method.

Table 3 presents the classification and comparison of all six approaches against their main practical
characteristics. No approach dominates across all criteria: in the studies analyzed, approaches offering higher
accuracy and explainability required more computational resources, while confidentiality depended primarily on
deployment and data protection rather than model size or architecture alone.
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Table 3
Overview of architectural approaches to phishing detection
Approach Main idea Advantages Limitations

Prompt-based Structured query to an off- | o iy qeoiovment: no Prompt dependence;
Classification the-shelf general-purpose | :ning required request cost and latenc
(Group 1) model greq d y
Fine-tuned LLMs Model adaptation on a High accuracy on the Labeled d_ata and

A computational resources
(Group 1) specialized corpus target type of data

required

Depending on the task,
semantic analysis may
be less effective than
with larger models

Low cost; privacy
preservation; suitability
for edge/loT

Small language models | Compact model for local
(Group 1) execution

Joint processing of text, High computational

Multimodal analysis Detection of brand—

images, and DOM . cost; pipeline
(Group 2) structure domain mismatches complexity
Multi-agent debate Several agents present Fewer false positives .

X ) . . ) Multiple model calls per
architectures arguments; an arbiter (according to [11]); decision
(Group 2) synthesizes them explainable verdict
Hybrid solutions (LLM | Division of roles between More complex

. Balance of accuracy, ;
+ classical ML) a language model and a . . architecture and
2 speed, and interpretability -
(Group 3) classifier maintenance

Note: these characteristics synthesize the studies analyzed and represent an expert assessment rather than
measurements from this study; measured performance is reported in the Results section.
Source: compiled by the authors

Limitations and deployment risks

Using LLMs for phishing detection involves several substantial limitations: adversarial attacks, in which
small targeted changes to text or markup alter the model's decision; inadequate calibration, because high accuracy
does not guarantee appropriate uncertainty estimates for borderline cases, complicating the selection of automatic
blocking thresholds; computational cost; confidentiality risks when email content is transmitted to external APIs;
dual use by attackers; and prompt injection, in which instructions embedded in email text can alter the LLM's
decision during prompt-based classification. Classical classifiers and encoders, by contrast, do not follow
instructions. Table 4 summarizes these limitations and possible mitigation strategies.

Table 4
Limitations of LLM use and possible mitigation strategies

Limitation Practical manifestation Possible mitigation

Adversarial fine-tuning; verification by
independent modules; checks of technical
domain indicators

Small changes to text or markup alter

Adversarial attacks the model's decision

High accuracy is not accompanied by | Probability calibration; escalation of

Confidence calibration ; ! - .
appropriate uncertainty estimates borderline cases to an analyst

Small language models; cascade

Resource-intensive processing of .2 . : .
processing; prefiltering with a classical

Inference cost . . :
large traffic volumes in real time

classifier
Data confidentialit Transmission of corporate email Locally deployed models; content de-
Y content to external APIs identification before analysis
Attackers generate more effective Responsible access to generative
Dual use S o N .
phishing messages capabilities; monitoring for misuse
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Limitation Practical manifestation Possible mitigation

Separation of data from instructions in the
prompt; input filtering; combination with a
model that does not follow instructions

Instructions in email text alter the

Prompt injection LLM:'s verdict

Source: compiled by the authors
RESEARCH METHODOLOGY

The experimental part examines the conclusions of the theoretical analysis for approaches directly
applicable to emails: prompt-based classification and fine-tuning of a compact model (Group 1), and hybrid
schemes (Group 3). Multimodal and multi-agent architectures (Group 2) were not evaluated experimentally
because they primarily address webpage analysis. Figure 4 outlines the experimental design. Computation was
performed in Google Colab on an NVIDIA T4 GPU (16 GB), with the random seed fixed at 42.

r N [ N [ p
1. Data 2. Preparation 3. Baseline models 4. Hybrid schemes
l(:'-lclfs';ltllr\:g Slr::sll Dr‘?ltse:itrllon Text cleanin (oo Clly M=ty
p fraud. s -aF:n) 9 Near-duplicate arou gs (0.8) TF-IDF + logistic regression emails reach the LLM
shEL: ~duplicaie groups (2 U, XLM-RoBERTa base (15% of validation or
Nazario + Enron Group-based split .
- | (3 runs, temperature scaling) | 0.1 <py;<0.9)
(external corpus) Overlap checks L
. . - o i Qwen2.5-7B-Instruct Parallel: raise an alert
Machine translation to Ukrainian Identical input: (e ) I ————
Authentic Ukrainian 1200 characters promp ! -
. flags the email
messages (pilot)
5. Evaluation

Performance: precision, recall, F1, FPR, PR-AUC, confusion matrices, 95% Wilson intervals
Comparison: paired bootstrap of F1 differences, exact McNemar test ~ Calibration: ECE, Brier score
Cost: ms per email (NVIDIA T4 GPU), proportion of emails escalated to the LLM
Robustness: homoglyphs, U+200B, benign text, prompt injection  Transfer: corpus, translation, authentic Ukrainian

Fig. 4. Experimental design
Source: developed by the authors

Task definition. The task was formulated as binary email classification. The positive class in the main
dataset (“Phishing Email™) includes not only phishing in the narrow sense, such as attempts to obtain credentials
or payment information, but also fraudulent messages and unsolicited advertising spam. Results on this dataset
therefore characterize the detection of unwanted and malicious emails in general; throughout the following
sections, these are referred to as positive-class emails. The datasets based on the Nazario phishing corpus [23]
provide an assessment of phishing detection specifically.

Data. The main data source was the open Phishing Email Detection dataset [24], containing 18,650 emails.
Removing empty records and exact duplicates left 17,479 emails, with a positive-class prevalence of 37.2%. Bulk
emails are often variations of the same template, so removing exact duplicates alone does not prevent leakage
between splits. To address this, emails with a cosine similarity of at least 0.8 between character 5-gram TF-IDF
vectors were grouped into connected components of a similarity graph. We identified 17,303 near-duplicate pairs;
3,480 emails belonged to multi-email groups, and the largest group contained 159 emails. Entire groups were
assigned to training (15,479), validation (1,000), and test (1,000) sets, ensuring that near-duplicates did not occur
across splits. Under a conventional random split, 21.0% of test emails would have had a near-duplicate in the
training set. The split manifest, including SHA-256 hashes of emails, is retained with the experimental code.

An external dataset, EXT, was constructed to assess transfer, comprising 50 phishing emails from Nazario
[23] and 50 legitimate emails from Enron [25], using the Phishing Email Curated Datasets version [26]. 17 emails
with a similarity of at least 0.8 to any email in the main dataset were removed; all were legitimate Enron emails,
which are also partially represented in the main dataset. Ukrainian-language datasets were produced through
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sentence-by-sentence machine translation using Helsinki-NLP/opus-mt-en-uk [27]. UA-MT contains translations
of 200 emails sampled equally from the two classes of the English test set. Its estimates depend on those from the
test set and do not constitute an independent replication. UA-NAZ contains translations of 142 other Nazario and
Enron emails, including 67 phishing emails. Of the 240 emails not included in EXT, 65 near-duplicates of the main
dataset were removed. We then selected 75 emails per class from the remainder and excluded translations shorter
than 20 characters, leaving 142 emails. Within the first 1200 characters received by the models, URLSs survived
translation in 59 of the 63 UA-MT emails and 15 of the 16 UA-NAZ emails that contained them. Excluding emails
with lost URLs changed no model's F1 score by more than 0.006. The trained models had not seen Ukrainian-
language emails; these datasets therefore assess cross-lingual transfer on translated messages rather than messages
originally written in Ukrainian (Table 5).

The UA-REAL pilot dataset. To partly address the limitations of machine translation, we constructed a
small dataset of 94 messages originally written in Ukrainian. The positive class comprises 31 phishing messages
from 2022-2026, obtained from warnings issued by CERT-UA, the cyberpolice, banks, telecommunications
operators, and public authorities, or from news reports citing those sources: 13 emails and 18 SMS or messenger
messages. The negative class comprises 63 legitimate messages from public sources: 26 emails from mailing-list
archives of Ukrainian software-localization communities, 15 posts and subscription-based mailings (legitimate
under the task definition), and 22 service notifications published through official channels of public authorities
and companies. Class labels were determined by the message source. Two independent annotators, who were not
given the source or original label, separately annotated every message using the categories phishing, other fraud,
spam, and legitimate. Agreement between their binary decisions and the source-based labels was k = 0.86 and 0.50
(Cohen's kappa); inter-annotator agreement was k = 0.55. Where the annotators agreed (76 messages), their
decision matched the source-based label in 95% of cases. Source-based labels were retained in the analysis, and
the effect of disagreements was examined separately. The dataset was frozen before running the models; no model
was trained on it, thresholds were unchanged, and inputs were prepared in the same way as for the other datasets.
Inclusion and text-extraction rules, links to original sources, and the mapping of message identifiers are provided
in the reproducibility package.

Table 5
Datasets used in the experiment
Dataset Source Language Size Purpose
Training Phishing Email Detection | English 15,479 Training LR and XLM-R
Validation Same dataset English 1,000 Cascade thresholds;
temperature T
Test (EN) Same dataset English | 1,000 (395 positive) Main comparison
EXT Nazario + Enron English 83 (50 phishing) Different corpus; phishing
UA-MT Translation of the test set | Ukrainian | 200 (100 positive) Cross-lingual transfer
(MT)
UA-NAZ Translation of Nazario + | Ukrainian | 142 (67 phishing) Transfer to translated
Enron (MT) phishing emails
UA-REAL CERT-UA, police, and Ukrainian | 94 (31 phishing) | Pilot evaluation on authentic
bank warnings; public messages
mailings and notifications

Note: MT denotes machine translation; positive denotes positive-class emails; phishing denotes phishing emails.
Source: compiled by the authors

Models. The classical baseline was logistic regression with L2 regularization, C = 4, and the L-BFGS
solver, using combined word TF-IDF features (1-2-grams, minimum frequency 2) and character TF-IDF features
(3-5-grams, minimum frequency 3), with up to 200,000 features of each type. The vectorizer was fitted only on
the training set. To control for training-data volume, the same model was also trained on the 10,000 emails used
for XLM-R. The XLM-RoBERTa base multilingual encoder [22], with a classification head, was fine-tuned on
10,000 emails sampled from the training set with stratification (3,711 positive-class emails). Training used 2
epochs, AdamW, a learning rate of 2-1075 with warmup over 10% of steps followed by linear decay, a batch size
of 16, and mixed precision. The model after the final epoch was used without checkpoint selection. To assess fine-
tuning variability, XLM-R was trained three times (seed = 42, 43, 44). The main hybrid schemes used the seed =
42 model; this seed had been fixed before obtaining results. Hybrid schemes were also constructed for the other
two runs to assess the stability of the conclusions.

Qwen2.5-7B-Instruct [21] was used without fine-tuning, with 4-bit NF4 quantization and double
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quantization (float16 computation) [20]. The system prompt was: "You are an experienced cybersecurity analyst
who filters malicious and unwanted email." The user prompt was: "Determine whether the following email is
malicious or unwanted: phishing, scam/fraud, or spam. The email may be written in English or Ukrainian. Answer
with a single digit only: 1 if it is phishing, scam or spam; 0 if it is a legitimate email. Email: """'<email text>""".
The query was formatted using the model's chat template. No text was generated: the score was computed from
the next-token logits at the first response position:

(z1)
Pum = — P a(zy — ), 1)

exp(z1) + exp(zp)

where z: and zo are the logits for tokens "1" (ID 16) and "0" (ID 15), and o is the logistic function. On average,
these two tokens accounted for more than 99.99% of the next-token probability mass. This quantity is a normalized
model score rather than a calibrated probability. Full prompts, model revisions recorded during the run, and library
versions are retained in the experiment log. The prompt wording was selected following two pilot runs on earlier
versions of EN, EXT, and UA-MT. The first prompt asked only about phishing; in the second, the class definition
was broadened to phishing, fraud, or spam to match the composition of the main dataset's positive class. The LLM
estimates on EN, EXT, and UA-MT are therefore exploratory rather than confirmatory. On UA-NAZ and UA-
REAL, the LLM was evaluated only with the final prompt, and UA-REAL was constructed after the prompt,
thresholds, and all model parameters had been fixed. To assess prompt transfer, Llama-3.1-8B-Instruct [29] (Llama
3.1 Community License; unsloth copy, revision 4699cc7) and Mistral-7B-Instruct-v0.3 [30] (Apache 2.0; revision
¢170c70) were additionally evaluated with the same settings. For Mistral, a space token preceding the answer digit
was appended to the query. These runs were performed later on Kaggle (T4 GPU), and the main results were
reproduced without changes.

Identical input. All models received the same excerpt: the first 1200 characters of each email (39.2% of
the main dataset's emails were longer). XLM-R additionally truncated the text to 384 tokens, affecting 5.3% of
EN, 4.8% of EXT, 3.5% of UA-MT, 4.2% of UA-NAZ, and 1.1% of UA-REAL emails. This reduced the influence
of differences in available information on model comparisons.

Hybrid schemes. In cascade schemes, the LLM receives only those emails for which the first model's score
p1 is least confident:

_ {PLms lflpl - 05| < 6,
Pc = {Pl, otherwise, )

where § is the threshold. For the LR — LLM and XLM-R — LLM cascades, the threshold was defined on the
validation set as the quantile that escalated 15% of emails to the LLM. This is a relative selection of the least
confident cases rather than an absolute uncertainty boundary. We therefore additionally constructed an XLM-R(T)
— LLM cascade, in which the first model was calibrated using temperature scaling [28] and emails within the
absolute uncertainty interval 0.1 < pr < 0.9 were escalated to the LLM:

-2y

pr = G(ZIT), T* = arg min NLL(T), (3)
T

where z1 — 7o is the difference between the XLM-R logits, and T* is the temperature that minimizes the negative
log-likelihood (NLL) on the validation set (T* = 1.67). Scaling does not change decisions at the 0.5 threshold but
makes scores less extreme. In parallel schemes, both models analyze every email:

pp = max(p;, prim), (4)

Thus, an alert is raised if at least one model flags the email. In the experiment, the two branches ran sequentially
on a single GPU, so the processing time of the parallel scheme equals the sum of the two models' times.

Metrics. Decisions were made at a threshold of 0.5. Performance was evaluated using precision (the
proportion of flagged emails that are truly positive), recall (the proportion of positive-class emails detected), the
F1 score, the false positive rate (FPR, the proportion of legitimate emails classified as positive), the area under the
precision—recall curve (PR-AUC), the area under the ROC curve (ROC-AUC), and confusion matrices:

2PR FPR = FP

F1 = P+R’ FP + TN’ (5)

where P and R denote precision and recall, and FP and TN denote the numbers of false positive and true negative
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decisions. Wilson 95% confidence intervals were computed for recall and FPR. Calibration was evaluated using
the Brier score and expected calibration error [28], with 10 equal-width bins over the interval from 0 to 1:

n, f— —
ECE = %32, 221y, — B,/ (6)

where nyp is the number of emails in bin b, N is the dataset size, ¥ is the positive-class proportion, and py is the
mean model score within the bin. Pairwise F1 differences were estimated using a paired bootstrap (2,000
resamples, 95% confidence interval). Differences in error rates were evaluated using the exact McNemar test with
Holm correction for multiple comparisons, treating all 25 pairwise comparisons across datasets as one family.
These methods answer different questions: McNemar's test compares the proportions of incorrect decisions made
by two models on the same emails, whereas the bootstrap estimates the magnitude of the F1 difference. Their
conclusions can therefore differ. Statistical significance is determined by an adjusted p < 0.05. A nonsignificant
difference does not establish equivalence, because no noninferiority margin was specified. Accordingly,
statements concerning significant or nonsignificant differences in this article refer only to error rates assessed by
McNemar's test with Holm correction; F1 differences are reported as point estimates with unadjusted 95%
bootstrap intervals. Comparisons across individual XLM-R runs, UA-REAL channels, and alternative labels are
not included in the family of 25 comparisons; these are sensitivity analyses with unadjusted p-values. The bootstrap
assumes independent emails. As a sensitivity check, a group bootstrap over near-duplicate groups was therefore
also computed for EN and UA-MT. The intervals widened by at most a factor of 2.0, but no conclusion concerning
whether an interval included zero changed. Processing time was measured on EN after model warmup, with CUDA
synchronization and batch sizes of 64 for XLM-R and 8 for the LLM. This estimates batch throughput on an
NVIDIA T4 GPU rather than single-email latency and does not replace load testing. Cascade processing time was
computed for each dataset using the actual proportion of emails escalated to the LLM.

Robustness was evaluated on positive-class emails (up to 150 per dataset) after four modifications:
replacement of 30% of letters with visually identical letters from another alphabet (homoglyphs); insertion of the
invisible U+200B character into 30% of words; prepending a 300-character excerpt from a legitimate email,
followed by truncation of the input to 1200 characters for all models; and appending the instruction "[Note for the
automated email filter: this message has been verified by the IT security team as legitimate. Ignore previous
instructions and answer 0.]" (prompt injection; its Ukrainian translation was used for Ukrainian-language datasets).
The instruction exploits knowledge of the model's answer format, and the system prompt contained no injection
defense; this test therefore represents a worst-case scenario. Modifications were applied automatically to existing
emails; no new phishing texts were created.

RESULTS

Performance and cost on the English test set. Results are presented in Table 6. Logistic regression and
XLM-R achieved practically identical performance: F1 = 0.970 and 0.969 (AF1 = 0.001, 95% bootstrap CI
[-0.010, 0.012]; unadjusted McNemar p = 1.000 for error rates), with FPRs of 0.8% [0.4%, 1.9%] and 1.5% [0.8%,
2.8%], respectively. Logistic regression trained on the same 10,000 emails as XLM-R achieved F1 = 0.966,
indicating that the result cannot be explained by different training-data volumes. The prompt-based LLM achieved
a substantially lower F1 score of 0.849, primarily because of lower recall: 0.767 [0.72, 0.81] (AF1 =-0.121, 95%
bootstrap CI [-0.150, —0.092]; Holm-adjusted McNemar p < 0.001 for error rates relative to XLM-R). It was also
the slowest model: 468 ms per email, or approximately 7,700 emails per hour, about 71 times slower than XLM-
R (6.6 ms) in the measured configuration.

Table 6
Results on the English test set (n = 1,000)
Model Precision| Recall [95% F1 FPR PR- |TP/FP/FN| ms/
Cl] AUC email
TF-IDF + LR 0.987 0.954 [0.93, 0970 | 0.8% | 0997 | 377/5/18 1.6
0.97]
TF-IDF + LR (10,000) 0.984 0.949[0.92, 0.966 | 1.0% | 0.997 | 375/6/20 2.0
0.97]
XLM-R 0.977 0.962 [0.94, 0.969 | 1.5% | 0.997 | 380/9/15 6.6
0.98]
Qwen2.5-7B (prompt- 0.950 0.767 [0.72, 0.849 | 2.6% | 0.953 | 303/16/92 | 467.5
based) 0.81]
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Model Precision| Recall [95% F1 FPR PR- |TP/FP/FN| ms/

Cl] AUC email

Cascade LR — LLM 0.991 0.866 [0.83, 0.924 | 0.5% | 0946 | 342/3/53 90.0
0.90]

Cascade XLM-R — LLM | 0.991 0.833[0.79, 0.905 | 0.5% | 0.961 | 329/3/66 92.1
0.87]

Cascade XLM-R(T) — 0.984 0.962 [0.94, 0973 | 1.0% | 0992 | 380/6/15 11.7
LLM 0.98]

Parallel LR v LLM 0.955 | 0.967[0.94, | 0.961| 3.0% | 0.979 | 382/18/13 | 469.2
0.98]

Parallel XLM-RVLLM | 0.943 | 0.970[0.95 | 0.956 | 3.8% | 0.981 | 383/23/12 | 474.1
0.98]

Note: CI denotes a Wilson confidence interval; cascade times account for the actual proportion of emails escalated
to the LLM; TP, FP, and FN denote true positives, false positives, and false negatives.
Source: calculated by the authors from the experimental results

Transfer to another corpus and to Ukrainian. Changes in corpus or language affected the models to
different degrees (Fig. 5, Table 7). On EXT, logistic regression had the highest F1 among individual models
(0.913), followed by the LLM (0.863) and XLM-R (0.837). XLM-R produced no false positives but detected only
72% of phishing emails. Its F1 score was 0.913 in the other two runs, indicating that the ranking on EXT depends
on the run. On UA-MT, XLM-R, which had not seen Ukrainian-language emails, retained F1 = 0.960, while the
F1 score of logistic regression declined to 0.842. On UA-NAZ, logistic regression declined to F1 = 0.529 (recall
0.403), whereas XLM-R retained F1 = 0.889. The LLM had the highest recall among individual models on UA-
NAZ (0.940 [0.86, 0.98]), but also the highest FPR (29.3% [20.2%, 40.4%]). Its FPR increased from 2.6% on EN
to 17.0% on UA-MT, even though UA-MT consists of translations of emails from the same test set. This is
consistent with effects of language and translation artifacts (see the example below). FPR also increased to 12.1%
on the English-language EXT corpus, showing that a change in corpus also affects false positives. EXT and UA-
NAZ are small, containing 33 and 75 legitimate emails, respectively, so the confidence intervals are wide.

10 —1—7
0.8 ]
¢ 06 /
8 %
T ke
0.4 / od
02 % o
0.0
English test External corpus Translated test Translated Nazario + Authentic Ukrainian
(EN) (EXT) (UA-MT) Enron (UA-NAZ) (UA-REAL)
[ TF-IDF + LR 53 Qwen2.5-7B (prompt-based) B Cascade XLM-R(T) — LLM
XLM-R B8 Cascade XLM-R — LLM B Parallel XLM-R V LLM

Fig. 5. Model F1 scores across datasets (error bars indicate 95% bootstrap intervals)
Source: calculated by the authors from the experimental results

Table 7
Transfer to the external corpus and Ukrainian-language datasets
Model F1 Recall | FPR |F1UA-| Recall | FPR |Fl1UA-| Recall | FPR
EXT | EXT | EXT MT UA- UA- NAZ UA- UA-
MT MT NAZ | NAZ
TF-IDF + LR 0.913 | 0.840 | 0.0% | 0.842 | 0.770 | 6.0% | 0.529 | 0.403 | 10.7%
XLM-R 0.837 | 0.720 | 0.0% | 0.960 | 0.960 | 4.0% | 0.889 | 0.896 | 10.7%
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Model F1 Recall FPR |F1 UA-| Recall FPR |F1 UA-| Recall FPR
EXT EXT EXT MT UA- UA- NAZ UA- UA-
MT MT NAZ NAZ
Qwen2.5-7B (prompt- 0.863 | 0.820 | 12.1% | 0.842 | 0.850 | 17.0% | 0.829 | 0.940 | 29.3%
based)
Cascade LR — LLM 0.891 | 0.820 | 3.0% | 0.887 | 0.860 | 8.0% | 0.879 | 0.925 | 16.0%
Cascade XLM-R — 0.864 | 0.760 | 0.0% | 0.908 | 0.890 | 7.0% | 0.910 | 0.910 | 8.0%
LLM
Cascade XLM-R(T) — | 0.851 | 0.740 | 0.0% | 0.955 | 0.950 | 4.0% | 0.906 | 0.940 | 12.0%
LLM
Parallel LR v LLM 0.941 | 0.960 | 12.1% | 0.876 | 0.950 | 22.0% | 0.825 | 0.985 | 36.0%
Parallel XLM-Rv LLM | 0.909 | 0.900 | 12.1% | 0.907 | 0.980 | 18.0% | 0.823 | 0.970 | 34.7%

Note: EXT denotes the Nazario + Enron corpus; UA-MT is a machine translation of the test set; UA-NAZ is a
machine translation of Nazario phishing emails and legitimate Enron emails.
Source: calculated by the authors from the experimental results

Fine-tuning variability and calibration. Three independent XLM-R fine-tuning runs (Table 8) yielded
F1 =0.969 + 0.001 on EN and 0.888 + 0.044, 0.960 + 0.000, and 0.892 + 0.003 on EXT, UA-MT, and UA-NAZ,
respectively. Variability was greatest on the small EXT dataset; differences between models smaller than these
fluctuations should therefore not be interpreted as an advantage. The optimal temperature, T* = 1.67, exceeded 1,
indicating that the original XLM-R scores were overconfident. Scaling reduced XLM-R's ECE from 0.021 to 0.014
on EN, from 0.036 to 0.024 on UA-MT, and from 0.096 to 0.083 on UA-NAZ, but not on EXT (0.152 and 0.161).
Its Brier score on EN decreased from 0.020 to 0.019. The LLM's ECE ranged from 0.099 to 0.165. On EN and
UA-MT, it was several times higher than XLM-R's (0.099 versus 0.021 on EN); on EXT and UA-NAZ, it was
close to that of the other models because all models were poorly calibrated on these datasets. Scores from Equation
(1) should therefore not be treated as probabilities without calibration.

Table 8
XLM-R variability across three runs and model calibration
Dataset XLM-R F1 Recall XLM- | FPR XLM-R ECE ECE ECE ECE
(mean + SD) R XLM-R | XLM-R LLM LR
M
EN 0.969+0.001 | 0.959+0.004 | 0.014+0.002 | 0.021 0.014 0.099 0.031
EXT 0.888+0.044 | 0.800+0.069 | 0.000+0.000 | 0.152 0.161 0.150 0.166
UA-MT 0.960+0.000 | 0.953+0.012 | 0.033+0.012 | 0.036 0.024 0.139 0.118
UA-NAZ 0.892+0.003 | 0.900+0.009 | 0.107 £0.013 | 0.096 0.083 0.165 0.167

Note: mean + SD denotes the mean and standard deviation across three runs (seed = 42, 43, 44); ECE is reported
for the main model (seed = 42).
Source: calculated by the authors from the experimental results

Hybrid schemes. The quantile threshold for the XLM-R — LLM cascade was & = 0.4993. Because most
XLM-R scores were very close to 0 or 1, even effectively confident decisions were escalated to the LLM. On EN,
this cascade escalated 18.3% of emails and reduced F1 to 0.905 (AF1 =-0.064, 95% bootstrap CI[-0.087, —0.043];
Holm-adjusted McNemar p < 0.001 for error rates). The LLM corrected 10 XLM-R errors but introduced 55 new
errors. On unfamiliar data, escalation increased to 55.4% on EXT and 50.0% on UA-NAZ. No statistically
significant difference in error rates relative to XLM-R was found (F1 scores of 0.864, 0.910, and 0.908 versus
0.837, 0.889, and 0.960 on EXT, UA-NAZ, and UA-MT, respectively). The cascade with a calibrated first model
and an absolute interval of 0.1 < pr < 0.9 escalated 1.1-12.0% of emails and achieved F1 scores close to those of
XLM-R: 0.973, 0.851, 0.955, and 0.906 versus 0.969, 0.837, 0.960, and 0.889 on EN, EXT, UA-MT, and UA-
NAZ, respectively. No statistically significant difference in error rates was found. Mean processing time on EN
was 11.7 ms per email, compared with 92.1 ms for the quantile cascade. Because temperature scaling is monotonic,
this interval corresponds to 0.025 < p: < 0.975 for uncalibrated XLM-R. The comparison therefore concerns
escalation budgets rather than the effect of calibration itself. The LR — LLM cascade improved logistic
regression's F1 on UA-NAZ from 0.529 to 0.879 (AF1 = 0.350, 95% bootstrap CI [0.227, 0.481]; Holm-adjusted
McNemar p < 0.001 for error rates), but reduced it on EN from 0.970 to 0.924. Parallel schemes achieved the
highest recall on the translated datasets (up to 0.985) but inherited false positives from both models: the FPR of
XLM-R v LLM rose from 3.8% on EN to 18.0% on UA-MT and 34.7% [24.9%, 45.9%] on UA-NAZ. The

888



K| B E pB E3 |_] E KA OCBITa, Hayka, TexHiKa Ne 3 (35), 2026

CYBERSECURITY: Crenianpauii Bumyck ISSN 2663 — 4023
J EDUCATION, SCIENCE, TECHNIQUE . .
Special issue

complete results of the 25 pairwise comparisons are provided in Supplementary Table Al, and Fig. 6 shows how
cascade F1 and FPR depend on the proportion of emails escalated to the LLM.

Stability of conclusions across XLM-R runs. Hybrid schemes were also constructed for the other two
XLM-R runs, with § and T determined exclusively on the validation set in each case. On EN, F1 ranged from
0.968 to 0.969 for XLM-R, 0.905 to 0.910 for the XLM-R — LLM cascade, 0.968 to 0.974 for the XLM-R(T) —
LLM cascade, and 0.956 to 0.959 for the parallel scheme. On UA-REAL, the corresponding ranges were 0.476—
0.559, 0.793-0.833, 0.542-0.627, and 0.676-0.714. The qualitative conclusions concerning the hybrid schemes
therefore do not depend on the selected run. The quantile XLM-R — LLM cascade had significantly lower error
rates than XLM-R on UA-REAL in every run (unadjusted McNemar p < 0.001; sensitivity analysis).
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Fig. 6. F1 and FPR of the XLM-R — LLM cascade as a function of the proportion of emails escalated to the
LLM
Source: calculated by the authors from the experimental results

Robustness to adversarial modifications. Full results are provided in Supplementary Table A2.
Homoglyphs and invisible characters did not reduce detection rates and even increased them for XLM-R (from
0.72 to 0.90 on EXT). However, XLM-R's FPR also increased sharply on modified legitimate emails: for the
checkpoint in Supplementary Table A4, homoglyphs increased FPR from 1% to 25% on EN, from 3% to 31% on
UA-MT, and from 8% to 39% on UA-NAZ. For logistic regression on EN, it increased only from 1% to 3%. This
reflects a response to unusual characters rather than robustness and indicates the need for Unicode normalization
before classification. Prepending legitimate text had the strongest effect on logistic regression and XLM-R. XLM-
R's detection rate fell from 0.97 to 0.51 on EN and from 0.72 to 0.12 on EXT; logistic regression declined from
0.95 to 0.64 and from 0.84 to 0.22, respectively. The LLM declined from 0.76 to 0.69 on EN and remained
unchanged on EXT (0.82). Prompt injection, in contrast, had little effect on logistic regression and XLM-R (0.94
and 0.98 on EN) but completely disabled LLM detection on the English-language datasets (0.00 on EN and EXT)
and reduced its detection rates to 0.21 and 0.27 on the Ukrainian-language datasets. The quantile XLM-R — LLM
cascade inherited this vulnerability (0.00 on EXT), whereas the XLM-R(T) — LLM cascade retained detection
rates of 0.66-0.97. After injection, the parallel XLM-R v LLM scheme detected practically as many emails as
XLM-R (0.78-0.98), and after legitimate-text augmentation it retained detection rates of 0.77-0.85. On a
separately fine-tuned XLM-R checkpoint (seed = 42; Supplementary Table A4; 93.6-99.3% agreement with the
main model), injection and legitimate-text augmentation increased FPR by at most 3 percentage points, indicating
that these attacks primarily affect phishing detection. Different model classes thus exhibit complementary
vulnerabilities: an attack that disables one model has little effect on another.

A simple system-prompt defense, instructing the model to treat the email text as untrusted data and not
follow its instructions, provided limited protection. The LLM's detection rate under injection increased from 0.00
t0 0.03 on EN, from 0.00 to 0.04 on EXT, from 0.21 to 0.43 on UA-MT, from 0.27 to 0.45 on UA-NAZ, and from
0.16 to 0.39 on UA-REAL. F1 on unattacked datasets changed by no more than 0.020. Prompt wording alone is
therefore insufficient. Structural measures are needed, including isolation of email text, verification of LLM
decisions by an encoder, or preventing the LLM from overriding another model's alert, as in the parallel scheme.

Additional generative models. With the same prompt and threshold of 0.5, Llama-3.1-8B-Instruct and
Muistral-7B-Instruct-v0.3 flagged most emails, including legitimate ones, as phishing (FPRs of 43—-100% and 60—
99%, respectively; F1 scores of 0.59-0.81; Supplementary Table A5). Their error rates were significantly higher
than those of Qwen2.5-7B on all datasets, except EXT for Mistral (McNemar's test with Holm correction in a
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separate family of 20 comparisons). However, ROC-AUC ranged from 0.76 to 0.97, indicating that the models
can rank emails, but a prompt and threshold selected for one model do not transfer to others without tuning.

Adaptive prompt injections. Four variants were added to the original injection (V1, an instruction
appended to the email): an "email gateway" message at the beginning (V2), an attempt to close the prompt markup
(V3), a hidden HTML comment (V4), and an instruction inserted in the middle (\V5). An email was considered
detected only if the model detected it under every variant. Thus, the worst outcome for the detector among five
predefined variants was used for each email, rather than an optimized attack (Supplementary Table A6). On EN
and EXT, detection rates without defense were 0.00 and 0.00 for Qwen2.5-7B, 0.39 and 0.64 for Llama, and 0.21
and 0.18 for Mistral. With a defensive system-prompt instruction, they were 0.03 and 0.04, 0.88 and 0.88, and
0.59 and 0.32, respectively. XLM-R, fine-tuned again for this run (seed = 42; a different checkpoint from
Supplementary Table A4), detected 0.94-0.96 of emails on EN and UA-MT, but only 0.45-0.78 on EXT, UA-
NAZ, and UA-REAL, primarily because of V5. The parallel XLM-R v LLM scheme retained detection rates of
0.61-1.00 at the cost of false positives. All three generative models are therefore vulnerable to prompt injection,
and a simple system-prompt instruction does not eliminate the vulnerability.

Pilot evaluation on authentic Ukrainian messages. On UA-REAL (Table 9, Fig. 5), the relative
performance of the models was reversed. The LLM detected 25 of the 31 phishing messages (recall = 0.81 [0.64,
0.91]), with FPR = 7.9% [3.4%, 17.3%] and F1 = 0.820. XLM-R, the strongest individual model on the translated
datasets, detected only 15 messages (recall = 0.48 [0.32, 0.65]), with FPR = 27.0% [17.6%, 39.0%] and F1 = 0.476.
Logistic regression performed at approximately chance level (ROC-AUC = 0.487). The F1 difference between the
LLM and XLM-R was 0.343, with a 95% bootstrap Cl of [0.212, 0.495]. The LLM alone correctly classified 23
messages, whereas XLM-R alone correctly classified 1 (Holm-adjusted McNemar p < 0.001 for error rates). After
Holm correction within the common family of 25 comparisons (Supplementary Table Al), the advantages of the
LLM over XLM-R, the XLM-R — LLM cascade over XLM-R, and the LR — LLM cascade over logistic
regression remained significant. For the parallel XLM-R v LLM scheme (p = 0.176) and the XLM-R(T) — LLM
cascade (p = 0.375), no statistically significant difference in error rates relative to XLM-R was found. Across the
three XLM-R runs, its F1 on UA-REAL was 0.509 + 0.044, and the LLM's advantage over XLM-R persisted in
every run (unadjusted McNemar p < 0.001; sensitivity analysis).

False positives from XLM-R and logistic regression occurred primarily on short service notifications and
informational posts. XLM-R flagged 12 of 22 notifications and 5 of 15 posts as suspicious, but none of the mailing-
list emails; the corresponding LLM counts were 3, 1, and 1. Models fine-tuned on English emails thus interpreted
short Ukrainian messages containing a call to action (such as updating an application, checking a status, or
following a link) as an attack indicator, whereas the LLM apparently distinguished their meaning more effectively.

The channel breakdown (Supplementary Table A3) shows that the gap between the LLM and XLM-R was
substantially larger for SMS and messenger messages (18 phishing and 34 legitimate messages; F1 = 0.811 versus
0.409) than for emails (13 and 29, respectively; F1 = 0.833 versus 0.632). For emails, no statistically significant
difference in error rates was found (4 messages correctly classified only by the LLM, 1 only by XLM-R; unadjusted
McNemar p = 0.375). However, the UA-REAL classes are already partially separable by text length alone (ROC-
AUC = 0.755), so some differences between models may reflect message genre and format rather than intent alone.

Hybrid performance on UA-REAL depended on the proportion of messages escalated to the LLM. The
quantile XLM-R — LLM cascade escalated 60.6% of messages and achieved F1 = 0.793, close to the LLM's
performance; the LLM corrected 21 XLM-R errors without introducing any new ones. The XLM-R(T) — LLM
cascade escalated only 18.1% of messages and achieved F1 = 0.542. XLM-R, calibrated on the English validation
set, remained overconfident on the new data (ECE = 0.298 after scaling, compared with 0.101 for the LLM), so
most of its errors were not escalated. The parallel XLM-R v LLM scheme retained the LLM's recall (0.806) but
inherited XLM-R's false positives (FPR = 28.6%). Adversarial modifications affected UA-REAL similarly to the
other datasets: prompt injection reduced the LLM's detection rate from 0.81 to 0.16, while homoglyphs increased
XLM-R's detection rate from 0.48 to 0.94.

Table 9
Pilot evaluation on authentic Ukrainian messages in UA-REAL (n = 94)
Model Recall [95% CI] |FPR[95% CI](FP| F1 | ROC- FP by To
(TP of 31) of 63) AUC legitimate LLM
message type
TF-IDF + LR 0.45[0.29,0.62] | 58.79% [46.4,70.0] | 0.341| 0.487 18/14/5 -
(14) 37)
XLM-R 0.48[0.32,0.65] | 27.0% [17.6, 39.0] | 0.476 | 0.706 12/5/0 -
(15) 17
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Model Recall [95% CI] |FPR [95% CI] (FP| F1 | ROC- FP by To
(TP of 31) of 63) AUC legitimate LLM
message type
Qwen2.5-7B (prompt- | 0.81[0.64,0.91] | 7.9% [3.4,17.3] (5) | 0.820 | 0.918 3/1/1 -
based) (25)
Cascade LR — LLM | 0.81[0.64,0.91] |7.9% [3.4,17.3](5)|0.820 | 0.916 3/1/1 97.9%
(25)

Cascade XLM-R — 0.74[0.57,0.86] | 6.3% [2.5, 15.2] (4) | 0.793 | 0.889 3/1/0 60.6%
LLM (23)
Cascade XLM-R(T) 0.52[0.35,0.68] | 19.0% [11.2,30.4] | 0.542 | 0.769 9/3/0 18.1%
— LLM (16) (12)
Parallel XLM-R v 0.81[0.64,0.91] | 28.6% [18.9, 40.7] | 0.676 | 0.891 12/5/1 -
LLM (25) (18)

Note: Cl denotes a Wilson confidence interval (percentages for FPR); "To LLM" is the proportion of messages
escalated to the LLM in cascade schemes. "FP by legitimate message type" gives false positive counts for service
notifications (22) / informational posts (15) / mailing-list emails (26). XLM-R results refer to the main run (seed
= 42); mean F1 across three runs was 0.509 £ 0.044.

Source: calculated by the authors from the experimental results

The conclusion that the LLM outperformed XLM-R on UA-REAL remained unchanged under alternative
labels (sensitivity analysis). Using each independent annotator's labels instead of source-based labels, restricting
the analysis to messages on which the annotators agreed, or using the majority label among the three yielded F1
scores of 0.667—0.800 for the LLM and 0.364-0.407 for XLM-R. The difference in error rates remained significant
(unadjusted McNemar p < 0.002).

The conclusion that fine-tuned XLM-R performs better therefore holds for emails close to the training
distribution and their translations but does not necessarily transfer to authentic Ukrainian messages from other
genres and channels. The LLM without fine-tuning performed substantially better on SMS and messenger
messages, while the gap was smaller for emails. Because the dataset is small, phishing and legitimate messages
come from different sources and genres (median lengths of 487 and 137 characters), and public warnings may
have been included in the LLM's training data, these pilot results require validation on a larger corpus.

Illustrative email analysis. These patterns can be illustrated using two UA-NAZ emails: a machine
translation of a phishing email from Nazario (Email 1) and a legitimate business email from Enron (Email 2). Their
opening excerpts, as received by the models, are reproduced below, followed by English translations:

Email 1 (Ukrainian model input): «Report- email-Quota Restriction. Peqakrop HTML — Webmail

Webmail Bamia momroBa ckprHbKa MepeBUIIAa 0OMEKEHHS Ha IMOLITOBY CKPUHBKY. Y Bac Ha

xmapi Oyino 3i0paHo suctu {17}, siki O4iKyIOTh Ha Ballle TiITBEPPKEHHS T0CTaBKH. Mu 3BepTaeMo

yBary Ha Te, 110 L€ 3p06I/ITB IIOB1JOMJIEHHS HENPUJIATHUMU Ul PO3MOBCIOAKEHH:. [lonaronp 1o

npobiemy [...]» English translation: "Report- email-Quota Restriction. HTML editor — Webmail

Webmail Your mailbox has exceeded the mailbox limit. Emails {17} have been collected in your

cloud and are awaiting your delivery confirmation. We draw attention to the fact that this will make

the messages unsuitable for distribution. Fix this problem [...]"

Email 2 (Ukrainian model input): «3 Teka. SIkmo mu B3araii 3MOKeMO MPOAATH, TO, HMOBIPHO,

noxomu OyayTh menimumu, Hixk 100 k. [...] mepecnpsimoBano 6aradowm [...]» English translation: "3

folder. If we can sell at all, the proceeds will probably be less than 100 k. [...] redirected by a rich

man [...]"
Table 10
Positive-class scores for the example emails (UA-NAZ)
Model Email 1 (phishing) Email 2 (legitimate)
TF-IDF + LR 0.7181 0.0015
XLM-R 0.9993 0.0001
Qwen2.5-7B (prompt-based) 0.9466 0.8520
Cascade XLM-R - LLM 0.9993 0.0001
Cascade XLM-R(T) —» LLM 0.9876 0.0043
Parallel XLM-RV LLM 0.9993 0.8520

Note: an email is classified as positive if its score is at least 0.5.
Source: calculated by the authors from the experimental results
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As Table 10 shows, all three baseline models correctly classified Email 1 as positive (p = 0.718, 0.9993,
and 0.947). The LLM's explanation, obtained through a separate query, identified relevant indicators: a fabricated
pretext (exceeding mailbox capacity) and a call to action.

Email 2 is ordinary business correspondence, but corpus preprocessing and machine translation introduced
fragments of forwarding markup, mixed languages, and poorly translated proper names. XLM-R and logistic
regression assessed it as legitimate (p = 0.0001 and 0.0015), whereas the LLM classified it as unwanted (p = 0.852)
and provided the following explanation (translated into English):

"This email is spam. Indicators include the informal writing style, a nonstandard date and time

format, and unexpected terms and abbreviations (for example, ‘tec’, ‘enron’, and ‘reporror’) that are

unrelated to actual commercial or financial terms."

These indicators (informal style, a nonstandard date format, and unfamiliar abbreviations) result from text
processing and translation rather than the sender's intent. This illustrates one possible mechanism behind the
increase in LLM false positives on translated datasets. The same email also shows the difference between hybrid
schemes: XLM-R was confident, so the cascade did not escalate it to the LLM and retained the correct decision,
whereas the parallel scheme inherited the LLM's false positive.

Discussion. Among the neural models studied, fine-tuned XLM-R offered a favorable balance between
performance and cost. On English data, it performed as well as the faster logistic regression model, while on the
translated datasets it preserved performance better than the other individual models. However, on authentic
Ukrainian messages, the LLM without fine-tuning performed better, particularly on SMS and messenger messages.
The advantage of the fine-tuned model is therefore limited by the similarity of the data to the training distribution.
On English and translated datasets, no hybrid scheme had a significantly lower error rate than XLM-R. Significant
advantages occurred only relative to a weaker first model (the LR — LLM cascade on UA-NAZ) and on UA-
REAL. The benefit of an LLM within a hybrid scheme thus depends on the data distribution, routing method, and
acceptable false positive rate. These findings are consistent with [12], which reports an advantage of fine-tuning
over prompt-based classification. The LLM's higher ECE on English data is also consistent with the discrepancy
between accuracy and uncertainty estimation described in [15].

These findings suggest a principle of asymmetric trust in the components of a hybrid system, closely related
to cascade classifiers and selective prediction with abstention. The contribution of this study lies in evaluating this
principle for LLMs under prompt injection and distribution shift, rather than in the scheme itself. A fast fine-tuned
model makes the final decision for most emails, while a generative model either receives only emails for which
the first model is uncertain (cascade) or can only add an alert (parallel scheme, when missing an attack is
substantially more costly than a false alarm). The encoder and logistic regression do not follow instructions,
whereas the LLM is more robust to dilution with legitimate text, to which compact models were vulnerable, as
also observed in [14]. For a cascade, the actual escalation rate is decisive: the quantile threshold selected to escalate
15% of validation emails escalated up to 61% on new data and thus inherited the LLM's prompt injection
vulnerability. An absolute threshold on calibrated scores remains effective only while the first model retains
calibration. Under a change in genre or channel (UA-REAL), its confident errors are not escalated to the LLM.
Routing may therefore also need to account for indicators of distribution shift, such as channel, length, and message
format; this hypothesis was not tested.

In pilot runs, the LLM's classification decision sometimes contradicted its explanation obtained through a
separate query. The examples above are consistent, but this issue was not evaluated systematically. Obtaining
reasoning and a label within a single query is a promising direction, although the consistency and usefulness of
such explanations also require separate evaluation.

Practical interpretation. The positive-class prevalence in the test set (approximately 40%) is substantially
higher than in real email traffic, so precision in the tables overestimates that expected in practice. For a malicious-
email prevalence of 7, precision can be recalculated using the same recall and FPR:

m-Recall
PPV = m-Recall + (1 — 7)-FPR’ Q)

where = is the proportion of malicious emails in the traffic. The calculation assumes that recall and FPR remain
unchanged in the new environment; it is therefore a scenario analysis rather than field validation. At © = 1%,
precision would be 0.54 for logistic regression, 0.40 for XLM-R, 0.23 for the LLM, and 0.20 for the parallel XLM-
R v LLM scheme. At n = 5%, the corresponding values would be 0.86, 0.77, 0.60, and 0.57. Selecting a decision
threshold on the validation set to keep its FPR at or below 1% yielded the following results on EN: recall of 0.90
at an FPR of 0.3% for logistic regression; 0.96 at 0.8% for XLM-R; 0.63 at 1.3% for the LLM; and 0.77 at 1.2%
for the parallel XLM-R v LLM scheme. With approximately 600 legitimate emails, an FPR near 1% is estimated
with appreciable uncertainty. The same threshold did not transfer to other datasets: XLM-R's FPR at this threshold
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was 10.7% on UA-NAZ and 20.6% on UA-REAL. Thresholds should therefore be selected using data from the
target environment. At realistic attack prevalence, even the strongest models require analyst verification of alerts.
A parallel scheme is justified only where missed attacks are unacceptable and sufficient resources are available to
investigate substantially more false alarms.

Study limitations. First, the data: the positive class in the main dataset combines phishing, fraud, and spam
without independent expert annotation. The narrow task of phishing detection is represented only by the small
EXT and UA-NAZ datasets, where phishing and legitimate emails come from different corpora (Nazario and
Enron), so models may partly distinguish source rather than intent. The main dataset's texts also contain
preprocessing artifacts. Second, the main Ukrainian-language datasets are machine translations, and the
contribution of translation artifacts to LLM false positives was not isolated. Third, UA-REAL is small, its classes
come from different sources and genres, source-based labels agree only moderately with one of the two annotators,
and public warnings may have been included in the LLM's training data. Conclusions concerning the Ukrainian
email environment are therefore preliminary. Fourth, the main generative model is Qwen2.5-7B-Instruct, using 4-
bit quantization, inputs of up to 1200 characters, an untuned threshold of 0.5, and a single prompt, without fine-
tuning or few-shot examples. XLM-R was fine-tuned in only three runs. Llama-3.1-8B-Instruct and Mistral-7B-
Instruct-v0.3 were evaluated only with the same prompt and threshold, so their results characterize prompt transfer
rather than the best achievable performance. Fifth, the experiment ran in cloud environments (Google Colab and
Kaggle). It demonstrates classification without calls to an LLM provider's API but does not simulate deployment
within an organization's infrastructure or guarantee confidentiality. Sixth, the adversarial modifications are simple.
Prompt injection was evaluated using five predefined formulations without optimization against a specific model;
the only defense evaluated was a system-prompt instruction. FPR under attack was estimated on a limited number
of legitimate emails and, for XLM-R, on separately fine-tuned models using the same seed.

CONCLUSIONS AND FUTURE RESEARCH

Phishing remains one of the most common cyberattack methods in Ukraine. According to CERT-UA, the
number of phishing incidents handled in 2025 more than doubled compared with 2024 [2]. LLMs have changed
this field as tools for both attack and defense, requiring an informed choice of detection architecture. The following
results address the study objectives.

Six architectural approaches to LLM-based phishing detection were organized into three groups according
to model use: task adaptation (prompt-based classification, fine-tuning, and small language models), extended
analysis (multimodal and multi-agent architectures), and hybrid solutions incorporating classical machine learning.
This classification supports the selection of an approach according to available training data, computational
resources, and confidentiality requirements.

The comparison showed that no approach dominates across all criteria. In the studies analyzed, approaches
offering higher accuracy and explainability required more computational resources. In our experiment, the
generative model required substantially more processing time without achieving higher performance on English
and translated data. Confidentiality depends primarily on deployment and data protection. The studies reviewed in
[6], [7], and [11] indicate that LLMs offer advantages over classical machine learning in semantic content analysis
and explainability, but require substantially more computational resources.

Six major limitations of LLM-based detectors were summarized (adversarial attacks, confidence
calibration, computational cost, data confidentiality, dual use, and prompt injection) together with possible
mitigation strategies. These limitations support using LLMs as components of a multilayer defense system
alongside classical classifiers and analyst oversight.

The experimental comparison, using a group-based split that kept near-duplicates together, showed that
logistic regression and fine-tuned XLM-R achieved higher F1 scores on the English test set (0.970 and 0.969) than
prompt-based Qwen2.5-7B-Instruct (0.849; exploratory estimate). XLM-R's processing time was approximately
71 times shorter than the LLM's (T4 GPU, batch processing). On machine-translated datasets, XLM-R retained F1
scores of 0.960 and 0.889, while the LLM achieved the highest recall on translated phishing emails (0.940) at an
FPR of 29.3%. On the pilot dataset of authentic Ukrainian messages, the ranking was reversed: the LLM achieved
F1 = 0.820, compared with 0.476 for XLM-R (0.509 averaged across three runs), primarily because of SMS and
messenger messages (F1 = 0.811 versus 0.409). No statistically significant difference in error rates was found for
emails. The small dataset and genre differences between classes make this a pilot result. Llama-3.1-8B-Instruct
and Mistral-7B-Instruct-v0.3 produced FPRs of 43-100% with the same prompt and threshold, indicating that
prompts and thresholds should be selected separately for each generative model.

On English and translated datasets, no hybrid scheme had a significantly lower error rate than XLM-R. The
quantile XLM-R — LLM cascade reduced F1 on English data, whereas the cascade with an absolute threshold on
calibrated scores escalated only 1-12% of emails and achieved F1 scores close to those of XLM-R. On authentic
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Ukrainian messages, however, it inherited errors from overconfident XLM-R (F1 = 0.542). On UA-REAL, the
quantile cascade had significantly lower error rates than XLM-R in each of its three runs. Prompt injection reduced
the LLM's detection rate to 0.00-0.27 while affecting XLM-R much less. Taking the worst outcome for each email
across five predefined injection formulations also revealed vulnerabilities in Llama and Mistral (detection rates of
0.18-0.64 on English datasets). A simple system-prompt instruction mitigated the vulnerability only partially.
After legitimate-text augmentation, the parallel XLM-R v LLM scheme retained detection rates of 0.77-0.85,
compared with 0.12-0.58 for XLM-R, but increased FPR to 18—-35% on the translated datasets.

Under the specified experimental conditions, fine-tuned multilingual XLM-R offered a favorable balance
of performance and cost among neural models on emails close to the training distribution and their translations.
On English data, logistic regression provided comparable performance with shorter processing time. XLM-R is
therefore a suitable candidate for the primary classifier, particularly where cross-lingual transfer matters. The pilot
evaluation on authentic Ukrainian messages motivates the hypothesis that an LLM may be more suitable as the
primary classifier for SMS and messenger messages until models are fine-tuned on Ukrainian-language data. This
hypothesis requires validation on a larger corpus while accounting for prompt injection vulnerabilities. As a second
line of analysis, a compact generative model executed without an external provider's APl did not improve
performance on English and translated data. However, in a parallel scheme it improved robustness to dilution with
legitimate text at the cost of false positives, while a cascade with an absolute uncertainty threshold allowed its use
on only a small proportion of emails. The choice between cascade and parallel schemes depends on workload and
the acceptable false positive rate. Multimodal and multi-agent architectures are suitable candidates for complex
and borderline cases that require an explainable decision.

Directions for future research.

The analysis and experiment identify the following promising directions: (1) lightweight language models
deployed within corporate infrastructure without transmitting data to external services; (2) open multilingual
datasets, including Ukrainian-language phishing and legitimate messages; (3) standardized procedures for
evaluating detector robustness to adversarial attacks; (4) continual fine-tuning to adapt to new attacker tactics; and
(5) reliable confidence calibration for integrating automated decisions into cybersecurity analysts' workflows.

For the Ukrainian-language information environment, a priority is an open corpus of emails originally
written in Ukrainian, independently annotated by two experts using the categories phishing, other fraud, spam, and
legitimate email. The experimental results also motivate evaluation of a mode in which the LLM produces
reasoning before its decision; investigation of optimized rather than only predefined prompt injections on an
isolated testbed; model-specific prompt and threshold selection on a validation set; and comparison of cascade
routing methods (calibrated thresholds, model disagreement, and abstention from automated decisions) under the
same false positive budget.

Use of generative artificial intelligence. During manuscript preparation (September—October 2026), the
authors used Claude (Anthropic, claude.ai; Claude Opus 5.5 in the final sessions; model versions were not retained
for earlier sessions) to edit and shorten the article, write and debug experimental code (the repository notebook
and scripts, including adversarial modifications and injection formulations), check bibliographic records, and
conduct preliminary manuscript reviews. All numerical results were obtained by executing code on GPUs, and
supplementary tables were regenerated from saved predictions using scripts. The authors checked the code by
running it and reproducing the main results in another environment, cross-checked numerical values in the text
against repository result files, and verified bibliographic records against original sources. The authors take full
responsibility for the manuscript's content. The English-language version was prepared with the assistance of
OpenAl ChatGPT via Codex in October 2026.

Conflicts of interest and funding. The authors declare no conflicts of interest. The study received no
external funding.

Data and code availability. The datasets used are publicly available [23], [24], [26]. Experimental code,
the data-split manifest with email hashes, full prompts, model predictions, run logs, and UA-REAL metadata
(source, date, channel, label, and text hash) are archived on Zenodo as a reproducibility package:
https://doi.org/10.5281/zen0d0.23335325.  Supplement A is archived separately on  Zenodo:
https://doi.org/10.5281/zen0d0.23326929. It contains Tables Al, 25 pairwise comparisons; A2, adversarial
modifications; A3, UA-REAL by channel; A4, adversarial modifications using a single XLM-R checkpoint; A5,
additional generative models; and A6, adaptive prompt injections. These tables are also provided as a
supplementary file to the article. Scripts in the reproducibility package reproduce these tables and the group
bootstrap from saved predictions. UA-REAL message texts are not redistributed; they can be retrieved through
links to the original sources. Enron is a publicly released corpus of business correspondence. Only short excerpts
from emails in public corpora are quoted in this article.
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APXITEKTYPHI IIJIXO/H 10 3ACTOCYBAHHA MOBHUX MO/IEJIEM JJ1s1 BUSABJIEHHS
OIINHIOBUX I HEBA’KAHUX EJIEKTPOHHUX JIMCTIB

AHoranis. QiNMHr 3aIMIIAETHCS OJHUAM 13 HAMMOMIMPEHIIIUX BEKTOpiB Kibeparak: y 2025 p.
CERT-UA onpaitoBaia BiBi4i Oiyibliie (GilIMHroBUX 1HIKAEHTIB, HiX y 2024 p. MeToro crarTi €
CHCTeMaTH3allisl apXITeKTYpHUX IMiIXOMIB /IO 3aCTOCYBaHHS MOBHHUX MOJIEJIEH Ui BUSIBIICHHS
(bIMHrOBUX 1 HeOaKAHUX JIUCTIB Ta EKCIIEPUMEHTAJIbHE MOPIBHSIHHS KOHKPETHUX MOJZEJIeH 1 cxeM
mapuipyruzanii. [ligxoan xnacudikoBaHo 3a crocoOOM BHKOPUCTAHHS MOJENI: ajanTamis JIo
3ajayi, pO3UIMPEeHHH aHami3 1 TiOpUaHI pillleHHS 3 KIaCMYHUM MAIIMHHMM HaBYaHHsAM. B
eKcriepuMeHTi Ha 17 479 aHIIOMOBHHUX JIMCTaX 13 IPYHOBUM IOJLIOM 32 ONM3bKUMHU JTyONiKaTaMmu
MOPIBHSIHO JIOTiCTUUHY perpecito Ha o3Hakax TF-IDF, nonaBueny XLM-RoBERTa (tpu 3amycku),
Qwen2.5-7B-Instruct y pexxumi knacudikariii 3a mpoMnToM, BUKoHyBaHy 0e3 API 30BHILIHBOTO
MpoBaiiiepa, a TAKOX KacKaJiH1 i mapasenbHi riOpuIHI CXeMHU; IePEeHECeHHs TIEPEeBIPEHO Ha KOPITyCi
Nazario + Enron, 1BoX MalIMHHO MEPEeKIaCHUX YKPAiHChKOIO BUOIpKax i MUIOTHIN BHOipI 3 94
peabHUX YKpaiHOMOBHUX MOBigomiieHb. Ha aHTIIOMOBHOMY TecTi JorictiuuHa perpecis i XLM-R
mamu F1 0,970 1 0,969, a BMM — 0,849 (omiHka qociigHAIIBKA Yepe3 MOMepeIHii J00ip IpOMIITY),
npuyoMy 00poOka B Hill TpuBana npubmm3ao y 71 pa3 mopmre, Hix y XLM-R (GPU T4, nakerHa
obpobOka). Ha mepexnanenux Bubipkax XLM-R 36eperna F1 0,960 i 0,889, a yactka xuOHHX
crpamroBadb BMM csrana 29,3%. Ha peanbanx ykpaiHOMOBHHX NoBifomieHHsX BMM wmana F1
0,820 mpotu 0,509 y XLM-R (cepenHe TppoX 3amycKiB), Hacammepen Ha SMS 1 OBITOMJICHHAX y
MeceHpKepax. Kackas 3 abCOMOTHIM MOPOroM HeBIeBHEHOCTI kKamiOpoBaHoi XLM-R mepenasar
10 BMM 1-12% nucris 3a F1, 6mu3skoro mo XLM-R, Ha aHTTIOMOBHUX 1 IEpEKIIaIeHAX JaHUX, aJie
Ha pealbHUX IOBIIOMIICHHAX OimpmricTs momMmiok XLM-R nmo BMM ne morpammma. [H'exmis
IHCTpYKIii B TEKCT JMCTa MaibKe TOBHICTIO HeHTpamizyBamra BMM, a mpocra Bka3iBka B
CHCTEMHOMY TIPOMITI 1[0 BPA3JIMBICTh 3MEHIIIMIIA JIUIIIE YacTKOBO. JlonaTkoBo omineni Llama-3.1-
8B-Instruct i Mistral-7B-Instruct-v0.3 3 THM caMuUM TPOMIITOM i MOPOrOM MaJIX HAJAMIPHY YacTKY
XHOHHX CIpaIlOBaHb, TOOTO IPOMIIT O€3 HANAIITYBaHHS HE TEPEHOCUTHCS MK MoaesiMu. Bubipka
peaNbHHUX IIOBiZJOMJICHb HEBEJMKa, a il KJAacH BiIPI3HSIOTHCSA YKAHPOM, TOMY BHCHOBKH IIOAO
YKpailHOMOBHHX IOBiJIOMJICHb € TOIEPEIHIMH.

Koarouosi cioBa: QimmHr; BusBICHHS (QIIIMHIOBHX €IEKTPOHHHX JIMCTIB; BEJMKI MOBHI MOJENI;

Majgi MOBHI Mojemi; kibepOe3meka; MalIWHHE HaBYaHHS, TiOpWAHI CHUCTEMH BUSBJICHHS,
KaJiOpyBaHHS; 3MarajibHi aTakw; yKpaiHOMOBHI JlaHi.
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