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A USAGE-AWARE METHOD FOR REPAIRING PRIVILEGE ESCALATION PATHS IN AWS
IDENTITY AND ACCESS MANAGEMENT

Abstract. Misconfigured identity policies in Amazon Web Services (AWS) let a low-privileged user
or role obtain administrator rights through chains of individually harmless permissions such as
iam:PassRole or iam:CreateAccessKey. Existing repair methods choose the fix by the number of
policy changes, so a “minimal” repair can break deployments, service roles and people who use the
permission for legitimate work. This paper proposes a usage-aware method for repairing privilege
escalation paths in AWS Identity and Access Management (IAM). The account is modeled as a
permission graph with monotone escalation rules, and usage evidence from access logs defines
operational impact as the weighted number of observed (principal, action, resource) uses that a repair
would break. Repair is solved as an exact counterexample-guided CP-SAT optimization that either
minimizes impact under full safety or maximizes removed risk under a change budget; under stated
monotonicity assumptions the result is optimal within the repair vocabulary. On 50 synthetic
organizations the method removed all escalations while breaking 78% fewer legitimate uses than a
minimum-size repair (32 versus 144; Wilcoxon test, p < 107°), at the cost of a median of 6.5 instead
of 3 edited policy statements. Hiding iam:PassRole from the evidence, as AWS last-accessed data
does, raised impact from 1.21 to 2.18, and a conservative prior for unobservable actions brought it
back to 1.21. With four changes the budgeted variant removed 96.7% of escalation risk. On a public
export of the IAM Vulnerable account the model detected 50 of 58 in-scope escalation scenarios,
and usage-aware repair reduced impact by 65.7% relative to a minimum-size repair.

Keywords: cloud security; AWS IAM; privilege escalation; least privilege; access control repair;
MaxSAT; constraint programming; usage logs.

INTRODUCTION

In AWS every API call is authorized against identity policies attached to users, groups and roles, and against
resource policies such as role trust policies. Large accounts accumulate thousands of such statements, written by
different teams over years, and some of them are dangerous in combination. A developer group that may create
access keys “for service users” can, if the resource is a wildcard, create a key for an administrator. A deployment
role that may pass “its” execution role to AWS Lambda can pass an administrator role instead and run code with
that role’s rights. The 2019 Capital One breach, in which a role reachable from a compromised compute instance
exposed personal data of about 100 million credit card customers and applicants, shows how far one role can reach
[1, 2]. Rhino Security Labs documented 21 escalation methods in 2018 [3], and later catalogs add more [4].

Several tools detect such paths. PMapper builds a graph of which principal can act as which [5]; a model
checker [6] and a hybrid fixed-point and learning analysis [7] search multi-step attacks. Repair has received less
attention. The two closest systems are IAM-Deescalate [8], which adds explicit deny statements to each risky
principal, and IAMPERE [2], which encodes repair as MaxSAT over a permission flow graph and finds an
approximately minimum patch. Both count changes; neither looks at whether the permission being revoked is in
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Broad grants usually cover a narrow legitimate use. A CI role passes its own application role to Lambda
every day and never the administrator role; three developers create keys only for their team’s service user. A repair
that deletes the grant closes the path and stops the pipeline, which is probably one reason why reported grants are
often left in place. AWS provides data that could avoid such breakage, namely last-accessed information and
CloudTrail logs [9], but we found no repair method that uses it to choose between alternative cuts of an escalation
path.

Purpose of the article and contributions. The aim of this study is to reduce the operational damage caused
by repairing privilege escalation in AWS 1AM, without weakening the security guarantee, by making the repair
objective depend on observed permission usage. To reach this aim we:

1. define a permission model of an AWS account with monotone escalation rules, a witness-based safety
check and a repair vocabulary that includes grant removal, membership and trust edits and principal-scoped
deny statements;

2. define operational impact through legitimate routes of observed (principal, action, resource) usage pairs,
including actions that AWS does not record,;

3. formulate two exact problems, usage-aware safe repair and budgeted risk reduction, and solve them with
a counterexample-guided CP-SAT procedure whose result is optimal within the vocabulary under stated
assumptions;

4. evaluate the method on synthetic organizations (full repair, sensitivity to evidence and to the usage model,
change budget, scaling to about 1,000 principals) and on a public export of the IAM Vulnerable account.

Object, subject, novelty and practical significance. The object of the research is access control in public
cloud infrastructure; the subject is methods for repairing privilege escalation paths in AWS IAM. The scientific
novelty lies in (a) a repair objective that counts broken legitimate usage instead of edited permissions, with an
exact linear encoding through route sets, and (b) a budgeted variant that trades residual escalation risk against
impact, adapted from minimum-cost network hardening to identity graphs. In practice, a security team can close
every path found in a snapshot of the account, keep the permissions that people and pipelines actually use, and
decide how many changes fit into one change window.

ANALYSIS OF RECENT RESEARCH AND PUBLICATIONS

Escalation catalogs and detection. Gietzen’s catalog [3], the IAM Vulnerable test account by Bishop Fox
[10] and Datadog’s pathfinding.cloud library [4] are the usual references for AWS escalation methods. PMapper
builds a principal graph whose edges mean “can act as” [5], TAC models permission flows and provides the
IAMVulGen generator of synthetic misconfigurations [7], and Shevrin and Margalit encode multi-step 1AM
attacks for a model checker [6]. Liu et al. show that permission chaining is also a risk inside serverless applications
[11], and agent-based pipelines flag device misconfigurations in enterprise networks [12]. All of them stop at
detection and leave the choice of fix to the operator.

Formal reasoning about AWS policies. The Zelkova engine translates policies into SMT and answers
questions such as “can anyone outside the account read this bucket” [13]; Block Public Access builds on it [14].
D’Antoni et al. use access logs to reduce the privileges that a single policy grants [15]. Eiers et al. propose
quantitative repair of cloud access control policies [16], Restricter tightens policies automatically [17], and
CloudFix uses language models to propose repairs [18]. These approaches reason about one policy or one resource
at a time, whereas escalation is a property of the whole graph: the dangerous combination often spans a group
policy, a trust policy and a role policy.

Least privilege from usage. Sanders and Yue generated cloud policies from audit logs and measured over-
privilege [19, 20]. Vaidya et al. introduced migration to an optimal RBAC configuration with minimal perturbation
of existing assignments [21], which is close in spirit to our impact measure. These methods do not reason about
escalation paths.

Repair of escalation paths. IAM-Deescalate builds the PMapper graph and, for each edge from a non-
administrator to an administrator, denies on the source principal the smallest set of permissions that breaks it; it
remediated 24 of the 31 IAM Vulnerable techniques, and users have to review the plan because the denies may
affect workloads [8]. IAMPERE [2] encodes repair as MaxSAT over a reduced permission flow graph with unit
weights, so the solver minimizes patch size, and a graph neural network proposes an intermediate patch that the
solver refines. On 1,000 synthetic configurations IAMPERE repaired 57.6% within 600 s against 21.6% for IAM-
Deescalate [2].

Hardening of attack graphs. Attack graphs [22] underlie minimum-cost network hardening, which
removes initial conditions so that a goal becomes unreachable [23, 24]. Guo et al. study budgeted edge blocking
in Active Directory attack graphs [25], and Abdulraheem et al. optimize Kubernetes RBAC with risk weights and
a budget [26]. In this journal, recent work has addressed adaptive context-based access control [27], zero-trust
compliance in enterprise networks [28], Al-assisted incident monitoring and response on open-source tools [29]

use.
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and threat modeling of offline mesh messaging applications [30]; none of them treats cloud identity graphs.
Table 1 compares the closest approaches with the method proposed here.

Table 1
Comparison with the closest approaches to escalation repair and privilege reduction
Network
IAM-Deescalate D’Antoni et | hardening [23,
Criterion [8] IAMPERE [2] al. [15] 25] This work
Object AWS principals AWS IAM One access Attack graph AWS IAM
permission flow | policy permission graph
graph
Escalation | Yes (PMapper Yes, transitive No Yes (generic) Yes, transitive
paths edges)
Repair Deny on principal | Revoke Tighten Remove Revoke grant,
operations assignment or statements conditions or membership or
flow edges trust; deny on
principal
Objective Fewest denied Minimum patch | Allow only Minimum cost | Minimum broken
permissions per size observed legitimate usage
escalation edge requests
Usage No No Yes (logs) No Yes (last accessed,
evidence CloudTrail, prior)
Change No No No Yes [25] Yes
budget
Optimality | Per edge Approximate Per policy Exact or Exact within
(GNN and approximate vocabulary
MaxSAT)

Gap. Escalation repair has so far been optimized for patch size or for local minimality per edge, and usage-
based tightening has been applied to single policies. What is missing is a method that removes every escalation
path in the account graph while minimizing the legitimate usage it breaks, that handles actions for which AWS
provides no usage data, and that can stop at a change budget with a known residual risk.

THEORETICAL FOUNDATIONS OF THE STUDY

Threat model. One principal of a single AWS account, a user or a role, is compromised at a time, as in
PMapper [5], and the attacker can call every APl it is allowed to call. The goal is a target privilege the principal
does not hold: administrator equivalence, meaning the ability to write an arbitrary policy to a principal the attacker
controls, or a sensitive data privilege such as s3:GetObject on a specific bucket. Out of scope are permission
boundaries, service control policies, condition keys, NotResource statements, resource policies other than trust
policies, cross-account access and data-plane techniques that rely on existing resources.

Permission model. A configuration is

¢ =(U,G,R,S 1,D,MT), 1)

where U, G and R are users, groups and roles; S are service principals such as lambda.amazonaws.com; I1
is the set of privileges m = (a, p) with an action pattern a and a resource pattern p; D € (UU G U R) X IT are
direct grants obtained by flattening inline and managed policies to statements; M € U X G are group memberships;
and T € R x (UUR US U {x}) are trust relations, = denoting trust to the account root. Explicit deny statements
already present in identity policies are kept as a separate set and evaluated first.

The effective privileges of a user combine its own grants and those of its groups, while a role holds only its
own:

eff(e) =D(e) U{m € D(g9):(e,g) E M}, e€U; eff(r) =D(r), r€R. )
A repair changes a set x of elements from the vocabulary

X=DUMUTUY, 3)
where removing an element of D, M or T deletes a grant, a membership or a trust entry, and choosing an

690



K| B E pB E3 |_] E KA OCBITa, Hayka, TexHiKa Ne 3 (35), 2026

CYBERSECURITY: Crenianpauii Bumyck ISSN 2663 — 4023
J EDUCATION, SCIENCE, TECHNIQUE . .
Special issue

element y = (e, a, p) € Y adds a deny statement for action a on resource p to principal e. The deny vocabulary
contains the concrete resources that occur in escalation witnesses and the wildcard p =* for each such action.
Grants of the form (*,*) and blanket denies of all actions are protected and never chosen.

Escalation rules. Starting from a compromised principal u, the set Ctrl(u) of entities whose privileges the
attacker can exercise and the flag Full(u) are the least fixed point of the following rules, where eff(Ctrl) is the
union of the effective privileges of controlled principals:

reCurleee CrlA[(r,e) €T Vv ((r,%) € T A(sts: AssumeRole, ) € eff(e))], (@)
v € Ctrl & (a,v) € eff(Ctrl), a € Aireqr 5)

r € Ctrl & (iam: PassRole, 1) € eff(Ctrl) A (1,s) €T A Lg € eff(Ctrl), (6)

Full =3y € Ctrl, a € A, (¥): (a,y) € eff(Ctrl). )

Rule (4), R1, is role assumption; a same-account principal named in a trust policy needs no identity grant,
whereas trust to the account root does need one [31]. Rule (5), R2, is credential takeover with A eq =
{iam:CreateAccessKey, iam:CreateLoginProfile, iam:UpdateLoginProfile}. Rule (6), R5, is passing a role to a
compute service s that the role trusts; L, is a set of launch actions for that service, for example
lambda:CreateFunction with lambda:InvokeFunction, and launch actions are counted only when granted on all
resources. Rule (7), R6, is writing a policy to a controlled entity y with an action from A, (y) (Put, Attach,
CreatePolicyVersion or SetDefaultPolicyVersion for the type of y); for the two version actions the privilege may
also name a customer-managed policy attached to y. Two further rules complete the set: R3, trust rewriting, gives
control of r when the attacker holds iam:UpdateAssumeRolePolicy and sts: AssumeRole on r; R4, group joining,
gives the privileges of g when the attacker holds iam: AddUserToGroup on g and controls some user. Groups of a
controlled user count as controlled, so writing to one’s own group is covered by (7), and controlling a principal
that already holds (*,*) sets Full directly, which is a special case of (7).

The privileges reachable from u and the escalations are

11, Full(w), , )
Priv(u) = {eff(Ctrl(u)), othe(rvaise, Esc(C") = {(u, 0): 0 € Priv,(u) \ eff;(w)}, (8)
for u in the candidate set U, (all users and roles that are not administrators and not service-linked) and 6 in
the target set @ with risk weights wy. Here C' = C \ x is a repaired configuration, and the legitimate holdings
eff; (u) are always taken from the original configuration C, so that removing a principal’s own grant of a target
does not turn its later re-acquisition into a different kind of fact. A configuration is safe when Esc = @.
Witnesses and monotonicity. When the closure derives a fact it records a support set, the elements whose
presence the derivation used, including for every exercised privilege the deny element that would block it. For an
escalation (u, 8) the support of the final fact is a witness W < X: in the configuration restricted to W the escalation
still occurs. Deleting elements one by one and re-checking reduces W to an irreducible witness. The method rests
on two assumptions: (Al) pre-existing deny statements are not attached to groups, so that removing a membership
never removes a deny; (A2) legitimate holdings are judged on the original configuration, as in (8). Under Al and
A2 every rule only adds facts when elements are present, the closure is monotone, and

C\xissafe = xNW # @ for every witness W. 9)

If some witness were left untouched, its derivation would still be available in C \ x, because removing other
elements cannot disable a monotone derivation. Both assumptions hold in all configurations used in this paper; the
IAM Vulnerable export has deny statements on six principals and none on groups.

Usage and operational impact. Usage evidence is a set P of pairs p = (e, a, p) with counts c,, observed
over a window, for example 90 days of last-accessed data or CloudTrail events. Assumption of a role by a user or
by a service is also a pair. Each pair receives the weight

w, =1+In(1+cy), (10)

so that frequent use counts more without letting a single busy pipeline dominate. A route of p is a set of
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elements that legitimately provides it: a direct grant; a membership together with the group grant; a trust entry,
possibly with the identity grant for sts:AssumeRole; and for privileges of a role, additionally one of the observed
routes by which the role is entered (the product is capped at 64 routes per pair, which can only overstate impact
and was not reached on the real export). Let Rt(p) be the set of routes. A repair breaks p when it adds a deny that
covers p or hits every route:

b,(x) =1 (3y€xnY:ycoversp) V Vr € Rt(p):r Nx # @. (11)
The operational impact of a repair is
I(x) = ZpeP Wp bp(x)' (12)

AWS last-accessed information does not record iam:PassRole and covers management events only [9]. For
such actions the method can add a conservative prior: every held but unobserved grant of an unobservable action
gets a pseudo pair with a small count (three in our experiments), which protects the grant from deletion but not
from a narrow deny on a resource that was never used.

Problem P1, usage-aware safe repair. Given the set W of witnesses,

x* = argmi}r{u I(x)+¢€lx] st. xNnW =0 VIWEeW, (13)
pa=

where £ > 0 prices each change. Since the smallest pair weightis 1 + In2 = 1.69, with ¢ = 0.01 the solver
accepts up to about 169 extra changes to avoid one broken use; larger € moves the solution toward small patches.
The objective of IAMPERE [2] is min|x| under the same constraints; we also use its lexicographic refinement,
minimum size first and minimum impact second (MinSize-Lex), to separate the effect of usage from tie-breaking.
Problem P2, budgeted risk reduction. When a change window allows at most B operations,

max X9y W Sup — KI(X) = V(x| st |x| B, sy <[xNW| YW € W, (14)

where s,4 € {0,1} marks an escalation as secured and W,4 are its witnesses (a witness of Full(u) belongs
to every target of u). We set u = 0.01 and v = 107> relative to w, € {0.6,1}. Risk then dominates as long as an
impact difference stays below 0.6/u = 60, which holds in all budgeted experiments (impacts below 10); impact
breaks ties among equally secure repairs.

Linear encoding. With binary x, for each vocabulary element, an auxiliary h,,. for each route and b,, for
each pair,

hyr =x, YoE€r, by = Yrereep) hpr — (IRt(p)| — 1), b, = x, Vy coveringp. (15)

Since b,, has a positive cost, the solver sets it to one exactly when (11) holds. Only elements that occur in
some witness receive variables. A pair with a route that contains none of them cannot be broken by removals; it is
kept only if a deny in the vocabulary covers it.

Counterexample-guided solving. The witness set is not enumerated in advance. Starting from x = @, the
procedure (Fig. 1) computes the closure from every u € U, in C \ x, turns each escalation into an irreducible
witness, and enumerates up to eight alternative witnesses per escalation by provisionally blocking the deny
elements of the previous one; this matters when a wildcard grant allows the same attack against many resources.
The witnesses become clauses, CP-SAT [32] solves (13) or (14), and the loop repeats until C \ x is safe (for P2,
until every escalation claimed as secured is verified), with a limit of 200 iterations that was never reached. By (9)
the final x is optimal for P1 among all repairs in the vocabulary, because the relaxation over the collected witnesses
contains every safe repair. For P1 we cross-check the optimum with the RC2 MaxSAT solver of PySAT [33] on
the final witness set.
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IAM export Permission model Attack closure from Irreducible
(users, groups, roles, |—» C=(U G R, S5,II, —= | each u € UO towards |—» witnesses W

policies, trust) D, M, T) targets © (R1-R6) (deletion-based)

unsafe:
clauses new counter-

example

Usage evidence . CP-SAT model X

(last accessed, — [:h%”ug]mgt];&tes —| Pl:minix) + &lx] |—» Saf;!:}éc\hxeck

CloudTrail, prior) 10 P P2: budget B

l sdfe

Repair x: grant
‘gmovals, membership ahd
trust edits, denies

»-

Fig. 1. Workflow of the usage-aware repair method. Inputs (left) produce the permission model and legitimate
routes; the counterexample-guided loop (right) alternates between witness extraction and optimization until the
repaired configuration is safe.

The procedure returns concrete edits: grants to remove, memberships or trust entries to delete, and deny
statements to add, each traceable to the escalations it closes and the usage it affects.

METHODOLOGY OF THE STUDY

Research questions. RQ1: how much legitimate usage does a minimum-size repair break compared with
usage-aware repair at equal safety? RQ2: how many more changes does usage-aware repair make, and how does
¢ trade changes against impact? RQ3: how much escalation risk can be removed with a small change budget?
RQ4: how sensitive is the result to incomplete evidence (shorter windows, unrecorded iam:PassRole) and to the
usage model, and does the conservative prior help? RQ5: how does solving time grow with account size? RQ6:
does the model detect the documented escalations in a real IAM export, and how do the methods compare on it?

Synthetic organizations. No public dataset combines real IAM configurations with action-level usage, so
we wrote a generator (Table 2). An organization has six teams; each team has a developer group with job privileges
(team bucket, logs, function invocation), four to twelve users, an application role trusted by Lambda or EC2, and
a CI role that the team’s users may assume and that may pass the application role and create functions and stacks.
Three administrators belong to an administrators group with full rights and may assume two administrator roles;
an automation role with full rights is trusted by Lambda; a data role holds the crown-jewel privileges and is trusted
by EC2. Targets are administrator equivalence (w = 1) and three sensitive data privileges (w = 0.6).
Misconfigurations are drawn uniformly from eight patterns and placed on a user (30%), the team group (40%) or
the Cl role (30%). True usage over 90 days is generated per principal. In the default model the legitimate part of a
risky grant is always a narrow, non-privileged resource (for instance, passing the team’s own application role); a
second model (RQ4) lets that use target a privileged resource with probability g, which no repair can then preserve
without leaving a path. Seeds are fixed.

Table 2
Generator parameters and injected misconfiguration patterns
Escalation
Parameter or pattern Value or grant added rule
Teams, users per team, administrators 6;4t012;3
Principals per organization (50 seeds) 56 to 80, median 66
Number of misconfigurations max(1, round(N(0.06n, (0.06n)"0.5))), n = non-
administrator users and team roles
Placement of a misconfiguration user 30%, team group 40%, Cl role 30%

Use of job privileges; assumption of the Cl | 0.85; 0.6
role by a team user
Use of the legitimate part of a risky grant 0.35 (varied 0 to 1)
per holder
Usage counts over 90 days max(1, | lognormal(2.0, 1.2)| ), service and automation
roles +5 or +20
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Escalation
Parameter or pattern Value or grant added rule
passrole_star iam:PassRole on *, lambda:CreateFunction, R5
lambda:InvokeFunction
self_policy Attach/Put policy on own user or own group; R6
iam:PutRolePolicy on * for the ClI role
access_key iam:CreateAccessKey on * R2
add_to_admins iam:AddUserToGroup on * R4
trust_rewrite iam:UpdateAssumeRolePolicy and sts:AssumeRole on * R3
policy_version iam:CreatePolicyVersion on * R6
assume_star_open_trust sts:AssumeRole on *, break-glass role trusts account root R1
data_role_open data role trusts account root, holder may assume it R1

Compared methods. UA-Repair solves P1 with e = 0.01. MinSize solves the IAMPERE objective min|x|
with the same vocabulary, witnesses and solver, so that only the objective differs; we did not run the IAMPERE
implementation itself, because its released version works on abstract tasks without usage data and cannot express
deny statements. MinSize-Lex adds impact as a secondary criterion. Greedy-UA is a counterexample-guided
greedy hitting set that picks the element with the best ratio of newly hit witnesses to marginal impact. Deny-on-
principal follows the strategy of IAM-Deescalate [8]: for every escalation witness it adds one deny statement, on
the principal that performs the escalating step (an IAM write, credential takeover or iam:PassRole action, or role
assumption if that is the escalating step), scoped to the specific resource used, and repeats until no escalation
remains. It is a re-implementation of the strategy on our model, not the tool. For P2, UA-Budget is compared with
Size-Budget (u = 0) and with Greedy-UA and Deny-on-principal stopped after B operations.

Evidence settings (RQ4). The method sees thinned counts in a 90-, 30- or 7-day window with
iam:PassRole removed, optionally with the conservative prior. Impact is always measured on the true usage. In
the oracle setting (RQ1 to RQ3) the method sees the usage on which it is scored, so these results are an upper
bound, and RQ4 measures how much of the benefit survives with realistic evidence.

Real export (RQ6). We used the authorization details export of an AWS account with IAM Vulnerable
deployed, published in the Cloudsplaining repository [34] (44 users, 5 groups, 78 roles, 84 managed policies). The
importer handles inline and managed policies, Allow and Deny statements, Action and NotAction, ARN patterns
and trust policies; conditions are ignored and NotResource statements are skipped. By IAM Vulnerable naming,
privesc and fn principals should escalate and fp principals should not; seven techniques (14 principals) that rely
on existing resources or data-plane access are outside the model. The export has no action-level usage, so usage
was synthesized (20 seeds) under the narrow-use assumption: probability 0.6 for each held non-risky privilege and
0.35 for the narrow part of a risky one. Service-linked roles are protected. The two heuristics were stopped after
45ss.

Metrics and statistics. Impact I(x), broken pairs, principals with at least one broken pair, residual
escalations, operations |x|, edited policy statements (denies and removals grouped by entity and action) and edited
documents (identity policy, membership list or trust policy of an entity). Methods are compared on the same
organizations with the Wilcoxon signed-rank test on per-organization impact (zero differences dropped; SciPy
chooses the exact or normal-approximation variant); the matched-pairs rank-biserial correlation r is reported with
a positive sign when the difference favors UA-Repair. All exact solves used one CP-SAT worker and seed 0, with
a time limit of 60 to 600 s per solver call; every completed solve ended with a proof of optimality.

Environment. Python 3.10, OR-Tools 9.15 (CP-SAT) and PySAT 1.9.devl6 (RC2) on a 4-core Linux
virtual machine with 3 GB of memory. For RQ5 each instance ran in its own process with a wall budget of 150 s.
Eleven unit tests check the rules, the irreducibility and soundness of witnesses, the safety of all repairs and the
optimality of P1 against brute force on a small case.

RESULTS OF THE STUDY

Safety and exactness. In all 50 organizations every method reached zero residual escalations, and all CP-
SAT solves were proven optimal. The RC2 optimum of P1 agreed with CP-SAT to within 0.002, the rounding of
integer-scaled weights. UA-Repair needed a median of 3 iterations (maximum 13) and 31.5 witnesses.

RQ1, impact. Table 3 summarizes the full repairs under oracle usage. A minimum-size repair broke on
average 2.88 legitimate uses per organization and was harmless in 28% of organizations. UA-Repair broke 0.64
uses and was harmless in 76%. Over all organizations it broke 32 uses against 144 for MinSize (78% fewer; impact
79.0% lower), it was better in 32 organizations and never worse (Wilcoxon p = 7.9 X 1077, r = 1). Breaking ties
by impact recovered only 19 of the 112 avoidable broken uses: MinSize-Lex still broke 125, and UA-Repair
improved on it in 29 organizations (impact 76.0% lower, p = 3.7 x 107%).
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The 32 uses that UA-Repair still breaks are unavoidable within the vocabulary: 26 are iam:PutGroupPolicy
calls by a user on its own group, five are iam:AttachUserPolicy calls by a user on itself, and one is a Cl role writing
a policy to its team application role. In each case the legitimate use is itself the escalating step.

Table 3
Full repair on 50 synthetic organizations, oracle usage (impact and broken uses measured on true usage)
Broken Principals Zero- Edited
Impact, uses, affected, impact Operations, statements, Time,
Method mean mean mean orgs median (mean) | median median, s
MinSize 9.44 2.88 2.80 28% 3(34) 3 0.02
MinSize- 8.25 2.50 2.46 32% 3(34) 3 0.02
Lex
UA-Repair | 1.98 0.64 0.64 76% 8 (11.6) 6.5 0.03
Greedy- 1.98 0.64 0.64 76% 14 (73.6) 8 0.03
UA
Deny-on- 2.07 0.66 0.66 74% 24 (76.3) 11 0.04
principal

Organization 0 shows the mechanism. Its team 3 group held iam:CreateAccessKey on all users, and three
developers used it to rotate keys of the team’s service user. MinSize removed the group grant (one change, three
developers broken). UA-Repair kept the grant, denied key creation on the three administrator users for the active
developers and added a wildcard deny for the inactive members. Across the whole account it used ten statements
instead of four and broke only one unavoidable self-policy use.

Both heuristics that work with narrow denies came close to UA-Repair in impact: Greedy-UA matched it
in every organization, and Deny-on-principal broke 33 uses against 32. They needed more edits: Deny-on-principal
a median of 24 operations and 11 statements, against 8 and 6.5 for UA-Repair, and Greedy-UA 14 operations
(mean 73.6), because it keeps adding narrow denies when a wildcard grant permits many targets. Relative to these
heuristics, exactness buys shorter repairs rather than lower impact.

RQ2, changes and the role of €. UA-Repair used a median of 8 operations and 6.5 edited statements,
against 3 and 3 for MinSize (Table 3); 92.8% of its operations were deny statements. The weight £ was then varied
on 30 organizations. With & < 0.1 the mean impact was 1.21 at 7.5 statements. Raising ¢ to 0.3 saved 0.6
statements per organization and added 0.16 to the mean impact; at € = 1 the impact rose to 5.17 at 3.6 statements,
and € = 10 coincided with MinSize-Lex (6.60 at 3.2 statements).

RQ3, change budget. Fig. 2 shows the share of escalation risk removed after B operations on 30
organizations. UA-Budget removed 68.6% with one operation, 91.6% with three, 96.7% with four and all risk with
eight. Size-Budget removed exactly the same share in every organization and budget, but its impact was higher:
6.19 against 5.09 for UA-Budget at B = 4 (p = 0.008) and 7.37 against 5.46 at B = 8 (p = 0.0005). Greedy-UA,
stopped at the budget, removed 50.0% at B = 4 and 82.1% at B = 24, Deny-on-principal 39.7% and 68.0%; both
kept impact below 1.3, because their few operations are narrow denies. Small budgets force broad cuts: with B =
4 an operator removes 96.7% of the risk at a mean impact of 5.09, while the unconstrained UA-Repair on the same
organizations reaches zero risk at an impact of 1.21 with about ten operations.
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Fig. 2. Share of escalation risk removed as a function of the change budget B (30 organizations). UA-Budget
and Size-Budget coincide in risk and differ only in impact.
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RQ4, evidence quality and usage model. Table 4 reports impact on true usage when the method sees
partial evidence. Hiding iam:PassRole alone raised the impact of UA-Repair from 1.21 to 2.18, because it then
deletes CI grants that are in fact used. Shorter windows hurt more: 3.14 at 30 days and 5.31 at 7 days, where only
47% of the pairs remain visible. The conservative prior restored the oracle value at 90 days (1.21) and helped little
at 7 days (4.82), since the missing pairs there are mostly observable actions that were not seen. In all settings UA-
Repair stayed below MinSize (7.56), by 84.0% at 90 days with the prior and by 29.8% at 7 days without it (p <
0.01 everywhere).

Table 4
Effect of usage evidence on operational impact (30 organizations; mean impact on true usage)

Evidence available to the Visible pairs, UA- MinSize- Reduction vs MinSize
method mean Repair Lex (7.56)

All usage (oracle) 295.9 1.21 6.60 84.0%

90 days, iam:PassRole hidden | 290.4 2.18 6.86 71.2%

30 days, iam:PassRole hidden | 237.0 3.14 6.86 58.5%

7 days, iam:PassRole hidden 140.1 5.31 6.93 29.8%

90 days, hidden, conservative | 297.1 1.21 6.60 84.0%

prior

7 days, hidden, conservative 146.8 4.82 6.90 36.3%

prior

The usage model matters as much as the evidence. When the legitimate part of a risky grant sometimes
targets a privileged resource (probability g, oracle evidence), the impact of UA-Repair rose from 1.21 (g = 0) to
2.09 (g = 0.25) and 2.55 (g = 0.5), and its advantage over MinSize shrank from 84.0% to 70.6% and 64.8%.
Deny-on-principal suffered more, with impact 1.36, 2.96 and 4.25, because a deny on the escalating step cannot
avoid the privileged resource, while UA-Repair may cut the path elsewhere; at g = 0.5 UA-Repair was 39.9%
lower (p = 0.016).

RQ5, scalability. Up to 253 principals UA-Repair needed a median of 0.60 s, at about 485 principals 7.2 s
and at about 970 principals 41.4 s for the three of five instances that finished; three larger instances exceeded 150
s, while MinSize finished all of them (median 6.1 s at 96 teams). In a profiled 48-team run, 89% of the time went
to closure computation.

RQ6, IAM Vulnerable export. Of 66 labeled principals within scope, the closure detected 50 of 58 that
should escalate and cleared 6 of 8 that should not. The two false positives (the fp5 pair) depend on a condition key,
which the model ignores. All eight misses need a capability the principal does not have on its own, for example a
role variant of a user-only technique. The closure also flagged five unlabeled principals, among them a
demonstration user with iam:PassRole and lambda:* and an EC2 role allowed to create access keys for any user;
both are genuine paths.

Table 5 compares the repairs on this account. UA-Repair broke 3.70 uses on average against 10.40 for
MinSize and 6.55 for MinSize-Lex, an impact reduction of 65.7% and 44.8% (lower in 20 of 20 and 19 of 20 usage
seeds, p < 107%). It used 54.5 operations and 50.5 statements against 39, and edited 35 documents against 33, in
a median of 1.3 s. Neither heuristic reached a safe configuration within 45 s in any of the 20 runs: Greedy-UA left
a median of 3 escalations after 185 operations, and Deny-on-principal left 4 after 1,367 denies, because wildcard
grants such as iam:CreateAccessKey or iam:PassRole on all resources produce one escalation per possible target.

Table 5
Repair of the IAM Vulnerable export (104 candidate principals, 6,618 elements; 20 synthetic usage seeds,
median 3,911 usage pairs)

Broken

Impact, uses, Operations, Statements, Documents Unsafe Time,
Method mean mean median median edited, median | runs median, s
MinSize 29.51 10.40 39 39 33 0 of 20 0.51
MinSize-Lex | 18.31 6.55 39 39 33 0 of 20 0.51
UA-Repair 10.11 3.70 54.5 50.5 35 0 of 20 1.30
Greedy-UA n/a n/a 185 65.5 39 200f20 | 49.1
(455s) (unsafe)
Deny-on- n/a n/a 1,367 94 57 200f20 | 45.8
principal (45 | (unsafe)
5)
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Discussion. Minimizing the number of changes is a poor proxy for minimizing disruption: under oracle
usage the minimum-size repair was harmless in fewer than a third of the organizations, and tie-breaking by impact
recovered only a small part of the difference, because the cheapest cut is often the grant itself while the harmless
cut is a narrow deny on the dangerous targets. The oracle gain is an upper bound; with realistic evidence the
reduction relative to MinSize was 71.2% at 90 days and 29.8% at 7 days, against 84.0% with oracle usage.

The price is more edits, about twice as many statements as MinSize, and the trade-off is tunable through e.
Against heuristics that also use narrow denies the benefit is of a different kind. Under the default usage model they
break about as little, but they need more edits (Deny-on-principal 11 statements against 6.5), remove much less
risk per change under a budget, and on the real export did not converge within their time limit. When legitimate
use touches privileged resources, the freedom to cut a path at any element, not only at the escalating step, lowered
impact by up to 39.9% relative to per-principal denial.

Missing PassRole data, the normal situation in AWS, raised the impact by 80%; a conservative prior closed
that gap, but short observation windows cannot be fixed by priors. PassRole usage can also be partly recovered
from CloudTrail, since calls such as lambda:CreateFunction and ec2:Runlinstances record the passed role.

Repairs that keep a wildcard grant and add denies on named targets are safe only for the analyzed snapshot:
in organization 0, an administrator added the next day would not be covered. The analysis therefore has to run
again whenever principals are added, for example as a policy-as-code check in the deployment pipeline [35, 36],
or denies should be written on tags or paths (aws:ResourceTag, /admin/), which our vocabulary does not yet
include. Our engine is exact and ran in seconds on accounts of several hundred principals; accounts with thousands
of principals would need incremental closure computation or learned pruning, as in IAMPERE [2].

Limitations. The rule set covers the common control-plane techniques but not data-plane ones, conditions
(also on deny statements), NotResource, permission boundaries, SCPs or resource policies other than trust, and
launch actions are recognized only when granted on all resources; IAM Vulnerable showed both a false-positive
pair and techniques outside the model. Usage is synthetic in every experiment, including the real export, and the
default model assumes that legitimate use of a risky grant targets a narrow, non-privileged resource; the g-model
and the evidence experiments bound, but do not remove, this threat. Repairs are at action level on a flattened
model, while real edits change policy documents; deny statements need care around AWS managed policies and
policy size quotas. Monotonicity assumptions Al and A2 must be checked for each account.

CONCLUSIONS AND PROSPECTS FOR FURTHER RESEARCH

The paper proposed a usage-aware method for repairing privilege escalation paths in AWS IAM. The
method models an account as a permission graph with monotone escalation rules, turns each escalation into an
irreducible witness, and chooses edits that hit every witness while breaking as little observed legitimate usage as
possible. Under two stated assumptions the counterexample-guided solution is exact within the repair vocabulary,
and a budgeted variant gives the best risk reduction for a fixed number of changes.

In 50 synthetic organizations the method closed all escalation paths while breaking 78% fewer legitimate
uses than a minimume-size repair and 74% fewer than a minimum-size repair with impact tie-breaking, at the cost
of about twice as many edited statements; a per-principal deny strategy broke about as little but needed about 1.7
times as many statements. With four changes the budgeted variant removed 96.7% of escalation risk. Without
PassRole evidence the impact rose from 1.21 to 2.18, and a conservative prior removed that loss. On the IAM
Vulnerable export the model found 50 of 58 in-scope escalations, and usage-aware repair reduced impact by 65.7%
relative to a minimum-size repair.

Further work will validate the impact model on real usage from production accounts, add tag- and path-
based deny statements so that repairs stay safe as accounts change, extend the rules to conditions, permission
boundaries and service control policies, recover PassRole usage from CloudTrail, and emit repairs as reviewable
infrastructure-as-code changes, as is already done for firewall rule sets [36].
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DATA AND CODE AVAILABILITY

The 1AM Vulnerable export used in RQ6 is publicly available in the Cloudsplaining repository [34] (BSD-

3-Clause license). The generator, model and experiment scripts are available from the corresponding author on
reasonable request.
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METO/] YCYHEHHS HJISXIB IMIJIBUIIEHHSA IPUBLIEIB Y CHCTEMI KEPYBAHHSA
IJEHTU®IKALIEIO TA JOCTYIIOM AWS 3 YPAXYBAHHAM ®AKTUYHOI'O
BUKOPUCTAHHJ J10O3BOJIIB

Awnorauis. [ToMunku B HanamTyBanHi moniTuk izenTudikamnii Amazon Web Services (AWS) narotb
3MOr'y KOpHUCTyBaueBi abo poii 3 HU3bKUMH MPUBLIESIMUA OTPUMATH MpaBa aJMiHICTpaTopa uepes3
JIAHITFO’KKU JIO3BOJIIB, KOXKEH 3 SIKUX OKPEMO BHIUIAAae Oe3meuHuM, Hampukiaa iam:PassRole yu
iam:CreateAccessKey. HasBHi MeToan oOMparOTh BUIPABICHHS 32 KUIBKICTIO 3MiH Y MOJITHKAX,
TOMY «MiHIMQJIbHE» BUIIPABJICHHS MOXKE MOPYLIMTH POOOTY KOHBEEPIB PO3TOPTAHHS, CEPBICHUX
porteii 1 Jrojieid, siKi KOPUCTYIOThCS JO3BOJIOM JIETITUMHO. Y CTATTi 3aIPOIIOHOBAHO METOJI YCYHEHHSI
HUISIXIB I JBUIIEHHS PUBLIIETB Y clcTeM] KepyBaHHs ineHTrdikauieto ta nocrynom (IAM) AWS 3
ypaxyBaHHsIM (DPaKTHYHOI'O BUKOPHUCTAHHs 1103BOuiB. OOJIKOBHH 3ammc MOAAHO y BUTIsLII rpada
JIO3BOJIIB 13 MOHOTOHHHUMH TIpaBWJIAMHK €cKajalii, a JaHl J>KypHaJiB JOCTyIly BU3HA4YarOTh
onepaliiHii BIUIMB SIK 3Ba)KEHY KUIBKICTh CIIOCTEPEKEHHUX BHUKOPHUCTaHb (NPUHLIUMAN, s,
pecypc), sKi MOPYIIUTh BHIpAaBICHHS. 3ajady po3B’si3aHo sk TouHy onrtumizamito CP-SAT,
KepOBaHy KOHTPIPUKIAJIaMU: MOJellb ab0 MiHIMI3ye BIUIMB 32 yMOBU TOBHOI Oe3rekH, abo
MaKCHMI3y€e YCYHEHHUH PH3HMK 32 OOMEXEeHOI KUIBKOCTI 3MiH. 3a chopMyJIbOBAaHHX IPHITYLICHb
MOHOTOHHOCTI PO3B’S130K ONTHUMAJIBHHI y MeXaX CJIOBHHMKa BHIpaBieHb. [nst 50 CHHTETHYHHX
opraHizauiii METox yCyHyB yci eckanarii i mopymus Ha 78% MeHIIe JIeriTHMHUX BUKOPHCTaHb, HK
BUIIpaBJICHHsI MiHIManbHOrO po3mipy (32 nporu 144; kpurepiii Binkokcona, p < 107°), niHoto 6,5
3aMiCTh 3 3MIHEHHX MOJIOKEHb MOMTUK (Meniana). [IpuxoByBanHs nanux npo iam:PassRole, sik 11e
BinOyBaeThest B ganux AWS mpo ocraHHiii jpoctym, 30utemmuio BumB 3 1,21 mo 2,18, a
KOHCEpBATHBHE alpiOpHE MPUITYIEHHS I HECIIOCTEPEXKYBaHUX il moBepHyIo #oro g0 1,21. 3
YOTHpMa 3MiHAMHU BapiaHT 3 OOMEXeHHSIM YCyHYB 96,7% pusuky eckamamii. Ha Bimkputomy
excropTi obisikoBoro 3amucy IAM Vulnerable monens BusiBiia 50 3 58 cuieHapiiB eckaiarii, siki
BOHA OXOIUIIOE, & BHIIPABJICHHS 3 YpaxyBaHHSIM BUKOPHCTaHHS 3MEHIIWIO BIUIMB Ha 65,7%
TIOPIBHAHO 3 MiHIMAJIBEHIM.

KuarouoBi cioBa: Oe3neka xmapHux obuucinenb; AWS IAM; miIBUIIEHHS NPUBINEIB; MPHHIUIL
HAMEHINNX TpUBiNEiB; BHIpaBICHHS NOMTHK noctymy; MaxSAT; mporpamyBaHHA 3
OOMEKEHHSIMH; KYPHAIH BUKOPUCTAHHS.
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