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METHOD FOR SYNTHESIZING AND PRIORITIZING CYBER INCIDENT SCENARIOS IN
CRITICAL INFRASTRUCTURE USING LLM AND AHP

Abstract. The paper deals with the problem of linking each stage of a multi-stage cyberattack on
critical infrastructure to the assets, accounts and operational control systems involved. Existing
methods based on attack trees require a predefined system model, while approaches based on large
language models (LLMs) do not check the organizational support of each generated attack step. This
study aims to develop and experimentally evaluate an LLM-assisted decision-support method for
the automated synthesis and multi-criteria prioritization of cyber incident scenarios. The proposed
method is based on asymmetric generation: the organization in its initial operational state is
decomposed hierarchically into assets, and causal event sequences are generated backward from a
given incident. Structures generated by an LLM are validated against a JSON schema and checked
for graph consistency, while the analyst identifies missing elements for local refinement. Complete
scenarios are prioritized using the analytic hierarchy process (AHP). An event sequence is accepted
only when every supporting object belongs to the organization’s hierarchy. Experimental evaluation
used a modeled case of unauthorized switching that de-energizes substations of a regional electricity
distribution operator in Ukraine. Four rounds of refinement recovered all events of the reference
model with their causal relationships and object-event connections and produced five complete
variants of attack scenarios. Four of these variants depended on a single relationship between the
shared control service and the organizational hierarchy. Personnel credential compromise ranks first
in the prioritization with a score of 0.816, ahead of the shorter dispatcher session takeover, and
retains first place in all runs of the sensitivity analysis. These experimental results show that
combining LLMs with formal graph checks detects attack steps that lack supporting organizational
objects. In practice, security operations centers (SOCs) can use the approach to find critical
dependencies of attacks and to decide which credentials and operational procedures to protect first.
Keywords: large language models; cyber incident scenarios; object-event synthesis; analytic
hierarchy process; critical infrastructure; electricity distribution; decision support.

INTRODUCTION

The problem statement. The study is relevant because electricity distribution operators need to assess
multi-stage cyberattacks that affect interconnected organizational and technical components. Each stage of these
attacks involves particular accounts, services and control systems. Security planning for such attacks therefore
requires methods that transform a specified target incident and a description of the organization into scenarios that
specialists can examine stage by stage.

This problem is especially important for the Ukrainian energy sector, which accounted for 279 of the 5,927
cyber incidents processed in 2025 by CERT-UA, the Government Computer Emergency Response Team of
Ukraine [1]. In the December 2015 attacks, the adversary reached operational systems through the compromised
enterprise network, switched equipment without authorization and took control away from operators [2], [3]. The
attack that was prevented in April 2022 targeted substations, Windows and Linux systems, as well as network
equipment simultaneously [4]. Scenario analysis should therefore connect adversary actions across several
technical and organizational areas.

Analysis of recent studies and publications. Existing methods describe how an incident develops from
different starting points: fault tree analysis traces causes backward from an unwanted top event, while event tree
analysis follows the consequences of an initiating event. Bow-tie models combine both analyses in one diagram
[5]. Attack trees, which describe the routes to the attacker’s goal, preserve the temporal ordering of attack steps
when sequential conjunction is used [6]. In [3], sequential decomposition is applied to known cyberattacks on
control systems of critical infrastructure. However, these methods rely on a predefined description of the system
under study.
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Automated formalization of the organizational structures that underlie generated event sequences remains
an important unresolved problem. Object-Process Methodology links persistent objects with the processes that
change them [7]. Attack trees are generated from templates [8], combined safety-security models [9] and system
specifications analyzed with artificial intelligence and natural language processing [10]. In recent years, large
language models (LLMs) have extended automated model construction to less formal sources. Study [11] uses an
LLM to chain known vulnerabilities based on their preconditions and effects and to turn threat reports into attack
graphs. In [12], several LLM agents combine operational data with system design information to create attack
patterns for an industrial control system testbed. Such patterns exceed those of human experts in number and
quality. LLMs can also construct explicit world models for planning [13]. At the same time, these approaches
require a predefined system model or do not check whether generated events are supported by organizational
objects.

Work [14] applies an LLM guided by a reusable instruction template to convert incident descriptions into
structured report records validated against a predefined data model. A retrieval-augmented generation (RAG)
pipeline provides the requirements of regulatory documents. This approach reduces the time needed to prepare an
incident report from hours to minutes but processes incidents that have already occurred. This study deals with an
earlier stage, scenario synthesis. Such synthesis proceeds from two ends: it decomposes the organization in the
initial state into objects and generates events backward from the target incident. Building the two structures in
different directions makes the synthesis asymmetric.

The analytic hierarchy process (AHP) compares alternatives against several criteria [15]. Study [16] uses
AHP in a decision support system for selecting cybersecurity architectures for critical infrastructure. In this system,
the weights of the criteria, including detection and response times, automation level, cost and policy compliance,
are updated as threats change. LLMSs acting in assigned roles have also been used to weight transitions between
the nodes of a corporate network [17] or to propose AHP criteria and alternatives with consistent pairwise
judgments [18]. In [19], LLMs provide the judgments for a predefined analytic network process (ANP) model of
security controls, criteria, threat vectors and constraints. The alternatives in these studies are security controls or
paths in a given network. This paper, however, uses multi-step scenarios that are constructed together with their
supporting organizational objects and verified before ranking.

Thus, the remaining gap is the synthesis of attack scenarios with verified connections between events and
persistent organizational objects.

The paper’s goal. This paper aims to develop and experimentally evaluate an LLM-assisted method that
constructs cyber incident scenarios with verified object-event connections and prioritizes them for specialist
review in electricity distribution organizations. Achieving this goal involves the following tasks:

1. To develop separate but explicitly connected representations of organizational objects and of the events
that lead to the target incident.

2. To implement the generation, validation, refinement and path construction procedures as a software
workflow.

3. To evaluate the method on a reference case of a regional electricity distribution operator by comparing
generation conditions, ranking the complete scenario variants and identifying the relationships they share.

RESEARCH METHODS

Decision-support workflow

Four stages make up the decision-support workflow for the systematic analysis of cyber incident scenarios:
1. task preparation: the analyst specifies the organization, target incident, assigned dimension and output
schema when submitting the task to the Codex desktop application;
2. generation and validation: the structures generated in the OpenAl Codex desktop application pass schema
and graph validation;
3. matching and refinement: events are connected to objects, and if the analyst identifies missing details,
they return to the generation stage as local refinement tasks;
4. scenario construction and ranking: complete paths are ranked using AHP and examined for shared
dependencies as a basis for security review.

Python code implements the software part of the workflow with the jsonschema library for schema
validation, NetworkX for graph checks and path search, and NumPy for AHP calculations. A reference model,
which remains unavailable to the LLM, is used at the evaluation stage to match generated elements and calculate
the refinement priority. The architecture of the proposed workflow is shown in Fig. 1.
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Figure 1. Architecture of the decision-support workflow

Object and event representation

The object hierarchy is rooted at A (the organization in the initial state), while events are generated
backward from the target incident B. The combined model of the two views is defined as:

M = (Vy,Vg, Es, Ec, Ey) €Y
where V,, and V; are the sets of persistent objects and state-changing events;

Es and E,. contain the structural and directed causal relationships, respectively;

E,,; connects events to objects as actors, targets, channels or resources.

Both structures complement each other, as structural relationships describe composition, interfaces and
dependencies, while backward event generation identifies possible causes of the target incident. Although event
generation proceeds from effect to cause, the stored causal edges run forward in time. Graph checks also test the
graphs for cycles and the object hierarchy for connectivity.

Scenario verification checks whether each event has organizational support by classifying a matched object-
event connection as verified only when its object is connected to the organizational root. A scenario is complete
when every event has a verified connection and the events form a continuous chain ending at B. JSON validation
cannot confirm such properties, which require graph and connection checks.

Generation prompt and output schema

Object and event generation uses a common instruction (Fig. 2) whose role and dimension placeholders
adapt the task to the six dimensions of the organization.

The output schema stores objects and events in separate lists to keep the organizational structure distinct
from the event sequence. Parent-child and cause-effect fields define the structural and causal relationships. A list
of required roles specifies the supporting objects of each event. Refinement tasks also include the gap identified
by the analyst and the related elements. The main fields of the schema are listed below:

"required": ["case id", "run_ id", "role id", "role label",
"primary dimension", "object nodes", "object edges", "event nodes",
"causal edges"],

"object edge": {"required": ["parent", "child", "relation", "rationale"]},

"event node": {"required": ["id", "label", "node type", "event class",
"domain", "required roles", "predecessor logic", "observable result"]},

"causal edge": {"required": ["cause", "effect", "relation", "rationale"]}

You are the {{ROLE_LABEL}} agent. Read scenario/scenario_brief.json and concentrate on
{{PRIMARY_DIMENSION}}.

Construct two trees independently.

Left: initial-state objects

Start at object root A and decompose what exists in the initial state. Every node is a noun phrase: a domain,
role, identity, service, system, interface, dependency, channel, power resource, or response resource. Store
availability, trust, and connectivity as attributes, not events. Use only structural parent-child edges. Produce at
least three levels below A and one real branch.

Right: preceding causal events

Start at event root B and repeatedly ask which earlier event could have caused, enabled, or contributed to it.
Every label is a finite verb clause. Produce at least three causal levels and one genuine alternative branch.
Generation moves from effect to causes, but store edges with explicit cause and effect fields in chronological
orientation.

Do not write a complete A-to-B scenario, link the trees, or treat a structural edge as causal. The connector will
later test object-event compatibility.

Return one JSON object conforming to schema/role_tree.schema.json. Use A only as the left root and B only
as the right root. Keep content organizational and non-operational; omit products, addresses, credentials,
commands, payloads, and exploitation instructions.

Figure 2. Stored prompt template for separate object and event generation
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Scenario ranking
Four criteria determine which of the constructed scenarios should be prioritized for review: likelihood, path
directness, attack feasibility and detection complexity. Their weights are obtained as the principal eigenvector of
a matrix of pairwise comparisons, which express the relative importance of the criteria [15].
The analyst rates likelihood, attack feasibility and detection complexity on a common 1-9 scale. Path
directness is rated by the path length:
— likelihood (L): ratings of 1-3, 46 and 7-9 correspond to weak evidence, evidence that depends on
additional assumptions, and strong confirmation by the case or sources;
— path directness (D): 9 for five or fewer steps between events on the path to the incident, 7 for six or seven,
5 for eight and 3 for nine or more;
— attack feasibility (F): the ratings mean high effort or difficult preconditions, moderate effort with access
requirements, and easy entry through exposed or trusted access paths;
— detection complexity (C): the ratings indicate strong early signals, partial visibility and limited early

visibility.
Before weighting, the internal consistency of the comparisons is checked using:
Amax — M CI
¢ n—1 °© RI,, @

where A,,,., is the largest eigenvalue, n is the number of criteria and RI,, is the corresponding random index.
For four criteria, RI, = 0.90.
Dividing each rating by 9, multiplying it by the criterion weight and summing the contributions gives the

priority score:
n

where S; is the score of variant i, r;; is its rating for criterion j, and «; is the criterion weight. This score
cannot exceed 1 because the four weights sum to 1. For comparison, the minimum path length criterion selects the
variant with the fewest steps between events.

Computer experiment

Reference case. The complete workflow is tested on a reference case that models a Ukrainian regional
electricity distribution organization with generalized roles and assets. This organization is based on the reports of
the 2015 and 2022 incidents [2]-[4]. Following NIST SP 800-82 Rev. 3 [20], it distinguishes enterprise IT, the
boundary with operational technology (OT), operational control and physical processes.

In the initial state, operation is normal: enterprise and OT services are available, substations are energized,
approved resources exist for administration, maintenance and response, and dispatchers can monitor and control
the system. Under such conditions, the target incident is specified as unauthorized switching that de-energizes
multiple substations.

At the preparation stage, the analyst decomposes the organization into six dimensions. Their refinement
weights are as follows: identity and personnel (0.16), enterprise IT and remote administration (0.18), IT-OT
interfaces and access (0.18), operational control and physical process (0.25), continuity and response resources
(0.13), as well as external and supplier dependencies (0.10). Operational control has the highest weight because it
is closest to switching. Enterprise IT and IT-OT access follow because of the attack routes documented in the
incident reports.

Experimental setup. Object and event structures are generated by the GPT-5.6 Sol model (identifier gpt-
5.6-s0l) at the ultra reasoning effort setting in the OpenAl Codex desktop application and analyzed in Python.
Overall, the asymmetric procedure includes 11 sessions with 18 outputs: six in three initial sessions and 12 in eight
refinement sessions over four rounds. The direct baseline, in which objects and events are generated jointly,
consists of one session with one output under the same organization, dimensions, model setting and validation
rules. Since both conditions use a single model setting, the differences between them result from the generation
procedure.

Validation and reference access. Session inputs are limited to a description of the organization, the
prompt, the schema, permitted earlier outputs and identified refinement gaps. According to the session records,
the reference model and the node mapping were not accessed at this stage. Thus, the reference model affected
generation only through the selected refinement gaps. For acceptance, all outputs are checked against the JSON
schema (Draft 2020-12) and graph rules for node types, endpoints, permitted edge types and acyclicity.

Reference matching. Recovery is assessed by comparing the generated elements with the fixed reference
model, which contains 40 objects, 39 structural relationships, 16 events, 16 causal relationships and 16 object-
event connections. Generated nodes are matched to reference nodes by type, domain and defining attributes in
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separate Codex sessions that accept only equivalent nodes as matches. Broader, narrower or combined nodes
remain unmatched. This recorded mapping was applied automatically. For the direct output, the author verified
the mapping of all 41 generated nodes. An edge is counted as recovered when its mapped source and target match
those of a reference edge. Precision is measured as the share of generated nodes with a reference equivalent. The
event sequences of the five reference variants, fixed in advance of the experiment, define which variants count as
complete throughout refinement.

For local refinement, recovery of the object structure, event structure and verified connections is measured
against the reference model within each dimension, and the refinement priority is calculated as:

Gy = wq [1 — min(CY,CE,C)] @

Here, d denotes a dimension and wy, is its refinement weight. CJ is the recovered share of object nodes and
structural relationships, CE that of event nodes and causal relationships, and C§ that of verified object-event
connections. A larger G, indicates a more urgent need for local expansion. In practice, it is necessary to replace
the reference model in this calculation with domain checklists and a review of unresolved connections.

Judgments and evaluation. The ratings and pairwise criterion comparisons were made by external domain
analysts who had reviewed the organization, the complete paths and the incident reports. Table 1 contains the
resulting comparison matrix and weights.

Table 1
Pairwise criterion comparisons and AHP weights
Criterion L D F C Weight
Likelihood (L) 1 3 3 2 0.459
Path directness (D) 1/3 1 1 1/2 0.144
Attack feasibility (F) 1/3 1 1 1 0.172
Detection complexity (C) 1/2 2 1 1 0.226

In the matrix, the value 3 for likelihood relative to directness has the inverse value 1/3. A value of 1 means
equal importance. Equation (2) gives a consistency index of 0.015 for the maximum eigenvalue of 4.046 and a
consistency ratio of 0.017, which is below the conventional threshold of 0.10. Scores are calculated with exact,
not rounded, weights.

To test how sensitive the AHP ranking of the five variants is to the criterion weights, 10,000 runs were
performed with fixed paths and ratings. In these runs, each weight is independently multiplied by a uniformly
distributed factor in the range 0.8-1.2, and the weights are then normalized to sum to 1.

THE RESULTS AND DISCUSSION

Scenario recovery and local refinement

Figure 3 shows the recovered shares of the object structure, event structure and verified connections after
direct and initial asymmetric scenario synthesis and after the four refinement rounds. Table 2 lists the
corresponding numbers of elements. Initially, the asymmetric generation recovers the same six events as the direct
baseline but more objects and structural relationships (22 and 15 compared with 17 and 13). For example, the
direct output contains the event “Supplier-mediated access traverses the controlled IT-OT interface”, which leads
directly to operational control without the administrative access to the OT support environment and to the dispatch
services required by the reference model. Complete scenarios are built in the refinement rounds, because the event
chains of both initial outputs are not yet connected to supporting objects.

—O— Object structure ~ —7- Event structure  ==@== Verified connections

100 A

Recovered share, %
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(=]
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Figure 3. Recovery of the reference model across generation conditions
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Table 2

Recovered reference elements after direct and initial asymmetric generation, and after refinement rounds
1-4
Reference element Direct Initial Round1 | Round2 | Round 3 | Round 4

Object nodes (of 40) 17 22 30 37 37 37
Structural relationships (of 39) 13 15 21 34 35 35
Event nodes (of 16) 6 6 14 14 14 16
Causal relationships (of 16) 3 2 12 14 14 16
Verified object-event
connections (of 16) 0 0 2 11 14 16
Complete scenario variants (of 5) 0 0 0 0 4 5

According to Fig. 3, step-by-step refinement of organizational relationships and causal events completes
the scenarios. It expands both structures to 37 objects and 14 events during the first two rounds. Most of the growth
occurs in round 2, when structural relationships increase from 21 to 34 and verified object-event connections from
2 to 11. The remote operational control service, however, remains disconnected from the organizational hierarchy
until its missing relationship is restored in round 3, which completes four variants. The fifth variant (personnel
credential compromise) is completed in round 4 through two personnel entry events that were added to the
asymmetric structures. At that point, all events, causal relationships and object-event connections of the reference
model are recovered. These rounds also show that four variants depend on a single organizational relationship
rather than on additional events. Figure 4 shows how the attack paths converge and how they depend on the shared
operational control service.

Personnel identity Remote service Enterprise endpoint | |Maintenance provider
E01-E03 E04 E05 E07-E08

T

E06 administrative privilege J
E09 OT supp(‘)n access
10
11

[
[ ¥
(

Dispatcher session
E14-E15

dispatch access ]
[]
------------------- ~" __-—| E11 control capabilit
}r Remote operational \L_:j,---"' *p — ]
' control service ™
(s tpiviglyife . TN [ E12 approval bypass ]
linked to the organization . []
in round 3 \“[ E13 switching commands ]

[ B substations de-energized ]

Figure 4. Convergence of the attack paths of the five scenario variants

The attack paths from all five entry routes converge on one chain that ends in the target incident B and
contains the shaded events common to the five variants. Four of the variants also pass through E09—E10—E11
and meet at the operational control service on the way to B. Dashed lines show that events E10, E11 and E13
depend on this service. In addition, the reference model contains a direct link E11—E13 for commands issued
without the operator workstation. None of the five variants uses this link.

Precision and cost are also compared for the two conditions. Excluding the given endpoints A and B, direct
generation produces 21 objects and 20 events. Sixteen of the objects and nine of the events have a reference
equivalent. These nine events correspond to five reference events, so the 17 objects and six events in Table 2
include the two endpoints. After round 4, the asymmetric structures have equivalents for 76 of 181 objects and 50
of 156 events. Among the unmatched elements, 77 objects are parts of matched objects and 49 events are directly
linked to matched events. Forty-five of the remaining 57 events describe security measures, response actions or
supplier controls that fail to stop the attack (for example, “Boundary monitoring fails to detect the anomalous
session”). Such events lie outside the reference model, because it contains only attack steps. Asymmetric sessions
lasted 3.0-13.8 minutes each, 89.5 minutes in total, including one review of an intermediate draft in round 2.
Altogether, 8.5 million tokens were processed, about 10 times as many as in the direct session, which took 14.6
minutes and used 0.83 million tokens.
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Table 3 associates each event of the personnel credential compromise scenario with the required object,
listing the relevant security domain or MITRE ATT&CK technique for Enterprise or for industrial control systems
(ICS) [21], [22]. Its event identifiers follow Fig. 4, where events E04—E05, E07—E08 and E14-E15 belong to other
variants.
This scenario leads from a targeted message and compromised administrator credentials (EO1-E03) through
enterprise privilege and IT-OT access (E06, E09, E10) to the control service and operator workstation used for
unauthorized switching (E11-E13). Every step of the scenario has a supporting object. Four events depend on
enterprise administrator objects and three on the remote operational control service, which links the IT-OT access
stage to the switching stages.

Table 3
Events and supporting objects of the personnel credential compromise scenario
ID Event Required object Domain / ATT&CK

E01 A targeted message reaches a user with Enterprise administrator role | Identity/personnel;
enterprise administration rights (target) T1566 Enterprise
Enterprise administrator credentials or a Enterprise administr_ator_ .

E02 . . - account and authentication Identity/personnel
valid session token is leaked .

material

£03 An unauthorized valid account session is Enterprise administrator Identity/personnel;
established accounts (target) T1078 Enterprise
Enterprise administrative privilege is Enterprise administrator Enterprise IT; T1078

E06 : - L .
obtained without authorization accounts (resource) Enterprise
Administrative access to the OT support OT support environment .

E09 environment is obtained (target) IT-OT access; T0859 ICS

E10 Unauthorlzgd access reaches dispatch and Rempte operational control IT-OT access: T0886 ICS
control services service (target)

E11 _Unauthorlzed operational control capability Rempte operational control Operational control
is obtained service (resource)
An operator workstation accepts a switching Onerational control:

E12 |action without a dispatcher order or Operator workstation P '

o T0823 ICS

switching form

E13 Unauthorized switching commands are Remote operational control Operational control;
issued service (resource) T1692.001 ICS

B Unauthorized switching de-energizes Distribution substations Physical process; T0831,

multiple substations (target) T0826 ICS

Table 4 gives the scenario lengths, criterion ratings and resulting AHP scores. Its Steps column shows the
path length in steps between events. The criterion columns contain the ratings for likelihood (L), path directness
(D), attack feasibility (F) and detection complexity (C).

Table 4
Scenario lengths, criterion ratings and AHP scores
Scenario variant Steps L D F C Score
Personnel credential compromise 9 9 3 7 7 0.816
Dispatcher session takeover 5 7 9 5 6 0.746
Remote service compromise 7 7 7 7 5 0.728
Maintenance provider credential compromise 7 5 7 7 8 0.701
Enterprise endpoint compromise 7 7 7 6 4 0.683

According to Table 4, personnel credential compromise has the highest likelihood, because the incident
reports document targeted contact, compromised administrative identities and activity in valid sessions [2], [3].

930



B K| DEPBE3NTEKA: ocaita, Haya, Textika Ne 3(35), 2026

CYBERSECURITY: Crenianpauii Bumyck ISSN 2663 — 4023
EDUCATION, SCIENCE, TECHNIQUE . .
Special issue

Dispatcher session takeover is shorter but is rated as more demanding, because the adversary must abuse a
dispatcher account authorized for remote control and take over an operator session. Incident reports give weaker
evidence for the provider route. Trusted maintenance access, however, makes this route feasible and its early
detection difficult. In 2024, CERT-UA reported that supplier access was used to prepare sabotage at about 20
energy, water and heat supply facilities [23]. A likelihood rating of 7 would move the provider route to second
place with a score of 0.803, leaving personnel credential compromise first in 80.1% of the sensitivity runs.

Remote service compromise receives ratings of 7 for likelihood and feasibility because the exposed
administration service provides easy entry leading to the OT environment. Boundary monitoring lowers the
detection complexity of this variant to 5. Enterprise endpoint compromise receives a likelihood rating of 7 for
documented entry, a feasibility rating of 6 for moderate effort and a detection complexity rating of 4, which reflects
endpoint and authentication monitoring. All three variants with seven steps receive a directness rating of 7.

These results show that the multi-criteria ranking differs from a ranking by the minimum path length alone.
Personnel credential compromise receives the highest AHP score (0.816) and keeps first place in all sensitivity
runs with varied weights. Ranking by minimum path length selects dispatcher session takeover instead. Path length
alone is therefore insufficient for prioritization, since the AHP ranking reflects the importance of each scenario
under the selected criteria. The first two positions do not change in the sensitivity runs, while the positions of the
lower three variants change in 3.2-19.5% of them. No one-point change in one rating alters the leading variant,
but a likelihood rating of 7 instead of 9 would lower its score to 0.714, below that of dispatcher session takeover
(0.746).

Attack trees in [8]-[10] are constructed for a predefined system model or specification. The proposed
synthesis builds the organizational structure and the event chains itself and verifies how they are connected. It
differs from [16] in ranking the alternatives it generates.

Use in security review

Personnel credential compromise, the top-ranked variant, makes administrator credentials, exposure to
targeted messages and privileged sessions the main priorities for security review. Dispatcher session takeover
draws attention to operator accounts and active sessions. The other variants point to remote administration, supplier
maintenance and enterprise endpoints.

Critical dependencies shared by several scenarios were identified by removing individual relationships. In
the reference model, all five paths share three causal relationships, which link the control capability, the approval
bypass, the unauthorized commands and the target incident in sequence. No accepted path remains if even one of
these relationships is removed. Removing the two relationships leading to OT support access (E06—E09 and
E08—E09) eliminates four variants, leaving only dispatcher session takeover. If the object-event connection of
any single entry event is removed, the variant of that event alone is eliminated. It is therefore necessary to verify
the account, service or channel of each entry route separately.

The synthesized scenarios are also relevant to national cybersecurity rules, since Order No. 403 of the
Ministry of Energy of Ukraine requires threats and their potential consequences to be documented (ID.RA-03,
ID.RA-04) [24]. The object-event connections that link the synthesized events to persistent organizational objects
can be used to document the affected assets and possible consequences. Table 3 can also be used in joint exercises
for security operations center (SOC) analysts and dispatch personnel. In such exercises, participants can check
switching authority and operational records under the Rules for Performing Operational Switching in Electrical
Installations [25].

CONCLUSIONS AND PROSPECTS FOR FURTHER RESEARCH

This study developed and experimentally evaluated a method for LLM-assisted synthesis and AHP
prioritization of cyber incident scenarios. The scientific novelty of the study is the asymmetric synthesis of
scenarios. This synthesis decomposes the organization in the initial state into organizational objects and generates
causal event chains backward from the target incident. An event sequence is accepted as a scenario only when
every supporting object is connected to the organizational root. In [17]-{19], LLMs estimated weights, proposed
criteria and alternatives, or judged security controls. Unlike these studies, the synthesis constructs verified scenario
alternatives together with their supporting organizational objects as input for multi-criteria prioritization.

In the experiment, four refinement rounds recovered all 16 events, 16 causal relationships and 16 object-
event connections of the reference model, completing five variants. These results confirm that four of them depend
on a single relationship between the shared control service and the organizational hierarchy and that the fifth
requires further entry events. Personnel credential compromise was first in the AHP ranking with a score of 0.816
and retained this place in all 10,000 sensitivity runs, whereas the minimum path length criterion selected dispatcher
session takeover.

The results are of practical significance, since they identify the entry routes and the three causal
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relationships shared by all scenario paths. These findings suggest that electricity distribution operators should give
priority to protecting administrator credentials, privileged sessions and remote IT-OT and supplier access.
Switching orders should be verified at operator workstations, and switching commands should be monitored. Such
results may be useful for documenting threats and consequences under Order No. 403.

The method was evaluated on one reference case with one generation sequence per condition. Further
research will extend the evaluation to other critical infrastructure cases and other LLMs with repeated runs and
will compare generation conditions under equal effort. Checklist-based refinement will be tested with operational
specialists.
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Cgobona Irop MakcumoBuY

acmipaHT kadeapu iHpopMaIiitHol Oe3rneKu
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METO/] CUHTE3Y TA IIPIOPUTU3AIIIL CHEHAPIIB KIGEPIHIITUAEHTIB Y KPUTUYHINA
IH®PACTPYKTYPI 3 BUKOPUCTAHHSAM LLM I MAI

AHoTamif. Y CTaTTi pO3TJISIHYTO, SIK ITOB’3aTH KOXKEH eTan 0aratoeTanHol KibepaTaku Ha 00’ €KTH
KPUTUYHOI iHQPACTPYKTYpH 3 aKTHBaMH, OONIKOBUMH 3allMCaMH Ta CHCTEMaMU OMEPaTHBHOTO
KepyBaHHS, 3aTy4eHUMH JI0 HhOro. HasiBHI METOAM Ha OCHOBI JIEpeB aTak MOTPeOYIOTh Hamepesn
3aJ1aHoi MOZIENI CHCTEMH, a IiIXOJM Ha OCHOBI BENMMKHX MOBHUX Mogeneit (LLM) He nepeBipstoTh,
YH CIUPAETHCSA KOYKEH 3TeHEPOBAHMI €Tall aTaky Ha OpraHizalliiHi 06’ ektu. JJocimKkeHHs: Mae Ha
METi pO3pOOUTH ¥ eKCIIEPUMEHTAIILHO IEPEBIPUTH METO/ i ATPUMKH ITPUHHSATTS PillIeHb Ha OCHOBI
LLM 1ns aBTOMaTH30BaHOTO CHHTE3y Ta OaraToKpuUTepialibHOI TpiopuTH3alii ClieHapiiB
KiOepiHIMIEHTIB. 3aNpONOHOBAHNUI METOJ] IPYHTYETHCSI Ha aCUMETPUYHIN TeHepallii: opraHizariiro
B TIOYAaTKOBOMY CTaHI (DYHKIIIOHYBaHHs i€papXidHO JEKOMIIO3YIOTh Ha aKTHBH, a IMPUYUHHO-
HACJIIAKOBI IMOCTIJOBHOCTI MOAiIH OyoylOTh y 3BOPOTHOMY HANPSAMKY Bifl 3a[aHOTO iHLMIEHTY.
3renepoBani LLM crpykrypu nepeBipstore 3a JSON-cxeMoOl0 Ta Ha y3ro/pKeHICTh rpadis, a
aHAJIITUK BU3HAYAE BiZICYTHI €IIEMEHTH JUIsl JIOKAILHOTO YTOUHEHHS1. 3aBeplleHi ClieHapii paHkKylOTh
3a TMpiopuTeTOM MeToJoM aHamizy iepapxiit (MAI). IlociinoBHICTh MOAiH BBa)KaroTh CIEHApiEM
JIMILIE TOJ, KOJIM KOXKEH 11 OMOPHHUI 00’ €KT HAJIGKUTD JI0 opraHizauiiHoi iepapxii. [y nepeBipku
METOZly BHKOPHCTaHO 3MOJEIbOBAHHMI BHMANOK HECAHKI[IOHOBAHOTO IIEPEMHKAHHS, SKe
3HECTPYMJIIOE MiJICTAHIIIT PEriOHAILHOTO OIepaTopa CUCTEMH PO3MOJILTY elleKTpoeHeprii B YKpaiHi.
3a 4OTHpH payH/M YTOUHEHHS BiIHOBJICHO BCI MMOJIiT €TaIOHHOT MOJIET] Pa3oM i3 IXHIMH IIPHYHHHO-
HACTIIKOBUMH 3B’SI3KaMH Ta 3B’SI3KaMH 3 00’ €KTaMH, a TaKOXK MOOYIOBAaHO I1’SITh 3aBEPLICHUX
BapiaHTIB CLEHApiiB aTak. BCTaHOBJIEHO, 110 YOTHPH 3 HHUX 3aJIeXKalH BiJ OJHOTrO 3B’S3KYy MiX
CIIJIBHUM CEpBICOM KepyBaHHs Ta OpraHizalliiiHoIo iepapxiero. 3a pesdynbraramMmu MAI cuenapiii
KOMIpoMeTalii 00JIKOBUX JaHUX MEepPCOHady OTpUMaB HaiiBHIMi mpiopuTer 3 owuiHkoo 0,816 i
BUIIEPEIB KOPOTILIMH CIIeHApill 3aXOIJIeHHsI ceaHcy aucrerdepa. [lepie miciie BiH 306epir B ycix
MPOroHax aHalizy 4ymiuBocTi. OTprMaHi pe3yibTaTH MiJTBEP/UKYIOTh, 10 noeaHands LLM i3
(dbopManbHUMHK TiepeBipkamMu TpadiB BUSBIISE €TalM aTakd, HE IMiIKPIIUICH! OpraHi3aliiftHuUMu
00’exramu. Ha npaxrui uentpu onepauiii 6e3nexu (SOC) MOXKYTh BUKOPHUCTOBYBATH MIIX1]I, 00
BH3HAYATH KPUTUYHI 3aJI©KHOCTI aTak i BUPIIIYBATH, sIKi OOJIIKOBI J]aHi Ta ONEpaTUBHI MPOLEAypH
3aXMINATH HacaMIlepes.

Ku1o4oBi cjioBa: BelmKi MOBHI MoIeIi; crieHapii KiOepiHITMAEHTIB; CHHTE3 00’ €KTIB i MOiH; METO
aHami3y iepapxiif; KpuTHyHa 1HOPACTPYKTYpa; PO3MOMIIN €JIeKTPOCHEPTil;, MATPUMKA TPUAHSTTS
PpiIIeHs.
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