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THE IMPROVEMENT OF NTRUENCRYPT PUBLIC KEY
CRYPTOSYSTEM: DESIGN AND PERFORMANCE EVALUATION

Abstract. Today cryptographic systems provide secure communication between users. In the
present paper we describe existing cryptographic systems such as: systems based on the
complexity of factorization of a large integer (RSA); systems based on the complexity of solving a
discrete logarithm in finite Galois field (eigamal, DSA); systems based on the complexity of
solving a discrete logarithm in a group of points of an elliptic curve (ECC); lattice-based systems
(NTRU). Authors focus their attention on ntruencrypt encryption and decryption algorithm. The
ntruencrypt public key cryptosystem guarantees the integrity and confidentiality of information
when transmitting, storing and processing information messages in modern computer systems and
networks. The conducted studies of public key cryptosystem made it possible to determine the way
of the improve ntruencrypt public key cryptosystem. In this paper, we present improved
ntruencrypt public key cryptosystem which is based on the correct selection of parameters p and q.
The authors concluded that, to reduce the difference between the length of ciphertext and plaintext,
it is necessary to take p and q closer to each other. At the same time it is necessary to consider that
at too close values p and q the cryptosystem can be weakened. The main difference between the
proposed schemes was the reducing the size of ciphertext which can minimizes the time for
software encryption and decryption operations. As a result is a software implementation of the
procedure for the encryption and decryption of the improve ntruencrypt public key cryptosystem
using a programming language Ruby 1.9.3 was obtained using the cryptolib library. Improved
algorithm will be a perfect tool for ensuring the confidentiality of information, using “cloud”
computing, because protecting information from unauthorized access is one of the most pressing
problems. The authors further plan a number of scientific and technical solutions to develop and
implement effective methods, tools to meet the requirements, principles and approaches to cyber
security and cryptosystems for provide integrity and confidentiality of information in experimental
computer systems and networks.

Keywords: Public key cryptosystem, Integrity, Confidentiality, Encryption, Ciphertext.

1.  INTRODUCTION

Our time is characterized by a real "information boom", the unstoppable growth of
entire data sets in various areas of activity that need protection from unauthorized access, the
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deepening of complex problems of information security. Their solution provides a systematic
complex approach, an important part of which are the methods of cryptography.

Asymmetric cryptography is widely used to encrypt messages, as electronic digital
signatures system, in network protocols, and many other protocols. Most modern
cryptographic "giants”, such as RSA and ECC, can be easily hacked on quantum computers,
which time has shown is "just around the corner.” Another threat to them is the rapid
development of discrete logarithm. This is explained by the fact that with the advent of the
quantum computer it will be possible to implement the Shore algorithm, which allows to
solve the problem of factorization and discrete logarithm. It becomes clear that RSA, ECC
and other similar ciphers are not so secure. However, the disadvantages of these
cryptosystems are not typical for the relatively young NTRU cryptosystem, based on the lack
of algorithms, including quantum, to find the shortest lattice vector, and therefore it is quite
acceptable in the "post-quantum® era.

The NTRU algorithm stands out for simple calculations, does not require large
numbers and floating point operations, so it is ideal for processors and microcontrollers of all
types of architectures. The mathematical model of the cryptosystem also has advantages over
competitors: with the same key size, the NTRU is more secure and performs calculations
several times faster.

The purpose of this article is to analyze and consider the practical bases of the
asymmetric encryption and decryption system. In this paper, we propose an improved
ntruencrypt public key cryptosystem due to the selection of parameters p and g. The main
difference between the proposed scheme was the reducing the size of ciphertext which can
minimizes the time for software encryption and decryption operations and increases
cryptographic resistance. This approach allows solving the problem of information protection,
including stored information, processed and transmitted in modern information networks on
the basis of confidentiality and integrity.

2.  RELATED WORK

The concept of public key cryptography, or asymmetric cryptography as it is called,
was put forward by Whitfield Diffie and Martin Hellman, and independently by Ralph
Merkel. Their contribution to cryptography was the belief that keys could be used in pairs - an
encryption key and a decryption key - and that it might be impossible to obtain one key from
another. Diffie and Hellman first presented this idea at the 1976 National Computer
Conference [1], a few months later, their fundamental work "New Directions in
Cryptography" was published [2]. Due to the impartiality of the publication process, Merkel's
first contribution to this area appeared only in 1978 [3]. Since 1976, many cryptographic
algorithms with public keys have been proposed. Many of them are unstable, others are
unsuitable for practical implementation or use too large a key, or the size of the received
ciphertext is much larger than the size of plaintext.

Few algorithms are both secure and practical. Usually these algorithms are based on
one of the difficult problems. Some of these secure and practical algorithms are only suitable
for key distribution. Others are suitable for encryption (and for key distribution). The third are
only useful for digital signatures. Today there are the following asymmetric cryptosystems:
1) systems based on the complexity of factorization of a large integer (RSA); 2) systems
based on the complexity of solving a discrete logarithm in finite Galois field (eigamal, DSA);
3) systems based on the complexity of solving a discrete logarithm in a group of points of an
elliptic curve (ECC); 4) lattice-based systems (NTRU) [6]. All these cryptosystems belong to
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the class of probable-stable. To improve cryptographic strength, system designers are
constantly increasing the size of the system-wide parameters for these algorithms. They
encrypt and decrypt data much more slowly than symmetric algorithms. Usually their speed is
insufficient to encrypt large amounts of data.

Public key algorithms are designed to withstand disclosure with the selected public
text. Their security is based on both the difficulty of obtaining a private key in public and on
obtaining public text in ciphertext [4].

The Diffie-Hellman algorithm [2] helps the secret key exchange for symmetric
cryptosystems. The range of possibilities of this algorithm is determined by the fact that two
parties need to perform a confidential determination, and in their distribution there is no
initially determined secret key. However, there is a channel between them that is protected
from modification, ie the data transmitted on it can be listened to, but not changed, such
conditions occur quite often. In this case, the two parties can create the same secret key, never
transmitting it over the network, according to the following algorithm.

At the moment, the RSA algorithm [5] seems extremely reliable. It survived more than
20 years of study and has been widely recognized in the world. The attack that RSA is most
often exposed to is public key factorization. If the attack is successful, all messages written
with this public key can be decrypted. The fact is that with very large numbers, factorization
takes too much time. It has not been proven that breaking the RSA algorithm is equivalent to
large numbers factorization (there may be another, simpler way), but the opposite has not
been proven either.

Various public key algorithms are used for EDS, among which there is a specially
developed DSA.

Elgamal scheme [6,7] can be used for both digital signatures and encryption, its
security is based on the complexity of calculating discrete logarithms in the finite field.

Ntruencrypt, originally called NTRU, was introduced in 1996 and presented
worldwide at conferences [8]. The reason that served as the beginning of development of the
algorithm in 1994, was an article that talked about the ease of hacking existing algorithms on
qguantum computers, which, as time has shown, are not far off. In the same year,
mathematicians Jeffrey Hoffstein, Jill Pipher, and Joseph H. Silverman, who co-developed the
system with Daniel Liemann, founder of NTRU Cryptosystems, Inc. (later renamed to
securityinnovation), patented their invention [9,10].

In 1985, Neal Koblitz and Victor Miller independently suggested the use of elliptic
curves for public key cryptosystems [11,12]. They did not invent a new cryptographic
algorithm that uses elliptic curves over finite fields, but implemented existing algorithms,
similar to Diffie-Hellman, using elliptic curves.

Ntruencrypt cryptosystem. Ntruencrypt operates over polynomials of degree at most N
-1

a=a, +a, X +a,X*+..+ay , X" ?+a, X",

Where the coefficients are integers. Regarding the operations of addition and
multiplication modulo of polynomial X" these polynomials form a ring R, called truncated
polynomial ring, that is isomorphic to relations ring.

The NTRU uses truncated polynomial ring R together with modulo division into
mutually prime numbers p and g to reduce the coefficients of the polynomials.

The algorithm also uses inverse polynomials in a truncated polynomial ring. It should
be noted that not every polynomial has an inverse polynomial, but if an inverse polynomial
exists, it is easy to find.
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To send a message from Alice to Bob you need public and private keys. Both Bob and
Alice know the public key, only Bob knows the private key, that he uses to generate the
public key. To do this, Bob chooses two "small" polynomials f 4 from R. The "smallness" of
the polynomials is implied in the sense that it is small with respect to an arbitrary polynomial
modulo g: in an arbitrary polynomial the coefficients should be approximately evenly
distributed modulo ¢, and in a small polynomial they are much less than g. The "smallness” of
the polynomials is determined by numbers df and dg : Polynomial f has df coefficients equal
to "1" and df - 1 coefficients equal to "-1", and the others - "0"; Polynomial g has dg
coefficients equal to "1" and as many equal to "-1", the others - "0" The reason why
polynomials are chosen in this way is that f may have a inverse polynomial, and g - definitely
may not (g (1) = 0, and the zero element has no inverse).

Bob must keep these polynomials a secret. Bob then calculates inverse polynomials.
Next, B calculates the inverse polynomials fp and fq, that is, such that:
f f,=1(mod p)

f f,=1(mod q)

If f does not have an inverse polynomial, then Bob chooses another polynomial f. The
secret key is a pair, and the public key h h is calculated with a formula:

h=(pf,-g)modq

For example, take df=4, and dg=3. Then as polynomials can be chosen
f=-1+X+X>=X*+ X%+ X?-X",

g=—1+X"+ X3+ X°>=-X®-X",

Next, for the polynomial f inverse polynomials modulo p=3 and q=32 are sought:
f=1+2X +2X°+2X* + X +2X 7+ X® +2X°,

f,=5+9X +6X*+16X° +4X* +15X° +16X° +

+22X7 +20X°® +18X° +30X ™.
The final step is the calculation of the public key h :

h=(pf, - g)mod 32 =8+ 25X + 22X 2 + 20X° +12X* +
+24X° +15X° +19X7 +12X% +19X° +16X™.

Now that Alice has a public key, she can send an encrypted message to Bob. To do
this, the message must be represented as a polynomial m with coefficients modulo p, selected
from the range [ - p/2, p/2]. That is, m is a "small" polynomial modulo g. Next, Alice needs to
choose another "small" polynomial r, called "blinding", defined by the number dr. The
polynomial r has dr coefficients equal to 1" and as many equal to "-1", the others - "0"

Using these polynomials, the encrypted message is obtained by the formula:

e=(r-h+m)modq.

In this case, anyone who knows (or can find) a blinding polynomial r, will be able to
read the message m.

Next we describe the decryption procedure. Now that it has received the encrypted
message e, Bob can decrypt it using its secret key. First he gets a new intermediate
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polynomial:

a=(f-eymodqg=(f -(r-h+m))modq=(f-(r-p-f,-g+m)modq=
=(pr-g+ f-m)modaq.

After Bob has calculated the polynomial a modulo g, he must choose its coefficients
from the range (-9/2, g/2] and then calculate the polynomial b obtained from the polynomial a
by modul p:

b=amod q=(f -m)mod g, because (pr-g)mod p=0.

Now, using the second half of the secret key and obtained by the polynomial b, Bob
can decrypt the message:

c= (fp -b)mod P,

c=f,-f-m=m(modp)

Therefore, the polynomial ¢ thus obtained is indeed the original message m.
Stability of the NTRU cryptosystem. Let {b1, bz, ..., bn} - linearly independent system
of vectors. Lattices L is called a set of integer linear combinations:

L(b,....b0,) = xb, 1 x,,..., X, € Z}.

The frontal attack on the NTRU is based on lattices and the search for the shortest
vector in the lattice. For secret key f (x) disclosure the attacker can construct a matrix (1).

And generate a lattice L from the rows of this matrix. Since Alice's public key is h (x)
=g (x) * f-1 (x) this lattice will contain the vector t = (a * f (x), g (x)). Moreover, this vector is
the shortest in the lattice L. Accordingly, discovering such a vector will lead to finding the
secret key f (x). The task of finding the shortest lattice vector is considered to be
computationally difficult. The time estimate for a lattice attack on an NTRU can be calculated
using the formula T = 2 (0.4N-3, 5). For N = 251, this amounts to approximately 21,

The detailed analysis allows the authors to state the following. The fact is that with the
advent of the quantum computer it will be possible to implement the Shore algorithm, that
allows to solve the factorization task, and a discrete logarithm task at the same time.
Naturally, in light of this, RSA, DSA and other similar algorithms become useless. But the
situation is different with NTRU, because a quantum algorithm for solving the problem of the
shortest lattice vector does not exist, which means that it is quite applicable in the "post-
qguantum' era.

0 - 0| h h - h_

0 a - 0|h,, h, - h_
al| h h h, 1)
0| q 0
0] O

0 0 o] 0 O q
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Some words about stability. The fact is that although NTRU as well as RSA do not
guarantee stability in case of proof of inequality P # NP (this is explained by the fact that the
problem is classified as NP even if there is at least one difficult-to-solve option or, more
simply, in the worst case, while the other options can have an easy solution. Accordingly, no
one can guarantee that even if it is proved that P # NP, the attacker will not get an easier
option and breaking will not be possible in polynomial time), some lattice-based problems
have a proven stability relation of average and worst-case situations. This gives hope that in
the future there may be a cryptosystem similar to the NTRU, that guarantees polynomial
strength where the condition P # NP is satisfied. These two differences make NTRU so
different from their predecessors.

Analysis of the principles of construction and size of the length of the cryptographic
key suggests that in ECC and RSA, public and private keys can be selected with
approximately same length, while NTRU public key size differs from private with a much
larger ratio [13,14,15]. The size of the NTRU cryptosystem's public key provides useful
information about bandwidth usage if the cryptosystem is used in key exchange schemes.

Table 1. Gives the corresponding NTRU, ECC and RSA key sizes for equivalent
security levels of 80 bits, 112 bits and 128 bits, etc. From Table 1 it can be seen that among
the three methods, ECC is best used in terms of bandwidth, and NTRU bandwidth is more
efficient against RSA to increase security. Although RSA is the most studied, tested and
thoroughly researched cryptosystem, it is emphasized that ECC will gain significant trust over
time, and even now, many security vendors include ECC modules in their own products
[16,17,18,19].

It is easy to conclude that the NTRU has better performance. For the same key sizes,
the NTRU can encrypt / decrypt more messages per second than the RSA, and key generation
is faster in the NTRU.

The C code built into GMP is used when measuring key generation time, encryption
and decryption of ECC. The curves used are NIST or/and SEK recommended elliptic curves
with simple fields, and encoding and decoding measurements are taken in several coordinate
systems such as affine, design, Jacobian, Chudnovsky, and modified functional determinant.

Table 1.
The sizes of public keys (in bits)

Security level (bits) Public key sizes (bits)

NTRU ECC RSA
80 2008 160 1024
112 3033 224 2048
128 3501 256 3072
160 4383 320 4096
192 5193 384 7680
256 7690 521 15360

NTRU seems faster than ECC with all security levels considered. This is mainly due
to the fact that the operations in the NTRU are relatively simple and there is no need for
special conditions, as in ECC. For example, they do not even need to use long arithmetic
when it is necessary for ECC. In addition, although time measurement may have been
influenced by various factors such as runtime, compiler options, code optimization, and in the
case of ECC - the advantages and disadvantages of using the library to work with long
arithmetic, it is unlikely that ECC has higher performance. Next, the authors will present the
direction of improvement based on reducing the encrypted text and reducing the time for
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encryption and decryption procedures.

3. PROPOSED IMPROVEMENT NTRUENCRYPT PUBLIC KEY
CRYPTOSYSTEM

The authors of the work identify the main areas of improving the efficiency of
functioning of ntruencrypt public key cryptosystem. First, if you look closely at the formulas
used for encryption and decryption, it is easy to see that the polynomial f *(x) is

successfully reduced and is not used anywhere else. So, you can not waste time on its
calculation. Secondly, if we no longer need to calculate f,~(x) , then we can choose the

number g so that it is more convenient to perform calculations from this module. It is logical
to use the power of two. For example, 64, 128, 256 , etc. Then, instead of a slow operation of
taking the remainder of the division, you can use a fast bitwise "and" operation (or
similar).Third, the description of the algorithm states that the modules p and g do not
necessarily have to be simple, it is enough that they are mutually simple. This means that for
complex p in the ring of numbers from this module p there will always be irreversible
elements. Such disadvantage can affect the sarch for a polynomial. To avoid this problem, it is
recommended to use prime numbers. And it is not necessary to spend time generating a prime
number (methods of check on simplicity are too slow to use them without the reason), it is
enough to take value p from set {3,5,7,11, ...}.

The developed way to improve the ntruencrypt algorithm is aimed at reducing the size
of ciphertext. It is realized by proper selection of parameters p and g. Since the coefficients of
the encrypted polynomial do not exceed g, it can be encoded in a data block of length n *
log2(qg). Similarly, the polynomial message can be represented as a data block n * logz(p).
Thus ciphertext is in log2(q)/logz(p) = logp(q). Hence, to reduce the difference between the
length of ciphertext and plaintext, it is necessary to take p and q closer to each other. At the
same time it is necessary to consider that at too close values the cryptosystem can be
weakened.

Let us denote the relation of the size of the ciphertext to the size of the plaintext by the
magnification coefficient k. Thus, to achieve the desired magnification, the parameters must
be selected according to formula g=p*.

As can be seen from table 2, the magnification coefficient k decreases significantly
when overcoming the parameter p powers of two. For example, increasing p from 5 to 7 does
not bring the desired effect, because [ l1og25 ] = [ log27 ]. It follows that the parameter p must
be chosen slightly greater than the power of two, for example 5, 9, 17, or equal to the powers
of two. Similarly, the parameter g should be chosen as close as possible to the power of two
on the lower side. It is recommended to choose p- the power of a prime number, a little more
than the power of two, and g-the power of two. The complex of means of protection offered
by authors includes a set of applications, for example antivirus, the firewall and others. Each
element of the complex plays an important role in ensuring security. Based on the topic of the
work, the main object discussed in this article is an advanced software module for asymmetric
encryption using the ntruencrypt algorithm, called ntruoptimized.

As a result of the proposed method, a software implementation of the procedure for
the encryption and decryption of a information in Ruby 1.9.3 was obtained using the cryptolib
library. The algorithms were tested in the Crypto ++ 5.6.0 software environment on a dual-
core Intel Core 1.83 ghz processor running Windows 8 32 bit x86 (table 3).

129



- K| BEPBE3|_| EKA OCBITa, Hayka, TexHika

7‘? CYB E ’3 5% gg‘:)g 5—!;’(:_): :Trcl INIQUE

Ne 2 (10), 2020

ISSN 2663 - 4023

Table 2.
The relation of the size of ciphertext to the size of plaintext.
Q P Plaintext length Iihp;ﬁrte)(t Coefficient
256 3 N 8°N 8
128 3 N 7°N 7
128 4 2°N 7°N 3.5
128 5 2°N 7°N 3.5
128 7 2°N 7°N 3.5
128 9 3°N 7°N 2.33
128 17 4°N 7°N 1.75
64 17 4°N 6°N 15

Software that implements asymmetric encryption using the optimized ntruencrypt
algorithm does not require a network for encryption. But as you know, the essence of public
key encryption is that there are a pair of keys that complement each other: public and private.
Each of the keys included in the pair is suitable for decrypting a message encrypted using
another key from the same pair. Knowing the public key, it is almost impossible to calculate
the private one. The public key can be published and widely distributed on communications
networks. Therefore, the network is necessary for the most asymmetric encryption.

Table 3.

Time of key generation, encryption and decryption.

Cryptosystem Crypto-graphic  key |[Key generation |Encryption (ms) |Decryption (ms)
size (bits) (ms)
NTRU 251 0,076 0.002 0,008
Ntruoptimised 251 0,29 0,001 0,003
NTRU 491 0,288 0,006 0,031
Ntruoptimised 491 0,375 0,003 0,025
NTRU 587 0,412 0,008 0,044
Ntruoptimised 587 0,522 0,006 0,016

The developed software implements asymmetric encryption using the optimized
ntruencrypt algorithm. Because ntruencrypt uses polynomials for encryption, the ntrupoly
class has been created to perform all necessary operations with polynomials. Graphically, the
dependence of classes for the developed program, which implements ntruoptimized is shown
in Fig.1.To see the result in the software, must enter the command test(N,p,q,df,dg), where N
— size of the polynomial selected for the keys, p — mutually prime with g, and determines the
interval to which all the coefficients of the polynomial must belong, q - mutually prime with
p, df,dg — serve to define the polynomial.

4.  CONCLUSION

Thus, in this article we give a full description the way of improvement the ntruencrypt
algorithm method for the encryption and decryption of information. Proposed way of
improvement, which allows the reducing the size of ciphertext which can minimizes the time
for software encryption and decryption operations and increases cryptographic resistance due
to the selection of parameters p and g.
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NTRUPoly NTRUEncrypt
[Initialize{n. array = nil]'] self.encrypt(message,
key)
| Self.rand ] >
self.decryptiemessage,
[ Mul ] key)
l Add ] 4
| Sub ] NTRUPublicKey NTRUPrivateKey
od | initialize(h, params) ] initialize(f, fp, params,
[ o ] pubkey)
l Inverse ]
| Poly.rand ] T
[ Poly to bitstr ] . NTRUKey
{initialize(n. p. q. df, dg]l]
NTRUParams
{ public_key ]
[ initialize(n, p. q) ] >
[ private_key ]
[ public_key ]
| private_key ]

Fig.1. Dependence of classes of the developed program ntruoptimised

We can say that this proposed method is more simple compared to others and much
more economical than computing resources. As a result of the modification, the size of
ciphertext has decreased in the range from 1,3 times to 2,5 times depending parameters p
and q and the time for encryption and decryption decreased in the range from 1,24 times to
2,75 times depending on the cryptographic key size. Thus, in this way, the proposed
algorithm ntruoptimised for the encryption and decryption of an information with the ability
to provide the function confidentiality and integrity in modern information networks. Our
future research will focus on building more other improved encryption and decryption
algorithms of information for provide cryptographic stability, software performance
assessment and reliability of an algorithm as for cryptoanalysis.
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BAOCKOHAJIEHHA KPUIITOCUCTEMMUM NTRUENCRYPT:
MNPOEKTYBAHHS TA OHIHKA E@CEKTUBHOCTI

AHorauisa. Ha cporogni kpunrorpadidi cucTeMH 3a0e3NeuyloTh Oe3NeuHHid 3B'S30K MiX
KOpHCTYBauaMH. Y 1iif poOOTI MM ONIHCYEMO ICHYIOYI KpUIITOrpadiuHi CHCTEMH, TaKi SIK: CHCTEMH,
3aCHOBaHi Ha cKJIagHoCT (akTopusauii Beiaukoro nioro uucia (RSA); cucremu, 3acHOBaHI Ha
CKIIATHOCTI PO3B'SI3KY IHMCKpeTHOro Jjorapudmy B Kinieomy momi [amya (eigamal, DSA);
CHCTEMH, 3aCHOBaHI Ha CKJIAJHOCTI PO3B’SI3yBaHHs IMCKPETHOTrO JIorapugmMy B TPYHi TOUOK
enintuunoi kpuBoi (ECC); cucremu nHa 6a3i pewitkn (NTRU). ABTopu 30cepe/kyiOTh CBOIO
yBary Ha anroput™i mmdpyBaHHs Ta nemudpysanus ntruencrypt. Kpunrocucrema 3 BiiKpUTUM
KiroueMm Ntruencrypt rapanTye nijgicHiCTh Ta KOHGIAEHHIHHICTH iHQOpMAIl TpH mepenadi,
30epiranti Ta 00poOLi iH(pOPMAIIMHIX MOBIIOMIICHh B CYYaCHHX KOMIT IOTEpPHUX CHUCTEMax Ta
Mepexax. [IpoBeneHi HOCHIIKEHHS KPUITOCUCTEM 3 BIIKPUTHM KIIIOYEM i 3MOTY BH3HAYHUTH
LUISIX yJOCKOHAJICHHS] KPUITOCHCTEMH 3 BIIKPUTUM KirodeM Ntruencrypt. ¥V it pobori mu
MPEeNCTaBIIAEMO YIOCKOHAICHY KPUIITOCHCTEMY 3 BIAKPHTHM KirodeM Ntruencrypt, sika GasyeTbcst
Ha NPaBWIBHOMY BHOOpI mapamerpiB P Ta (. ABTOpW AIMILIA BHUCHOBKY, 10, 1100 3MEHIIUTH
PI3HUIIIO MIX JOBKUHOIO 3aIIM(POBAHOTO Ta BIJIKPUTOrO TEKCTY, HEOOXIAHO B3ATH P 1 ( OmroKue
OJIMH JI0 OXHOTO0. Y TOM e Yac HEeOoOXiJHO BPaxOBYBaTH, IO MPH 3aHAATO ONM3BKUX 3HAYCHHAX P
i q kpunrTocucremMa Moxe Oytu ociabnena. OCHOBHOK BIJMIHHICTIO MK 3alpONOHOBAHUMH
cxeMaMHu Oysio 3MEHIIEHHS PO3Mipy 3amu(ppoBaHOTO TEKCTY, IO MOXKE MiHIMI3yBaTH dYac Ha
onepaiii mudpyBanus Ta nemudpyBaHHsA. SIK pe3yabTaT - mporpamMHa peantizailis HpoLeaypH
mudpyBaHHS Ta JeMU(PYBaHHS YIOCKOHAJICHOI KPHUIITOCHCTEMH 3 BIIKPHUTHM KIIIOUEM
ntruencrypt 3 BUKopucTaHHSIM MOBHU HporpamyBanHs Ruby 1.9.3 Oyna orpumaHa 3a JOMOMOTOO
6iomiorexkn cryptolib. YiockoHameHw#t anroput™M CTaHe iIcaNbHUM iHCTPYMEHTOM ISt
3a0e3medeHHs KOH(QIACHIIHHOCTI 1HpOpMAaIii 32 ITOMOMOTOI0 «XMapHUX» OOYHMCICHb, OCKIIBKU
3axucT iH(popMaIlii BiJl HECAHKITIOHOBAHOT'O JOCTYILY € OHI€IO 3 HaaKTyanpHImuX mpobixem. ami
ABTOPH IUIAHYIOTH PSII HAYKOBO-TEXHIYHHUX PIllIeHb JJIST PO3POOKH Ta BIIPOBAIKEHHS €(DEKTHUBHUX
METOMIB, IHCTPYMEHTIB U 3aJOBOJICHHS BHUMOT, NPHUHIMWIIB Ta MiAXOMIB M0 KibepOe3mekun Ta
KpUNTOCHCTEM Uit 3a0e3leueHHs IMUTICHOCTI Ta  KOHQimeHmiiHOcTI  iHpopMarii B
eKCIIEPUMEHTAIEHUX KOMII IOTEPHHX CHCTEMax Ta Mepexax.

KarouoBi caoBa: Kpumrocucrema 3 BIIKPUTAM KIIIOYEM, IUTICHICTB, KOH(]IIEHINIHHICTD,
¢ pyBaHHs, 3aM(ppPOBAHINA TEKCT.

CIIMCOK BUKOPUCTAHUX JT’KEPEJI
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