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MPOBEJEHHSA SWOT-AHAJI3Y OLIHIOBAHHA THOOPMAIIMHUX
PU3UKIB AK 3ACIb ®POPMYBAHHSA TPAKTUYHUX HABUYOK
CTYJAEHTIB CIIEHIAJIBHOCTI 125 KIBEPBE3IIEKA

AHoTauis. B naniii cTaTTi po3risaaeThes mpodaeMa BIPOBaIKEHHsI aKTUBHUX METOJIIB HaBYaHHS
cryneHTiB cremiansHocTi 125 KibepOesneka. Ha npuxiani BuB4eHHs quciuiniinn «Teopis
PH3HKIB» MPEJCTABICHO JOCIIIKEHHS SKICHOrO aHali3y pu3ukiB iHpopmaiiiHoi 6e3nexu (IB), a
came, 3actocyBaHHs iHcTpyMeHtapiro SWOT-aHamizy ais omiHioBaHHS pusukiB y chepi Ib
Majioro Ta cepefHboro OizHecy. OOIPYHTOBAHO AKTYAIbHICTh Ta MOXJIMBOCTI BHKOPHUCTaHHS
CIIIBHUX 1 cHaOKWX CTOpiH 3 METOI0 BH3HAUEHHS CTpaTerii MiANPHEMCTBA Y 30BHIIIHBOMY
CEepeIOBUII: TMPOTHCTOSHHS 3arpo3am Oesmelli iHpopMaiii (mopyiieHHs KOHQIASHIIHHOCTI,
JOCTYITHOCTI Ta IWUIICHOCTI), a TAaKOX BHUKOPUCTAHHS 30BHIIIHIX MOMJIHMBOCTEH IUII CBOTO
po3BuTKy. ChMparoumch Ha HAYKOBI JDKEpena, MpoaHalli30BaHi OCHOBHI JeiHIMIT HOCHTiHKEHHS:
pusuku 1b, aHami3 pm3uKIB Ta iX sKicHE OiHIOBaHHA. OmMMcaHO 3MICT i MPONEaypy HpOBEICHHS
SWOT-anamnizy.

BukopucroByroun ¢opMu TpymoBoi poOOTH Ta aKTHBHI MeTOAM (TPEHIHTH) Y HABYAIEHOMY
npotieci, 0yno crBopeno 6a3y dakropis st SWOT-anamni3y BipTyanbHoi opranizaiii «[HTepHeT-
npoBaiiziep», NMPOBEICHO METOJ EKCIIEPTHUX OLIHOK JUIS BHCTaBJICHHS NEPLIOYEProBOCTI IIHMX
(hakTopiB, 3AIMICHEHO aHATI3 OTPUMAHUX PE3YITHTATIB.

JoBeneHo, mo BIPOBAHKEHHS aHOI TEXHOJNOTil y HABYANBHHUHA IPOIEC CHpHUse ePEKTHBHOM Y
3aCBOEHHIO TEOPETUYHHX 3HAHb Ta ()OPMYBAHHIO I PO3ZBUTKY NMPAKTUYHUX HABUYOK MaHOYTHIX
¢axiBLiB iHpOPMAIifHOI Ta KIOEPHETHYHOI OE3IEeKH.

Karouosi cioBa: pusuku indopmarniiHoi Oe3meky; aHamiz pmsukiB; SWOT-anamni3; 3arposwy;
aKTMBHI METOAW HaBYaHHSL.

© C.M. [IeBuenko, FO./1. XKnanosa, C.O. Cnacirenesa, [1.M. Cxiananuuii , 2020.
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1. BCTYII

IocTanoBka npodaemu. J[MHAMIYHMIA PO3BUTOK iH(POPMALIHHIX TEXHOJIOTIH BUMAarae
BiJ (paxiBiiB iHPOpMaLiiiHOT Oe31eKn CydyacHHUX 3HaHb Ta MPAKTHYHUX HABHUOK. Y «3BiTi PO
MaiiOyTHe pobounx Micipk 3a 2020 pik» [1] Haromomryerscs, MO0 caMe Ha CIICHIATICTIB-
a"amitukiB Ib mommT y pobGoTonasiiB 3poctae. L{poMy cripusie IpUCKOPEHHST aBTOMAaTH3aIli1
MpoILeciB Ta 30UTBbIICHHST pU3HKIB KiOepOesneku. Jlane onuryBaHHS [ 1] A0O3BOIWIO BUALIMTH
JBaIATh HAHOUTBII 3aTpeOyBaHUX CHelialbHOCTEH, cepen skux Information Security
Analysis (8 wiciie) ta Risk Management Specialists (20 wmiciie). ABTOpH 3BITY BHIUTHIN
HEOOX1ZIHI HAaBUYKM JJIs YCHIIIHOI Kap’epu, cepe] SKUX aHaJiTUYHE MHUCJICHHS Ta
IHHOBAI[IMHICTh; AKTHBHE HaBUaHHS 1 HaBUaJbHI CTpaTerii; KOMILJIEKCHE pO3B’S3aHHS
poOJIeMu; KpUTUUHE MUCIICHHS W aHaji3; KPeaTUBHICTh, OPUTIHAJIBHICTD Ta IHII[IATUBHICTD;
JAEPCTBO 1 COIIAIbHUM BIUTMB. € OYEBHUIHUM, 110 TIEPE/ BUIIOIO IIKOJIOI CTOSTH 3aBJIaHHS
10 OpraHi3allii HaBYaJIbHOTO TMPOIECY 3 METOI S(PEKTUBHOTO (POPMYBAHHS ITUX HABHUYOK Y
mporieci BUBYEHHS AMCIUIUIIH. A 3 TOYKH 30py ICHXOJIOTii, came Bik 19-25 e HaitOimbm
CIIPHUSITIIMBUM JUTS PO3BUTKY IIUX HABUYOK [2].

AHaJi3 OCTaHHIX JocailkeHb i myoOaikauiil. Benuka KUIbKICTh Cy4acHUX HAyKOBUX
JOCHIKEHb 3 TpobieMu (GOpMyBaHHA TPAKTUYHUX HABUYOK CTYACHTIB, 30KpeMa
cnemianbHocTi 125 KibepOesmneka, cBimunTh MPO BaXKIMBICTh gaHoro murtaHas [3] — [11].
Buenumu nNpomnoHyrOThCS Pi3HI LUISIXM PO3BUTKY MPAKTUYHOI CKJIAJ0BOI CTYIEHTCTBA:
BIPOBAKEHHS BIpTyalbHUX J1abopartopiii [4], [7], [8], [10]; 3anpoBamkeHHs] akTUBHUX (HOpM
1 METOIB HaBYAIBHOI IIsITbHOCTI [5], [6], [9]; opranizaiis HaykoBO-AocaiaHO1 podotn [11] Ta
i1, [IpoTe B 0JHOMY BOHM OJIHOCTaiHI: HAMKpaIli TEOPETUYHI 3HAaHHS HE B 3MO31 JaTH Te,
10 J1a€ OCOOMCTHH JOCBIM BIACHOT MisNIbHOCTI. Tomy 3HaueHHs HaOyBaoTh y 3BO Ti dpopmu,
3aco00M Ta METOAM HABYAJIbHOI IiSUIBHOCTI, SIKI aKTUBI3YyIOTb MUCJIECHHS, CTUMYIIOIOTH J0
TBOPYOCTI, aAaNTYIOTh 10 npodeciiinoi aisutbHOCTI. OCOOIMBO TENep, B yMOBaxX CKOPOUYCHHS
po60OYNX MiCIlb y 3B’SI3KY 3 MAHAEMIEI0 Ta MOJICPHI3AIIIEI0 TEXHOJIOTTYHUX MPOIIECIB.

Bucsitneni mpobiemMu Aal0Th MEPEKOHJIMBE YSABJICHHS MPO aKTYaldbHICTh JTAHOTO
JOCTIIKEHHS 1 BU3HAYAIOTh OTO METYy.

Merta crarri. MeToto CTaTTi € MpeaCTaBiICHHS METOIUKU (OPMYBaHHS MPAKTHUYHUX
HAaBUYOK SIKICHOTO oIiHIoBaHHS pusukiB Ib 3a gomomororo SWOT-ananizy y cTyIeHTIB
cnenianpHOCTI 125 KibepOesneka.

2. TEOPETUYHI OCHOBHU JOCJIIJIZKEHHA

[IpakTrka BOpOBaKEHHS PU3HMK-MEHEKMEHTY B iH(popMalliiiHy Oe3neky oprasizamii
MoKa3ana, 10 ICHYIOTh Pi3HI IPEeACTaBICHHS JaHOIO IMpouecy. Y 3B’SI3Ky 3 LIUM € morpeda
3MIMCHUTH OTJISI MOHATH 1 MiAxodiB A0 cdepu pusukonorii Ib y HaykoBiit mireparypi Ta
HOPMAaTUBHHUX JJOKYMEHTaX.

Ho cepeaunn XX cT. Puznku BUBYANUCh, aHAII3YBAIUCH Ta OIIHIOBAJIHMCH, TOJOBHUM
YUHOM, JUIsI EKOHOMIYHOT CCTEeMH, B 00JIaCTAX €KOHOMIYHOT Teopii (pobieMu cTpaxyBaHHS,
iHBeCTyBaHHs, pO3BUTKY Oi3Hecy Ta iH.). OnHak, y Apyriil nosoBuni XX cT. BusBuiocs, 1o
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METO/IOJIOTISI OIIHKKA PU3MKIB MOKe OyTH BIPOBAHKCHA B aHANTI3 Ta B 3a0€3MeUCHHs Oe3MeKu
NPaKTUYHO OyIb-sIKOi cucTeMH (COIiabHOI, TEXHIYHOi, 010J0TiYHOI, €KOJOriyHOi Ta iH.).
BypxnmuBi TeMnu CTBOpPEHHS HOBHX IH(QOPMAaNiHHO-KOMYHIKALIHHIX TE€XHOJIOTIH, 3pOCTaHHS
oOcsriB 1udpoBoi iHpopMamii 1 MigBUIIEHHS I 3HAYMMOCTI HECYTh y €001 PH3HKH,
MOTEHIIHHO CTBOPIOIOTH TEPEAYMOBU JUISI BUTOKY, PO3KpaJaHHS, BTPATH, CIIOTBOPECHHS,
miApoOKHM, 3HUILEHHS, KOMiOBaHHS 1 OMOKyBaHHS iH(opMamii i, SK HACTIIOK, BEIyTh O
3anoJisiHHS MKoAW. [HpopMmamiiiHi pU3MKU MOCUIM OAHE 3 LEHTPaJbHUX MICHb B Teopil
pu3MKOJIOTii. A B SKOCTI CHCTEMHOI METOJOJOTii 3axucTy 1HQopMalii cTaiu
BUKOPHUCTOBYBATH I1JIX1/1 OL[IHIOBAHHS Ta YIPaBIiHHA 1HPOPMAaLIHHUMU PUUKAMU.

Anani3 HaykoBux Jukepen [12] — [17] no3BoaMB BUALIUTH, IO

- OIHO3HAYHOTO TPAKTYBaHHS MOHSATTS «pu3uK Ib» HE icHYE;

- OTOTOXHIOIOTh MOHATTA «pPU3MK I1H(GOPMALIAHUN» Ta «pPHU3UK I1HQOpMAIIHHOT

oe3rexn»;
-  «pu3uk Ib» BHKOPHCTOBYIOTH JIMIIE TOJi, KOJW ICHYE MOJKJIHMBICTh HETaTHBHUX
HACIIIKIB;

- «pusuk Iby po3rasagaroTh sik KOMOIHAIIIO HMOBIPHOCTI MOJIIT Ta 11 HACIIIKY;

- Tlonsarrsa «pusuk Ib» € koMOIHOBaHUM, SIKHIi TOEIHYE B cOO1 1HII KIFOYOBI TEPMIHU
(axkTHBH, ypa3IMBOCTI, 3aTPO3H, 30UTOK).

BpaxoByroun Bci mepepaxoBaHi (aKTOpH, BBaXAeEMO, IO PHU3UK 1HGOpPMAIITHOT
Oe3rekn — 11e YncioBa (ClioBecHa) (DyHKIIis, SIKa OMUCYe WMOBIPHICTH BTUICHHS 3arpo3 Ib ta
BEJIMYMHU 30UTKY BIJ iX peasizaiii BHACIIIOK BUKOPUCTAHHS IIUMH 3arp0O3aMH ypa3IuBOCTEH
AKTHUBIB 3 METOIO HAHECEHHS IITKOIM OpTaHi3aIlii.

[lin ympaBninHAM pusukamu Ib (pU3HK-MEHEIKMEHT) pO3yMIiIOTh Oe3nepepBHUIN
IUKJIIYHUANA TIPOIIEC, KU MICTUTh HACTYITHI eTanu: ineHTudikamis pu3ukis (30ip iHopmarii
II0JI0 aKTUBIB, JUKepen 3arpo3, Kiacuikaiis 3arpo3 Ta ypa3iduBOCTEH; paHXKyBaHHS
PHU3HKIB); aHaJi3 PU3UKY (SIKICHMM Ta KUIBKICHUM MIIXiJ J0 OIIHKA PU3HMKY); OIIIHIOBAHHS
pusuky (mpoiiec MOPIBHAHHS KiIbKICHO OIIHEHOTO PU3MKY 3 JAHMMH KPHTEPiAMHU PUSUKY s
BU3HAUCHHs 3HauymocTi pusuky Ib); oOpoOka pusuky Ta mnpuitHatTs. Ha pucynky 1
MIPEJICTaBJICHO aITOPUTM Tpoliecy ynpasiinus pusukamu b [15].
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NIPUHHATTS PU3UKY

KiHeIlb TIepIIIoi Ta HACTYITHUX iTeparii

Puc. 1. Aneopumm npoyecy pusukamu Ib

EdexTuBHicTh 00poOku pusukiB Ib icTOTHO 3aleXUTh BiJ OIIIHKA ITMX PHU3HUKIB.
Po3pi3HAIOTH SAKICHH Ta KUTbKICHUHN MIAXi 10 BCTAHOBJIEHHS 3HAa4eHb pu3uKiB Ib.

SIKicHMH TiAXiA 70 KUIbKICHOT OLIHKM pu3MKiB Ib BHKOpHCTOBYE CIIOBECHY LKAy
MOXIIMBUX HACHiJKIB (HM3bKa, CEPEIHS Ta BUCOKA) Ta HMOBIPHICTHh BUHUKHEHHS JaHUX
HacniakiB. IlepeBaru: 3po3yMulicTh BCbOMY MEPCOHANY; HEJOJIKH: CyO’€KTUBHICTh TAKOTO
BuOOpy. Takuit miaxXiJ 3aCTOCOBYETHCS:

- Sk movarkoBuil mpu ineHTHdikanii pusukiB Ib, fki Hanan OyAayTh MpoaHanizoBaHi

OUIBII IETAILHO;

- Konm nocratHbo Takoro aHamizy Juist IPUHHATTS PillIEHHS;

- Konu yncnoBux nanux abo pecypciB Juis KUTbKICHOT OI[IHKM HEOCTATHBO.

SIkicHMIA aHAaJi3 BUKOPUCTOBYE (DaKTUUHY iH(OpMAILiIo Ta AaHI.
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KinpkicHuMid miAXig M0 KUIBKICHOT OIiHKM pusukiB Ib BuKopucTOBYE mIKamy 3
YHCJIOBUMH 3HAYCHHSMU SK JUIS HACIIIKIB TakK 1 sl HMOBIPHOCTEH, IPYHTYIOUHCh HA JTaHUX,
OTpUMaHUX 13 pi3HHUX jpKepen. [lepeBaru: O6e3mocepenniid 3B'A30K 3 3aa4aMu Ta OTpedaMu
opranizaiii B Ib, 60 BiH BUKOpUCTOBYe (haKTHUHI aHi 3a MONepeHIN NMepio MPo HIUACHTH
Ib; HeoiKM: BiACYTHICTH TAHHUX 110 HOBUM pusukaM Ib Ta ypasnuBocTi.

Hame pocmipkeHHS TPHUCBSYEHO SKICHOMY IIIXOAY B OIUHII pPHU3HKY, TOMY
3YIMMHAMOCS Ha IHCTpYMEHTapii 1iporo miaxoay, a came SWOT-ananizy.

Ananiz-SWOT- nocnigHUIBPKa TpOIeypa, i1esl SKO1 Moisirae B KOMIUIEKCHOMY OTHCI
cun (Strength), cmadkocreit (Weakness), MmoxuBocTeit (Opportunities), 3arpo3 (Threats) npu
po3po0i1i cTpaTerii oprasizaiii. 3MICT I[i€T TPOLIETYPU TAKHI:

A) BUBYAIOTBCS CHJIM - KOHKYPEHTH1 [IepeBaru opratisailii Ha MeBHUX AUITHKAX;

b) BuBUaroThcs €1a0KOCTI - HEraTUBHI BHYTPIIITHI YUHHUKY;

B) BuB4YaIOTBCA  MOMITHYHI, E€KOHOMIYHI, TEXHOJIOT1YHI, coOIaabHi  (aKTopu
MaKpOCepeOBHIIa OpraHi3ailii 3 METOI BHUSBJICHHS CTpPATETIYHUX 1 TAKTUYHUX 3arpo3 Ta
CBO€YACHOTO TMOTEPEKEHHS 30MTKIB Bl HHX;

I') BuBHaKOTBCS cTpaTeriuHi W TaKTUYHI MOJKJIMBOCTI oOpraHizamii, HEoOXimHi IS
3MEHIIIEHHA ‘“‘clTabKoCTeN” 1 3MIITHEHHS “‘ChiI’”’;

J1) cum MoToKYIOTHCS 3 MOKIIMBOCTSIMHU JUTst popMyBaHHS HOBO1 cTparerii [18, ¢.107].

OdopmisieTsesl TaHa TEXHOJIOTIA Yy BUTJISI MATPHIIl, sSiKa MpeAcTaBieHa B Tabmuii 1, a
pireHHs — B Tadyuii 2.

Tabauys 1
SWOT-anaani3
Strength Weakness
S1. W1
S2. W2.
Opportunities Threats
O1. T1.
02. T2.
03. T3.
Tabnuys 2
SWOT-maTpuus crpareriyHux pileHb
Threats (T) Opportunities (O)
Strength (S) MakcuMizallist CHIBHAX CTOPIH ISt | MaKCHMi3allist CHITbHUX CTOPiH JUTs
MPOTHCTOSIHHS 3aTPO3aM BHUKOPHCTAHHS MOKJIHBOCTEH
ST 30BHIIIHBOI'O CEPEOBUIIA
SO
Weakness (W) MiHimi3arist BIUTHBY CIa0KuX MiHimizarist BILIMBY ClTa0KHUX
CTOpPiH Ta YHUKHEHHS 3aTpO3H CTOpPiH BHACIIIOK MOXKJIMBOCTEH
30BHIIIHBOT'O CEPEIOBHINA
WO

Sk CBIIUUTH aHali3 JiTepaTypH, ictopis po3BUTKY TexHoJsorii SWOT e cynepeunnBoro
[19]. BBaxarorp, mo SWOT-anani3 cTBOpeHMil aBOMa mpodecopaMu BAUTY MHOJITHKH
I'apBapacekoi mkonu Oi3Hecy JDxopmky Ansbepry Cwmiry-monommomy ta C. Pomanmy
Kpicrenceny Ha nouarky 1950 poxkis. Ili3nHime npodecop Kenner Ennproc BJoCcKoHAIUB 1110
TEXHOJIOTII0 1 BIPOBAAMB Ui BUKOpUCTaHHA. Bci mpodecopu Oynu cremianictamMu He
MapKeTUHTy, a B oOiacti opraHizauiinoi ctparerii. IIpore, sk ctBepkye astop [19],
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3aJJOKyMEHTOBaHOi icropu4Hoi A0Binku BuTokiB SWOT-ananizy He icaye. Ciix BiAMITUTH,
mo [Muano X. Ta ioro xoserm (2006 pik) 00’eaHATU JaHy TEXHOJIOTIIO 3 TMPOILECOM
aHAJITUYHOI i€papXii, M0 JO03BOJMIIO PAaH)XYyBaTH €JIEMEHTH 3a JONOMOTOI0 IPOTPaMHOTO
3a0e3eueHHs.

Meton SWOT-anamizy € yHIBepCAIBHHM 1 OJHOYAaCHO HECKJIAJHUM METOJIOM
CTPATETIYHOTO AOCHTIIHKEHHS AISITBHOCTI MIANPHUEMCTB, IO JTO3BOJIMIIO HOTO 3aCTOCYBATH IS
SKICHOTO IMAX0Ay ominroBaHHs pus3ukiB Ib [20], [21].

3. PE3YJIbTATHU JOCJI)KEHHSI
3.1. ITocTanoBKA 3aBIaHHA

VY nmpomeci BUBYEHHS JUCHMILIIHM «Teopis pPHU3UKIB» Ha MPAKTUYHOMY 3aHSTTI
crygeHTam 3 Kkypcy cnemianbHocTi 125 Kibep6esneka KuiBchbkoro yHiBepcUTETY IMEH1
Bopuca I'pinuenka Oyno 3anpononoBano 3aiicauTH SWOT-anani3 pusukis Ib opranizanii 3a
BUOOpOM, cepa AiISITBHOCTI SIKOT OUIBII-MEHII € 3p03yMuIoI (poOoTa OaThbKiB, NMPAKTHKA,
BJIacHa JSUTbHICTH Ta iHIIE). Ha MUHYNIHMX JEKIifX 31 CTyJeHTaMi 00TroBOPIOBANIUCS 3MICT Ta
nporenypa nposeacHHss SWOT-ananizy mianpueMctBa. SIK JOManrHe 3aBJaHHs, TOTPIOHO
Oyrno mpoaHaTi3yBaTH HAYKOBI JDKEpeia MO0 BIPOBAKEHHS JTaHOI TEXHOJOTII I aHai3y
Ta BUPOOJICHHS CTpaTerii MANMpUEMCTBA B Oy/Ib-sKii TaTy3i.

dopMy HaBYaHHS OOpajd TPYMOBY, IO O3BOJWJIO PO3MOJIUIMTH CTYACHTIB Ha
aHAITHKIB, BiAMOBIManbHKX 32 Ib B cBOill opranizaiiii, Ta eKCHepTiB, K1 OIIHIOBAIH (GaKTOPH
3 BJIACHOI TOYKH 30y, CIUPAIOYUCh Ha Tpalll HAYKOBI[IB, CTATUCTUYHI JIaH1 Ta IHIIIE.

HaiiGinpmr gomineanM Uit popMyBaHHST (paxOBHX MPAKTHUYHUX HABUYOK, HA HAIIy
JTYMKYy, HaBYJIBHUH TIPOIEC CTYACHTIB NMPEACTaBUTH Yy BUTJAAI TpeHiHra. Came TpeHIHT
OpIEHTOBAaHMKM Ha 3alMTAHHS Ta TOMIYK BIAMOBIAI, caMme TiJ Yac TPEHIHTY CTBOPIOETHCS
HedopManbHEe HEBUMYIIEHE CHUIKYBAHHS, SIKE PO3KpHUBA€E Iepell TPYHOK MOXKIUBICTh
BHCJIOBUTH CBOIO TOUKY 30Dy Ta OOIPYHTYBATH Ti.

3.2. ®opmyBanHs PpakropiB B maTpuni SWOT-anauizy

Mix cryaentamu Oyna y3romkeHicts 3aiiicautu SWOT-ananiz pusukis Ib BipTyansHoi
opranizailii «[HTepHeT-nipoBaiinep».

B pesynbraTi oOroBopeHHs Oyno BU3HaYeHO akTuBU (ipmu, mkepena 3arpo3 Ib,
knacudikamisa 3arpo3 Ta ypaziuBocteil. Ha ocHoBi manux cdopmysnboBaHi (axtopu, sKi
MpeAcTaBiIeH] B TaduuIi 3.

Tabauys 3
SWOT-anani3 pusukis Ib opranizauii «lHTepHeT-nposaiigep»
Strength Weakness
S1. BucokokBauni(hikoBaHUiA TIEpCOHAI W1. BigcyTHIiCTh cucTeMu aBapiifHOro
SNEKTPOIOCTAYaHHS
S2. CeprudikoBani 3acobu 3axucty iHpopmariii W?2. BiiCyTHICTh CHCTEMH PETYISPHOTO PE3EPBHOTO
KOIT FOBaHHS
W3. BincyrHicTs 1BoakTOpHOI ayTeHTHIKaI1
Opportunities Threats
0O1.3akynka HOBOro 00J1aIHAHHS T1. Burik indopmarii
02.Hanaromxenas B3aemonii 3 Oi3Hec-maptHepamu, | T2. I[ligkym nepconamy
iHBeCTOpaMu
T3. 3mina nopmatusHoi 6a3u B cepi Ib
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3.3. CTBOpeHHS eKCNePTHOI IPYNH Ta 100y10Ba eKCIIEPTHUX OLIHOK

MeTtoau eKCriepTHUX OIIHOK — II€ CIOCOOM OIIHIOBAHHS, 3aCHOBaHI HA BUKOPHCTaHHI
3HaHb, JOCBiAY Ta IHTYilii (axiBIiB-eKcHepTiB. 3aCTOCOBYEThCS SIK IHAMBIAyalbHA, TaK i
KOJIGKTHBHA eKcriepTu3a. HalmpocTimumu MeTo1aMu iHAMBITyalbHAX €KCIIEPTHUX OIIHOK €:
AQHKETyBaHHS, IHTCPB IOBAHHS, pPO3POOJCHHS aAHATITUYHUX OIJISAMIB 32 BU3HAYCHUMH
npobnemamu. [lepeBaramMm IMX METOIIB € B3a€EMHA HE3AJICKHICTh JTYMOK EKCIEpTiB,
MiHIMIi3a11is KOHGOPMIZMY, MOMIIMBICTE (GopMaiizallii mporeayp 300py Ta oOpoOKH JaHUX.
Cepen MeTOIB KOJIGKTHBHOI €KCIEPTHU3U BUAUIAIOTE METOIM Ha 3pa3ok «Kowiciiy,
«Mo3zkoBoro mTypmy», «Jlenbdi». [Ipu mpoBeneHHI KOJEKTUBHOI €KCIEPTH3U POOUTHCS
MPUIYIIEHHS, 1110 ICTUHHE 3HAUYEHHS J0CIIKYBaHOI XapaKTEepUCTHKHU MepedyBae B cepeinHil
Jlana3o0Hy OI[IHOK €KCTEPTIB 1 M0 y3arajbHEHa IyMKa eKCIIepTiB € J0cToBipHOIO. [lepeBaroto
METO/ly € OUIbIl BHUCOKAa HAAIMHICTh PE3yJbTaTy 3a PAaXyHOK Yy3arajJlbHEHHS KOJEKTHUBHOT
OYMKH, a HEJOJIIKOM — MOJKJIUBICTh B3a€MHOTO BIUIMBY €KCIIEPTIB, iX ICHXOJOTIYHA
HecyMmicHicTh Tomio [18, c.117].

ABropu [22] mnpeAcTaBWIM IIUPOKHI aHai3 EKCIEePTHUX OIIHOK, BKJIIOYAIOYM 1
nporenypy (GopMyBaHHS €KCIEPTHOI TPYNMH, METOAU OI[IHIOBAHHS KOMIIETEHTHOCTI
MPE/ICTaBHUKIB EKCIEPTHOI TPyMH, OCHOBHI NEpeBaru Ta HENOJIKM IHIUBIIyallbHUX Ta
KOJIEKTUBHUX METO/IIB, OLIIHIOBAHHSI CTYIEHS MOTO/KEHOCTI CY/KEHb TPYIU €KCIEpTIB Ta iX
CTaTUCTUYHOT KMOBIPHOCTI.

BpaxoByroun MakcHMaJIbHO BUMOTH JI0 CTBOPEHHS €KCIIEPTHOI TrpymH, (opMyeMO ii.
KosxHnii ekcnepT 1oCiipKye qany mpoosieMy Ta BiIMOBIIHUHN BILUTUB (PaKTOPIB.

CTBOPIOETHCS TAONHIIS €KCHEPTHUX OIMIHOK IO KOXKHOMY KpUTEpit0 (HampuKiIaa, 1o
KpUTepito — cadki ctoponn). Jlani mpencraBiieHi B Tabmuili 4.

Tabnuys 4
3Ba:keHi ouinkn GpakTopiB CIAOKMX CTOPiIH Opraxizamii
Weakness Cryninb Baromuit ExcriepTHi oLiHKH Cepennst | 3BaxkeHa
BaxauBocti | xoedilieHT OILlIHKa OLlIHKa
W1. BincyrtHicth 2 0,33 5 3 5 3 4 4 4x0,33=1,32
CHCTEMH aBapiitHOro
€JIEKTPOIIOCTAYaHHS
W2. Bigcyrnicts | 3 0,5 3 3 3 3 3 3 3x0,5=1,5
CHCTEMH PErYJSIPHOTO
PEe3epBHOrO
KOMIIOBaHHA
Wa3. BincyrtHicth 1 0,17 2 4 4 3 3 4 4x0,17=0,68
JBO(AKTOPHOT
ayreHTr(iKamii
Besoro 6 1 35

AHaNOTIYHO 3IIHCHIOETHCS €KCIIEPTHA OIIIHKA JUIs KOXKHOTro Kputepito marpuui SWOT-
aHanizy.

HactynHuM KpOKOM € CTBOPEHHS IHTEpaKTUBHHX MAaTpPHUIb Ul PAHTOBOI OLIIHKUA MK
30BHIIIHIMHU 3arpo3aMd Ta BHYTPIIIHIMH CIa0KUMH CTOPOHAMM; MDX MOJJIMBOCTSIMHU Ta
BHYTPIIIHIMHU CUJIBHUMHU CTOPOHAMH (Ta0uuIs 5).
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Tabnuysa 5
InTepakTHBHA MAaTPHIA /151 PAHIOBOI OL[IHKU MiK 30BHILIHIMHU 3arpo3aMu Ta
BHYTPIlIHIMHU CJIA0KHMH CTOPOHAMM OpraHizamii

w1 W2 W3
T1 + + +
T2 + + 0
T3 0 0 +

[IpiopuTeTHOIO € Ta 3arpo3a, sKa Mae HalOUIbIIE MOENHAaHb 3 CIA0KUMHU CTOpPOHAMH
oprasizauii ( y Hamomy npukiuazi ue T1).

3.4. 3BeieHHs1 pe3yJIbTATIB Ta iX aHAJI3

3amoBHEHHS YOTHPHOX KBAJAPAHTIB HA IMEPETHHI CHUJIBHUX/CIA0KUX  CTOPIH,
MOJKJIMBOCTE/3arpo3 J03BOJIATh BHSIBUTH Ta ONMUCATH YOTHPH BHAM crparerii: SO —
NBU3HAYAIOTHCS OPIEHTUPHU CTPATETIYHOTO PO3BUTKY opradizamii; ST — BH3HA4aKOTHCS
MOTEHIIHI cTpaTeriyai nmepeBaru xowmmadii; WO — BU3HAYaIOTHCS OPIEHTHPU BHYTPIIIHIX
neperBopeHb opraHizamii; WT — ¢ikcyloTbcss OOMEXKEHHS CTpPATeriyHOIO PO3BUTKY.
Hanpuknan, SO1 — Buxig Ha HOBI TepuTOpii Ta po3MUpeHHsS KiieHTchKkoi 0azm; WO2 —
CTBOPEHHSI CHCTEMH aBapiifHOTO eJEeKTPOIocTadaHHs; ST2 — mpemiloBaHHS TEpCOHATy Ta
CTBOpEHHS OUThII KOMpOpTHUX YMOB misa mpaii; WT1 — MOHITOPHHT CHCTEMH pPE3EpPBHOTO
KOIIIOBAHHS.

4. BUCHOBKHU TA NEPCIIEKTUBH INOJAJIBIIUX JOCJIIVKEHDb

BuBueHHST KOXKHOT TUCHUILIIHU CTYJACHTAMHU Y BHINIM IIKOJII MOTPIOHO PO3TIISAIATH K
BUIMOBIIHY  CXOAMHKY Yy TPOIECI CaMOpPO3BUTKY, K eram y  QopMyBaHHI
KOHKYPEHTOCIIpOMOXHOTO  (haxiBusg  iHpopmaliiiHoi Ta  KiOepHETHYHOT  Oe3meKH.
BnpoBamkenns y HaBuanbHuid nporiec 3BO akTuBHUX (popM HaBYaHHS, 30KpeMa TPEHIHTIB,
cipuse GOpMyBaHHIO MPAKTUYHUX HABUYOK, IO J03BOJISIE aIaliTyBaTH HAIIUX CTYAEHTIB 10
npodeciiHOoT NiTbHOCTI Y MallOyTHHOMY.
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CONDUCTING A SWOT-ANALYSIS OF INFORMATION RISK
ASSESSMENT AS A MEANS OF FORMATION OF PRACTICAL SKILLS
OF STUDENTS SPECIALTY 125 CYBER SECURITY

Abstract. This article examines the problem of implementing active teaching methods for students
majoring in 125 Cybersecurity. The study of qualitative analysis of information security risks (IS)
is presented on the example of studying the discipline "Risk Theory", namely the use of SWOT-
analysis tools for risk assessment in the field of 1S of small and medium business. General
relevance and possibilities of using SWOT-analysis in the field of IS risk to study the internal
environment of the organization, its strengths and weaknesses with the definition of enterprise
strategies in the external environment: confronting threats to secure information (confidentiality,
availability and integrity), and other its development. Based on scientific sources, the main
research of the definition is analyzed: IS risks, risk analysis and their quality assessment. The
content and procedure of SWOT-analysis are described. Using forms of group work and active
methods (trainings) in the educational process, the basic factors for SWOT-analysis of the virtual
organization "Internet Provider" were created, methodical expert assessments were conducted to
identify the primary features of these factors, the analysis of the results was obtained.lt is proved
that the introduction of this technology in the educational process promotes the development of
theoretical knowledge and the formation and development of practical skills of future specialists in
information and cyber security.

Keywords: information security risks; risk analysis; SWOT analysis; threats; active teaching
methods.
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