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IMOPIBHAHHA MOXJINBUX ITIIAXOAIB IIOJ0 PO3POBKHA
HUM3bKOBIOJOKETHUX AHAJIIBATOPIB CIIEKTPY
JJIsA CEHCOPHUX MEPEX JATAITIAZOHY 2,4-2,5 I'TL

AHoTaniss. B crarti npuBeeHi po3poOka, peaiizaiis i JOCTIIHKEHHS pOOOTH aHai3aTopiB
CIIEKTPY, sIKI MOXKYTh OyTH BUKOPHUCTaHHI Y CEHCOPHHX MEpexax i CHCTeMax iHTepHeTy peueil. B
SAKOCTI poOovoro yactotHoro miama3zony BuOpanuii ISM — 2,4-25TTu. Ha erami BuOopy
amapaTHOro  3a0e3leYeHHs INPOBEICHHH IOPIBHAJIBHUK  aHaNi3  iCHYIOUMX  JOCTYIHHX
MIKPOKOHTPOJIEPIB IS aHAII3Y CIEKTPY, BUOIp amapaTHHUX iHTepQeiciB, 3aMOBIICHHS HEOOXiTHUX
MOJYJIB 1 €MEKTPUIHUX KOMITOHEHTIB, a TAKOX BXiTHUX KOHTPOJb. [liguac po3poOku peaizoBaHO
KiJTbKa BapiaHTIB aHaTi3aTOpiB CHEKTPy Ha 0a3i MikpokoHTpoiepa i Mikpo30ipku TI Chipcon
CC2500 3 USB-inTepdeticamu, a Takox MoxyiiB Cypress CYWUSB6935 3 LPT- i USB-
intepdeiicamu. Ha erani po3poOku NpoBeseHO po3pOOKY JAPYKOBAaHOI IUIATH, ii BUTOTOBJICHHS,
MOHTa)X KOMIIOHEHTIB, IIPOrpaMyBaHHsI MiKPOKOHTpOJIEPIB, MepeBipka podoTo3maTHOCTI 30ipKH,
BHECCHHS BUIPABJICHb, IIi/I’€HAHHS JI0 MEPCOHATBHOTO KOMIT FOTEepa i 30ipka B kopmyci. Takox
MPOBEACHUI aHalli3 ICHYIOYOro MpOrpamMHOro 3adesmnedeHHs st 300py iH(opmarii mpo craH
6e3mpoBonoBoro edipy. 3a pesysipTaTaMH MOPIBHSIBHUAX JIOCIIAIB Pi3HUX 30IpOK aHANi3aToOpiB
CIEKTPpY OTpPHMMaHi CIEKTpOrpaMH JiIs PpI3HUX THUIIB CHTHaJiB. 3a LUMH THUIOBUMH
CHEKTpOrpaMaMy MPOBEICHUHN MOPIBHAIBHINA aHali3 poOOTH Pi3HUX MPOTOTHUIIB. 3alpONOHOBaHI
miaxogu 1o moOymoBH CEHCOpiB Ha 0a3i aHaNi3aToOpiB CHEKTPY JO3BOJIAIOTH CTBOPIOBATH
MAJIOTIOTYKHI MOIyJNi s BOYIOBYBaHHS B ICHYIOWi O€3MpOBOZOBI iH(poOpMamidHI Mepexi
MiATIPHEMCTB U 3amo0iraHHs MiKKaHANBHOI iHTepdepeHIii i1 3a0e3medeHHS MiTICHOCTI
TepeaBaHHs NaHUX. B pe3ynbraTi eKCIepHMEHTIB BHIHO, IO HE BCI ICHYIOYI MOMYII CHIIBHO
BIJJPI3HAIOTHCS 32 XapaKTEPUCTHKAMM, a SKICTb iX POOOTH HAmpsMy ITOB’s3aHAa 3 THIIOM i SKiCTIO
aHTeHH. B cTarTi NMpUBEIEHO NPHHIMIIOBI EJIEKTPUYHI CXEMH, MEPEeiK eJIEMEHTIB, MPHKJIaIH
JPYKOBaHMX IUIAT, IPOrpaMaTopH, NporpamMHe 3a0e3eYeHHsl i IPOTOTHIIH.

Kiarwu4oBi cjioBa: anai3 criekTpy; 0e3mpoBo10Ba Mepexa; Tpancusep; ISM-niana3oH.

1. BCTYII

B VkpaiHi Bce Oinbllle HOBUX JOMAIIHIX 1 MPOMHUCIOBUX MEpEX OyayeTbcs 3 MOBHUM
YY YaCTKOBUM BHUKOPHCTaHHSIM O€3MpPOBOJOBHUX TEXHOJIOTIH. 3a OCTaHHI KiIbKa POKIB Taki
TEXHOJIOTIT CTalu cTaHaapToM ne-¢akro. KiuibKicTe Mepex 30UIbLIyeThCsa depe3 iX I[IHOBY
JOCTYIHICTh 1 CIPOIIEHHS POOOTH 3 HHUMHM, IOSIBI NPOMHUCIOBHX CHUCTEM 3 POYMIHIOM,
IUPOKUI BUOIp aAHTEHHOTO OOJIaJlHAaHHA 1 JIO3BOJIM BHUKOPHCTAHHS, 3aKpilUIeHI Ha
3aKOHOJIaBYOMY DiBHI.

Y crarti po3TNAHYTE TOJIOBHE TIMTaHHS 3a0e3redueHHs Oe3neKku TepenaBaHHs
iHpopMarii y 6e3npoBOJOBUX cucTeMax: ii JocTynHicTh. [lpu mpoektyBaHHI 6€3MpoBOI0OBOT
MepeKi He MOXKIIMBO Mepe0ayuTH BCIX HIOAHCIB: MEpeBIAOUTTS, 3aTIHEHHS, CIPSIMOBAHICTh
aHTEH NpuiiMaviB TOIIO, TOMY MicJs MOOYIOBH peajbHOI CHCTEMH MOTPIOHO ii mepeBipUTH 1
3MEHIIIMTH BIUIMB HETAaTUBHUX (PAaKTOPiB. AHAII3aTOPU CHEKTPY JOTOMAraloTh BUPIIIMTH IO
npobuemy.
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AHaiizaTopy CHEKTpy He 30UIBIIYIOTH JOCTYIHICTH i1H(oOpMaIi B Mepexi, aie
CHpUSAIOTh ii BJIOCKOHAJIEHHIO, Yepe3 BUSABICHHA CIAOKHX MiCIlb, 3allOBHEHOCTI CIEKTPY
IHIIUMUA Mepekamu (3amoOiraHHs Kodisii/intepdepentii). Ha BiamiHy Bia cTaHIapTHUX
3ac00iB, JIOCTYIIHUX B MEPEKEBUX KapTax, aHali3aTop CHEKTpy 30upae iHOpMalioo mpo
piBEHb NIYMy, HAIpPHKJIad, BiJl MarHeTpoHiB (y MIKPOXBHUJILOBUX I€4ax), MOXKE BUSIBUTH
cTarioHapHi 3aBagu 1 poOory iHmoro obnagHanus (Bluetooth, ZigBee, pamiorenedonis,
JTUTSAYUX ITpalIoK, TPAHCHBEPIB BIJICOCUTHAIIB, MEAWYHHMX JATYMKIB TOIIO). Takox
aHATI3aTOp CIEKTPY «0auuTh» HE TUIBKU CIYKOOBI MAKeTH, 3a SKUMH OI[IHIOETHCS PIBCHb
CHUTHAJTYy B MEPEKEBUX KapTax, a 1 yci 1HII nmakeTd. ToMy TeMa CTaTTi € BaXJIMBOIO 1 BKpa
aKTYyaJIbHOIO.

[Tomepenni  Bepcii  mpomucioBux  aHamizaropiB  crnektpy  Pololu  Wixel
BUKOPHCTOBYBAJIUCS aBTOPAaMH B SIKOCTI CEHCOpPIB MPH NPOBENEHHI IOCHTIKEHb aHTEHHOI
TexHiku [1] 1 mobynoBi ceHcopHUX Mepex [2].

2. MOPIBHAHHS PAAIOYACTOTHUX TPAHCHUBEPIB

AHaizatop CHeKTpy — MpWIaja i CKaHyBaHHS Ta aHali3y I[EBHOTO [iana3oHy
4acToT, IO JIO3BOJISIE BUSIBIIATH B panioedipi JoCTyImHI 6e3MpoBOIOBI MEPEXKi 3B’ SI3KY, TOUKH
JIOCTYIy Ta KJEHTCHKI IPUCTPOT, a TAKOXK OTPUMYBATH JaHi IO iXHI XapakTepUCTUKU. Tak,
HANpUKIaJ, BUKOPUCTAHHS CKaHEpa YacTOT JO3BOJSE 1ACHTU(IKYBaTH HA3BU BHSBICHHX
pamioMepex, iX piBE€Hb CHUTHANTYy, BHUKOPUCTOBYBaHMN TUN MMU(PYBaHHA IaHUX Ta 1HIII
napamerpu. HaitOinpm yacto cnextpanbHi Wi-Fi aHamizatropu MOKHa 3yCTpiTH B apceHali
¢daxiBmiB, 4us mnpodeciiHa MisUIBHICTh IIOB’SA3aHa 3 PO3TOPTAHHAM 1 HACTPOIOBAHHSIM
0e3MpoBOIOBUX Mepex nepenadi Aanux cranaaptis 802.11 a/b/g/n/ac.

BukopucranHa ckaHepa 4acToT Ha erami nmoOynoBu Wi-Fi Mepexi ae MOXIUBICTD
IH)KEHEpOBI B KOPOTKMH TEpMiH BH3HAUWTH HASBHICTH 1 piBEHBb IEpemkon B panaioedipi,
BUOpaTH ONTUMaJbHY 4acToTy ansi podotu WLAN, a Takoxk po3paxyBaTdh KUIBKICTH 1
po3TanIyBaHHS TOYOK JOCTYIY Ui 3a0e3MedeHHs TTOBHOI 30HM TOKPHUTTSA. [Ipyn BUHUKHEHHI
300iB B poOOTI Mepexi aHami3aTop CIEKTPY pajioyacToOT 3AAaTHUIM HaJaTH JIONOMOTY HpHU
MIPOBE/ICHH]1 IarHOCTUKM Ta BUSIBICHHI NPUYUHHU HEMOJAJKHA, B TOMY YHCII OIIHUTH
3aBAHT@XEHICTb  MEpeXi, BHUABUTH HECAHKIIOHOBaHI  MiAKIIOYEHHS 1 HPUCTPOI,
1IEHTU(IKYBATH 1 JIOKaJII3yBaTu paJloNepeikoiu B kaHanax [3], [4].

B naniif po6Goti BUOpaHi iMIIe MIKPOCXEMH 3 HU3BKOI COOIBapTICTIO, 00 iX MOXKHA
Oyno 0 BUKOPHUCTOBYBAaTH B CEHCOPHHX MepekaxX TakuX, sk mpuBeieHl B [2]. B Tabm. 1
3BeJIeH1 JaHi MpO WICTh HAWHOUIBII BJANMX TPAHCHUBEPIB JAHOTO KiIacy BiJ BHUPOOHHKIB
Nordic, Texas Instruments 1 Cypress.

Tabauys 1
OCHOBHI XapaKkTepuCTHKH TPaHCUBEPiB
. Jiamazon .
. YacToTHUI PosnineHa . PosninbHa

Mikpocxema . . IOTY>HOCTI, .

mianaszoH, MI'n 34aTHICTB, K[ ' 3JaTHICTh, AbMBT

nbMBT

Nordic NRF24L01 [5] 2400-2525 977 —(85+42) 1,0
TI Chipcon CC2500 [6] 2400-2483,5 58-812 —(104+13) 0,8
TI Chipcon CC2511-F32 [7] 2400-2483,5 58-812 —(110+6,5) 0,5
Cypress CYRF6934 [8] 2400-2483 1000 —(90+40) ~4,1
Cypress CYRF6935 [9] 2400-2483 1000 —(95+40) ~3,1
Cypress CYRF6936 [10] 2400-2497 1000 —(97+47) ~1,3
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3 MOpiBHSIHHS BUHO, 1110 HAWOLIBII BAanuMU € TpaHcuBepu ¢ipmu Texas Instruments.
Jani mpuBeneHi mociiam Ui TOPIBHSAHHSA poOOTH TpacuBepiB Tulbku nBox ¢ipm (Texas
Instruments i1 Cypress), Tak sk Mmoaysb Nordic nRF24L.01 mae HanTo Manuii aiama3oH BUMIpY
MOTYXKHOCTI CUTHAJTY 1 4epe3 1€ MEKi MO0 3aCTOCYBaHHS JIOCUThH MaTi.

B crarTi po3risiHyTI HOTHPH anapartHi peanizaiii aHai3aTopiB CeKTpy Ha 0asi:

— mikpokonTposiepa CC2500 (3 USB-intepdeiicom);

—moxyns CC2500 (USB);

—moxayinst CYWUSB6935 (LPT);

—moayinss CYWUSB6935 (USB).

3. AHAPATHUM AHAJII3BATOP HA BA3I MIKPOKOHTPO.IEPY CC2500

Jnis aHami3zy MUTICHOCTI IepeaBaHHs TaHUX MH OyZ€MO BHKOPHCTOBYBATH arapaTHHMA
aHai3aTop CHEKTPY, KWW MoOyAOBaHUN Ha paZioyacTOTHOMY TpaHcuBepi, a came Chipcon
CC2500. Cxema mpucTporo IMoKazaHa Ha puc. 1, a mepemnik eJIeKTPOHHUX KOMIIOHEHTIB —
B TabmI. 2.
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Puc. 1. Enexkmpuuna npunyunosa cxema ananizamopa cnexmpy va Chipcon CC2500

Jnis moyatky Oyio po3po0ieHO JPyKOBaHY IJIaTy 3TiIHO CXEMH, IPUBEICHOI Ha puc. 1.
IIpukian Takoi ABOCTOPOHHBOI IUIATH MPUBEAEHO HA puC. 2a. Llel mpoekT mepeHoCUThHCS Ha
TepMoIanepi, KUl MpacyeTbcsi A0 TOTO MOMEHTY, MOKH KOJip 3 OLI0ro He 3MIHHUTBHCS Ha
cipuii. I[icas boro 6epemo 1ei TepMomnarip 1 3a JI0MOMOTOI0 JIA3EPHOTO MPUHTEPA APYKYEMO
Ha HbOMY IUIaTy. Ha puc. 20 mpoaeMOHCTpOBAHO TEpMOMaIlip 3 HaJAPYKOBAHOIO IUIATOXO.
[Inata BUKOHaHA Ha CKJIOTEKCTOJITI po3MipamMu 96%71 mm 1 ToBmMHOKO 1 MM. Po3apykoBaHi
IUIaTH TIPUKIIAJAI0TECS J0 CKIOTEKCTONITY Ta MEPEeHOCATHCS MPACKO0 OMU3bKO 5 XBWIMH 3
KOKHOTO Ooky. Ilnmara oXoJoIKyeThCcsl 1 IEPEHOCUTHCSI B €MHICTH 3 TEIUIOIO BOJAOKO, a 3a
MiBrOJIMHY TAIip BUJAISIETHCS.
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Tabnuys 2
CnucoK eJIeKTPOHHMX KOMIIOHEHTIB /10 aHatdizaropa cnekTpy Ha Chipcon CC2500
[To3naueHns 3HaueHHA Ommc Kinbkicth
C1 1 Mx®d KOHJIEHCATOp 1
C2, C5, C6, C8 220 nd KOHJICHCATOP 4
C3, C4, C7, C9-C11, C16, C20 100 H® KOHJICHCATOP 8
C12,C13 100 n® KOHJICHCATOp 2
C14, C17 12 nd KOHJICHCATOP 2
C15 10 O KOHJICHCATOp 1
C18, C19 22 n® KOHJICHCATOP 2
J1 ISP 6-KOHTaKTHUII 3’ €THYyBaY 1
J2 USB USB-po3’em 1
J3 SMA SMA-3’ennyBau 1
L2, L1 10 MxI'r IHAYKTHBHICTH 2
R1 47 xOMm pe3ucTop 1
R2 1 kOm pe3ucTop 1
R3 390 Om pesucrop 1
R4, R5 10 kOm pesucTop 2
T1 HHM1521 TpaHcopmarop 2,4 [T 1
ul ATmega48 ATmega48 TQFP 1
u2 CC2500 CC2500 Tpaucusep 1
U3 CP2102 USB-UART xonTpoep 1
Y1 8 MI'g KBapI| 1
Y2 27 MI'p KBapI[ 1

[TnaTy nepeHOCUTHCS B €MHICTD 3 XJIOPHUM 3aJ1130M, 1 [J1aTa BUTPABIIOETHCS. (3 mepiioi
crpoOu He BUMILIO 3p0OUTH Yepe3 TOHKI JOPIKKU KOJIO TPAaHCUBEPA, SIKI OYaIH «BIIUIITaTH»
BiJJpa3y X MNpH TpaBJieHHI IUIaTH). 3a JOMOMOIOI HaXJauyHOro mamepy oOpoOIroeThCs
3arOTOBKA, MPOCBEPIIOIOTHCA OTBOPU 3a JOMOMOror cepan miamerpoMm 0,5 1 2 mm. B

pe3ysbTaTi OTPUMYEMO FOTOBY IUIATY /ISl MOHTYBAHHS €JI€MEHTIB (pHc. 2B).

Puc. 2. Jlpykosana nnama ananizamopa cnexmpy na Chipcon CC2500:
a — npoekm 6 epaghiuHomy pedakxmopi, 6 — mepmonanip 3 HaOPYKOB8AHOI NAAMOIO;
6 — sumpasiena niama
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[Ticnst MOHTaXY €JIEMEHTIB MPOBOJAMTHCS MPOrpaMyBaHHS MIKPOKOHTpoJsiepa Atmega48
3a nonomororo USB-nporpamaropa ainst AVR (Ha puc. 3) [12], [13].

Puc. 3. Ilpoepamamop ons AVR mikpoxoumponepie

Jlist mporpaMyBaHHS HaM HEOOXITHO 3’€IHATH IICTh MPOBOJIB BiJ MporpaMaropa 3
KOHTaKTHUMH MalJaHuMKamu Ha 1uiati. [Iporpamatop He mo0OayuB MiKPOKOHTpPOJEp, TOMY
OyJi0 BUPIMIEHO BUMASTH MIKPOKOHTPOJIEP 1 MiAMAATH O€3MOCePEHBO 0 HIKOK MIKPOCXEMH.
Ha pucynky 4a Mmo)xHa mo0auuTH BXKE TOTOBY IIATY, aJi€ 3 BUMAsTHUM MiKPOKOHTPOJIEPOM.

[Ticns mpomMBKY MIKPOKOHTPOJIEpa MPHUITAIEMO HOTO HA3aJ Ha IUIATy 1 MiAKIF0YaEMO
0 KOMIT'IOTepa, BCTAHOBIIOEMO JIpaiBepu HJs MPHUCTPOIO 1 3aMyCKaeEMO Mporpamy JUist
aHaI3y CIEKTPYy, aje NpH TEpHIOMYy 3aIyCKy NpHUCTpiid He 3ampamroBaB. [lepeBipmin Bci
JOPLKKHU Ha TUIATI 3a JIOMIOMOTOI0 MYyJbTUMETpa 1 OyJI0 BUSBICHO, 110 HA OJHIN JOpixkIl OyB
0o0puB, BiH OyB YCHIIIHO YCYHYTHH 3a JOIOMOIOK MasulbHUKA i ojoBa. [licis doro rmiata
Oysa BcTaHOBJIEHA B Kopmyc (aAuB. puc. 40)

[IpoBoauMoO psit TECTIB 1 cocTepiraemo. Skio migHecTH pyKy abo IHIMUH peaMeT 10
MPUCTPOI0, CTBOPIOETHCS HABOJAKA, TOMY OyJ0 HamMH BHUPIIIEHO MOCTAaBUTU €KpaH st
3MEHILEHHS 3aBaJl B 00JIacTl, /€ PO3MIIIAEThCA TpaHCHUBEp. EKpaH MM BUTOTOBMIIM 3 Mijl
(puc. 48).

B

Puc. 4. /[pykosana nrama ananizamopa cnekmpy na Chipcon CC2500:
a — i3 3MOHMOBAHUMU eNeMEHMAaMU, 6 — BCMAHOBIEHA 8 KOPNYC, 8 — 3 NPUNASTHUM eKPAHOM
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Puc. 5. Ananiz cnexmpy, ompumanozo sio Chipcon CC2500:
a — Oe3 6UKOPUCMANHA AHMEHU | eKpamny, 6 — 3 BUKOPUCMAHHAM eKpany, aie 0e3 aHmeHu,
8 — 3 GUKOPUCMAHHAM AHMEHU, aie 6e3 eKPaHy, 2 — 3 GUKOPUCMAHHAM AHMEHU | eKPAHY

[lityac mpoBeneHHS EKCHEPHUMEHTIB 3ropiB MIKPOKOHTPOJIEp dYepe3 HeJ0CTaTHIN
TEIUIOBI/Bl, TOMYy OyJ0 TMPUMHATO pIIIEHHS BUTPAaBUTH HOBY IUIATy, 3aMIHUTH
MIKPOKOHTPOJIEP 1 aHTEHY.

4. ATAPATHUIM AHAJIIBATOP HA BA3I MOJIYJIIO CC2500

Hns peamizanii aHamgizaropa CeKTpy 31 3MIHHUM TPaHCHBEPOM, HaAM HEOOXITHMHA cam
TpaHcuBep, skuii Mu 3amoBuiu 3 Kutaro. Bin mae xommakTHi posmipu. Ha pucynky 6
MMOKa3aHo, SKUK BiH Ma€ BUTIA.

Puc. 6. 3o6niwni uenso mooyns mpancusepa CC2500

JpykoBaHna 1uiata 6yna 3miHeHa. Ha pucy. 7a nmoka3aHo, K Terep BUIVISIIAE APYKOBaHA
iara. [{poro pasy He BUKOpPHCTOBYBaBCs TepMmornanip, a poromnarip. Jani 6epemo doTomaip 1
3a JOMIOMOT 010 JIA3€PHOTO NMPHUHTEPA APYKYEMO Ha Hil APYKOBaHY IUIATY.

bepemo ckmoTtekcromT 3 po3mipamu 60%50 MM TOBITMHOIO 1 MM 1 IPHUKJIaaeEMO HaIri
PO3APYKOBaHI TUIATH, MPUKIAAAEMO 0 CKIOTEKCTONITY Ta TNIAJUMO MPACKOI MPHOIU3HO S5
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XBUJIMH 3 KOKHOTO OOKy. J[aeMO OXOJOHYTH 1 KJIaJeMO B MHCKY 3 TeIiow Bojoto. [loTim
necb vepe3 30 XBUIMH TanbleM Bupansemo mnamip. Ha puc. 70 mokaszaHi IUtaTé Micis
BHUJIAJICHHS Manepy. 3amaroeMo BCi JeTalli, MpOorpaMyeMoO MIKpOKOHTposiep Atmega48 Tta
MiITAI0EMO MOJTYJIb, BCE 3aJTMBAEMO PiJIKOIO TYMOIO (IUB. PHC. 7B).

Puc. 7. Jlpykosana nnama ananizamopa cnekmpy na mooyni CC2500:
a — npoexm 6 2pagiuHomy peoaxmopi; 6 — eumpaenena, 8 — y 20mo8oMy NPUcmpoIO

5. ATAPATHUM LPT-AHAJI3ATOP HA BA3I MOJIYJIIO CYWUSB6935

Jlns peanizanii aHanizaTopa CIEKTPY 3a CyHepreTepoAMHHUM MPUHIUIIOM BUKOPUCTaHa
mikpo3bipka Cypress CYWUSB6935 [9]. Ha pwuc. 8 mokasaHa NpHHIMIIOBA CXeMa, B
TabJn. 3 — meperniK KOMIIOHEHTIB, a Ha puc. 9 — 3i0paHuii Ha MOHTaXHIH IJIaTi EPeXiTHUK.

10 ACK IRQ 3
12 PAPEROUT MISO 8

1 nSTROBE nRESET 4

—
Lt
R1

R5

14 nAUTOFEED

1
| E—,
R2

MOSI 5

R6

LPT-nopT CYWM6935
16 INIT P— nss 6
—
R3
R7
17 nSELECT f—i SCK 7 CYWM6935
TR VD1 VD2 VD3
5V vce 12
Re oS
2.9V

18-25 GND GND 9&1 PSU GND L_nPD 10

— T L Ty T

Puc. 8. Enekmpuuna npunyunosa cxema nio ’eonanus 0o mooyns CYWUSB6935
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Tabnuys 3

Crnucok eJIeKTPOHHUX KOMINOHEeHTIB 10 USB-anadgizaropa na moayai CYWUSB6935

Tlo3nauenus 3HaveHHs Ommc Kinekictsh
R1-R4 10 kOm pesucTop 1
R5-R8 15 xOm pe3ucTop 4
VD1-VD3 1N4001 3

sud VT

X

L LT d L]
e

Puc. 9. 306niwmniii euenno comosozo LPT-ananisamopa cnekmpy na mooyni CYWUSB6935

[Tpu 3umtyBanHi HampsaMmy 3 LPT-mopra oTpuMaHi JaHHI B HAcTYIHOMY BHIJISII

(vactuHa nakeriB 3 piBHeM RSSI):

frame: [(0,0,1,1,0,0,2,1,0,2,0,0,4,31,30,29,0,0,0,0,0,3,0,0,0,0,0,0,0,
,0,0,1,1,0,0,0,1,0,2,0,0,0,0,0,0,0,1,0,0,2,0,0,0,2,0,0,0,1,0,4,5,1,1,
0,0,1,1,0,1,1,1,0,0,0,0,3,2,1,0,0,0,0,1,1]

14 14 14 14 14 14

Signal, dBm

-1
2400 2405 2410 2415 2420 2425 2430 2435 2440 2445 2450 2455 2460 2465 2470 2475 2480

Frequency, MHz

Puc. 10. Pesynemam ananizy oanux 6io aunanizamopa cnekmpy na mooyai CYWUSB6935

KoHcTpykitis mae cyTTeBuit Heomik — poborta Ha 3actapinomy LPT-iaTepdeiici, skuit

HEYacTO 3YyCTPIYaeTbcss B CydyacHHUX Kowmi 'torepax. Kpim Toro, morpiOHe g0aaTKOBE
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JKUBIIGHHA. B naHoMmy BuWMaaky 3acTOCOBYBaJIOCh JKuBJIeHHs Big USB-mopra mocmigoBHO
HiI[KJIIO'—IeHI/IMI/I TpBOMa I[iOI[aMI/I JJIs1 BHUKCHHS HaprTI/I.

6. AAPATHUI USB-AHAJII3ATOP HA BA3I MOJYJIKO CYWUSB6935

[lpuHnMIIOBa CcXeMa aHami3aTopa CHEKTpy 3o00pakeHa ©Ha puc. 11. Ockiibku
MIKpPOKOHTpoJIep Ma€ B co01 Bce HeoOxigHe 1t USB, B ToMy umcii cTabiizaTop Hampyr#
3,3 B, 0ydep mam’sti 1 mpuiimad, Bce 10 MOTPiOHO 3poduTn — migkmount USB-kabenb 1o
BUXoAiB 15 1 16 MiKpOKOHTpoJiepa 1 KOHAeHcaTop A0 BuBOAY 14 mis QinbTpaiii Hanpyru
3,3 B Big BOynoBaHoro cTabdimizaropa.

5B 5B

Buimon 1
(Bensii npoeoa}

|PGC

-’é_
H
[GIETET Tl =

] IE —

— oz —

— u IRB| — R
—1

RBO
. asen] 19F2550 [
—{ [==h¢| ose| vss
EJ_'__ RCT = RS

ki

[
I
g1 i

VD1 VD2 VD3

lcu

Puc. 11. Enexmpuuna npunyunosa cxema xepysanis mooyiem CYWUSB6935

TakTyBaHHSI MIKPOKOHTpoJIepa 3A1MCHIOEThCS Bl KBaploBoro pezonaropa 20 MI'm 3
JBOMAa  HABaHTAXYBAJIBHUMHM  KOHIEHCATOpaMHU 15 n®. BHyTpimHii  AiIBHUK
MIKpPOKOHTpOJIEpA IUIMTh TaKTOBY YacTOTy Ha 5, 00 oTpuMaTu 3HadeHHs yactotu 4 MI'1,
sKka Oy/e BUKOPUCTOBYBATUCS Ul ()a30BOr0 aBTOMIUIALITYBAHHS YaCTOTH, IO IMpalo€ Ha
yacTtoTi 48 MI'l. Ile ocHOBHa TakTOBa 4acToTa, Ha siKiil mpamotoTs USB iHTepdeiic 1 saapo.

Pesuctop HominamoMm 10 kOM, miAKIIOYEeHMH 1O BHMCHOBKY | MIKpPOKOHTpoJepa,
niaTsarye BucHoBok MCLR (ckuaaHHs) 10 BUCOKOTO PiBHSI.

JXKusnenuns ckanep orpumye Bia iHTepdeiicy USB, Tak sik cxema crokuBae He3HaAUYHHUH
cTpyM. st KuBJIEHHS palioMoyiisi HeoOX1qHO Hampyra Bix 2,7 no 3,6 B. Hanpyra nopsnky
3,0 B mu moxemo oTpuMatu BiJ muHU 5 B, BKIounBIIM TochigoBHO 3 mioga tumy IN4001
(Ha xoxHOMY nioai mamaiHHs Hanpyru Ommseko 0,7 B). Lle, 3BuuaitHo X, HaUTpOCTIMNN 1
NENIEBHI, ajle IJIKOM HaglHHUK c1IociO.

CYWUSBG6935 mae Ha Bxomax 3axucHi mioau. Lle o3nagae, mo Ay KepyBaHHS MOXHA
BUKOPUCTOBYBATH 5-BOJIBTOBI JIOT1UHI CHTHAJIU MIKPOKOHTpOJIEpA, BKIFOUMBIIHM IOCIIOBHI
pe3ucTopHu i OOMEXKEeHHs cTpyMy. Mu BubOpanu pesuctopu 3 omopom 3,3 kOwm. Ilepemik
KOMITOHEHTIB MPECTaBIeHU B Ta01. 4.
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Tabnuys 4
Cnncok eJIeKTPOHHUX KOMIIOHeHTIB 10 LPT-ananizaropa na monyai CYWUSB6935
IToznauenns 3HaueHHs Ornuc KinmbkicTh

C1,C2 15 n® KOHJICHCATOP 2
C3 220 ud KOHJICHCATOp 1
C4 100 ad KOHJICHCATOP 1
C5 100 mx® KOHJICHCATOP 1
J1 ISP 6-KOHTaKTHUI 3’ €HYyBaY 1
J2 USB USB-po3’em 1
J3 ISP 10-xoHTaKTHUI 3’ €JHYBaY 1
R1 10 kxOm pe3UCTOp 1
R2-R5 3,3 kOm pe3ucTop 4
U1 PIC18F2550-1/SP MIKPOKOHTpOJIEP 1
VD1-VD3 1N4001 aion 3
Y1 20 MI'g KBapI[ 1

Tak sk Hama cxema He 3aHaATO CKIAQJHA, JJIS CKIAIaHHS MPHCTPOO OyB OOpaHMii
HAWOpPOCTIMK IUIAX: MakeTHa miuata (guB. puc. 12). Jnsg HiAKIIOYEHHS pPaguoOMOIYIIs

BUKOPHCTOBYBABCS CIICIialbHAN OaraToniHOBHUN po3’eM. ByB BHKOpHCTaHWIl CTaHAapTHHUN
USB-po3’em [13].

(elelelsle]

‘00

Q0000 -~
Q00CLLG
000000 O
o0 o

a

Puc. 12. I'omosuii npucmpiu

[Iporpamyemo mikpokorTposep PIC18F2550-1/SP uepes nporpamarop (puc. 14).

- £™Y
11 LU Y

Puc. 13. Ilpoepamysanus mikpokoumponepa
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7. AHAJII3 ITIPOT'PAMHOI'O 3ABE3ITEYEHHS

[Mporpama anamizaropy crektpy Low-Cost Spectrum Analyzer (LCSA) — e 32-
oitauii nomaroxk st OC Windows XP (He Bumarae BcraHoBieHHs). IIpu poGoti 3 OC
Windows 7 motpi6bHo BcranoButH VP Windows XP Mode, mo6 ycyHytu mpobiemy 3
npaiiBepaMu. A Tiepes BUKOPUCTAHHSM MPOTPAMHOTO 3a0e3IEeUeHHS BIieplie, HeoOXiITHO
BCTaHOBUTH JpaiiBep s Mmikpocxemu agantepa COM2USB Selicon Labs CP2102.

[Ticns miakIrOYeHHS aHaji3atopa CIEKTpPy, BCTaHOBJIEHHs npaiBepa it CP2102 i
3amycky LCSA, mporpamne 3abe3rneueHHss MOBHHHO HETailHO po3moyaTd 30ip JaHWX 1 B
PEXKUMI peasIbHOTO Yacy aeMoHcTpyBaTH ISM-niana3on cnekrpy Ha 2,4 [T,

Ha Bxiaami View goctymHi Taki QyHKIIT: YTPUMAHHS iKY, 3aMOXYBaHHS IIKY, a TAKOX
BUOip (oHiB (4opHOro abo Oimoro). Takox wHa Bkmaaii Plotting Options € ¢bynkmii ms
HATAMTYBAHHS aMILTITYIU 1 94aCTOTH.

[Tpu po6oTi 3 BipryansuuMu COM-nopTam MOKe BUHUKHYTH CUTYallisl, KOJIU MOTPIOGHO
3aJaBaTH BPYYHY HOMEp TIOPTa B PEECTPi CUCTEMH:

REGEDIT4
[HKEY LOCAL MACHINE\HARDWARE\DEVICEMAP\SERTALCOMM]
"\\device\\slabserQ0"="COM20"

Bechk ormsa nporpaMHoro 3abe3nedeHHst NpoIeMOHCTPOBaHMi Ha puc. 14.

Max Ampl —_J 20 o8 55
ComirFiey. ———— 1 ——— 2% Mk 40
Spen 7—| 0 MHz

Swesp Spead ————— }— 5 sweepspersec

N o | & ] Ty

! -100
\

‘ -110

|
-120
2400 2410 2420 2430 2440 2450 2460 2470 2480

Ready oM

Puc. 14. I'onosni ¢yuxyii npoepammnozo 3abesnevenns LCSA

BukopucroByetbess cranpaptauit USB-inTepdeiic 1 Moxe miakimtoyatucs 10 Oyb-
SKOTO KOMIT toTepa, Ha skomy BcTaHoBieHa OC Windows XP/Vista/7. Ilepenq Tum sk
HiAKJII0YaTH TPUCTPid 1O KOMIT I0Tepa He0OXiIHO MEepeBIpUTH arapaTHy YacTHHY (MOHTaX 1
nigkaroyeHHs USB-kabento), MoTiM BCTaHOBUTH NPOTpaMHE 3a0€3MEeUeHHs, pa3oM 3 SKUM
Oyzne BCTaHOBJIIEHUH 1 JpaiiBep ckaHepa, MICJIsI 4YOTrO CKaHEp MOXHa MIAKIIOYaTH M0
KOMIT'IOTepa. Y JucreTdepl MPUCTPOiB, B po3aum [Hwi npucmpoi, BU TaKOXK M0OAYUTE
MiIKII0YeHHi B cuctemi ckanep ISM-nianazony.

Knonka Export npusnadena aist eKCOpTy MOTOYHUX BIJUTIKIB B (paifi .CSV, IKUI MOXKe
OyTH 3aBaHTaxeHull B mporpamy Exel mist 06po6ku 1 modynoBu rpagikis.

[Ipu 3amycky mporpaMu NOTPIOHO TEpPEBIPUTH, WIO0 TPUCTPIM  MIIKITIOYSHUIA:
«Connected to Geoff’s 2.4GHz Scanner». IToBigominenus «Scanner not found» o3xauae, 1o
MPUCTPiK 200 He MiAKII0YeHUH, a00 HE TPaITIoE.
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[Tpu 3anmycky nmporpam# 1 miakaoYeHH1 ckanepa 70 USB B 0CHOBHOMY BiKHI ITporpamu
BU Mmo0auuTe CreKkTp curHany nianasony 2,4 I'Tuo. Skmo mobmu3zy Hemae 0e31pOTOBUX
npuctpoiB ISM-aianazony, criektp Oyae BizoOpakaTu (OHOBHH IIYM 1 IITyM PaJioyacTOTHOL
gactuan CYWUSB6935. 3BepHiTh yBary, 0 BepTHKaldbHa IIKajla (piBeHb CUTHAIY) HE
BiJIKamiOpoBaHa, BOHA HOCUTh BIJHOCHHH XapakTep, OCKIIbLKH BioOpa’kae piBEHb CHTHAIY,
kUil mocuiae pagiomoaynem. Crektp curnany (puc. 15) Bimobpaxkae poOoTy 6e31poBOIOBOI
touku goctyny Wi-Fi mapmpyruzartopa (cranmapry IEEE 802.11n), nanamroBanoro Ha 8-i
KaHaJI 3 HEeHTpalbHO0 YacToro 2,447 I'T'1 i po3ramoBanoro Ha Biactani y 10 m.

[£3 15M 2.4GHz Band Spectrum Analyser x|

Connected to Geoff's 2 4GHz Scanner

Frequency (GHz]
.40 241 242 243 2.44 2.45 245 247 248

] ] [ ] | 1 [ 1 1
g 1w M o1z 13

5 B 7 #®
80211 b/g Channel

Peak Hold Time

4 bl Pause I Export |
350 readings

Puc. 15. Cnexmp cuenany 6e3npogooogozo mapupymuzamopa IEEE 802.11n

8. MOPIBHAHHSA POBOTHU AHAJUIIBATOPIB CIIEKTPY

Ha puc. 16a 1 166 npeacraBieHo pe3yabTaTy MPUHOMY IPU pO3TAlIyBaHHI aHajli3aTopa
CIIEKTPYy B OJIMKHIM 30HI TepenaBada il mepenada JaHuX 10 Oe3MPOBOJIOBOMY KaHATy
Bluetooth, a Ha puc. 168 i 16r — Wi-Fi mianazony 2,4 I'T'. 3 pUCYHKIB JIeTKO 0a4uTH, 110
cyliipHa 30ipka IMoka3aja Halarato SIKICHIII pe3ylbTaTh 4Yepe3 Te, 10 B Hiil sKicHiIIe
npoBesieHa 301pKa, BAKOPUCTAaHUM €KpaH 1 30BHILLIHS aHTEHA.

A [ —
Mu}w \AA\'\NfJ\-BD

E -1

2400 2410 2420 2430 2440 2450 2460 2470 2480 2400 2410 2420 2430 2440 2450 2460 2470 2480

a B
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| | ol | /-r_ﬁ"\/\""-m\ | i
\ " i ™. A A, A ML.._.,_M
-60 -60
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‘ -90 -90

=100 -100
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Puc. 16. Ilpuxnaou cnekmpis 051 pisHUX 30ipoK:
a — Bluetooth ons mooynvnoi; 6 — Bluetooth ons cyyinernoi;
6 — Wi-Fi onst mooynvroi; e — Wi-Fi ons cyyinbroi

[Ticns 3akiH4eHHS 301pKH, TECTyBaHHS 1 HaJaroPKEHHS MPHUCTPOi TOTOBI IS
BUKOPHUCTAHHS K y TEXHIUYHUH, TaK 1 y HAYKOBUX 3aJlayaxX. 3arallbHUW BUTISI YCIX TPbOX
MPUCTPOIB MOKa3aHUM Ha puc. 17.

Puc. 17. 3acanvruii 6uensao ycix npunadie

9. BUCHOBKHU TA NEPCIIEKTUBHU ITOJAJIBIIIUX JOCJIIKEHb

B crarti nmpencraBieHi pe3yabTaTH MPOEKTYBaHHS 1 BHUIOTOBJIEHHS aHAJi3aTOPIB
CHEeKTpy Ha TOTOBMX KOMIIOHEHTaX (MikpocxemHu-TpaHcuBepu mnsi crapaapty IEEE
802.15.4/ZigBee). [leTasibHO onucaHUil MpoleC MPOEKTYBAaHHS, BUTOTOBJIEHHS JPYKOBaHMUX
wiat, 30ip npwiagiB 1 HporpamyBaHHs MIKpoKOHTpoJepiB. IIpoBeaene TecTyBaHHS 1
BHECEHHS BJOCKOHAJEHb y ICHYIOYl mpuianu.llpu po3Boall miiatu BUSBIEHA 3aJIEKHICTh
SKOCTI poOOTH Mpuiaay BiA SKOCTI Horo 30ipKH, HasBHOCTI €JIEKTPOMArHiTHOTO €KpaHy 1
TUITy QaHTCHHU.

B crarTi BUKOpHCTaHE CTOPOHHE TporpaMHe 3a0e3ledeHHs, a TaKoXK po3poliIeHe Ha
kadeapi iHPpopmaniiHOi Ta KiGepHETHYHOI Oe3NeKku IporpaMHe 3a0e3NedeHHs JUIsl aHallizy
JAaHUX, 310paHMUX C PI3HUX aHATI3aTOPIB CIEKTPY.

[licnsa neranmpHOrO TECTYBAaHHS NPWIAiB 1 iX MEPEeBIPKM MU JIHIUIM BHCHOBKY, IO
MO>XHA BUTOTOBUTHU O1JTbIII KOMIAKTHE PIIICHHS JJI CEPIHHOTO BUITYCKY TTPUIIA/IIB.

MOoIuBI HaMpsIMKU TOJANBININX HAYKOBUX JOCHIKEHb BKIIOUYAIOTH OUTBIN TTHOOKHIA
CTATUCTUYHUN  aHali3, yJOCKOHAJICHHS MIAXOMIB 1O BUMIpIOBaHHA 1HdopMarii i
OpOTHO3yBaHHSA. Y MailOyTHbOMY JaHi NpWIagd MOXHA IHTETpyBaTH B MPOrpaMHUN
KOMIUIEKC CHUTYalliHHOrO LIEHTPY, SAKUI KOHcoJigye B co0i pobOTy 3 pIi3HUMH
HU3bKOOIO/KETHUMH MOJIEJISIMU aHAJi3aTOPIB CIIEKTPY 33/1aHOT0 YAaCTOTHOTO Jl1alla3oHy.
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COMPARISON OF POSSIBLE APPROACHES FOR THE DEVELOPMENT
OF LOW-BUDGET SPECTRUM ANALYZERS
FOR SENSORY NETWORKS IN THE RANGE OF 2.4-2.5 GHZ

Abstract. The article deals with the development, implementation and research of the spectrum
analyzers that can be used in sensor networks and Internet systems of things. As an operating
frequency range, 2.4-2.5 GHz ISM is selected. At the stage of hardware selection, a comparative
analysis of existing available microcontrollers for the analysis of the spectrum, the choice of
hardware interfaces, the ordering of the required modules and electrical components, as well as the
input control is carried out. During development, several variants of spectrum analyzers on the
basis of microcontroller and TI Chipcon CC2500 microcontrollers with USB interfaces, as well as
Cypress CYWUSB6935 modules with LPT and USB interfaces, have been implemented. At the
development stage, the development of the printed circuit board, its fabrication, component
assembly, microcontroller programming, the verification of the assembly's robustness, making
corrections, connecting to a personal computer and assembly in the case have been carried out. An
analysis of existing software for collecting information on the state of the wireless broadcast is
also conducted. According to the results of comparative experiments of various collections of
spectrum analyzers, spectrographs for different types of signals were obtained. On these typical
spectrographs a comparative analysis of the work of various prototypes was conducted. The
offered approaches to building sensors on the basis of spectrum analyzers allow to create low-
power modules for embedding in existing wireless information networks of enterprises for
prevention of inter-channel interference and ensuring the integrity of data transmission. As a result
of experiments, it is evident that not all existing modules are very different in characteristics, and
the quality of their work is directly related to the type and quality of the antenna. The article gives
the basic electric circuits, a list of elements, examples of PCBs, programmers, software and
prototypes.

Keywords: spectrum analysis; wireless network; transceiver; ISM range.

REFERENCES

[1] V. M. Astapenya and V. Yu. Sokolov, “Experimental Evaluation of the Shading Effect of Accelerating Lens
in Azimuth Plane,” in XI International Conference on Antenna Theory and Techniques (ICATT’2017), May
2017, Kiev, pp. 389-391. DOI: 10.1109/ICATT.2017.7972671.

[2] V. Yu. Sokolov, A. Carlsson and I. Kuzminykh, “Scheme for Dynamic Channel Allocation with Interference
Reduction in Wireless Sensor Network,” in IV International Scientific and Practical Conference Problems of
Infocommunications. Science and Technology (PIC S&T°2017), Oct. 2017, Kharkov, pp. 564-568.
DOI: 10.1109/INFOCOMMST.2017.8246463.

[3] K. Rausher. Osnovy spektral'nogo analiza: Rohde & Schwarz [Basics of Spectral Analysis: Rohde &
Schwarz]. Moskow, Goryachaya Liniya-Telekom, 2006, 226 p. (In Russian).

[4] V. Vargauzin, “Radioseti dlya sbora dannykh ot sensorov, monitoringa i upravleniya na osnove standarta
IEEE 802.15.4: RFID [Radio networks for data collection from sensors, monitoring and control based on the
IEEE 802.15.4 standard: RFID],” Telemul'timedia, no. 6 (34), 2005, pp. 23-27. (In Russian).

[5] Nordic Semiconductor. nRF24L01+ Single Chip 2.4GHz Transceiver. Product Spec. v1.0, 2008, 78 p.
Available: https://www.nordicsemi.com/eng/content/download/2726/34069/file/nRF24L01P_Product_
Specification_1_0.pdf [Nov. 12, 2018].

[6] Texas Instruments. CC2500 Low-Cost Low-Power 2.4 GHz RF Transceiver. 2018, 94 p. Available:
http://www.ti.com/lit/ds/symlink/cc2500.pdf [Nov. 12, 2018].

45



KeBcormi yvisspcatar
imeni Gophca Mpikuerka

Kl 5 E p E) E3 |—| E KA OCBITa, HayKa, TexHika Ne 2 (2), 2018

CYBERSECURITY. .. 55N 200402

[7] Texas Instruments. CC2510Fx/CC2511Fx SWRS055G. Low-Power SoC (System-on-Chip) with MCU,
Memory, 24 GHz RF Transceiver, and USB Controller. 2018, 245p. Available:
http://www.ti.com/lit/ds/symlink/cc2511.pdf [Nov. 12, 2018].

[8] Cypress Semiconductor. Cypress Perform CYRF6934. Datasheet. 2011, 28 p.

[9] Cypress Semiconductor. Cypress Perform CYRF6935: Datasheet. 2010, 36 p.

[10] Cypress Semiconductor. Cypress Perform CYRF6936: Datasheet. 2007, 244 p.

[11] Texas Instruments. Wireless connection. 2011, 63 p.

[12] Scott Armitage, “Low-Cost 2.4-GHz Spectrum Analyzer,” Circuit Cellar, issue 189, 2006, pp. 18-22.

[13] Geoff ~ Graham. 2.4 GHz WiFi & ISM Band Scanner [Online]. Available:
http://geoffg.net/ISM_Scanner.html [Nov. 12, 2018].

[C2) Bv-nc-h |

This work is licensed under Creative Commons Attribution-NonCommercial-ShareAlike 4.0 International License.

46


Katya
Штамп


