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PO3POBKA PEKOMEHIALII LIIOJ0 MIHIMI3ALIT PU3UKIB 3JIOMIB
OBJIIKOBUX 3AMHUCIB HA OCHOBI AHAJII3Y HAHMOIIUPEHIIIINX
METOJIB 3JIOMY

AHoTaunis. B ymoBax po3noBciokeHHst [HTepHETY, comianbHIX Mepesk, MECEHKEPIiB TOIIO Ta iX
MPOHUKHEHHS 10 YCiX cdep KUTTS CydacHOI OCOOMCTOCTI Bce 30UIBIIYETHCS KUIBKICTH CIIPOO
OTPUMAaHHSI HECaHKI[IOHOBAaHOT'O JOCTYMy JI0 ocoOucTol iHpopmalii kopuctyBauiB. OOJiKOBi
3aIliCH € Hailypa3JMBIlIO MilIeHHIO Juist 310My. Cepell HalMOMMPE X BUAIB aTak — (ilInHT,
Kpajaikka QainiB cookie, BUKOpucTaHHs KeiorrepiB, Opyrdopc. TexHiku couianbHOI iHXeHepii
HaOyJIM BEJUKOI MOMYJISIPHOCTI cepell 3JI0BMHUCHHKIB. BUKOpHCTaHHS Mapoo y BUIUIsAL HAabopy
OyKB, (P Ta CHEIiILHUX CHUMBOJIIB BXK€ HE JOCTATHBO I 3a0e3meueHHs] He0O0XiTHOTO PiBHS
3aXMINEHOCTI OONIKOBHX 3amuciB. BrpoBa/keHHS KOMOIHOBaHMX CHCTEM 30UIBLIYE KUIbKICTH
ineHTH(IKAIMHIX O3HAK 1 MigBHUILYE OE3IeKy JaHuX. Y SIKOCTI JOJATKOBUX MEXaHi3MiB 3aXUCTY
MOXYTb BHKOPHUCTOBYBAaTHUCSI CHCTEMH Ha 0a3i Oe3KOHTakTHHX cMmapT-kapT, USB-kmouis,
riOpuaHnX cMmaprT-KapT, OioenekTpoHHI cuctemu. OJHI€I0 3 OCHOBHMX PEKOMEHJALiH 10710
YHHUKHEHb HaCJiJIKiB IaXpaiCchKUX il € moaBiliHA abo GaraTodakropHa ayTeHTH(]IKALIsA 3 METOIO
MepeBIPKH 1IGHTUYHOCTI KiIi€HTa (BUMOTH JI0 KOPUCTYBaviB HaJaTH AaHi, TIapoJib 3 BAKOPUCTAHHIM
iHmuX (haKTopiB, HANIPHUKIIAA, TEKCTOBOIO MOBigqoMIeHHA/SMS-kony abo BinOuTkiB manemis). Ha
BCiX JOCTYIHHX iHTEpHET-CepBicax, J€ I€ MOXIINUBO, s 3a0e3leueHHs TPUUHATHOTO DPiBHSI
Oe3mexn HeOOXiTHO BHKOPUCTOBYBaTH OaratodaxropHy ayTeHTH(]iKamiro. IcHye 1Ba OCHOBHHX
Tan  OararodakTtopHoi ayTteHTudikamii: gomatok MFA - mpouec ayreHTudikarii, Sk
AKTHBY€EThCS, KOJIM KOPUCTYBAaY HAMAraeThCsi OTPUMATH JOCTYII JI0 OJTHOT0 200 NEeKIIbKOX JI0JJaTKIB,
ta npuctpiit MFA - poniec ayrentudikanii, skuii HeraiiHo akTuBye MFA B ToU1li BXOy B CUCTEMY.
OnHUM 3 HalOUIBII MOIIMPEHNX YMHHHKIB ayTeHTU]IKalii € HoMep TenedoHy. 3aCTOCOBYIOThCS
TaKOX KOJM EJICKTPOHHOI MOLITH, TEKCTOBI TOKEHHW, OIOMETpHYHA NEpeBipKa, amapaTHi TOKEHH,
CEeKpETHI IUTaHHS Ta IHIIE.
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ayTeHTH(DiKaIis.

BCTYII

IMocTaHoBKa npodaeMu. [{BaaisaTh nepIie CTOMITTS - 1€ BEIUKUNA KPOK TEXHOJIOTTYHOTO
PO3BUTKY JtoAcTBa. HaneBHe, Bxke 1 He 3raJlaTH, sIK IaBHO Ta K MIIHO Yy Halle )KUTTS BBIMILIN
U(POBI TEXHOJIOTII, @ 3 HUMH 1 HOBI Kibep3arposu.

Komm’rorepu, cmapTdoHu, HOYTOYKH - 1i€ 1aJeKO HE BECh CIIMCOK I'aJKETIB, AKUMU MU
KOPUCTYEMOCH IIOJHS, MEpeAaoyu Ta OTpuMyroud iHdopmarito. [IpokHHYBIINCH 3paHKY,
0JIpa3y MeperysigaeMo MOUITY, COLlalIbHI MEpexi, MECEHDKEPH, BBOSUM JIOTIHH Ta Mapodi, a
HIOMICSIISL OTIAYYEMO KOMYHAJIBHI Ta 1HIIII MOCTYTH, BBOASYN HOMEp OaHKIBCHKOI KapTKH IS
OljlaTH HOBHMX NOKYHNokK B IHTepHeri. HailmomynspHIilIUM cepBiCOM, SKUM JTOBOAMTHCS
KOPUCTYBAaTHCh KOKHOMY BJIACHHKY TaJKETa, € CIEKTPOHHA IOIITA: X04a Ha MEPUINHA IMOTIISI
TaKk HE 3/a€ThCS, OJHAK, Yy OLUIBIIOCTI [JOJATKIB Ta COLIaIbHUX MEpeXax BOHA
BUKOPHCTOBYETHCS JUISl PEECTpAILLi.

[[To6 BBenmena iHdopmalris (JIOTiHH, TapoJi, MEPCOHAIBHI JaHi, aapeca MPOKUBAHHS,
BIJJOMOCTI TIPO CTaH 370pOB’sl, a TAKOX ycsi OaHKiBChbKa iH(opMallisi) B Mepexi IHTepHeT He
nepecrana Oyt KOH(IAEHIIHHOW, HEOOXiHO BUKOPUCTOBYBAaTH BCi MOXIIUBI CIIOCOOH
3aXHUCTy, TAKMM YMHOM 3a0e3NednBIIN CBOIO iH(popManiliHy Oesneky. B ymoBax cTpiMKOro
PO3MOBCIOKEHHsI [HTepHET Ha NpOTHUBAry BIJOMUM TEXHOJOrisIM 3a0e3nedeHHs Oe3neku
nocrae smojcbkuii ynHHUK [1]. ComianbHa iHXEHEpis aKTHBHO BHKOPUCTOBYETHCS IS
OTPUMAaHHS HECAHKIIIOHOBAHOT'O JIOCTYNY JO 3aXWIIEHUX 1H(QOKOMYHIKAIIHHUX CUCTEM. A
OCKUIbKM OOJIIKOBI 3allMCH - 1€ Hailypa3iMBilla MIIIeHb JUIs 3JI0MY, HIKOJIU HE OyJe 3aiiBUM
BCTAaHOBUTH JOJATKOBHUH piBeHb 3axucTy OarartodakropHoi ayrentudikamii (multi-factor
authentication, MFA) sik 0JJHOr0O 3 OCHOBHHX 1 Hali€BINX CIIOCOOIB OOPOTHOM 31 3TOMOM Ta
IHIIMMU Kibep3arpo3amu.

bararodakropna ayrentudikaiis — e MeToa ayTeHTHdIKallii, SKUH BUMAarae BiJ
KOpUCTYBaya HaJIlaHHs JIBOX 200 OijibIle T0Ka3iB 0COOMCTOCTI, 1100 OTpUMATH AOCTYI 1 YBINTH
y cB1if 00JiKOBUH 3amuc. | TUTBKY Micis BBEACHHS BCl€i HEOOX11HOT 1HPOpMallii KOpUCTyBay
OTpUMa€ JIOCTYN J0 cBOro obumikoBoro 3amucy. lLle moxe Oytu Homep TenedoHy, agpeca
€JIEKTPOHHOI MOIITH a00 BIANOBI/Ib HA SIKECH (B1AOME JIUIIIE KOPUCTYBAUy) CEKpPETHE MUTAaHHS
[2]. CroronenHst iuKTye HOBI MpaBuUIIa MpU poOOTi B Mepeski. B ymoBax manmemii po6oTonaBii
3MYIIEHI TEPEeBOAUTH CBOIiX CHIBPOOITHMKIB Ha JOMAlIHIO BiAJaleHy poOOoTy, 4YacTo
3a0yBalouMl MpH I[bOMY PO €JIEeMEeHTapHi MpaBuia KidepOe3neku. Y Takuil Bpa3iMBUNA IS
CBITY Yac KiOEp3JOUMHIN MalTh OUIBIIE MOXKIMBOCTEH 3aBOJOMITH 1H(GOPMAIIED Ta
pecypcamu Tiei uM iHIIOi KommaHii. EnemeHTapHo - yepe3 Majo3axuileHi OOJiKOBI 3amucH
CHIBPOOITHUKIB.

BuxopucTtanHs nuiie mapoito He € rapanTiero 0e3meku. Sk Bimomo, € 6e31iu crnocoOiB,
SK JIETKO WOro 3JlaMaTd, BUKPACTH, BrajJaTd 4Yd MigiOpatd TOTpiOHY KOMOIHAIIIFO.
Bukopucrasim 6araropakTopHy ayTeHTU(DiKallil0, MOXKHA YHUKHYTH 3HAYHHUX BTpaT.

AHaJi3 ocTaHHiX aociigxeHb i nmybOaikauiii. B po6oti [3] mpomnoHyeThcsl mepenik
MOKa3HMKIB, 32 SIKUMH MOXHa 3/IHCHUTH TOPIBHSUIbHY OLIIHKY METOJIB ayTeHTHdiKaril
kopuctyBauiB. Cepea HUX, 30KpeMa, CTIWKICTh J0 Mepedopy, 3aXUINEHICTh B M IaHHS,
BiJl BUKpAJICHHs, 3aBa03aXUIICHICTh CUCTEMH ayTeHTHdiKallii, a TaKOX BapTIiCTh, IPOCTOTA
BUKOPUCTAHHS Ta 3MiHU ayTeHTU(IKaTOpa, BAPTICTh CHCTEMH ayTeHTU]IKaIIii.

Opna 3 mpoBimHUX yKpaiHcbkux kommnaHiii KPMG, mo Hanexuths 10 MiKHAPOIHOT
Mmepexi pipm-uneniB KPMG International, sika Hamae ayTuTOpChbKi Ta KOHCYJIbTAIIHI TOCTYTH
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3 OJATKOBUX Ta (IHAHCOBHMX MUTaHb KJII€HTaM, IIPOBeJa JOCIIIKEHHS Ha TeMy «l Jo0anbHe
JOCITIJDKeHHSI 3 THTaHb ImaxpaiictBa y OaHKIBCHKiH cdepi». Y HbOMY MigHATE MUTAHHS
MpOTHIIT BHYTPIIIHIM Ta 30BHINIHIM 3arpo3aM Iaxpaicrsa. | oT 10 sSKUX peKoMeHAAIinHuX
3aKJIOYEHb [TPUIIIUIA EKCIIEPTH

— HeoOXITHO HABYMTH KOPHUCTYBadiB pO3Mi3HABATH (DINIMHTOBI TOBIJOMIICHHS, IO
HA/IXOJSTh €IEKTPOHHOIO MOIITO0, TEKCTOBI/SMS-1oBigoMiIeHHS Ta TenedOHHI A3BIHKY;

— 4YacTo 3MIHIOBATH IapoJIi;

— ITHOPYBATHU CIUIMBAaIOYi BiKHa;

— pO3Mi3HABaTH €JICKTPOHHHM criaM yepe3 opdorpadidHi MOMUIKH, BIACYTHICTh HaTIHHOT
iH(popMarii npo BeO-caiiT, mio3pisii MOCUIIAHHS Ta aipecu eJIEKTPOHHOI MOIITH, 1HIII, HIX B
oprasizariii, BiJl iMeHi sKoi HIOMTO HAINIIUIO TTOBIJOMJICHHS,

— mam’ATaTH, IO MPEJICTAaBHUK pealibHOI OpraHi3aiii HiKOJIM He 3alTUTYBaTUME MapoJIi;

— CcTepertucs crny(iHroBoi araku Ha aBTOMaTH4HUN Bu3zHayHUK HOMepa (Caller ID
spoofing), Koy maxpai HaMaraloThCs IMITYBaTH HOMEp YCTaHOBH, 3a SIKY BOHU ce0e BHIAIOTh
[4].

A OIIHI€IO 3 OCHOBHUX PEKOMEHJAIH II0/I0 YHUKHEHb HACIIAKIB MIaXpaiChbKUX il €
nojBiifHa abo GaratodakTopHa ayTeHTH}IKallisg 3 METOI MEepPEeBIPKU 1JCHTUYHOCTI KIIE€HTA
(BUMOTH 110 KOPHUCTYBayiB HaJaTW JaHi, HaNpPUKIAA, Mapojib, 3 BUKOPUCTAHHSAM IHIIHX
(akTopiB, HAPUKIIAJ, TEKCTOBOTO MOBigoMIIeHH/SMS-Kk01y a00 BiOUTKIB nasbiliB) [4].

Excnieptu 3 kibep3axucty ykpaiHchbkoi koMmnanii Datami y cBoOili cTaTTi MOSICHUIH, YUM
Hebe3neuyHui 3110M 001iKoBOro 3anucy. PaxiBIli BBaXKarOTh, 110 00IIKOBI 3alUCH COIIAIbHUX
MepeX MICTATh YUMAaJIO BXKIMBUX OCOOMCTHX JaHUX. JIOM YacTO HACHIIAIOTh OJHE OJJTHOMY
HOMepH 0aHKIBCHKMX KapTOK YM 1HIIY NPUBATHY iHGOpMallito. Xakepu MOXKYTh JIETKO 3HAWTH
110 1H(pOpMaIliI0 1 BUKOPHCTATH Yy CBOIX iHTepecax. | cpaBa He TUIbKM y OAHKIBCHKIM KapTiii
— BCl JaHl, 0 NepearoThcs yepe3 IHTepHeT, BKIIOYAIOYM OCOOMCTI MOBIIOMJICHHS Ta
¢dororpadii, MoKyTh OyTH miz 3arpo30t0. ToOTO Oyap-sika 1H(OpMaLlis MOXKE CTaTH 3ac000M
maHTaxy [5].

Pa3om 3 TuM, excriepTy HaIal0Th KOPUCTYBayaM peKOMEHAIIIT 100 3aXUCTy 00JIKOBHUX
3aIlnCiB, 30KpeMa:

— He BapTo BIIKPUBATH M1103pLI1 MOBIIOMIIEHHS, €IEKTPOHHI JINCTU a00 MEPEXOIUTH 32
MOCUJIAaHHSAMU (HABITHh SIKIIO BOHM Oyl HaJiClaHi JIOJUHOK, KOTPiM NOBipsieTe) — BOHU
MO’KYTh MICTUTH HIKIJJIMBI IPOTPAMHU;

— SKIIO OTPUMAHO WIOCh MiJO3pijie BiJ 3HAHOMHUX, Kpalle HalucaTh TEKCTOBE
NOBIAOMJIEHHST a0o0 3aTeneOHYBaTH «BIAMPABHUKY», 100 MEpEeBIpUTH, YU CIpaBAl BIH
HaJICUJIaB 11€ TOB1JOMIICHHS,

— CJIII CTBOPIOBATH HA/IIHI Tapoii;

— HEe MOYKHAa BUKOPHUCTOBYBATH OJIMH MapOJjb IS PI3HUX aKayHTIB,

— KopucTyBaTHCs 0araro(akTOpHOIO ayTeHTU(DIKAIIIEI0 BCIOIH, JI€ 1€ MOXKIIUBO.

BararogakTopHa ayreHTu(ikalis TOMOMOXe 3aXUCTHTH akayHT. Cucrema ii poGoTH
HACTYIHA: MEePIIUN KPOK — YBIWTH B COLIaJbHY MEpPEXYy TOIIO 3 IM’SIM KOpHCTyBaua 1
napoJieM, Jpyruii — OTpUMAaTH TOBITOMJICHHS 3 MiH-KOJIOM Ha Tele(oH, a TPETii — 3al0BHUTH
BIJIMOB1THUM PSIZIOK OTPUMAHUM KOJIOM. [ JIHIIIe miciist IbOTO MOXHA YBIUTH B 00JIIKOBUH 3aITHC.
[HOA1 3aMiCTh OB1IOMJICHHS Ha Tele(OH BUKOPUCTOBYETHCS BIANOBIAb HA CEKPETHE MUTAHHS,
BIOMTOK manbig yu o FacelD.

He pexoMennyeTbcsi BXOOUTH B aKayHTH depe3 3araiibHojocTynHuit Wi-Fi. Skmmo taku
JIOBEZIeThCSl — 000B’I3K0BO BUKOPUCTOBYBaTH VPN.
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Crnig 3aBXAM OHOBIIIOBATH CBOi JOJATKH, aJK€ XaKepy Habarato MmpocTille 3JamMaTH
3actapinnii goaatok. KojkHe OHOBJEHHS — II€ BHUIPABJICHHS BPA3IMBOCTEH, TOX 3J1aMaTH
aKayHT CTa€ CKIaaHime [5].

Mera cratTi. Buxonsum 3 HaBeICHOTO BHUIIE, METOIO CTATTI € PO3POOUTH pEKOMEHIAIlI{
II0JI0 3aXHMCTY OOJIIKOBUX 3alKCIB Bijl 3JIOMIB Ta HECAHKI[IOHOBAHOTO JOCTYIy Ha OCHOBI
aHaJIi3y ICHYIOUMX CIOCOOIB 3aXHCTy OOJIIKOBUX 3alMCiB, OIIHUBIIM HAWMOMYJSPHILI BUAN
HECaHKI[I0HOBAHOT'O JOCTYITY.

PE3YJIbTATH JOC/IIIKEHHSA

Y 2021 pomi BuHNUIAa NPUTOJOMIIUIMBA CTATTS 3 3arojoBKOM «Xakep 3 YKpaiHu
PpO3po0OMB HAWOUIBIIMIA Y CBIiTI (ilIMHT-CEpBIC A aTak Ha ¢GiHycTaHOBW». [loBimoMIIsI€THCS,
110!

® XaKep po3poOuB (QIMMHT-TIAKET 1 CHeIiaIbHY aMIHICTPAaTUBHY MaHENb 10 HOr0. BoHM
OyJIu HaIllJIeHI Ha BeO-pecypcu OUTbIe COTHI 0aHKIBCHKUX YCTAHOB Ta iXHIX KITIEHTIB y KpaiHax
€Bponu, a TaKoK B ABCTpalii.

e 30KpemMa, aJMiHIAHENh JI03BOJISUIA KOHTPOJIOBATH OOJIKOBI 3alMcH KOPUCTYBAUiB,
3apeecTpOBAaHUX Ha CKOMIIPOMETOBAaHUX pecypcax. IlmaTikHi naHi, sIKi BBOAMIN KIIIEHTH, Y
[OJAJILIIIOMY BUKOPUCTOBYBAJIM XaKEePChKi YIPYIyBaHHS y BIACHUX LIJIAX.

¢ Kpim (immHroBUX iHCTPYMEHTIB IS aTak Ha (PIHYCTaHOBH, XaKep PO3pOo0IIsSB peCypcCH,
OpIEHTOBAHI Ha 3JI0M IOIITOBHUX CEPBICIB, SKMMH KOPUCTYEThCs ToHax 1,5 mupa oci6 [6].

TakuM yuHOM, Xakep 3yMiB pO3pOOUTH OJIMH 3 HAMOLIBIIKMX Y CBITI (PIMIMHT-CepBiC IS
aTak Ha (piHAHCOB1 YCTAHOBU Ta IOIITOBI CEPBICH, 3aBJaBIIN IIKOIU OAMHAILIATHOM KpaiHaM
CBITY Ha cyMy 30MTKiB, 1110 IEPEBUIILYE IECSITKH MiJIbIOHIB gonapiB. Haxanb, Taki cTaTTi He €
noouHOKUMH. OTKe, PO3TIITHEMO HAUMOMYJIAPHII Kibep3arposu.

1. Diwuyne. SIK TOBOPUTH CTATUCTHKA, (PIIIMHT € HailuacTillle BUKOPUCTOBYBAHOIO
30poeto  xakepiB. PImMHr Oa3yeTbcs Ha BIANPABICHHI KOPHUCTYyBady I1OB1JIOMJICHHS,
€JIEKTPOHHOTO JIMCTA JIJIsl 3aJTyYeHHsI yBaru Ta BUKPAJACHHS HapoJiiB Ta JOCTYIY 10 0OJIKOBUX
JaHuX. 3a3BUyall Xakepu y TakuX (QIIIMHT-IMCTaX BUKOPUCTOBYIOTH IONEPEIKYBaIbHI
MOB1JIOMJICHHS, MTPHU3H a00 Bce, 110 AIHCHO 3MYIIy€e KOPUCTYBauya HaTHUCKaTH HA MOCUJIAHHA Y
mucti [7]. CipaBa B TOMY, 1110 111 HOCUJIaHHS IPUBOJIATH KOPUCTYBaya Ha CalTH, CTBOPEHI JUIs
aTaky - Tak 3BaHl calfTh miaMiHU. CaliTu 3a CBOIM CTHJIEM, AM3aHHOM MOXYTh HE CHIIBHO
PI3HUTHUCH BIJ THUX, MiJ SIKI MIMIKpYIOTb, OJHAK, KOJIM KOPHCTYBad BBOJUTH JlaHl, TO BOHU
Ha/IXOJATh Ha CepBep, KepOBaHUN XakepaMu. | 11e nuie oJuH 3 BUIIB (QIIIUHTY.

2. Kpaoiocka ¢haiinis cookie. Ataku Ha Opaysep myxe dacti. Kpamixkka ¢aiinis
cookie, BBeZIGHHS ILKiUTMBOTO KOy 3aCTOCOBYETHCS, MO0 MEpeHaNpaBUTH KOPHCTyBavya Ha
CTOPIHKH, SIKI MOXKYTh OyTH HeOe3NeuHnMH, a00 Ha MOMUJIKOBI po3mpeHHs Toio. Kpamgikka
¢aiiniB cookie IMHUPOKO BUKOPUCTOBYETHCS I OTpUMaHHA I1HQOpMalii Ta JaHUX BiJ
KOPHCTYBaiB.

3. Keiinoeeep. TexHika 370My, 110 BUKOPUCTOBYETHCS JUISI KPaADKKU IapoIiB,
BHUKOPHCTOBYE IIKIUTHBE TporpamMue 3abe3neuenns mig Ha3Bowo keylogger, sike Mae GpyHKIIifO
3aMucy BCIX HATUCKaHb KJaBill. TakuM YMHOM XaKepH MOXXYTb 30MpaTd KJIrodi Ta OOJIKOBI
JIaHi, OTPUMYIOYH JOCTYII 10 OOJIKOBHX 3amKCiB [ 7].

4. bpymgopc. Bpyr (Opyrdopc) BUKOPHCTOBYETHCS 3 METOIO 3JIaMaTH YyXKi
aKayHTH, B TOMY YHCJIl 1 CKpUHBKM eneKkTpoHHOI momtu. Ilin Opyrdopcom po3yMilOTh
CYKYIHICTb METOJiB 3aBOJIOJIIHHS YY)KHUMH aKayHTaMH NUIIXOM MiJ00py BCiX TEOPETUYHO
MOXXJIUBMX BapiaHTIB JIOTiHA 1 mapojisi. Y TakoMy (GOpMYITIOBaHHI OpyT 37a€ThCS 3JIEerKa
OPUMITUBHUM 1 ManoeeKTUBHUM 3aHATTAM. OJHAK iCHYE MOXIIMBICTH 3BY3UTH DPaMKHU
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mia0opy JIOT1HA 1 MapoJis 10 TaKKX OOCSTIB, J€ PE3yJbTaTH BXXE CTAIOTh PEATbHUMU 1 iX HE
BapTO YEKATH JHSAMH \ THXKHAMHU \ MicAIIMH. 37I0M TIOIITH MOXKE BigOyBaTHCs 3a JIBOMa
CXE€MaMH: 3JI0M KOHKPETHOI CKPUHBKH 1 3]I0M MHOXXHHU CKPUHBOK.

VY pasi 3moMy MHOXXHHH CKPUHBOK Iporenypa Opyrdopca Mano 4YuM BiAPI3HAETHCS Bif
npouexypu OpyTra CTOpIHOK. Y cIHelialbHy Hporpamy 3aBaHTaXKylOTbcs 0a3u e-MeliB,
napoJjiB, 1 Mporpama MOYMHAE NPAIFOBATH, BIIOMparOun «ryam» (MO3UTUBHI PE3yJabTaTH).
BincoTok 3mamMaHuX CKPUHBOK BHSIBJIIETHCS HE BEIMKHMM, aJle LIbOTO LIJIKOM BHCTAYae, SKIIO
TIOIITA 3JIaMyBaJIacs 3 METOKO PO3CHIIKHU CIIaMy IO aJjpecax KOHTaKTiB [8].

Hailipo31moBCroIKEHIIO CUCTEMOO ayTeHTH(DiKaIlli € BAKOPUCTAHHS ITAPOJTIO Y BUTIISI1
HaOopy OYKB, IIU(P Ta cremiaabHuX CUMBOIIB [3]. 3 METOO MiBUIEHHS PiBHS 3aXHUIIEHOCTI
iH(dopMaLiifHUX pecypciB BiIALIN Oe3MeKy KOMIaHiil 3a3BU4aii BUCYBaIOTh J0 MapoJIiB MEBHI
BUMOTH, SIKHX MAlOTh JJOTPUMYBATHUCS CIiBpOOITHUKH. Harpukiia, BCTAHOBIEHHS! 0OMEXECHHS
Ha MiHIMaJbHY JOBXHHY HapoJis, KOMOIHaIlig PEricTpiB Ta CUMBOJIB, MEPIOJUYHICT 3MIHU
napoJiiB Ta 3a00pOHa Ha BUKOPUCTAHHS CIIiB, CIIOBOCIOIYYEHb TOLIO.

JlocTaTHRO PO3MOBCIOKEHI rpadiuHi maposi (0COOIMBO ISl TOPTATHBHUX MPUCTPOIB).
[Tpu BUKOPUCTAaHHI TAKKX MAPOJIIB B IKOCTI MApOIBbHOT iH(POpMAILTii 30epiratoThCsi KOOPIAUHATH
miKceniB eKpany. SIK 1 y BUIa Ky CHMBOJIHHOMOTO MapOIII0, 110 iHPOpMAIIiI0 MOXKHA MiTi0paTi
a00 BHKPACTH 32 JOITOMOTOI0 TIPOTPAMHOT 3aKJIAIKH.

B poGoti [9] cepem 3arpo3 Oe3meku NapOJILHUX CHCTEM BKa3aHl HACTYIIHI:
PO3TOJIONTYBAaHHS TapaMeTpiB OOJIIKOBOTO 3amucy 4Yepe3, HANpHKIaz, Mialdip, HABMHCHY
nepegavdy maposis HOro BIACHUKOM 1HINK oco0i abo mepexoruieHHs iHQopwmarii mnpu
nepeaaBaHHi M0 MEPeXi, BTPYYaHHS Yy (YHKIIOHYBaHHS KOMIIOHEHTIB IapOJbHOI CUCTEMHU
[IJIXOM BIPOBAPKEHHS MPOrPaMHMX 3aKJIaJOK, BUKOPUCTAHHS MOMMJIOK, JAONYIICHUX Ha
cTajii po3poOKu, BUBEACHHS 3 JIaAy NapOJIbHOI CUCTEMH.

OTxe, NapoNbHUM 3aXUCT HE MOXE BBaXKaTUCA HaAJIMHMM 0e3 BUKOPUCTAHHS
JOJIATKOBUX  MEXaHI3MIB  3axucTy. BnpoBamkeHHs KOMOIHOBaHMX  (KOMIUJIEKCHUX,
6araToakTOpHUX) CHCTEM 30UIbIIyE KUIBKICTh 1ACHTU(IKAIMHUX O3HAK 1 TUM CaMHUM
nigBuiye Oesneky [9]. IcHyrOTh Taki KOMOIHOBaHI CUCTeMU: Ha 0a3i OE3KOHTAKTHHUX CMapT-
kapT 1 USB-kiouiB, 3 BUKOPUCTAHHAM TOPUAHUX CMapT-KapT, O10€IeKTPOHHI CUCTEMH.

Cepen OioMeTpUYHUX METOMAIB ayTeHTU(IKAIll HaWOUIbII MPAKTUYHUMHU BBa)KalOThCS
METO/IM, 110 BUKOPUCTOBYIOTh TaKi O3HAaKH, K BIIOWTKU NaJbLiB, pailly>kHa 000JIOHKA OKa,
pucu o6auyus. CucreMu po3mi3HaBaHHS 00JWY 3aCTOCOBYIOTHCSI Ta CYTTEBO MIABHUILYIOTh
piBeHb Oe3NeKH, HalpHUKIaJ, MPU PeecTpallii MmacakupiB B aepornoprax, Npu ifeHTHdikamii
PO3LIYKYBaHUX OCi0, 1J1s 3a100IraHHsI HECAaHKI[IOHOBAHOMY JIOCTYITY 10 IEPUMETPY Oe3neKu
CTOpOHHIX oci0 Toro [10].

3’SIBISIIOTBCSI TAKOK OPUTIHAJBHINIT METOJIM, Taki, K po3pobnenuit B [11] meron
aBTeHTHU(iKaLlli KOPHUCTYBaUiB 3a iX pYKOIMMCHUM ITOYEPKOM, KU 3a0e31euye BUCOKHUI piBEeHb
3HaYeHb IMOBIPHOCTI MPAaBUIBLHOTO PO3II3HABAHHS KOPUCTYBAyiB Ta MOXE 3aCTOCOBYBATHUCS
IPY HasIBHOCTI MPUCTPOIB 13 CEHCOPHUM €KPaHOM.

BusHauuBIIM HaWNOMyNAPHIII METOAH 370MYy OOJIIKOBUX 3alMCIB Ta MPOaHaIi3yBaBILIN
HUIIXK 1X peaii3allii, MOXKHa OLIIHUTH Ta PEKOMEHIYBaTH HalOUIbII epeKTHBHI crocodu
3aXUCTY OOJIKOBHUX 3alKCiB, a CaMe:

e He irHopyBatu nomnepekeHHs Mpo CllaM YU «II1103pili JUCTU» B €NEeKTPOHHIM MOIITI
Ta HE MEPEeXOANTH 3a HE3HAHOMMMH MOoCcHITHHIMU. [lepen nepexoaom 3a MocuiIaHHSIM BapTo
3BEpHYTH yBary Ha Ha3By IOCHWJIAHHS. YM HEMae MOMMJIOK y Ha3Bi, caMOMy JIUCTI Ta iHIIE
(3a3BHuail Taki JIMCTU BUMAraroTh HETAHUX il BiJl KOPUCTyBaya).
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e Jlorin Ta maposib, (HiHAHCOBI J1aHI MOXXHA BBOJWTH Jinie Toji, Koiau ctopinka (URL)
BukopuctoBye npotokoa HTTPS (me «S» o3Hauae secure, TOOTO «Oe3medHe»), a HE MPOCTO
HTTP.

e [Ilo cTocyeTbes BiacHE KIIFOUOBHUX MOMEHTIB aBTOpH3allil — JIOTIHY Ta MapoJito, TO iX
poOUTH MaKCUMaJbHO CTIHKMMH, HE BKazyBaTH B HHX o0OcoOuCTy iH(}opmaIllito
(lvanov.lvan_Ivanovich21.06.97@gmail.com), mist BCiX 00JIIKOBUX 3aIlUCIB FEHEPYBATH CBOT
YHIKaJIbHI JIOT1HM Ta MapoJii, 6axkaHo pa3 Ha MICSIlb 3MIHFOBATH MAPOJIi.

ellam’aTaTi, IO KOXKHA COILIaJbHAa MepeXa YH EJIeKTPOHHA I[IOITa Mae CBOI
HaJIAIITYBaHHSA I1[0JI0 3aXHUCTY 00JIIKOBOTO 3aIIMCY, 3BEPHYTH Ha 1€ yBary Ta BUKOPUCTOBYBATH
PEKOMEH/I0BaH1 HaJIAIITYBaHHSI.

e [loTpiOHO MOCTIHHO Ta CKpi3b, A€ 1€ MOXKJIMBO, BUKOPHCTOBYBaTH OaraToakTopHy
ayTeHTHU(IKAIIIIo - Ha BCIX IOCTYITHUX 1HTEpHET-cepBicax (colianbHI Mepexi, 0COOUCTA MOIITa
Ta 1HIIe).

Icuye nBa ocHoBHMX Tumnu OararodakrtopHoi ayreHTudikamii. Jomatok MFA: mporec
ayreHTH(DIKamii, SIKUI aKTUBYETHCS, KOJIM KOPHCTYBAad HAMAaraeTbCs OTPUMATH JOCTYI IO
onHoro abo gexinbkox gonatkiB. IIpuctpiii MFA: nmpouec ayrentudikarii, skuif HeraiiHo
aktuBye MFA B Toumi BXomy B cucTeMy. XOodYa BOHM € OKpemMHMH nporecamu, MFA B
OCHOBHOMY OJTHAaKOBa JJisi 000X TuIiB. Konu KopucTyBad HamMaraeTbCsi OTPUMATH JOCTYI J10
Oynp-uoro (tenmedony, HOyrOyka, cepBepa), BIH CTHKa€ThCS 3 OaratopakTOPHOIO
ayTeHTU(IKAIE 1 3MYIIeHHH BBOAUTU JBa a0o Ounbiie ¢dakTopiB ayreHTH(ikamii. SKio
OCHOBHHUH TocTadabHUK TocBiaueHb (IdP) migTBepauTh 1i YMHHWKH, KOPUCTyBady Oyne
HAJaHO JOCTYIIL.

OpHuM 3 HaOLIBII MOIMPEHUX YNHHUKIB ayTeHTH]iKallii € HoMep TesnedoHy. 3a3BUyaii
3a gornomororo MFA kopuctyBad BBOAUTH CBIM JIOT1H Ta AapOJjb IIPU BXO/11 B CHCTEMY, a IMOTIM
VHIKaJIbHUM KOJ, SKUH BIANpPABISETHCS 3a JOMNOMOIOI0 TEKCTOBOIO TIOBIJOMJICHHS Ha
MoO1IbHUH TenedoH. Lle 1oBoaNTh, 10 KOPUCTYBay Nam'sTae siK JOTIH 1 Hapoib, TaK 1 Te, 1110
y HBOTO € CMapT(OH, KU «3apeecTpOBaHUN» SK MPUCTPIH i1 OTPUMAHHS KOMAIB [IUX THUIIB
[5]. [o iHmMX YMHHHKIB ayTeHTH]IKalii HaleXaTh: KOAW EIEKTPOHHOI MOIITH, TEKCTOBI
TOKEHM, O10MeTpUYHA MepeBipKa, anapaTHi TOKEHU, MUTaHHS Oe3MeKH (CEeKPETHI MUTaHH:) Ta
iH1IE.

BUCHOBKMU TA NIEPCIHEKTUBU IO JAJIBIIUX JOCJIITKEHb

JlocuThk 4acTo, BUKOPUCTOBYIOUH Pi3HI COLIaIbHI MEPEeXi, EJIEKTPOHHY MOMITY Ta IHIIE,
KOPUCTYBaul 4acTo 3a0yBaroTh MpO €JIEMEHTapHI MpaBuia 3aXucTy iHpopmarlii abo mpocto
ITHOPYIOTH X, XO4Ya Taka HEOOauHICTh, SIK MOKa3y€e MPAKTHKA, CTA€ KIIFOUOBUM MOMEHTOM Y
BTpaTi He jume iHQOpMaLifHUX pecypciB, aje i1 BeIMKUX (piHaHCOBHMX BTpartax. Jlekiibka
XBUWJIMH HaJallITyBaHb HE CTBOPIOE HE3PYYHOCTI, OTXKE, 3aBXKIU BapTO AyMaTd Ipo OULIbII
BUCOKHI piBeHb O€3MEKH B JOBIOCTPOKOBIH MEPCIEKTHBI.

VY cTarTi 3apoONOHOBAHO TEPETiK OCHOBHUX CIOCO0IB 3aXHUCTy OOJIIKOBUX 3aIllHCIB Ha
OCHOBI aHaii3y peajizalii crnoco0iB 37I0My Ta HECaHKIIOHOBaHOTO JocTyny. [Ipane3naTHicTh
Ta crnocobu peanizalii peKOMEeHJalld MOXHa TMEepeBIPUTH KOXKHOMY KOpPHUCTYBauy 1
nepeKkoHaTuch B ix mieBocTi. Crocobu 370My Ta HECAHKLIOHOBAHOTO JOCTYIY HeE €
BUUEPITHUMU, a OTXKE, TIEPEITIK CIIOCO0IB 3aXKUCTY BIJ HUX MOXKE 3MIHIOBAaTHCh. Pexomenaarii
MOYKHa BUKOPHUCTOBYBATH 1 B HABYAJIBHUX LIISAX. B mojanbuioMy miaHyeThCst CTBOPUTH MiIXi]
JI0 OIIIHKH €(EeKTHUBHOCTI METOAIB ayTeHTH(iKallii, 0 3aCTOCOBYIOTHCS ISl JTOJATKOBOTO
3aXHUCTy aKayHTIB, 3 ypaXyBaHHSM HaBeICHHX BUILE MTOKA3HUKIB.
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DEVELOPMENT OF RECOMMENDATIONS FOR MINIMIZING THE RISKS OF
ACCOUNT HACKING ON THE BASIS OF ANALYSIS OF THE MOST COMMON

HACKING METHODS

Abstract. With the spread of the Internet, social networks, messengers, etc. and their penetration
into all spheres of life of the modern individual, the number of attempts to obtain unauthorized
access to personal information of users is increasing. Accounts are the most vulnerable target for
hacking. Among the most common types of attacks - phishing, theft of cookies, use of keyloggers,
brute force. Social engineering techniques have become very popular among attackers. Using a
password in the form of a set of letters, numbers, and special characters is no longer sufficient to
provide the required level of account security. The introduction of combined systems increases the
number of identification features and increases data security. Systems based on contactless smart
cards, USB keys, hybrid smart cards, bioelectronic systems can be used as additional protection
mechanisms. One of the main recommendations for avoiding the consequences of fraudulent actions
is double or multifactor authentication to verify the identity of the client (requiring users to provide
data, such as a password, using other factors, such as a text message / SMS code or fingerprints).
Multi-factor authentication should be used on all available Internet services, where possible, to
ensure an acceptable level of security. There are two main types of multifactor authentication: the
MFA application, an authentication process that is activated when a user tries to access one or more
applications, and the MFA device, an authentication process that immediately activates the MFA at
the login point. One of the most common authentication factors is the phone number. Email codes,
text tokens, biometric verification, hardware tokens, security issues (secret issues) and more are also
used.

Keywords: multifactor authentication; phishing; password protection; biometric authentication.
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