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CYBER SECURITY CULTURE LEVEL ASSESSMENT MODEL IN THE
INFORMATION SYSTEM

Abstract. The paper sets the task of formalizing the processes of assessing the culture of
cybersecurity of the information system of the organization. The basis is a comprehensive model
that takes into account the technical and organizational parameters of the information system and
the risks associated with them. The level of security culture of the information system is assessed
on the basis of building an additive model. The model includes the characteristics of system state
clusters. Clusters are formed on the basis of arrays of factors that correspond to different classes of
information security culture. Classes are formed on the basis of sets of factors. Their impact is
assessed using the severity of the consequences for the level of cybersecurity of the information
system. In addition, the probability of manifestation of this factor in a particular information system
is determined. The value of coefficients and probability distributions for each cluster and set of
factors is estimated by expert methods and on the basis of a survey. A feature of the formation of
arrays of factors is the inclusion in each cluster of a factor that reflects the passive behavior of the
user to negative factors. Thus, the model introduces the probability of rejection of negative factors
and the probability of ideal behavior for the formation of the appropriate class of threats. It is
proposed to determine the average weights of the factors of the level of influence on the
cybersecurity of the information system on the basis of the weighted average indicator. A method
of estimating weights based on the equally probable distribution of negative factors within the cluster
is proposed. The proposed technique does not depend on the number of factors in the cluster.

Keywords: cybersecurity of the information system; security state clusters; severity of
consequences; the average weight of the cluster.

INTRODUCTION

In relation to the information system, its cybersecurity (CS) in the general sense can be
defined as a state of security of the information space of the system, in which it is impossible
to damage the properties of the object in relation to information and system's infrastructure [1].

The level of security of the information system today is carried out mainly by risk-based
analysis in accordance with ISO / IEC 27001 [2]. Cybersecurity of the information system, as
a rule, is carried out according to the methods of assessment of organizational, technological
and technical risks, aimed at assessing the threats and vulnerabilities of the system. This
practically does not take into account the problems of analysis of a set of factors associated with
human-machine interaction - the culture of cybersecurity (CSC) of the information system.

Problem statement. One of the urgent tasks that are solved by administrators of
cybersecurity management systems is to assess the effectiveness of the implemented measures
to ensure the basic functions of the information system. Thus information on results of the
carried-out actions can have not only quantitative, but also qualitative character. Assessment of
the culture of cybersecurity of information systems of enterprises, organizations, etc. is
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currently poorly formalized and conducted, mainly through risk assessments. It should also be
noted that the main focus on cybersecurity of organizations and their information systems is
paid separately to technical and organizational aspects. In addition, the analysis of research in
the field of cybersecurity of information systems showed that there is a problem of formalizing
the assessment of the level of CSC, assessment of its components, assessment of the dynamics
of the overall level of CSC and its individual components and more.

Therefore, it is important to formalize the processes of CSC assessment based on the
development of a comprehensive model taking into account the technical and organizational
parameters of the information system and the risks associated with them.

Analysis of recent research and publications. In [3] the definition of the concept of
cybersecurity in relation to the objects of critical infrastructure in nuclear energy is given. It
covers the hardware and technological components of cybersecurity of the system, as well as a
set of parameters that characterize the impact on the CSC of the human factor in the process of
internal and external activities. The basis of the CSC analysis is based on the identification of
individual components of system security risks and aggregate risk. At the same time the weights
of separate components are not allocated, the estimation of action of administrative decisions
on them, dynamics of the general indicator and its components is not carried out.

Information security culture models presented in [4] identified 16 CSC measurement
tools. But the authors point out that there is no proven and generally accepted tool that could
be used in different industries and organizations. Most of the considered tools use only the
guantitative method; however, the security culture includes very different domains and
therefore a mixed approach should be used.

An attempt to generalize approaches to determining the level of CSC is proposed in [5].
The paper proposes the development of standards for determining CSC factors, assessing their
risks, etc. But did not propose a single model for estimating CSC based on them.

In [6] a fuzzy model of complex assessment of the level of information security culture
of the organization was developed taking into account the peculiarities of human-machine
interaction. The model makes it possible to assess the CSC only the current state of the system,
based on models of fuzzy logic, in which sets of rules are formed subjectively, depending on
the requests and needs of experts or decision makers.

Thus, there is a problem of creating a generalized mathematical model for determining
the complex indicator of the CSC, taking into account arrays of factors / threats, assessing their
contribution to the overall indicator and assessing the dynamics after the implementation of
appropriate management decisions.

The purpose of the article, given the lack of research in this area is to build a model for
evaluating the effectiveness of implemented measures to improve the culture of cybersecurity
in the information system.

FORMALIZED CYBER SECURITY CULTURE ASSESSMENT MODEL

One of the urgent tasks facing administrators of management systems is to assess the state
of security, its dynamics and the dynamics of its components, as well as the effectiveness of the
implemented measures. In this case, information about the results of the assessment and
changes in the state of cybersecurity of the system can be not only quantitative but also
qualitative [7]. Consider an information system at some point in time t € [0, T]. Suppose that
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at a given moment in time we observe N clusters of characteristics of the states of the security
system Q;(t), Q,(t), ..., Quy(t) , where N>2.

Consider the idealized case of the state of the system. Namely, we will assume that these
clusters do not intersect in pairs, are uncorrelated and make the same contribution to the overall
assessment of cybersecurity of the information system. We will also assume that the i-th cluster
contains m; elements that can be observed according to the polynomial scheme of probability
distribution  (p;1 (7), i2(7), ..., Pim;(r)) Where 7 €[0,T]. And p;; (1) + pia(T) + -+ +
pim;(t) = 1. It should also be noted that the probability distribution may change at discrete
times z. The change in the distribution of probabilities may occur due to the management of the
enterprise organizational (including training) activities with the staff of the information system,
which has access to critical resources (users, operators, service personnel, etc.).

There is a problem of quantitative assessment of the change (assessment of trend
parameters) in the anthropogenic factor of the security system after the measures taken on the
basis of clusters

We assume that the cluster of security characteristics is described by the identity:

Q:(®) = {(kijypi;(©), j € [LM;1},i € [1,N] (1)

where M; —the number of elements in the set;

p;j(t) —the probability of manifestation of the factor #j, (for example, the factor #j may
mean that a randomly selected employee always opens the application in an e-mail from an
unknown sender);

k;j - some coefficient proportional to the severity of the consequences for the
cybersecurity of the system in the case of the manifestation of the factor #j. In this case, if the
factor #j has more serious consequences for security than the factor #l, then we assume that
there is a strict inequality k;; > k;;.

For all clusters there is an expression:

kl'1+kl'2+.“'+kiMi =S,Vl€ [1,N] (2)
where S—integer, range of rating scale.

The function W of the average weight of the cluster in the general indicator of the level
of threats to the information system can be defined as a linear additive function of the form:

Wi () = W(Qi;(0) = Zj-wzil kijpij(t) - M; (3)
or
Wi(t) = W(Q:(®) = | kypZ(t) - M; @)
For the case of uniform distribution in the case of definition (3) we have

1
Pir = Piz = = Pim; = 3 (5)

160



— KIBEPBES3ITEKA: ocsita, hayka, Textika Ne 1(13), 2021

= 1 ISSN 2663 - 4023
e

And then

wi(t) = M; - le kij le ki (6)

In the case of definition (4) we have

1

Wit) = M; - (2221kijpizj(t))E =M Mil (Zki)? =S (7)

Thus, in both definitions at the points of maximum entropy [8] the values of the weight
function do not depend on the different elements in the cluster.

RESULTS OF THE NUMERICAL EXPERIMENT

Approbation of the proposed theoretical model for assessing the level of cybersecurity
was conducted as part of the audit of the information security management system at the
Institute for Safety Problems of Nuclear Power Plants of the National Academy of Sciences of
Ukraine (ISPNPP NASU) based on ISO / IEC 27001.

An integral part of the audit and analysis of the state of information security management
was a survey of the culture of cybersecurity in the institution. In order to study the level of cyber
security culture, a method of interviewing employees of the organization was used on the basis
of questionnaires developed in the framework of NATO's project "Cyber Rapid Analysis for
Defense Awareness of Real-time Situation (CyRADARS)" under grant G5286 [9]. More than
85% of the total number of ISPNPP employees took part in the survey. The sample is
representative, according to [10] the sample size is defined by the expression:

"= Z2p-q (8)

A !

where n - sample size;

Z - coefficient depending on the selected level of significance;
p - the share of respondents who have the studied factor;

q - the share of respondents who do not have the studied factor;
A - marginal sampling error.

A confidence level of 0.95 was set for the study, with the following parameter values
selected: Z = 1.96,p = q = 0.5, A= 0.05.

The initial survey found that 53.3% of respondents have access to information hosted in
a closed corporate information system, 40% of employees do not have access to or work with
the system, 6.7% of respondents have no idea about that the corporate information system is
absent. Thus, more than half of the staff work with the information resources of the institution,
including people who did not have special skills in cybersecurity.

The study provided an opportunity to develop a plan of measures aimed at, in particular,
raising awareness of staff in the field of information security and cybersecurity, as well as
creating conditions for improving the effectiveness of organizational and technical solutions to
ensure the required level of overall security. After the implementation of the measures
envisaged by the plan in order to determine the dynamics of the state of cybersecurity culture
and its components, a re-audit of this institution was conducted.
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To implement the proposed model, 4 clusters of characteristics of the security system
were formed:

Q- (t) - factors of vulnerability to methods of social engineering;

Q,(t) -; the state of information security culture in professional activities;

Q5 (t) - the level of organizational culture of information security;

Q.(t) - the level of personal information security culture.

In cluster Q,(t) m,; = 3 factors of vulnerability to methods of social engineering are
allocated; in ciuster Q,(t) m, = 4 factors of a condition of culture of information security in
professional activity are allocated; in ciuster Q5(t) ms; = 5 level of organizational culture of
information security is allocated; in cluster Q,(t) m, = 6 elements for assessment of level of
personal culture of information security are allocated. Characteristics of the elements of the
clusters are given in table.1

Table 1

Characteristics of cluster elements for assessing the level of cybersecurity of the
information system of the ISP NPP of the NAS of Ukraine

Number of

Cluster elements

Characteristics of elements (factors)

X1,0 Cluster factors not taken into account and factors that do not
my =3 affect CS
X1,1 Types of responses to emails from an unknown recipient
Xi,2 Degree of trust in links in letters and messages
X1,3 Degree of trust in social networks
X0 Cluster factors not taken into account and factors that do not
m, =4 affect CS
X2,1 Availability of knowledge in the field of CS
X2,2 Personal influence on the information security of the organization
X3 Possibilities of remote work
Xa.4 Interaction with internal and external information environments
X3, Cluster factors not taken into account and factors that do not
affect CS
my; =5 X3, Use of devices for work and own needs
NG X3, Formalization of CS culture in the organization
X33 Climate in the team
X3,4 Information support for safety in the workplace
X35 Using online banking
X4 Cluster factors not taken into account and factors that do not affect
CS
m,=6 Xa,1 Types of accounts in the OS
0.(0) Xa,2 Use of shared accounts and gadgets
4 Xa3 Activity in social networks
Xa4 OS and software updates
X5 System scan with antivirus tools
Xas Technology of creating and storing passwords

Q1 (1)

Q2(t)

At the first stage of research for approbation of the proposed model by expert methods with
the involvement of specialists of the information department of ISPNPP NASU, responsible
executors of CyRADARS project and laboratory of cybersecurity research Institute of
Mathematical Machines and Systems Problems of the NASU, were established probability
distributions p;;(t;) for each system of factors k;; (table 2)
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Table 2

Parameters of clusters for the initial assessment of cluster weights in the cybersecurity
indicator of the information system of the ISPNPP NPP of the NAS of Ukraine

Number of Probabilities of manifestation of Coefficients of severity of
Cluster elements factors for the initial state of the consequences of manifestation of
system (t,) factors
pP1o = 0,10
Q. (1) P11 = 0,40 ki, =10,50
my =3 p1, =030 k12 = 0,30
p13 =0,20 ki3=0,20
m, =4 P20 = 0,10
py1 = 0,30 ka1 = 0,40
Q(t) P22 = 0,20 ky, = 0,30
P23 = 0,20 k,3=0,20
P24 = 0,20 k,, =010
P30 = 0,10
ps1 = 0,20 k34, =0,30
ps2 = 0,15 ks, =0,20
Qs(®) ms =5 P33 = 0,20 ks 3 =0,20
P34 = 0,15 ks, =0,20
pss = 0,20 k35 =0,10
Pao = 0,10
Ps1 = 0,15 ky;, =0,20
Paz = 0,20 ks, = 0,20
Q4(t) ps3 = 0,20 kss = 0,20
m =6 P4y = 0,15 kys = 0,20
Pas = 0,10 kys = 0,10
Pse = 0,10 ki =010

The matrix of coefficients of severity of the consequences of the manifestation of factors
(8) is also determined on the basis of expert studies:

0.50 0.30 0.20

40 030 0.20
K = [|ky || = |[040 030

0.30 0.20 0.20
0.20 0.20 0.20

0.00 0.00 0.00

0.10 0.00 0.00 8)
0.20 0.10 0.00

0.20 0.10 0.10

For the studied information system, within the proposed model for estimating the weights
of clusters, we will consider the components of the matrix (constant for all studies at times t,,

ta t3)

Based on (3) for the initial state of the system (for the moment of study t,)) the average
weights of the clusters are determined as they affect the overall risk for the information system:

W, (t;) =3 (0.50 - 0.40 + 0.30 - 0.30 + 0.20 - 0.20) = 0.99
W, (t,) = 4 - (0.40 - 0.30 + 0.30 - 0.20 + 0.20 - 0.20 + 0.10 - 0.20) = 0.96

W;5(t;) =5-(0.30-0.20 4+ 0.20- 0.15 4+ 0.20 - 0.20 + 0.20 - 0.15 + 0,20 - 0,20) = 1,00

W,(t,) = 6 - (0.20 - 0.15 + 0.20 - 0.20 + 0.20 - 0.20 + 0.20 - 0.15 + 0,10 - 0,10 + 0,10 - 0,10) = 0,96

The results obtained by (4) are somewhat larger, but similarly reflect the state of the
cybersecurity culture of the information system in the respective clusters.
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W, (t,) = 3-/(0.50 - 0.40% + 0.30 - 0.302 + 0.20 - 0.202) = 1,02
W,(t,) = 4-/(0.40 - 0.30% + 0.30 - 0.202 + 0.20 - 0.20% + 0.10 - 0.20%) = 0,98
W (ty) = 5-4/(0.30 - 0.20% + 0.20 - 0.152 + 0.20 - 0.202 + 0.20 - 0.15% + 0,20 - 0,202) = 0,91
W,(t;) = 6 -/(0.20 - 0.152 + 0.20 - 0.202 + 0.20 - 0.202 + 0.20 - 0.152 + 0,10 - 0,102 + 0,10 - 0,102) = 0,99

It should be noted that the working formulas do not include probabilistic characteristics
of unaccounted for cluster factors and factors that do not affect the CS.

Re-assessment of the state of cybersecurity of the information system of the NPP NPP
was carried out after the implementation of organizational and technical measures related to the
results of primary research [11], in periods 13.07.2021 to 15.07.2021 pp. (t,) and 14.09.2021p
t0 16.09.2021p. (t3).

The results of estimates of cluster weights in the General indicator are given in table 3.

Table 3
Cluster parameters for re-estimating cluster weights in the information system
cybersecurity indicator of the ISPNPP NPP of the NAS of Ukraine

The average weights of clusters in
Probabilities of manifestation of the overall hazard for the
Cluster Number of factors information system
elements for (3) / for (4)
(tz) (t3) Wi (tz) VVi(t3)
pl,O = 0'20 pl‘o = 0,40
Q.(t) p11 = 0,30 p11 =030 0,84/0,85 0,69/0,73
my =3 P12 = 0,30 P12 =0,20
p13 =0,20 pi3 =010
m, =4 P20 = 0,20 P20 = 0,30
P21 = 0,30 P21 = 0,20
Q,(t) P22 = 0,20 P22 = 0,20 0,92/0,95 0,76/0,77
P23 = 0,20 P23 = 0,20
P24 = 0,10 P24 = 0,10
P3o = 0,15 P30 = 0,10
ps1 = 0,20 P31 = 0,20
ps2 = 0,10 P32 = 0,15 0,66/0,87 0,60/0,86
(0 m; =5 P33 = 0,20 P33 = 0,20
P34 = 0,15 P34 = 0,15
p3s = 0,20 p3s = 0,20
Pao = 0,15 Pao = 0,20
Ps1 = 0,15 Ps1 = 0,15
pa2 = 0,20 Ps2 = 0,15
Q. Pasz = 0,15 Pas = 0,10 0,87/0,89 0,81/0,82
™M =6 Py = 0,10 Pag = 0,15
Pas = 0,15 pas = 0,10
Pae = 0,10 Pas = 0,15

Figure 1 shows the dynamics of estimating the state of the system based on the analysis
of the average weights of the clusters W;(t;) in different periods of research (Fig.1a) and
dynamics of weights after organizational measures (Fig. 1b).
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Fig. 1. Average values of cluster weights

a) weights of the clusters W;(t;) in different periods of research
b) dynamics of weights W;(t;) after organizational measures
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As can be seen from Fig. 1, the model of estimation of cluster weights in the general
structure of cybersecurity of information system depends on estimations of probabilities of
occurrence of factors. In turn, such assessments should be based on an analysis of both the
factors themselves and their structure. In fig. 1b shows the parameters of trends in changes in
the weights of clusters as a result of changes in the probabilities of their components. That is -
the results of organizational and technical activities.

Analysis of the factors that affect the overall level of weight of the cluster will allow on
the basis of factor models W; (t;) = f(X;(t;)) to assess the impact of individual factors and
their components. Construction of factor models of dynamics will allow to estimate force and
a direction of influence of factors on the general level of weights. And this, in turn, will allow
to form a set of the most effective management decisions to increase the level of cybersecurity
of the object.

CONCLUSIONS AND PROSPECTS OF FURTHER RESEARCH

Thus, based on the proposed model for assessing the components of cybersecurity on the
example of the information system of the ISP NPP NASU, an assessment of the impact of
factors on the overall state of information security. The evaluation showed the effectiveness of
the proposed model and the formation of organizational, technical and managerial decisions
based on it.

It can be seen that the organizational measures have a positive impact on the overall state
of information security, which can be seen in the reduction of threats by clusters compared to
the initial state of information system assessment.

Avreas of further research will focus on building assessment models within the clusters of
significance of individual factors and study their structure [12] in order to form the most
effective solutions that will improve the information security of the information system.

In addition, an important area of research is to assess both the individual values of the
minimum acceptable levels of cluster weights and their ratio in the overall structure of the
cybersecurity indicator.
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MO/IEJIb OIIHKHY PIBHSA KYJIbTYPHU KIBEPBE3NIEKH B IHOOPMAIIHIN
CUCTEMI

AHoTanisg. B po0oTi nocTaBneHa 3aiavya popmaizaiii mporeciB OMiHKK KyJIbTYpH KibepOe3neku
iHpopMaNiiHOT CHCTEMH OpraHi3alii Ha OCHOBI pO3pOOJIEHHS KOMIUIEKCHOT MOJIENi 3 BpaxXyBaHHIM
TEeXHIYHHX Ta OpraHi3allifHHX TapaMmeTpiB iHPOpPMALiHHOI CHCTEeMH Ta PH3HKIB, NOB’SA3aHUX 3
HUMH. [IpoBoauThes OLIHKA PIBHS KYJIBTYypH Oe3MEeKH iHPOpMAamiiHOI CHCTEMH Ha OCHOBI OOy I0BH
aIUTUBHOI MOJENI, sfKa BKIIOYae B ceOe XapaKTepHCTHKH KiacTepiB cTaHiB cucteMu. Knacrepu
(opMyrOTECST Ha OCHOBI MacuBiB (PaKTOpiB, fAKi BIANOBINAIOTH PI3HUM KJacaM KyJIbTYpH
iH(popMamiifHOT OEe3MeKH. IX BIUIMB OIIHIOETHCS 3a JTOMOMOTOTO KOEQIIE€HTIB TSDKKOCTI HACIIAKIB
U piBHA KibepOesnekn iHpopmaniiiHoi cuctemu. KpiM TOro BH3HAYa€ThCS WMOBIPHICTD MPOSBY
JaHoro (GakTopy B KOHKpETHiH iH(popMalliiHiii cuctemi. BennunHa koedinieHTiB Ta HMOBIpHICHUX
PO3MOALTIB [Tt KOXKHOT'O KJIacTepy Ta Habopy (hakTopiB OI[IHIOETHCS EKCIICPTHUMH METOIaMH Ta Ha
OCHOBI IIPOBeIEHOT0 aHKeTyBaHHsA. Oco0muBicTIO HOpMyBaHHS MAaCHBIB (JAKTOPIB € BKIFOUSHHS 10
KOXKHOTO Kjactepy (hakTopy, sIKHii BiZoOpakae MacHBHY MOBEIIHKY KOPUCTyBada O HEraTHBHUX
(axropiB. TakuM YMHOM y MOZEII BBOAUTHCS HMOBIPHICTh HECHPUHHSATTS HEraTUBHUX (DAaKTOPIB Ta
HMOBIpHICTB ieabHOI MOBENIHKU MOA0 (HOPMYBaHHS BIAMOBIIHOTO Kiacy 3arpo3. BusHaueHHS
ycepenHeHHX Bar (akTopiB piBHA BIUIMBY Ha KibepOesmeky iHQopmamiiiHOi cucTeMu
3aIPONIOHOBAHO MPOBOJMTH Ha OCHOBI CEPEIHBOI0 3BAKCHOIO IOKAa3HUKA. 3almpONOHOBaHA
METOAMKA OIIIHKM Bar Ha OCHOBi PIBHOHMOBIPHOTO PO3IONLTY HETaTHBHUX (PAKTOPIB B MEXKaxX
KJIacTepy. 3amporoHOBaHa METOANKA HE 3aJICKUTH BiJl KITBKOCTI (PaKTOpIB y KacTepi.

Karouosi cioBa Keywords: kibep6e3sneka iHpOpMAIiifHOI CHCTEMH; KIACTEpH CTaHiB OE3MeKH;
KOC(IIIEHT TAXKKOCTI HACTIIKIB, yCepeAHCHA Bara KjaacTepy.
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