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BIPTYAJIbHA JTABOPATOPIA /151 MOJAEJTIOBAHHAA ITPOLIECIB B
IH®OPMAIINUHIN TA KIBEPBE3IIEII SIK 3ACIb ®OPMYBAHHSA
ITPAKTUYHUX HABUYOK CTYJIEHTIB

AHoranig. KinbkicTh XakepchbKHX arak Ta MarepiaibHUX 30HMTKIB, SIKI OTPUMYIOTh OCTaHHIM
4acoM KpalHM CBITY HIOPOKY 30inblnyeThess. Bee 1e Bkasye Ha Te, mo morpeba y (axiBIsx,
3IATHUX BUSIBISITH Ta OL[IHIOBATH O3HAKH CTOPOHHBOTO KiOEPBIUIMBY, MOJICIIOBATH MOMKJIMBI
CHUTYyalil TAKOrO BIUIUBY Ta IPOTHO3YBaTH X MOJIMBI HACIII/IKU, OPraHi30BYBaTH i MIATPUMYBaTH
KOMIUIEKC 3axOJiB moao0 3abe3rmedeHHs iHGOpMaIiifHOT 1 KiOepOeslmekn Ta MPOTHIISATH
HECAHKIIIOHOBAHOMY IIPOHMKHEHHIO MPOTHOOpYMX cTopiH 10 BiacHux IT cucrem i mepex,
3a0€3MEYUTH KPUIITO3aXUCT BIACHOTO 1H(POPMALIHHOTO pecypcy ToIo, - OyIe 3poCcTaTH.

B naniif cTaTTi akKIIEHTOBAHO yBary Ha Te, IO MUTAHHS KiDEeP3axHuCTy AaHUX OCOOIUBO TOCTPO
mocTasio B YKpaiHi. AJpke caMe BiJI IKOCTI OTpuMyBaHOI iH(opMariii i 3aeXuTh Halme MaifOyTHE,
30KpeMa # MaiOyTHe Hamoi fepxaBu. Pa3oMm 3 TUM B cTaTTi 3p0o0JIEHO HAroJI0C Ha TE, IO >KOJHA
nelaroriyHa Teopist He Oyjie peanrizoBaHa B HABYAIbHIN AisUTBHOCTI, KO 15 11 BOPOBAIKCHHS HE
Oyne po3po0sIeHO BiIOBIIHUI allTOPUTM - alrOPUTM (POPMYBaHHS BJICHE (PaxOBMX KOMIIETEHIIIH
MaiOyTHIX criemiaicTiB B o0nacti iHhopmMaIiifHoi Ta KibepOe3nexy.

Ha ocHoOBI HaykoBOi menaroriyHoi JiTepaTypd B CTaTTi BH3HAUEHO IOHATTS «BipTyanbHa
nmabopaTopisp» Ta ii 3Ha4eHHS y HaBUAJIBHOMY MpOIlECi 3aKiamy BHIIOi OCBiTH. OOIpyHTOBaHO
aKTyaJIbHICTh BIIPOBADKCHHS J1abopaTopii AJIsT MOJENIOBAaHHS TMPOIeciB B iH(GOpMamiiHIA Ta
kibepOesneni. [IpencrasieHo BipTyanpHy 1abopaTopito «HaBUILHHUN Kibeprosiron» KwuiBchkoro
yHiBepcuTeTy iMeHi bopuca I'piHdueHKa Ta MOXIMBOCTI 1I BUKOPHUCTAaHHS CTYAEHTaMH y Ipoleci
BUBUCHHS TEXHOJIOTIH B iH(OpMaIiiiHiil Ta KibepHEeTHUHIH Oe3meri.

KoarouoBi caoBa: BipryansHa nabopartopis; HaBYaubHHE mporec; ¢axiBui B iHGopMmaniiiHid Ta
KibepOeseli; MpakTUIHI HAaBUYKH.

© B. JI. Bypsiuok, C. M. LlleBuenko, I1. M. Ckianannuii, 2018.
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1. BCTYII

«XTo Bojozie iH(opmarieto, Toi Bosoxie cBitom» (H. Pormmmem). AxTyanbHICTH
JJAHOTO BUCIIOBY HE BTPAuya€ThCs, A, HABIAKH, HAOMpPA€e HOBY 3MICTOBY SIKICTh y Halll 4yac —
riobanbHO1 iHGOpMaru3anii. [3 30UIbIIEHHAM KUTBKOCTI 3pocTae i posib iHdopMmarii y
PO3BUTKY JEepXkaBH, €KOHOMIKH, HayKH, KyJbTypu. | TOMy € OueBHMAHMM, L0 3aXUCT Camoi
iH(popMarii cTae MPIOPUTETHUM, SIK Y BCIX cepax CyCHiIbCTBa, TaK i OKPEMOT JTIOAUHHU.

VY piunomy 3BiTi Cisco 3a 2017-2018 poku [1] 3 indopmarliiiiHoi Oe3meKr BKa3yeThCs,
0 «MHUTTEBI aTaKW» CTAIOTh YC€ CKJIATHINIMMH, OUIBII 4YacTUMU Ta TpuBamumu (42%
opranizariii 3a3Hasim DD0S-arak nporo tuiy), Bipyc Nyetya OyB BCTaHOBJICHHI Ha IMOHA
1 MITH. KOMIT'IOTEepiB Yepe3 aBTOMATHU30BaHI CHCTEMH OHOBJICHHS Iporpam. bimbin TpetuHu
KOMIIaHiH, sKi OylIM Bpa)X€HI XaKepChKOI0 aTakolo, MOHECIH MarepiayibHi 30UTKH OIM3BKO
20% mnpubyTtky. 3a manumm creniamicTtiB «Jlabopatopii Kacmepcbkoro», mpoTsAroMm poxy
30,01% xomm’10TepiB IHTEPHET-KOPUCTYBaUiB y CBITI X0oua O OJMH pa3 3a3HaBAIM BeO-aTaku
kiaacy Malware [2]. Bcee 1ie Bkasye Ha Te, 110 notpeda y (haxiBIsax, sKi 3a0€3MeIy0Th 3aXHCT
iHdopmaniifHuX AaHux, Oyae 3poctatu. Tomy mpobirema MHIArOTOBKM NpodecioHaniB B
o0macTi KibepOe3eKH € aKTyaTbHOIO.

[opoky ykpaiHCbKi YHIBEpPCUTETH BUITYCKAaIOTh 1,5 THcAYl OakanaBpiB CHEMialbHOCTI
«KibepOesmekay. IIpore, sik Bka3zye TexHiuHmi nupekrop kommanii IT Specialist JImurpo
[lepramryk, 11i BUMMYCKHUKH HE MAlOTh JIOCTATHIX MPAKTUYHUX HABUYOK, IM MOTPiOHO 2-3
pOKH, 11100 30pi€EHTYBAaTUCS B Tajy3l Ta BUKOHYBAaTH NpPaKTU4HI 3aBaaHHsA. [Ipuunna Takoi
CUTYyallli Mojsrae B TOMy, IO MPOTrpamMH MiATOTOBKU CHOTOAHIIIHIX CIHEIiaNicTiB HE JAl0Th
THUX HABUYOK, SIK1 MOTPiOHI Ha pobouomy Micri [3].

Jlnis po3B’si3aHHS 1aHOT IPOOJIeMU IPONOHYIOTHCS HACTYIIHI €TaIlu:

1) cTBOpEHHS MPAKTUYHO OPIEHTOBHOI MPOrPaMHU MiATOTOBKH (DaxiBIliB criemiaabHocTI 125
KibGepOesneka (Ha MpakTHYHY Ta JJaOOPAaTOPHY CKIIAJIOBY BIIBOIUTHCS 2/3 HABYATIBHOIO Yacy);

2) nyalbHE HaABYaHHs, TOOTO MaiOyTHHOro (axiBlli HABYAKOTH 3aKJIaqH BHUIIOT
ocBitu (3BO) Ta poboTOJaBI, IpU LIBOMY CTYAEHT IMO€JHYE HAaBYAaHHS Ta CTaXyBaHHsS Ha
peaslbHOMY MIANPUEMCTBI; 3aJlydeHHs (axiBLiB-TIpo¢ecioHaliB 10 PO3pOOKH Mporpam, 10
NPOBE/ICHHS MPAKTUYHUX Ta Ja00pAaTOPHUX 3aHSTh;

3) ceprudikariist CrieIiamicTis 3 iHpopMAaIiifHOT OS3MEKH 3r1THO MiXKHAPOJHUX BHMOT.

Benuky poas y BHpilIeHHI 3a3HaueHOi MNpoOjeMH BiJIBOAATH (HOPMYBAHHIO
NpPaKTUYHUX HaBUYOK MalOyTHIX (axiBUiB 3 1H(OpMAaLIiHOT Ta KIOEpHETHYHOI OE3MeKH.
BpaxoByroun BHKIaJeHe MeTa JaHOi CTaTTi MOJArae y PO3KPUTTI MOKIMBOCTEH
BIpTyaJIbHUX J1abopaTopiil y HaB4asibHOMY nponeci 3BO Ta iX BUKOPUCTaHHS y MiATOTOBII
¢axisiiB cneniansHocTi 125 KiGepOesneka.

2. TEOPETUYHI OCHOBU JOCJII/JUKEHHA

Bennka KibKicTh JOCHIIKEHb 3 MPOOJIEMH 3aCTOCYBaHHS B OCBITHBOMY CEepEIOBHIII
BIpPTYyalbHUX JTA00PATOPil CBITYUTH PO AKTYaIbHICTh JaHoro nutanus [4] — [7].

3’CyeMO CYTHICTh TOHSTTS «BipTyajbHa JabopaTopis», BU3HAUMBIIN IPH I[BOMY
«BIPTYaJIbHICTBY», «BIPTyaJlbHA PEANbHICTH)» Ta «HaBUYaJIbHA Ja00paToOpis».

«BipTyanbHa peanbHICTh — HOBA TEXHOJIOTiA OE3KOHTAKTHOI iHPOpMaLIfHOI B3aeMOIII,
sIKa CTBOPIOE 32 JIOMTOMOTOI0 KOMITJIEKCHUX MYJbTHMElia — OTIEpaIliiiHe CepeiOBUIIE, LTI03110
0e3rmocepeIHOr0 BXOJDKEHHSI M MPUCYTHOCTI B peanbHOMy daci». [8, c¢. 6]. «HaBuanbHa
71a00paTopist — HAaBYAIBHO-JONOMDKHA YCTaHOBA, IIPU3HAYEHA JUTS MMPOBEICHHS MPAKTUIHUX
3aHATh. OcHallleHa CIelialIbHUM 00J1aIHaHHM, anapaTypolo i MaTepianaMu JJs POBEICHHS
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JIEMOHCTpAIIIN AOCTIIB 1 BUKOHAHHS CaMOCTIHHUX POOIT y4HIB. Y By3aX CTBOPIOIOTHCS NMPHU
Kadeapax i BUKOPHUCTOBYIOTHCSI HE JIMIIE 3 HABUAIBHOIO METOI, a ¥ A NPOBEICHHS
EKCIICPUMEHTAIBHOI HAayKOBO-I0CTiAHOT pobotu» [9, c. 185]. IToeanyroun Iii ABa MOHSATTS,
BH3HAYaeEMO «BIpTyasibHY Jlaboparopito» (Virtual laboratory, V-lab, virtual reality laboratory)
SK HaBYaJIbHY TEXHOJOTIIO, SIKa «103BOJISIE MOJIEIIIOBATH MOBEIHKY 00’ €KTIB PEaJbHOrO CBITY
y BIpTyaJbHOMY KOMII IOTEPHOMY OCBITHBOMY CEPEIOBHIII Ta JIOIOMAara€ TUM, XTO
HABYAETHCS, OBOJIOIIBATH HOBUMH 3HAHHAMU Ta BMiHHsAMEY [ 10, . 146-147].

Taky x nymMKy mu 3Haxonumo y mpausx [l. Tpoinpkoro, sikuii BOayae y BipTyaibHii
nabopatopii iHGOpMaIiiiHy CHCTeMY, SKa IHTEPAKTUBHO MOJECIIOE peaTbHUN TEXHIYHHUI
00’€KT Ta MOro CyTTEBI JJIi BUBYCHHS BJIACTHBOCTI 13 3aCTOCYBAaHHAIM 3aC00iB KOMIT FOTEPHOL
Bisyamizanii [5]. SIKIIO CTaBUTHM HArojioc Ha HAaBYAIbHY [ISJbHICTh CTYIEHTIB y TaKuX
naboparopisix, To MH 3romHi 3 nochimpkeHHsMu O. CemenixiHoi [4], sika 3a3Ha4ae, 110
BipTyasbHa JlabopaTopisi — e BipTyaibHe CepeOBUILE HABYAHHSI, SIKE JO3BOJISIE MOJICTIOBATH
MOBEIiHKY OO0’€KTiB peasbHOrO CBITY B KOMIT IOTEPHOMY CEpEIOBHII 1 JOMOMarae B
OBOJIOJIIHHI HOBUMH 3HaHHSIMH Ta BMIHHSAMH. Taka 1abopaTopisi MO)Ke BUCTYIIaTH anapaToM
JOCTIJIKEHb Pi3HUX MPUPOIHUX SBHUII 3 MOKIIMBICTIO TOOY/JOBH X MaTEMAaTUYHUX MOJICIICH.

UuHHUKaMH CTBOPEHHS Ta BIIPOBA/KEHHS BIpTyalbHUX JabopaTopiil y HaBYaIbHUI
nporiec 3BO, 3 omHoro GoKy, cTaB MIBUAKHI PO3BUTOK IH(MOpPMAIIMHUX TEXHOJOTiH, a 3
IHIIOTO — BeJMKa IliHa pealbHOTO OOJaJHAHHS MJi MPOBEACHHS JIadOpaTOpHUX Ta
NPaKTUYHUX 3aHATh y pIi3HUX cdepax HaB4aHHA. Tomy, SK CTBEpKYIOTH OUIBLIICTH
HAYKOBIIIB, BIPTYalIbHI TEXHOJIOT1l MalOTh 3alHITH BIAMOBIIHY HIIy y OCBITHIM AisNTBHOCTI
3BO [4] — [7]. Cepen nepeBar 3acTOCyBaHHS BipTyalbHHUX J1AOOPATOPiil BUIUIAIOTE!

- (QopmyBaHHS (axoBUX KOMIIETEHIH, SKI MOXYTh OyTH Oe3nocepeaIHbo
NIEPEHECEH] B PEaJIbHICTb;

- MIJBUIIEHHS SKOCTI CAMOCTIHHOI HaBYaJIbHO-I13HABAJIbHOI AiSVIBHOCTI;

- 3allIKaBJICHICTh Y BUBUEHHI AUCLMILIIHU, PO3BUTOK MOTUBALIHHOI TISJIBbHOCTI;

- JIOCTYIIHICTB;

- aBTOMAaTu3allisl omeparii;

- TOCTiiHEe YJJOCKOHAJICHHS IPOrPaMHUX CUCTEM Ta TEXHOJIOTIH TOLIO.

3. PE3YJBTATU JOCIIIKEHHSA

I[TpoBenenuii HaMM aHasli3 BUMOT Cy4acHOro podoroaanis i cuctemu IT kommaniii 103B0MB
PO3ITISIHYTH CKJIAJIOBI MPOQECIHOI KOMIIETEHTHOCTI B CTPYKTYpl OCOOMCTOCTI 1H)XXEHEpa, SIKUMU
Mae BOJIOJITH Ipodecionan 3 iHdopmariiiiHoi Ta KibepHeTHYHOI Oe3neKu, a came:

» HaBuuku nporpamysanns (C/C++, Java, Assembler). Hapuuky HarmicaHHsI CKPUTITIB;

* nomnuOJIeH] 3HaHHS ONEpaIiiiHUX CUCTEM;

* PpO3yMiHHA pPOOOTH pPI3HOTO 3JOBMHUCHOrO mporpamHoro 3a0esneueHHs (I13).
JlocBin aHami3y, HATMCaHHA B HaBYAJIbHUX LUIAX Takoro I13;

* HABUYKH PEBEPCHBHOTO aHAI3y MPOrPaMHOTO 3a0e3rnedeHHs.. BMiHHS KOopHUCTyBarucs
nporpamamu OllyDbg, IDA. JlocBin gociimkenHst GpyHKIioHaTY 310BMHUCcHOTO [13;

* 3arajibHe pPO3YMIHHS WIOJ0 JKUTTEBOro HMKIY po3poOku II3 Ta ckiaagHux
apxiTextyp cepgiciB Ta [13, mocBiny ananizy pusukis Oesneku 113;

* 3HaHHS BeO-TexHounoriii: nporokonis (HTTP/HTTPS, etc.) ta ix cTpykTypy;

 3HaHHA MepexeBux TexHonorii: TCP/IP ctex, DNS, DHCP, SSL/TLS, etc.;

* 3HaHHA icHyroumx BeO-3arpo3 (XSS, SQL(i), CSRF, (R)LFI, Code injections,
Session hijacking, Path traversal, Parameter tampering, etc.) Ta aynuty I13 Ha HuX;
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* 3HAHHS Yy BHUKOPHUCTaHHI CTaHIapTiB iHdopMmariiHoi O6e3neku ans I13 Ttaki sk:
OWASP, ENISA, NIST/SANS w/p. 3HaHHS HACTyNHUX CTaHAapTiB Ta (PpeiiMOBPKiB:
ISO270xx CobiT, ITIL; 6a30Bi 3HaHHS HI0A0 YKpaiHCHKOTO 3aKoHO/aBcTBa Yy cdepi 1b;

* HaBUYKM [UIAHYBAHHS Ta 3BITHOCTI IIOJI0 CKJIaJaHHsI TECT KEICIB Ta iX BUKOHAHHS,

* 3HaHH# 3ac00iB Ta MeToAiB kpunrorpadiynoro 3axucty(LICK, ELII);

* 3HaHHS METOJUK OLIHKU PU3HKIB;

* BOJIOMIHHS TEXHIYHOI AaHMIIMCHKOIO MOBOIO Ha PIiBHI YWTaHHS JITEPATypH,
JOKYMEHTAIIi1, CIIUIKYBaHHS B €IGKTPOHHOMY BUTIsAL (TTomTa, opyMu i T.11.);

* 3HAHHS 3aKOHOJABCTBA B YacCTHHI iIH(POpMaIliiHOT Oe3MeKH.

Bume mnepepaxoBaHi KOMIIETEHIIi CBiI4aTh Mpo Te, L0 Ipobdiema (GopMyBaHHS
IPAaKTUYHUX HAaBUYOK CTYJCHTIB 1H(OpMaliifHOl Ta KibepHEeTHUHOI O€3MEeKH € aKTyalbHOIO 1
notpelye BUPIIIEHHS SIKHANIIBU/IIIE, - TOYMHAIOYN 31 CTBOPEHHS Cy4acHOTO iH(OopMamiifHOro
cepeloBUINa JJI HaBYaHHA JI0 TOTOBHOCTI BUKJIAJadyiB BIPOBAPKYBaTH Ta BUKOPUCTOBYBATU
HOBITHI iH(OpPMAIIiiiHI TEXHOJIOTIT Y HABYaJIbHOMY MPOIIECi.

BpaxoByroun Bullle 3rajiaHi YUHHUKH, HA BUMOTY ChOT'OJIEHHS y LIbOMY HaBYAJIbHOMY
poui KwuiBcekum yHiBepcuteroMm imeHi bopuca I'pindenka Oyma cTBOpeHa BipTyalbHa
nabopatopist «HaBuanbHuii Kibepnoairon» (puc. 1).

TONOAQTIA HABYAABHOTO KiBepnoniroHy Kuiscekoro YHisepouteTy imeHi Bopuca MpiHuesxa
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Puc. 1. Tononozisa naguanbHo2o KibepnonicoHy

BUCHOBKMU TA NEPCIIEKTHUBU ITOJAJIBIIUX JOCIIAKEHD

Bumie BukiameHi pe3yabTaTd HAIIOTO JTOCHIKEHHS YaCTKOBO OKPECIWIIN MpobieMy
BIIPOBA/DKCHHS BIpTyalbHHX Jaboparopii y HaBuanbHui mporec 3BO, 30kpema s
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MiAroTOBKH (axiBiliB 3 iHpopMaIiiiHoi Ta kibepHeTnyHOi Oe3neku. Ha cydacHomy erarni B
VYkpaiHi Iyke rocTpo TOCTalo THUTAHHS KiOep3axXWCTy MaHUX, alKe caMe BiJ SKOCTI
OTPUMYBAHOI iH(pOpMaIIii i 3aJICKHUTH Hallle MaOyTHE, 30KpeMa i MalOyTHE HAIIO1 JeP>KaBH.

Sk

MoKa3ye MpaKTHKa HaBUaHHS B YHIBEpCUTETI, HisKa IeJaroriyHa Teopis He Oyne

pearizoBaHa B HAaBYAJBHIM MISUIBHOCTI, SIKIIO JJIS i BIPOBAPKEHHS HE Oyne po3poOseHui
BIAMOBigHMUI anroput™M. ToMmy Hagaini BEKTOp HAIIMX JOCHTIKEHb OyJe CIpPSIMOBAHHUM Ha
CTBOPEHHS OCBITHBOI MEMIaTeXHOJOTIi SK IIUICHOI CHCTEeMHM HaBYaJIbHOI JisSUTBHOCTI
cTyaeHTiB cnenianizamii 125 «Kidepbesneka» y mpoueci BUBYEHHS (PaXOBUX AUCLUILIIH.
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VIRTUAL LABORATORY FOR MODELING OF PROCESSES IN
INFORMATIONAL AND CYBER SECURITIES AS A FORM OF
FORMING PRACTICAL SKILLS OF STUDENTS

Abstract. The number of hacker attacks and material damage that lately has hit the world is
increasing every year. All this indicates that the need for specialists capable of detecting and
assessing signs of third-party cyber-impacts, modeling the possible situations of such influence
and forecasting their possible consequences, organizing and supporting a set of measures to ensure
information and cybersecurity and counteract the unauthorized penetration of the opposing sides to
their own IT systems and networks, provide cryptosecurity of their own information resource, etc.
- will grow. This article focuses on the fact that the issue of cyber-security of data was particularly
acute in Ukraine. Indeed, the quality of the information we receive depends on our future,
including the future of our state. At the same time, the article stresses that no pedagogical theory
will be implemented in educational activities, unless an appropriate algorithm is developed for its
implementation - the algorithm of forming the professional competences of future specialists in the
field of information and cyber security. On the basis of scientific pedagogical literature, the article
defines the concept of "virtual laboratory" and its significance in the educational process of the
institution of higher education. The relevance of the implementation of the laboratory for modeling
processes in information and cybersecurity is substantiated. The virtual "cyberpolygon training"
laboratory of the Borys Grinchenko University of Kyiv and the possibility of its use by students in
the process of learning technologies in information and cybernetic security are presented.

Keywords: virtual laboratory; learning process; specialists in information and cybersecurity;
practical experience.
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