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HUMAN RESOURCES MANAGEMENT AS A COMPONENT OF ORGANIZATION
INFORMATION SECURITY

Abstract. The cyber threat landscape has undergone major changes in recent years. Compared to
any period since the beginning of the information age, it is more diverse and broad. First, the Covid-
19 pandemic, namely the resulting transition of organizations to remote work and then the full-scale
invasion of Ukraine by the Russian Federation, made adjustments to the information security
strategy. Today, most organizations are aware of security threats and the need to create a reliable
information security management system to ensure their effective operation in an information
environment that is aggressive both technically and socially. An important area of information
security in an organization is human resource management since, according to statistics from a
number of reputable analytical centers, employees are the weakest link in any data security system.
The organization's human resources management includes a thorough recruitment process, fostering
a responsible attitude to work in compliance with the requirements for protecting restricted
information, developing a corporate culture of information security and dismissal procedures.

The article provides a list of documents of the regulatory framework, namely, international security
standards, regulatory documents of public authorities, and internal documents of an organization
regulating the rules and methods of work with personnel. The main motives for the unlawful
behavior of an internal attacker are highlighted, and the organizational measures recommended in
the context of ensuring information security at all three stages of interaction between a person and
an organization: employment, employment, and dismissal are described. There is also indicated the
expediency of using psychoanalysis, psychology, management ethics and conflictology methods in
the field of personnel management for forecasting and prevention of informational threats.

Keywords: personnel management; information; information security; human resource security.

INTRODUCTION

Recently, global cybersecurity has been facing an increasing number of threats. In 2020,
in connection with the transition of enterprises to remote work mode due to the Covid-19
pandemic, cybercriminals took advantage of the vulnerabilities of misconfigured networks.
According to research by AAG (a provider of IT support services), the number of malware
attacks increased by 358% in 2020 compared to 2019. During 2021, the number of cyberattacks
worldwide increased by 125% [1].

Russia's invasion of Ukraine has affected the cyber threat landscape. Since the beginning
of the full-scale war, the number of Russian phishing attacks on electronic mailboxes of
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European and American companies has increased 8 times. Also, in the first quarter of 2022,
almost 3.6 million Russian Internet users were attacked, which is 11% more than in the fourth
quarter of 2021 [1].

It is clear, that the rate and the average cost of data breaches have also increased. Since
2001, the number of data breach victims has increased from 6 victims per hour to 97, a 1517%
increase in 20 years. In 2001, the average hourly cost of a data breach for individuals was $2054.
Since then, the hourly loss rate has increased and in 2021, it already amounted to $787671 [1].

Problem formulation. According to the survey by AAG [1], 73% of small and medium-
sized enterprises realize that for their effective activity in the conditions of a fairly aggressive
information environment, both technically and socially, it is necessary to create a reliable
system for ensuring of information security. It will prevent and counter various information
threats. Although the term “information security” is defined in different ways, most companies
focus on protecting information using software, hardware, and software-hardware solutions.
However, as practice shows, such tools do not guarantee 100% protection, and all because the
weakest link in the chain of ensuring the company's information security is the employee. He
has access to confidential information and may intentionally or unintentionally violate its
security (confidentiality, integrity, or availability). In 70% of cases (until an incident occurs),
organizations do not suspect the existence of an internal threat, which makes difficult to prevent
and respond to it [2]. Insider threats are difficult to detect and hard to protect information
resources from, as insiders quite often have authorized access to the systems and data on which
they direct their actions under their official duties. They can be stealing and leaking confidential
data, sabotaging systems or networks, or simply abusing access to them to disrupt normal
business operations. There is a high probability that insiders are familiar with the organization's
security procedures and, therefore, can easily bypass them without arousing any suspicion.

Even a seemingly imperceptible violation of an organization's information security by an
employee can lead to a large-scale data leak, which is extremely difficult to contain. And this
can lead to the loss of customers, dissatisfaction among shareholders, and a decrease in share
prices. In the worst-case scenario, which is not entirely excluded, the company will be forced
to cease operations due to huge losses caused by the attack. As the 2022 Cost of Insider Threats:
Global Report [3] reveals, insider threat incidents have risen 44% over the past two years, with
costs per incident up more than a third to $15.38 million. The cost of credential theft to
organizations increased 65% from $2.79 million in 2020 to $4.6 million in 2022.

Since about 82% of information security violations are committed by employees of the
organization [1], an important area of IS provision is personnel management. It includes careful
selection of candidates for employment; formation of employees by training them to have a
responsible attitude to work in compliance with information protection requirements; education
of a reliable and dedicated labor team; development of the corporate culture of information
security; dismissal of employees.

Analysis of recent research and publications. A large number of works by such
scientists as V. Bezbozhnyi, Z. Zhivko, . Kernytskyi, O. Kyrychenko, G. Kozachenko, O.
Lyashenko, 1. Migus, V. Ortynskyi, Yu. Pogorelov, V. Sidak, V. Panchenko, N. Shvets, and
others are devoted to the research of personnel security as a component of economic security
[4]-[7].

The purpose of the article is to develop recommendations on personnel management in
the context of ensuring the organization's information security.
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RESEARCH RESULTS

Normative and legal basis of personnel management

Personnel management is carried out in compliance with the requirements of legislative
and normative legal acts. In Ukraine, they include the following ones.

1. International safety standards:

— ISO/IEC 15408 “Information security, cybersecurity, and privacy protection.
Evaluation criteria for IT security”;

— ISO/IEC 27001 “Information technology. Security techniques. Information
security management systems. Requirements”;

— ISO/IEC 27002 “Information technology. Security techniques. Code of practice
for information security controls”;

— IS0 31000 “Risk management. Principles and guidelines”.

2. Regulatory documents of state authorities:

— Constitution of Ukraine;

— Economic Code of Ukraine;

— Criminal Code of Ukraine;

— The Civil Code of Ukraine;

— Labor Code of Ukraine;

— Law of Ukraine “On State Secrets”;

— Law of Ukraine “On Information”;

— Law of Ukraine “On information protection in automated systems”;

— Law of Ukraine “On protection against unfair competition”.

3. Normative documents of internal regulation:

— cCharter;

— Regulations on structural subdivisions;

— job instructions for employees;

— employment contract;

— provisions on commercial secrecy;

— obligations to not disclose information that constitutes restricted access
information;

— nomenclature of officials and employees who have access to commercial secrets;

— a list of information that is a commercial secret of the enterprise;

— internal work schedule of the enterprise;

— staff list;

— Regulations on personnel;

— Regulations on labor discipline;

— Regulations on official record keeping;
Regulations on the conduct of official investigations.

Internatlonal Standard ISO/IEC 27002:2013 “Information technology. Security
techniques. Code of practice for information security controls” (clause 7) [8] regulates the rules
and methods of working with personnel to ensure the confidentiality, integrity, and availability
of information assets at the enterprise. This standard recommends applying organizational
measures at all three stages of human interaction with the organization: hiring, employment,
and dismissal. Their comprehensively ensure security related to personnel and to reduce the
risk of theft, fraud, or misuse of information processing facilities.

The goal of working with employees during employment is to ensure that they understand
their responsibilities and are capable of fulfilling their intended roles. The goal of working with
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employees during employment is to inform personnel about threats and problems related to
information security, about the extent of their responsibility and obligations, as well as equip
them with everything necessary to support the security policy of the organization, which
reduces the risk of the human factor. The goal of working with employees during dismissal is
to ensure that employees leave the organization or change positions in a way that does not affect
the security of information assets in the enterprise.

Although the quality of personnel depends not only on the business and professional
competencies of the organization's employees but also on moral qualities and psychological
characteristics, the information security standards do not consider methods of their assessment.

Typology of insider motives

CISA defines an insider threat as the potential for an insider to use their authorized access
or special understanding of an organization to harm that organization. This harm can include
malicious, complacent, or unintentional acts that negatively affect the integrity, confidentiality,
and availability of the organization, its data, personnel, facilities, and associated resources [9].

Personal characteristics of employees, which are undesirable from the point of view of
information security, we considered earlier in [10]. Let's highlight the motives for the illegal
behavior of an internal attacker:

— selfish interest (receiving material benefit);

— coercion by third parties;

— personal interest caused by family and other close relationships or certain
obligations to third parties;

—  revenge;

— self-affirmation;

— curiosity;

— game motive (thrill-seeking, adventurism);

— the distorted sense of justice;

— the desire to fulfill official duties at any cost;

— careerism;

— hooligan motives;

—  Envy,

— ideological considerations;

— enmity;

— the subject's desire to hide compromising facts (violations, information about
himself or loved ones);

— dissatisfaction with various aspects of personal life or work relations;

— drug or alcohol addiction.

When you ask any businessman what qualities their dream partner, employee, or assistant
possesses, competence, reliability, and decency are most often mentioned. The search for
people capable of becoming the personnel core of the company is mainly focused on the
selection and placement of personnel.

Pre-hire candidate screening
The use of the candidates screening procedure for a vacant position helps to make a
balanced decision on hiring an employee. In particular, it allows to:
— make sure that the candidate for the position is sufficiently qualified;
— protect the company from hiring fraudsters, dishonest employees, etc.;
— prevent the leakage of important information, which is a commercial secret or
know-how.
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Each company has its own approved procedure for screening candidates for employment,
which depends on the size of the company and the availability of the necessary specialists in
the staff. It is correct if two divisions are engaged in this at once:

HR Department posts information about open vacancies, then collects feedback from
candidates and primary information about them, conducts interviews, evaluates professional
qualities, transfers data to the security department, forms a dossier on each applicant, and
transmits information to the immediate supervisor, who makes the final hiring decision.

Security Service is engaged in checking the reliability of the data provided by the data
collector, assessing the candidate's trustworthiness, and drawing up a psychological portrait. It
can be both a full-fledged unit and one employee. If the company does not have this department,
then the entire recruitment process falls on the recruiter. If there is no such employee either, the
manager hires new people on his own.

How deeply and thoroughly a candidate should be vetted depends on the position he is
applying for. The more responsibility a new employee will have in the company, the more
thoroughly he will be vetted before a decision is made.

It is possible to single out the following stages of screening candidates before hiring,
which are used in all large companies in Ukraine.

1. Creating a job description to understand who is needed in the company at a

specific moment in its development.

2. Placing job announcements on various resources.

3. Accepting resumes from applicants, and filling out a standardized questionnaire

for a certain position.

4. Selection of suitable candidates and the invitation to an interview. A short

telephone interview is possible.

5. Interview with a recruiter. In some cases, a specialist who is competent in the field
where the new person is needed is additionally invited to the so-called technical
interview.

Testing for professional suitability, intellectual abilities, and personal qualities.

7. Verification of the authenticity of the provided documents. A visual assessment

of the provided documents can be supplemented by inquiries into the relevant
structures about their authenticity.

8. Request for additional information from the candidate or former places of work.

You can contact the applicant's former manager and colleagues, clarifying the
reason for dismissal and asking them to tell as much as possible about the person.

9. Request about the presence of criminal records, as well as about being registered

in a psychiatric clinic or drug hospital.

10. Analysis of the received information.

11. Interview with the manager who makes the final hiring decision.

12. Job offer to the candidate. At this stage, the applicant can refuse to fill the vacancy,

and then the recruiter needs to conduct the work again to find a new person

With each new stage, the number of candidates decreases. By the 7th or 8th stage, there
are only a few applicants left who continue to be screened further.

In some cases, especially for managerial positions and those employees who will have
access to material and technical assets or trade secrets, the security check does not end even
after the hiring process. It can continue during the internship when all the decisions made by
the person are recorded to obtain a complete portrait of him or her. Also is monitored person's
behavior: compliance with the work schedule, and reaction to various events in the company.

The use of multi-stage technologies that involve the sequential use of several recruitment
methods, both classical and non-traditional, can improve the quality of personnel selection [10].

o
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The difficult economic conditions caused by the Covid-19 pandemic have forced
managers to switch from the generally accepted model of office-based work to remote work,
adapting the way they do business.

Today, despite the success of remote work and the challenge of replacing the best
employees who left their organizations during the pandemic, many executives want their
employees back in the office. At the same time, two-thirds (67%) of executives surveyed by
A.Team and MassChallenge said that the traditional hiring process needs to be revised because
it takes too long and is too expensive. 62% of executives state that it takes an average of 4
months to hire talented professionals [11].

73% of the surveyed executives have experience working with “mixed” teams consisting
of full-time and part-time employees. 71% of executives are convinced that engaging
freelancers or independent workers to work in an organization during a period of economic
uncertainty is the right decision, as it gives the business more flexibility [11].

Security measures during the hiring process

Insider activity can be unintentional and intentional.

The most common channels of leakage are classified as unintentional disclosure of
information and occur due to negligence, ignorance, or indiscipline of employees. Negligent
insiders unwittingly, with absolutely no intention of harming the organization, can expose it to
external threats. The threats they cause are often the result of their mistaken actions. For
example, an employee may accidentally send a confidential email to the wrong person, or again
by accident, leave a file on a shared network drive that is not intended for public viewing, falls
for a phishing attack, or lose a work device with confidential information of the organization
due to negligence. Other, no less damaging, threats can be caused by incorrect employee setup
of databases, poor administrator credentials, and improper disposal of confidential company
documents.

Intentional “information leakage” is much less common but in this case, information is
“merged” purposely and with the most dangerous consequences for the organization.

To detect and identify potential intentional insider threats, you need to pay attention to
employees who exhibit suspicious behavioral and digital activity. Such individual observations
can be combined with the use of network monitoring tools.

There are several behavioral indicators, that signal the presence of insider threats,
including:

— an employee, contractor, supplier, or partner expressing dissatisfaction;

— repeated attempts to bypass security;

— regular work of an employee outside of normal working hours;

— conflicts with colleagues or management;

— systematic violation of labor discipline;

— consideration of resignation and new opportunities related to it;

— and several digital indicators:

— an employee's access to resources that are not related to his or her job duties or to
which access is prohibited;

— access to data that is not within the employee's area of competence;

— unauthorized use of corporate programs and access to the network at unusual
times. For example, if an employee is found to be authorized to log on to the
network at 3:00 a.m. without a management order, this is cause for concern;

— unusual spikes in network traffic may indicate that someone is trying to copy large
amounts of data over the network;

— use of devices not authorized by the organization, such as USB drives;
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— scanning the network and deliberately looking for confidential information;
— sending confidential information related to the organization's business by email.
Regular risk assessments of potential insider threats, including those related to potential
internal threats, help identify vulnerabilities and address issues with access control policies,
authentication protocols, user access privileges, and employee training programs.

Security measures related to the termination or change of employment conditions
When dismissing an employee who had access to confidential information, it is
recommended to take the following measures:

— make a backup copy of the user's files;

— find out the reason for dismissal declared by the employee;

— try to find out the real reason for the employee's decision, analyze and decide

whether to retain or dismiss him/her;

— find out about the employee's future place of work;

determine the level of motivation and loyalty to the organization;

determine the amount of confidential information known to the employee;

organize the transfer of cases;

Identify possible risks of confidential information disclosure and take measures to

neutralize them;

change access codes, computer passwords, and cryptographic protection keys that

were known to the resigning employee;

— make sure that the employee surrenders the sources of confidential information he
or she has;

— analyze the activities of the unit where the employee worked: whether there have
been any recent cases of missing or lost documents with commercial information,
samples of finished products, keys to offices and safes, or other confidential items;

— conduct a special briefing of the dismissed employee on the obligation and
responsibility to keep confidential information secret after dismissal;

— identify those employees with whom the resigning employee maintained friendly
relations. These employees should receive special training and be monitored, as
they may leak information or take other negative actions against the organization;

— hold a conversation with the staff to explain the reasons for their colleague’s
dismissal;

— notify all employees of the organization, as well as partners, regular customers,
and other persons with whom the employee cooperated, that the employee has
been dismissed.

CONCLUSIONS AND FUTURE WORKS

Ensuring information security is a multifaceted problem and working with people is one
of its most challenging areas. The article considers behavioral indicators, as well as describes
digital indicators of internal threats, and provides recommendations for personnel management
in the context of ensuring the information security of an organization. Prospects for further
research on building an effective system of information security management of an organization
are seen in the development of approaches to personnel management based on the application
of psychoanalysis, psychology, and ethics of management and conflictology methods.
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YIIPABJITIHHA TIOACBbKUMH PECYPCAMM SIK CKJIATOBA
IHO®OPMALINHOI BE3IIEKHU OPI'AHI3ALII

AHorauis. Jlanamadr xidep3arpo3 B ocTaHHI POKH 3a3HaB CEpHO3HKX 3MiH. Y MOPIBHSHHI 3 Oy/Ib-
SIKAM TIEp10ZIOM 3 IOYATKY iH(OPMAIIIHOI erTOXH BiH € GBI Pi3HOMaHITHUM 1 IUpokuM. Criepinry
nanzaemist Covid-19, a came 3yMOBIIeHHUI HerO Tiepexijl OpraHizamiii Ha BiijaleHuil pexuM poOoTH,
a 3roJIoM NoBHOMacITaOHe BToprueHHs1 Pocilickkoi Denepariii B YkpaiHy BHECTH CBOi KOPEKTUBU
y crparerito 3a0e3nedyeHHs iHopmauiiHoi Oe3mexd. ChOromHi OUIBINICT OpraHizaliii MarTh
YCBIZIOMIIEHHSI 0E3MEeKOBUX 3arpo3 Ta HEOOXIJHOCTI CTBOPEHHsI HAJiiHOI CUCTEMH YIPaBIIiHHS
iH(pOpMaIiiHOI 6e3MeKoro ist 3a0e3neueHHs epeKTUBHOI 1X JISUTBHOCTI B YMOBaX arpeCUBHOIO SIK
y TeXHIYHOMY, TaK i B COLialbHOMY IIaHaX iH(pOpMAaIiHHOro cepeoBuiIa. BaxxmMBUM HanpsIMKOM
3abe3neueHHs: iH(popMaliitHoi Oe3nekn B OpraHizauii € YIpaBiHHS JIIOACBKUMU PECypCaMHu,
OCKIJIbKH, SIK CBIJYaTh CTATUCTUYHI JaHI HHU3KM aBTOPUTETHHX aHAIITHYHUX I[IEHTPIB, came
NpaIiBHUKU € HAHOULIbII CIaOKOI0 JIAHKOK Yy OyIb-sKii cucreMi Oe3lekd JaHuX. YTpaBIiHH
JIIOJICBKMMU pecypcamMy OpraHizaliii BKIo4Yae B cebe npolLeaypy perelibHOro Bii0opy KaH uIaTiB
Ha HaiiM; (opMyBaHHs y TPAIiBHUKIB BIJINOBIIAIBHOIO CTABJICHHS A0 POOOTH 3 JOTPUMAHHSIM
BUMOr 3axucty iHdopmaiii 3 0OOMEKEHHUM JOCTYIOM; PO3BUTOK KOPIOPATHUBHOI KYJIBTYpH
iH(popMaIiifHOT Oe3MeKr; a TAKOXK MPOLENYPY 3BIIBHEHHS MPAaL[iBHHUKIB.

Y crari momaHo NepeNiK JOKYMEHTIB HOPMAaTHBHO-TIPaBOBOI 0a3u, a caMe: MiKHAPOIHUX
cTaHmapTiB Oe3leKkd, HOPMATUBHHX JOKYMEHTIB OpraHiB JEpXKaBHOI BJIQJM Ta BHYTPILIHIX
JIOKyMEHTIB OpraHi3ailii, 110 perjJaMeHTyIOTh MPaBmiIa i METOIM poOOTH 3 epcoHaoM. BuaineHo
OCHOBHI MOTHBH IPOTHUIPABHOI IIOBENIHKM BHYTPIIIHBOTO 3JIOBMHCHHKA Ta OIHCAHO
PEKOMEH/IOBaHI y KOHTEKCTI 3a0e3mneueHHs iHpopMalliiHol Oe3neku opraHi3amiiiHi 3aX0A1 Ha BCiX
TPHOX CTAJIsIX B3AEMOJIIT JIFOJIMHU 3 OPTaHi3alli€lo: NpaleBIaIlTyBaHH, 3aHHITOCTI Ta 3BLILHEHHSL.
A TakoX BKa3aHO Ha JIOLIJIBHICTH 3aCTOCYBaHHS Yy cQepl YIpaBIiHHA MEPCOHAJIOM JUIs
MPOTHO3yBaHHS Ta 3amodiraHHs iHQOPMAIITHUM 3arpo3amM METOIB MCHXOaHaNi3y, MCHXOJNOTII,
€TUKH YIPaBIiHHS Ta KOHGIIKTOJIOTI].

KawuoBi ciioBa: ymnpaBniHHA mepcoHanoM; iHdopmaris;, iHpopmaiiiiHa Oe3rneka; Oe3mneka
JOICEKUX PECYPCIB.
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