Kuacoioeh yuisepcuTer
iMeHi i a

Kl 5 E p E) E3 |—| E KA OCBITa, HayKa, TexHika Ne 1(21), 2023

‘é%‘ ) ISSN 2663 - 4023
e

&

DOI 10.28925/2663-4023.2023.21.162176

UDC 004.056:004.738.5

Nataliia Zviertseva

Graduate Student

Department of Software Engineering and Management Intelligent Technologies
National Technical University “Kharkiv polytechnic institute”

ORCID ID: 0000-0001-6279-7586

nataliezviertseva@gmail.com

SYNERGIC APPROACH BASED ASSESSMENT OF BUSINESS-PROCESSES
CONTINUITY

Abstract. Informational threats can manifest themselves in different forms, which is due to the
features of the global network. The article is devoted to one of the ways of solving the contradiction,
which is that, despite the large number of publications, the task of ensuring the continuity of business
processes in the conditions of the growing number and variety of cyber attacks on critical
infrastructure objects remains unresolved. This is due to the constant modification and increase in
the number of cyber attacks, as well as methods and technologies for implementing business
processes. Therefore, the development and improvement of methods for assessing the continuity of
business processes is an urgent scientific task. The article examines the problem of ensuring the
continuity of business processes in the conditions of the growth of cyber threats. The means and
methods of committing cybercrimes against critical infrastructure facilities were analyzed. The main
strategies and business continuity assessment indicators are defined. The influence of selected
strategies and solutions for ensuring business continuity on the value of business process continuity
indicators is analyzed. The main trends in the development of cyber security in the context of
improving the means and methods of carrying out terrorist information attacks on critical
infrastructures are analyzed. Preventive measures to reduce the risk of cyberattacks at the national
and international levels have been identified.

The main tasks of ensuring the continuity of business processes based on the PDCA risk
management model, indicators for assessing business continuity are considered. The influence of
the selected strategies and solutions on ensuring the continuity of business processes is analyzed.

Key words: cyberterrorism, cyberattack, critical infrastructure, business-processes continuity.

INTRODUCTION

The development of society at the beginning of the 21st century is characterized by the
following main features [1-4]:

1. the transition from the information society to the high-tech society, which ensures the
oversaturation of the latest information and communication technologies, the further
development of globalization processes in the modern economy, the dynamics of
informatization of such areas of society as the field of communications, energy, transport, oil
and gas production and storage systems, financial and banking systems, defense and national
security, structures to ensure the stable operation of ministries and departments, widespread
transition to electronic management and document management methods;

2. bringing to the fore the most important task of ensuring the security of information,
due to information processes occurring throughout the world. This is due to the special
importance for the development of the state of its information resources, the growing cost of
information in the market, its high vulnerability and often significant damage as a result of its
unauthorized use;

3. the formation of a global information space, leading to the emergence of new threats
and new forms of international conflicts, including information wars, network confrontations,
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hacker attacks, etc., due to the rapid development of the Internet and other information and
communication technologies.

The development of computer technologies and information and telecommunication
networks give great opportunities to society, at the same time they also give rise to a new type
of crime - cybercrime.

Formulation of the problem. The main contradiction underlying the scientific research
Is that, despite the large number of publications, the task of ensuring the continuity of business
processes in the face of the growing number and variety of cyber attacks on critical
infrastructure objects remains unresolved. This is due to the constant modification and increase
in the number of cyber attacks, as well as the methods and techniques of implementing business
processes. Therefore, the development and improvement of business process continuity
assessment methods is an urgent scientific task.

Analysis of recent research of the methods of committing crimes of a criminal nature
at critical infrastructure facilities and publications.

Information threats can manifest themselves in different forms, due to the characteristics
of the global network. The features of the global network, which attracts both individual
attackers and their groups, include the following [5-6]:

- Efficiency, cost-effectiveness and availability;

- Weak censorship or its complete absence, and in some cases, the lack of control by the
state;

- the presence of a huge potential audience of users scattered around the world;

- fast and relatively cheap distribution of specially selected information, the complexity
of its presentation and perception (sending e-mails, organizing news groups, creating sites for
exchanging opinions, posting information on separate pages or in electronic versions of
periodicals and network broadcasting, etc. );

— confidentiality and anonymity of user work, which are provided by most
communication servers;

- availability of the possibility of using special robots (bots) to reduce the time and cost
of destructive activities of intruders;

- high efficiency of consequences, which can be both local and global,

— the difficulty of tracking cybercrime and collecting evidence;

—uncertainty of the place, time and process of preparation for the implementation of cyber
attacks;

- the possibility of organizing cyber attacks simultaneously on various objects or subjects
from various directions without the need to violate any boundaries;

- the possibility of unauthorized connection to computer networks for managing strategic
facilities, including military ones;

— spatial and temporal distance from the object or subject of a cyberattack. All cybernetic
influences are carried out in cyberspace and directly through cyberspace. The main means of
cybercrime are shown in fig. 1.
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The main form of cybercrime is an information attack on computer information,
computer systems, data transmission equipment, and other components of the
information infrastructure.

Fig. 1. The main means of cyber attackers

Analysis of fig. 1 shows that criminal activity on the Internet is increasingly becoming a
special type of information technology, increasingly using the capabilities of modern
information and telecommunication systems for communication and information collection,
most criminal acts are designed not only to cause material damage and threaten people's life
and health, but also to information and psychological shock, the impact of which on large
masses of people creates a favorable environment for the attackers to achieve their goals.

In the context of increasing globalization processes in the world and the formation of an
information society, cyberterrorism has become an independent factor that can threaten the state
integrity of countries and destabilize the international situation. Terrorist groups are
increasingly using the capabilities of the latest information technologies and the Internet to
spread propaganda and exchange information, attract new mercenaries, raise funds in their
support, plan terrorist attacks, and also to control their implementation [7-10].

The main directions of using the latest information technologies and the Internet for
terrorist purposes are shown in fig. 2.
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Fig. 2. Basic ways to use the Internet

The performed analysis of Fig. 2 showed that social networks are actively used to promote
the demonstration of the supposedly comfortable life of militants, the military lifestyle and
heroism of militants, the call to fight for their ideals with weapons in their hands, broadcasting
scenes of successful military operations and acts of intimidation. Photo and video reports are
accompanied by jihadist songs, which occupy an important place in the emerging cultural
matrix of the global terrorist community. They have their own mobile app and online store
where you can buy a t-shirt or hoodie with the terrorist logo. All these products dangerous for
consciousness are distributed in many languages of the world.

Thus, unlike traditional terrorism, which did not threaten society as such and did not affect
the foundations of its life, modern high-tech terrorism is capable of producing a systemic crisis
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in any state with a highly developed information infrastructure. The development of social
networks is accompanied by an ever wider use of their capabilities for carrying out information
confrontation, an increase in coordination, scale and complexity of the actions of its
participants, which most often are both states and separate organized groups, including terrorist
ones. The object of cyberattacks is increasingly becoming information resources, disruption or
“difficulty” in functioning, which can cause significant economic damage to the opposing side
or cause a great public outcry [11].

The aim of the paper is to consider the problem of ensuring the continuity of business
processes in organizations of critical infrastructure in the face of increasing cyber threats, based
on an analysis of the methods of committing crimes of a criminal nature against critical
infrastructure facilities.

RESEARCH RESULTS

Critical information infrastructures.

The use by terrorists of the latest developments in the field of information and
communication technologies makes it possible to radically change the methods of terrorist
activity, to form flexible and effective network organizational structures that unite individual
groups into transnational terrorist groups that are very difficult to detect before committing a
terrorist act. Information attacks are usually divided into two categories [12]: disabling an
information resource and destructive attacks. Destructive attacks are information (hacker)
operations against objects that are capable of destroying an information resource,
communication lines, or causing physical destruction of structures that include information
systems. If the systems operate in critical infrastructures, then in the worst case scenario,
network information attacks can have large-scale consequences with human casualties, just like
traditional terrorist attacks.

Critical infrastructure is of key importance for public order, economic stability and
national security of states, its protection affects national security issues, and therefore falls
within the competence of the state. However, most of the infrastructure is owned by private
business, so the state and business are forced to jointly bear responsibility for the security and
stable functioning of these systems.

Today, states independently determine what to classify as critical infrastructures,
depending on the economic condition of the state, political leadership, geographical and
historical features. The Patriot Act of the United States gives the following definition - "critical
infrastructures are systems and resources, physical or virtual, so significant to the United States
that their destruction or disruption of normal operation can undermine the military-political
security of the state, economic stability, health citizens and public order, or entail several of the
above factors in any combination” [13]. In Ukraine, at the legislative and regulatory level, there
are no definitions of critically important objects and key information infrastructure systems.
Both domestic and foreign experts offer generalized definitions of critical objects (CO) and
critical information infrastructure of Ukraine (CII) [14-18].

A critically important facility is an facility whose disruption (or cessation) of functioning
leads to loss of control, destruction of infrastructure, irreversible negative change (or
destruction) of the economy of a country or an administrative-territorial unit, or a significant
deterioration in the life safety of the population living in these territories for a long time. .

The key information infrastructure system is an information management or information
and telecommunication system that meets one of the requirements:

— manages the CO (process);
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— provides information support for the management of the CO (process);

- provides information to citizens about emergency situations.

Thus, the main characteristic of critical infrastructure is its key importance for the security
of society and the state. Critical infrastructures can be dual-purpose, both military and civil. In
table. 1 shows the ratio of critical infrastructures of the states of Ukraine and the USA.
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Table 1
Critical infrastructures of the states of Ukraine and the USA

CO of Ukraine

CO of the USA purpose
healthcare public health civilian facilities
agriculture food and agriculture

water supply water

public administration
information and
telecommunication networks
energy systems
banking and financial
systems

public administration
information and
telecommunication networks
energy systems
banking and financial
systems
chemical industry and
explosive materials
heat supply -
transport system land and water transport
industrial industry critical production
military-industrial complex military-industrial complex
emergency response
services

dual-use objects

chemical industry

military facility

civil defense dual-use objects

Thus, the analysis of the table. 1. shows that OBS belong to the CO, and ABS provide
automation and continuity of business processes, processing, storage and transfer of large
volumes of BIN necessary for the activities of the OBS, therefore, the continuity of business
processes directly depends on the reliability and security of the functioning of the ABS
information infrastructure, availability and integrity of BIN data, and hence the activities of the
OBS as a whole.

The analysis and generalization of the existing experience of antiterrorist activities made
it possible to formulate the tasks of protecting critical infrastructure from cyberterrorism and
the main measures aimed at their solution are presented in Table. 2 [1, 5, 6, 9, 12]. A
comprehensive solution of these tasks will make it possible to take the necessary
countermeasures in a centralized manner to counter cyberterrorism, significantly reduce the
likelihood of its threats to critical infrastructure and ensure the protection of their national
interests.

Table 2
Main activities aimed at preventing cybercrime

at the national level

on the international level

organization of monitoring and forecasting the
needs of economic and other structures in various
types of information exchange via the Internet

organization of interstate cooperation in the
work of international organizations, public
committees and commissions in projects for the
development of world information networks

coordination of measures of state and non-state
departments to prevent threats to information security
in open networks. Development of a unified policy

active participation in the development of
international legislation and regulatory support for the
operation of global networks of open infrastructure
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providing for the protection of network equipment on
the territory of the country from the penetration of
hidden elements of information weapons into it

development of a state program for improving
information technologies that ensure the connection of
national and corporate networks to open networks
while observing the requirements for the security of
information resources

creation of a common anti-terrorist space of the
allied countries

improvement of technologies for timely
detection and neutralization of unauthorized access to
information, creation and use of advanced
technologies

development of scientific and methodological
support for the suppression of transnational (cross-
border) terrorist attacks using global networks, the
development of a single conceptual apparatus, a scale
for assessing cyber threats and their consequences

development of national legislation regarding
the rules for handling information resources, the
regulation of the rights, duties and responsibilities of
users of open infrastructure networks

development of mechanisms for mutual
information about large-scale computer attacks and
major incidents in cyberspace, as well as ways to
jointly respond to threats of cyberterrorism

establishing a list of information that is not
subject to transmission over open networks, and
ensuring control over compliance with the established

unification of national legislation in the field of
protection  of  critical infrastructure  from
cyberterrorism

status of information

Strategies and indicators for ensuring business-process continuity.

In any social sphere, security incidents, interruptions (disruptive events) and accidents
(disasters) are inevitable. However, their impact on the company's operations must be
minimized: data must be preserved, technical means are in working order, reputation is saved,
people are not at risk. Solutions to these tasks can be implemented within the framework of
business continuity management (Business Continuity Management) - a holistic management
process, within which potential threats to the organization's activities are identified, possible
impacts on business operations are assessed if these threats materialize, and a system of
prescriptions is created to ensure the ability to organizations to recover and respond effectively
to incidents in order to ensure that the interests of stakeholders are served, to ensure the
protection of reputation, brand and value-creating operations.

There are two main tools for business continuity [13 — 16]:

— business continuity plan (Business Continuity Planning, BCP) — a set of preventive
measures, detailed instructions for actions in acute (critical) situations; what they reflect, what
their format is, how they should be interpreted, etc. The maximum “age” of data, the loss of
which is acceptable (Recovery Point Objective, RPO), is determined;

— Disaster Recovery Planning (DRP) — preparation of the organization for the speedy full
recovery of its activities in the event of an accident, emergency, disaster, crisis, etc.

Despite the difference, BCP and DRP are integral parts of business continuity
management and overlap procedurally. In this regard, it is convenient to consider them using
the PDCA (Plan-Do-Check-Act) management model [13, 17, 18], the main tasks at the stages
of the PDCA management model are presented in Fig. 3.

Thus, the proposed solutions have their own cost, compatibility, complexity of
implementation, deployment time and efficiency, and can be applied both individually and as a
set of measures implemented before, during and / or after an incident that caused a disruption
in the continuity of the business-processes.

Business Impact Analysis (BIA) is a key business continuity topic and consists of a
functional analysis of how interruptions will affect the organization's operations.

The tasks of the BIA include [13 — 16]:
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determining the value of each business process;
identification and ranking of interruptions of each business process;
prioritization of business processes;
assessment of resources to ensure the continuity of business processes.
The final result of BIA is the selection of business continuity management strategies.

PDCA MODEL
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L Planning (Plan) H execution (Do) H\checking (Check)

actions/corrections
(Act)

Q planning preparation;

0 assessment of the impact
of interruptions on
business;

Q defining business
continuity strategies;

Q development of
documentation;

Q determination of the
need to implement

controls (measures and - analysis results.
. incident management
means of protection) to
i . p system;
minimize the identified .
. o training.
risks.

o implementation of the
developed documents and
necessary technical
solutions;

o determination of
methods for evaluating
the effectiveness of
implemented measures;

o implementation of an
information security

0 testing of the
developed plans;

0 testing of developed
preventive actions;

a regular review of
information risk

0 correction of problems
identified during
testing;

0 improvement of the
ISMS;

0 implementation of
corrective and
preventive actions.

o

Organizational decisions

BCP
- a plan for ensuring the
continuity of activities under
the influence of threats and
destabilizing factors of
various nature;

- a plan and methodology for
the behavior of personnel in
the event of an incident that
violates the continuity of
activities;

- ABS status monitoring;

- outsourcing and
agreements;

DRP
- development of a plan for
the restoration of activities,
taking into account the
available funds and
capacities;

-testing the developed plans,
methods and procedures:

- a survey with the help of a
survey of personnel and

users of IP;

- passage according to the
plan by the group responsible
for restoring the functioning
of the IS.

o

Technical solutions

BCP DRF
- redundancy and duplication
of critical data and IS
subsystems;

- creation of a local or
remote alternative site: in a
hot standby - 24/7, in a warm
standby - a prototype of a
real 1S is deployed (readiness
for deployment 1 day), in a
cold standby - a room
(readiness for deployment up
to 1 month);

- creation of clusters;
- server virtualization.

- direct recovery of damaged
and failed services, processes
and IS subsystems;

- simulation of virtual
interruptions and IS failures.

o

]

Software and hardware
solutions

|

BCP
- cloud solutions. hardware
and software redundancy;
- cloud solutions. intrusion
detection and prevention
systems;

- means of information
protection;

- rental of third-party
backup data centers;

- situational centers (BI-
systems);

- cloud solutions.

DRP

- direct restoration of the
operability of software,
firmware and systems that
ensure the detection,
prevention and protection
of data in the ISMS,
DBMS.

Fig. 3. The main tasks and solutions for ensuring continuity at the stages of the PDCA

management model

When determining the value of business processes for information systems (ABS), the
values of a number of technical indicators [13 - 16] can be fixed, the relationship between which
is shown in Fig. 4.
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Fig. 4. Definition of business continuity indicators

MTPD (Maximum Tolerable Period of Disruption, the maximum acceptable period of
business interruption) is the period of time after which the adverse consequences resulting from
a business interruption become unacceptable.

The starting point of the MTPD interval is assessed as the point at which the impact on
the organization is considered unacceptably large, as shown in Figure 5 below.

The definition of MTPD assumes that there is a point beyond which irreparable damage
occurs, and before that point there is no irreparable damage. If we talk about the continuity of
the organization's business processes, then it is necessary to make the following clarification[17
- 21]. The longer a failure continues and the greater its impact, the more likely it is that the
viability of the organization will be threatened, and the more unacceptable the failure becomes.
There is no single point beyond which irreparable damage occurs; instead, there is an impact
curve, and at some point along that curve, the impact becomes unacceptably large.

Irreparable
Damage
-
> Y A losses exceed the
= critical level
£
—
No Damage T >
MTPD Time

Fig. 5 The point at which the impact on the organization caused by service denials
becomes unacceptable
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The general equation describing the S-shaped curve is

B K
1+exp(a-—rt)

1)

where a is the integration constant, at t=0 a =1In ( K-N ) / N, N is the current value of
losses, K is the maximum level of losses, r is the rate of increase in losses.

It demonstrates that the impact of a failure can be relatively small during the time period
immediately following an incident, increasing rapidly as it approaches a situation where
irreparable damage occurs. At some point along this curve, the impact becomes unacceptably
large.

For other organizations, especially those with penalties for non-delivery of service, the
impact curve will not be smooth.

The perception of MTPD can be described as follows. It is not known at what point the
organization will be irreparably damaged, but it is known when the impact on the organization
becomes too large (Nb). Based on the above dependence, it is possible to determine the MTPD
point:

tyrep = (@=In(K /N, 1)) /1 (2)

SDO (Service Delivery Objective, target service availability) - shows the level of service
availability at a certain point in time;

RTO (Recovery Time Objective, target recovery time) - the period of time after the interruption
occurred, during which the minimum level of activity of the organization, as well as the systems,
applications and functions supporting it, must be restored, is determined by the formula:

for consistent recovery of services

Taro = 2 RTO;;
ieS (3)
for concurrent service recovery
Trpo = MaX; ‘{RTOi }’
where S is a set of services that are implemented by business processes.

Taking into account the fact that restoration can be of a stepwise nature (i.e., sequential restoration
of the operation of disrupted services), we denote the level of service availability (SDO) in the i-th

restoration period (SDO;) as L , we can obtain the following dependence
(i< j) > (RTO; <RTO;) A (Lspo < Lipo) @)

The resulting dependency demonstrates the fact that during sequential restoration, the level of
service availability increases, and indirectly reflects the fact that during restoration, access to restored
services is denied. It is also assumed that: RTO < MTPD.

RPO (Recovery Point Objective, target recovery point) - the period of time for which data
must be restored after a past interruption.
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MAO (Maximum Allowable Outage) is a period of time after which there is a risk of
permanent termination of the IS activity, if the provision of services, data, business processes
and / or services is not resumed. For MAO, the relation

max;., {RTO;} < MAO, (5)

where | is the number of restored services.

TOF (current downtime) - the period of time during which the activity was interrupted as
a result of the failure of the IS or its components, the unavailability of services and data, in the
case acceptable to the enterprise, should be less than the maximum allowable downtime. It is
assumed that TOF<MAOQO;

TPDS is the time to plan and deploy business continuity and recovery solutions, ideally
solutions and plans should be developed and implemented prior to a business continuity
incident, TPDS << RTO.

Analysis of fig. 4 showed that in order to reduce TOF, an integrated approach is needed
to solve the problems of BCP and DRP. The introduction of preventive measures to protect
against cyber threats aimed at disrupting continuity will not only minimize the loss of IR data
in the IS, but also reduce the target data recovery time.

A similar effect is achieved due to the fact that plans and means to ensure business
continuity are developed and deployed not during a failure, but during the normal operation of
the IS before the threat is realized and an avalanche effect occurs, Fig. 6.

8 1 SDO3(full service
2 recovery)
o
>
(U |l
| R |
> SDO2(Partial |
= . . . |
g Commgfo Er?eﬁ%eratlon Service Recovery) : Contin(t)lfotu;eolpseration
= | |
> ) | !
E SDO1(Partial ! |
2 I4__IP_D_S____* Service Recovery) ! | |
< |
3 | | , | | |
! . TOF . ! | |
I :‘ | h |
I ! I |
. | | ] ! >
| |
| | RTO1 | i | | Time
|
: RPO | | ! ! i
:‘ > RTO2 | ! | .
|
' : : | ! I
| |
! l RTO3 l ! ! I
| | | | | |
| ! ! [ | :
| !4 | | | »,
MAO

Fig. 6 Reducing the time to restore the functioning of the business system (TOF)
through the application of preventive plans and protection measures
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This allows immediately after the onset of an incident to coordinate the actions of
personnel and start recovery or completely avoid downtime and losses due to prompt switching
to a backup site.

Thus, in order to ensure an integrated approach to the continuity of business processes of
the OBS, it is proposed to use ABS duplication based on the concept of alternative sites (hot
standby site (Hot Site), warm standby site (Warm Site), cold standby site (Cold Side) using
strategies for updating data - copying backup data (electronic vaulting, off-site data protection,
periodic transfer of database copies to alternative media, usually in batch mode), remote
journaling (remote journaling, periodic transfer of a log of completed transactions from the
main site to an alternative one), remote mirroring (full duplication in real time), which will
provide the required indicators of the value of business processes.

CONCLUSIONS AND PROSPECTS FOR FURTHER RESEARCH

As a result of the research:

1. The main trends in the development of cybersecurity are analyzed in the context of the
perfection of means and methods for conducting terrorist information attacks on critical
infrastructures. Preventive measures have been identified to reduce the risk of cyber attacks at
the national and international levels.

2. The main tasks of ensuring the continuity of business processes based on the PDCA
management risk model, indicators for assessing business continuity are considered. The impact
of the chosen strategies and solutions to ensure the continuity of business processes is analyzed.

The direction of further research is the development or improvement of methods and
algorithms for evaluating and ensuring the continuity of business processes of critical
infrastructure objects.
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OIIHKA BE3IIEPEPBHOCTI BI3BHEC-ITPOIIECIB HA OCHOBI
CHUHEPI'TYHOTI'O IILAXOAY

Amnotauis. IndopmaniiiHi 3arpo3n MOXYTh IpPOSIBISTHCS B PI3HUX (opMax, IO 3yMOBJIEHO
ocoOmmBOCTSIMU  TTI00anbHOT Mepexi. CraTTs MNpUCBSYEHA OJHOMY 13 UUIAXIB BUPIICHHS
MOPOTHPIUYS, SKE MOJIArae B TOMY, IO, HE3BAXKAOUU HA BEIUKY KUIBKICTh MyOJiKaiiid, 3aBIaHHS
3a0e3neueHHs Oe3nepepBHOCTI Oi3HEC-TIPOIECiB B YMOBaX 3pOCTaHH KiIbKOCTI Ta Pi3HOMAHITHOCTI
kibeparak Ha 00’€KTH KPUTUYHOI iHQPACTPYKTYpH 3aJIUIIAEThCS HEBUpimeHUM. Ile moB’s3aHo 3
MOCTIHHOIO MOIU(DIKAIli€0 Ta 30UIBIICHHAM KIJIBKOCTI Kibeparak, a TaKOX METOJIIB 1 TEXHOJIOT1i
peamizamii 6i3Hec-mporneciB. ToMy po3poOka Ta BAOCKOHAJICHHS METOJIB OIliIHKH Oe3MepepBHOCTI
Oi3HEC-TIpOIIECIB € aKTyaJIbHHM HAayKOBHM 3aBJaHHAM. Y CTaTTi JOCHIIKEHO TpodiieMy
3a0e3neueHHs Oe3MepepBHOCTI Oi3HEC-TIPOIIECIB B yMOBAX 3pOCTaHHs Kidep3arpos. [IpoaHanizoBaHo
3acO0M Ta CIMOCOOM BYMHCHHS KiOEp3JI0YMHIB NMPOTH OO0’€KTIB KPUTUYHOI 1HPPACTPYKTYPH.
Bu3HaueHO OCHOBHI cTpaterii Ta MOKa3HHWKH OIHKH Oe3mepepBHOCTI Oi3Hecy. [IpoaHanizoBaHO
BIUIMB OOpaHMX cTpaTeriii i pimeHp 3a0e3nedyeHHs Oe3nepepBHOCTI Oi3Hecy Ha 3HAYCHHS
MOKa3HUKIB Oe3mnepepBHOCTI Oi3Hec-mipoueciB. [IpoaHanizoBaHO OCHOBHI TEHICHLII PO3BHUTKY
KibepOe3reK: B KOHTEKCTI BIOCKOHAJICHHS 3aco0iB 1 METOMIB 3MIWCHEHHS TEPOPHUCTUUHUX
iHpopMaNiiHUX aTak Ha 00’ €KTH KPUTUYHOI IHPPaCTPYKTypu. Bu3HaueHO MpeBEeHTUBHI 3aX0H JUIs
3HIDKCHHS PH3UKY KiOepaTak Ha HAaIlOHAJIBHOMY Ta MiXKHAPOJHOMY PIiBHSX.

Po3ristHyTO OCHOBHI 3aBJaHHS 3a0e3MeucHHs Oe3nepepBHOCTI Oi3HEC-TPOIEeCiB HA OCHOBI MOJEII
ynpasiiHHs pusnkamMu PDCA, oka3HHUKY OIIHKY Oe3nepepBHOCTI Oi3Hecy. [IpoaHalli3oBaHO BILIHB
00paHUX CTpaTeriH 1 pimeHs Ha 3a0e31edeHHs Oe3mepepBHOCTI Oi3HEC-TIPOLIECiB.

Karwuosi ciioBa: kibepTepopusm, KibepaTaka, KpuTHIHA iIHQPACTPYKTypa, Oe3nepepBHicTs Oi3HeC-
MPOLIECIB.
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