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PRACTICAL APPROACHES TO ORGANIZING SECURE DATA TRANSFER VIA
TLS PROTOCOL USING OPENSSL MEANS

Annotation. Information protection during message transmission is one of the most important tasks
in the modern world. The workstations of a particular organization can be well protected using
different software and hardware means, but when information is transferred to an open unprotected
space, there is a high probability of data leakage, interception, and substitution. In most cases, the
use of insufficiently effective security measures causes the loss of personal data of citizens, data of
an enterprise or organization that is a commercial secret, information with limited access or even
state secrets of the critical infrastructure sector. In this case, it is considered appropriate to use
modern cryptographic methods to organize secure data transmission. Considering the ever-growing
statistics of cyberattacks on information and telecommunication networks, after in-depth analysis
and development of this issue, the authors of the article highlighted the current directions of
protection of information and telecommunication networks and security solutions in information
and telecommunication networks. The authors have comprehensively covered and investigated the
basic principles of the modern state of data transmission security and the organization of information
protection during its transmission using the TLS protocol, which made it possible to determine the
directions for solving or modernizing existing information security means. Also, attention is paid to
the development of a software implementation of the module for secure data transmission in the
information and telecommunications network using the improved TLS protocol by means of
OpenSSL, which made it possible to establish connections using digital signature algorithms. The
authors are planning a series of scientific and technical solutions for the development and
implementation of effective cryptographic methods to ensure the security of information and
telecommunications networks.
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INTRODUCTION

At the current stage of society’s development, information protection is one of the most
important tasks of the present day. Along with the rapid development of society’s informatization,
the level of vulnerability of the systems in which information is stored is also growing. This trend
in the development of the information sphere encourages the development of cybercrime at various
levels, ranging from online fraud to cybercrime at the state level and critical infrastructure facilities
where information of increased importance circulates.

One of the options to solve this problem is the use of cryptographic methods of information
protection as one of the components of the complex of security tools at various stages of the
functioning of information networks and during the transmission, storage, and processing of
information. It has been theoretically proven that cryptosystems allow to protect data transmission
channels and information that circulates and is stored there with a high degree of reliability.

The main means of protecting information by cryptographic methods include software,
hardware and software-hardware tools that implement protection algorithms to ensure the
following: ensuring the confidentiality, integrity and availability of information circulating in
the exchange environment; the decryption procedure for attackers should be as complicated as
possible; the content of the transmitted information should not affect the effectiveness of the
cryptographic algorithm; the reliability of the protection algorithm should not depend on the
content of the secret of the encryption algorithm itself.

Problem statement. After analyzing the existing solutions and the current state of the
organization of protected data transmission using cryptographic methods [1], [6]-[8], it can be
concluded that for today there are several cryptographic protocols of the TLS/SSL family for
organizing remote information exchange. The analysis of recent studies and publications allowed
to form the requirements for the improved software module for the organization of protected data
transmission using the improved TLS 1.3 protocol by means of OpenSSL. Considering the analysis
of recent research and publications on network security and the role of the use of cryptographic
tools [9]-{12], relevant is the issue of developing and implementing an improved author’s module
for ensuring basic criteria for information protection in the implementation of remote data exchange
that will meet the requirements of the present. The aim of the work is development and practical
implementation of a cryptographic module for secure data transmission using the improved TLS
protocol by means of OpenSSL. In the course of the work, a study of modern methods of
cryptographic information protection will be carried out; a study of the main characteristics and
approaches of the OpenSSL cryptographic package for symmetric and asymmetric encryption; a
procedure for improving the TLS1.3 protocol using DSTU 4145-2002 for performing secure data
transmission will be developed; an evaluation of the feasibility of implementing a software
implementation of the cryptographic module for protected data transmission using the improved
TLS protocol by means of OpenSSL will be carried out.

THEORETICAL BASIS OF THE STUDY

To avoid data interception, secure data transfer protocols are widely used today, namely
the HTTP protocol, which for security purposes works through SSL or TLS certificates. Its use
not only allows to send information from one’s own resource with a higher degree of security
and ensure reliable protection of the information transferred to this resource, but also reduce
the risk of network attacks on external information resources of the server.

The presence of an SSL certificate is becoming one of the most used technical means of
protecting information, the original type of site passport, which guarantees the authenticity of
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the domain address. The use of this protocol allows to create an information channel protected
from substitution, which allows to prevent unauthorized access and provide basic criteria for
the security of information and information object [2], [3].

In today’s Internet, the tasks of maintaining the confidentiality of important information
are entrusted to TLS/SSL. There are currently four versions of TLS, all of which are described
inthe RFC: TLS 1.0, TLS 1.1, TLS 1.2, and TLS 1.3, which was released in 2018.

In general, the correct operation of the TLS protocol is performed in 2 phases: Handshake
and Record. During the Handshake phase, the client and server will: agree on the protocol version;
select a cryptographic algorithm or cipher suite; authenticate each other using asymmetric
cryptography; determine a common secret key that will be used for symmetric encryption in the
next phase. During the Record phase: all outgoing messages will be encrypted using the shared
secret key established during the Handshake phase. Then the encrypted messages are transferred to
the other party. They are checked to see if any changes occurred during the transfer or not. If not,
the messages will be decrypted using the same symmetric secret key [4], [5].

The conducted studies of the structure, implementation features and types of
cryptographic algorithms allowed to determine the direction of improvement of the TLS 1.3
protocol using DSTU 4145-2002 to perform secure data transmission. Next, let’s review the
theoretical description of the solution for creating a software module for protected data
transmission, the procedure for initial connection, the main features of the X.509 certificate and
the mathematical model for implementing DSTU 4145-2002. During the theoretical
comparison of RSA, ECDSA and DSTU 4145 algorithms, their advantages and disadvantages
were identified. The RSA algorithm is based on the complexity of the factoring challenge, while
ECDSA and DSTU 4145-2002 are based on the use of elliptic curves. The main advantages of
DSTU 4145-2002 can be considered a reliable and relatively small size of the public key, which
leads to its faster transfer, the verification process is also reduced, which significantly affects
the overall performance of the algorithm in the system [12]-[14].

The theoretical implementation of the DSTU 4145-2002 algorithm in the cryptographic
module of protected data transfer using the improved TLS protocol assumes the implementation
of a qualified digital signature based on the properties of groups of elliptic curves points over
the GF(2m) fields. This standard will be used to generate and verify the signature when
creating a self-signed X.509 certificate and its child certificate.

An important element of the standard is the choice of general parameters of a digital
signature, the parameters can be the same for an arbitrary number of users [15]-[17]. General
parameters include:

1. parameters of the main field: degree of expansion m, type of basis (polynomial,
optimal normal), if the basis is polynomial, then a primitive polynomial f(t)
(trinomial, pentanomial), which determines the polynomial basis;
elliptical curve of type y3 + xy = x3 + Ax? + B;
base point of the elliptic curve P;
identifier of the used hashing function iH (optional parameter);
length of the qualified digital signature LD (length of the data block containing
the qualified digital signature);

6. order of the base point n.

When selecting the general parameters, one should pay attention to the type of the basis
that will be used in the software module. The standard itself provides recommended elliptic
curves in the optimal normal basis and recommended elliptic curves in the polynomial basis.
Comparing the multiplication of elements in the polynomial basis field, where all actions are
performed on words, when multiplying in the normal basis, actions are performed on separate
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bits of the operands, moreover, on different bits of two operands. Therefore, the software
implementation of multiplication in the normal basis will be slower than the software
implementation in the polynomial basis [12], [13].

Based on the analysis of the time costs for the multiplication operation in the polynomial
and normal basis, it can be concluded that the use of the polynomial basis is more appropriate,
and it should also be noted that if a field in which it is necessary to spend fewer cycles to
calculate the inverse elements than in at least one field with a lower sequence number (with a
lower m) is considered better, then the field with polynomial powers m=257 is the best to use.

The calculation of qualified digital signature keys is divided into two stages: finding the
public and private keys. The conditions for the calculation and storage of a private digital
signature key shall make it impossible to provide unauthorized access to the private key or a
part of it, as well as to intermediate data used in the process of calculating the private key. The
conditions for storing a private key should make it impossible to modify, destroy or replace it.

Proceeding from the task of the work and analysis of the current state of organization of
a secure connection, a practical cryptographic module for secure data transmission using the
improved TLS protocol by means of OpenSSL is proposed. The client-server windowed
application with an upgraded module for data transmission over the secure TLS 1.3 protocol
implements the following features:

« For TLS, it is provided to use RSA (RSA-PSS-RSAE-SHA256), ECDSA (ECDSA-
SECP256r1-SHA256) signatures (available by default), as well as to implement the
signature algorithm of DSTU 4145-2002 (curve in the polynomial basis of 257 bits);

 for each algorithm, the outdated GOST 34.311 hash (based on MD4) was replaced
by the SHA256 hashing algorithm;

« for each algorithm, the creation of an X.509 CA certificate (RSA - 3072 bits, ECDSA
- NIST P-256r1, DSTU - 4145-2002 M257-PB) is provides and a child certificate
using the same algorithm for the server part;

« the application implements an interface where from the server or client side it is
possible to select the desired matching algorithm for a given session, and from the
client side the address of the server that will accept the connection is indicated:;

 the application waits for data input from the client, after which it transmits this
message Via an encrypted channel, which, after decryption, is displayed on the server.

EXPERIMENTAL STUDY

The first step in the implementation of the cryptographic module of secure data transfer
was the selection of the necessary operating environment, so the Visual Studio 2019
development environment was chosen to create and develop the application, this product
contains an integrated software development environment and a set of tools that will be needed
during the experimental study.

To implement all the technical tasks of the experimental study, the high-level
programming language C++ was chosen, this language provides all the necessary tools for the
successful completion of the task and is the optimal solution for organizing work with OpenSSL
cryptographic libraries. The cross-platform software development toolkit Qt Creator version
5.0.2 (Community) was chosen to create the application’s window interface. This product
contains several basic elements that are necessary for creating application software, starting
with graphical interface elements, and ending with classes for working with the network. The
last software product to be used in the study is the universal OpenSSL library. This product is
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a universal set of libraries for working with cryptography and is used to work with Secure
Sockets Layer and Transport Layer Security protocols.

Since the exchange process takes a fairly short period of time, to demonstrate more stable
results of the proposed software module, it is necessary to establish the connection and
exchange messages several times in a row and display the result in the same table with the
minimum, average, maximum values, as well as the median and 90 and 99 percentiles. Logging
of the session encryption key to a file in the NSS Key Log Format is also provided, with the
ability to use it to view decrypted traffic in Wireshark. Block diagram of the proposed
cryptographic module for protected data transfer using the improved TLS protocol by means of
OpenSSL a presented on Fig. 1.

Testing the software module for establishing protected data transmission is performed in
several stages. First, the main window generates the DSTU 4145-2002 certificate. After
successful certificate generation, an inscription about the successful creation of certificates is
displayed at the bottom of the program, namely ca-cert, server-cert, ca-key, server-key, server-
reg. All the files listed above have a PEM extension. These files will be needed to establish a
secure connection between the client and the server, respectively ca-cert and server-cert are
certificates of the certification authority and the server, ca-key and server-key are their keys,
and server-req is a CSR request.

The root certificate is generated first, the root certificate is signed by itself using the
generated private key. The private key must be stored in a safe storage, and having it, any
certificate can be signed on our behalf. Obtained root certificate can be used to identify the
authenticity of the server certificate.

To sign a server certificate, it is necessary to generate a key and a signature request, and
then send a CSR request to the certification authority. After generating all the necessary files,
the server sends the client its digital certificate (signed by a certification authority) and its public
key. In our case, it is necessary to select the session encryption algorithm and click the start
server button. After that, the server will wait for the client to start.

Enter
the message te

he client of
res<gerver terminated the>

[

Send ClientHello,
lelient specifications to|
the server

e operation |
successful

z
z
. “u
%

Approve TLS
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send ServerHello, send a TLS packet

Provide a certificate over TCP

Establish a TGP
ﬂﬂﬂﬂﬂﬂ tion Receive TLS packet,

Complete the key Decrypt the message
exchange

TP connectiol Yes
established

Display the
received messagg

Figure 1. Block diagram of the proposed cryptographic module for protected data transfer
using the improved TLS protocol by means of OpenSSL
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After launching the server, the client needs to be connected, to do this, enter the required
IP-address and connect to the server. A session key for a secure connection is generated, this is
done as follows: a random digital sequence is generated, the client encrypts it with the server’s
public key and sends the result to the server. The server, in its turn, performs the decryption
procedure using the private key. Since the encryption algorithm is asymmetric, only the server
can decrypt the sequence since it is the only one with the private key.

As a result of the performed actions, a secure connection was established for data transfer
between the server and the client. Immediately after establishing a secure connection, a session
encryption key will be generated in the keylog.log file, which will contain encrypted traffic during
the connection between the client and the server. If the certificate is unauthorizedly modified, a
number of errors will be displayed, and the connection between the client and the server will not
be established.

To view the certificate request, let’s use the PowerShell extensible shell in which we will
enter a command from the OpenSSL library: openssl reg-in server-req.pem-noout-text (Fig. 2).

E¥ Windows PowerShell - a X

PS C:\mod_1_prog\TLS_OpenSsSL_3.0\build-Chat-Desktop_Qt_5_15_2_ MSVC2019_64bit-Release\cert> openss]

OpensSSL> req -in server-key.pem -noout -text

unable to load X509 request

2160:error:0906D06C: PEM routines:PEM_read_bio:no start line:.\crypto\pem\pem_lib.c:697:Expecting: CERTIFICATE REQUEST

-in server-req.pem -noout -text
Certificate Request:
Data:
version: 2 (0x2)
Subject: C=UA, CN=TLS 1.3 Server
Subject Public Key Info:
Public Key Algorithm: 1.2.804.2.1.1.1.1.3.1.1.2.6
Unable to load Public Key
2160:error:0609E09C:digital envelope routines:PKEY_SET_TYPE:unsupported algorithm:.\crypto\evp\p_lib.c:239:
2160:error:0B07706F:x509 certificate routines:X509_PUBKEY_get:unsupported algorithm:.\crypto\asnl\x_pubkey.c:148:
Attributes:
a0:00
Signature A1gor1thm 1.2.804.2.1.1.1.1.3.1.1.2.6
13:db:38:b FoF1: 7 b: :7b:14:77:4 fEIle@relEre
00:d9:1c: :d5: g 96 51 68 3;. 1c3:77:b4:
06:31l:cc: ATEERE ad: 36:a4:6T:al:
be:e6:31:01:17:c8:al:f9: 08

Flgure 2. Contents of the server-req.pem file

To view the necessary information about certificates, let’s use the PowerShell extensible
shell in which we enter a command from the OpenSSL library: openssl x509—in (ca-
cert.pem/server-cert.pem)—text. To decrypt TLS traffic, we will use the Wireshark network
packet analyzer program. While our cryptographic module is running, let’s capture traffic
through Wireshark using the Adapter for loopback traffic capture utility (Fig. 3-5).

[ \tcp.stream eq4

No. Time Source Destination Protocol Length  Info
50 10.52@962 127.0.0.1 127.0.0.1 TLSv1.3 1738 Server Hello, Change Cipher Spec, Encrypted Extensions.
5110.521086 127.8.9.1 127.8.8.1 TCP 44 51431 -+ 13337 [ACK] Seq=284 Ack=1695 Win=2617856 Len=8
52 10.531917 127.0.e.1 127.0.0.1 TLSv1.3 108 Change Cipher Spec, Finished
5310.531961 127.8.9.1 127.0.0.1 TCP 44 13337 » 51431 [ACK] Seq=1695 Ack=268 Win=2619648 Len=8
54 10.532874 127.8.8.1 127.0.6.1 TLSv1.3 522 New Session Ticket, New Session Ticket
5510.532916 127.6.0.1 127 TCP 44 51431 » 13337 [ACK] Seq=268 Ack=2173 Win=2617600 Len=8
199 43.186690 127.0.6.1 127 _ITLsv1.3 86 Application Data
208 43.186734 127.0.8.1 127.e.0.1  TCP 44 13337 + 51431 [ACK] Seq=2173 Ack=318 Win=2619648 Len=@
212 44.033291 127.0.0.1 127.6.6.1 TLSv1.3 86 Application Data
213 44.033333  127.8.0.1 127.0 TCP 44 51431 > 13337 [ACK] Seq=318 Ack=2215 Win=2617344 Len=8

Flgure 3. Captured TLSv1.3 traffic

After capturing the traffic, we need to sort the received traffic. Let’s select TCP traffic
using the dialog filter and find our messages.
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Frame 199: 86 bytes on wire (688 bits), 86 bytes captured (688 bits) on interface \Device\NPF_Loopback, id @
Null/Loopback
Internet Protocol Version 4, Src: 127.0.8.1, Dst: 127.0.0.1
Transmission Control Protocol, Src Port: 51431, Dst Port: 13337, Seq: 268, Ack: 2173, Len: 42
v Transport Layer Security
TLSv1.3 Record Layer: Application Data Protocol: Application Data

Figure 4. Information about the packet where the message is contained

&

©2 00 00 BB 45 ee V8 52 7a 74 40 00 B0 66 0 @0 E--R zt@
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Figure 5. Encrypted packet

To perform decryption, let’s use the session key that was created after establishing a
secure connection between the server and the client. In Wireshark, go to Edit—Settings—
Protocols and select TLS. In the TLS window, specify the keylog.log file (Fig. 6).

As a result of the performed manipulations, we will get a set of messages that was
intercepted by Wireshark software.

The decryption was performed to demonstrate the correctness of our cryptographic
module, as we can see from the performed experiment, the traffic transferred during a secure
connection between the client and the server can be decrypted only if the session key is available
on the server and is securely stored.

TeamSpea ~ Transport Layer Security
TECMP
TELNET RSA keys list | PepakTupoBaTb...
Teredo TLS debug file
TETRA | OTKpbITh...
TFP
TETP Reassemble TLS records spanning multiple TCP segments
Thread Reassemble TLS Application Data spanning multiple TLS records
Thrift [] Message Authentication Code (MAC), ignore "mac failed"
Tibia Pre-Shared Key
TIME
TIPC (Pre)-Master-Secret log filename
TiVoConne Fsktop_Qt_S_l5_2_MSVC2019_64bit-Release\keylog.log | OTKPbITE...
TLS
TNS
Token-Ring
TPCP
TPKT
TPM20 Y
< >
OTmena Cnpaeka

Figure 6. Traffic decryption

Comparative analysis of RSA, ECDSA and DSTU 4145-2002 algorithms.

Let’s compare the speed of three digital signature algorithms. To do this, in the software
module, we will execute a test that measures the speed of signature creation, verification speed,
handshake establishment speed, and full exchange speed per session. For better clarity, let’s
display the guantitative characteristics of testing, such as: the number of created and verified

128



— KIBEPBEI3ITEKA: ocaira, HayKa, TexHiKa Ne 2 (22), 2023

é_k% ) ISSN 2663 - 4023
e

signatures, the number of established handshakes, the number of messages per session, and the
size of messages per session.

During algorithms testing, let’s create a thousand signatures and calculate the minimum,
average, median, 90" percentile, 99" percentile, and maximum speed values.

To encrypt the session, let’s use the ChaCha20 stream cipher and the Poly1305 Message
Authentication Algorithm (MAC), as it is positioned as a faster and more secure analog of AES-
256 due to the use of simpler primitives.

During the work, the following experimental studies were carried out:

1) testing the speed of qualified digital signature algorithms using the AES 256
session algorithm with GCM mode and SHA 384 hashing mode. Since the
algorithm is accelerated in hardware, the speed value will be higher than in
ChaCha20;

2) testing the speed of qualified digital signature algorithms using the AES 128
session algorithm with GCM mode and SHA 256 hashing mode. As can be seen
from Table 1, the DSTU 4145-2002 algorithm proposed for use in the TLS 1.3
protocol is much faster in all indicators than the ECDSA and RSA digital signature
algorithms. When using the AES_128 GCMSHA256 session algorithm, the
highest speed is provided, this is generally due to the extension of the x86
command system for microprocessors, which leads to acceleration of applications.
However, if the AES NI function is not provided by the technical support, the
CHACHA20 POLY1305 SHA256 algorithm will be faster since it has simpler
primitives (Table 1).

CONCLUSIONS

Summarizing the outlined in this article, it can be concluded that the proposed software
solution for improving the TLS 1.3 protocol using DSTU 4145-2002 allows to ensure the
security of data transfer over open communication channels and protect against unauthorized
external influence. The article highlights the theoretical description of the solution for
organizing a secure data transfer channel and develops a technical task that describes the
components of the cryptographic module for establishing a secure connection between the
server and the client for the exchange of information data.

The article proposes a software application for secure data transfer using the improved
TLS protocol by means of OpenSSL through the implementation of DSTU 4145-2002 standard
for the creation and verification of electronic digital signature, which allows to ensure the
authenticity and confidentiality of information using the C++ programming language and
allows to improve the performance of the TLS 1.3 protocol up to 4 times by using the DSTU
4145-2002 standard in its architecture and expanding the x86 command system for
MICroprocessors.

Table 1
Comparison of algorithms speed by the 99" percentile
Algorithm Speed (ms) CHACHA20_POLY1305 | AES 256 GCM | AES 128 GCM
SHA256 SHA384 SHA256
Signature creation 8.418 4.175 10.85
RSAt;i(SOYZ Signature verification 0.412 0.144 1.084
Handshake establishing 8.626 5.594 10.769
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Full exchange time per

session 0.605 0.524 0.459

Signature creation 0.682 0.12 0.179

ECDSA Signature verification 1.012 0.196 0.27

(N '255T6 ",y | Handshake establishing 7.315 3.574 3.363
secp256r1) Full exchange time per

session 0.565 0.385 0.384

Signature creation 0.169 0.141 0.165

DSTU 4145- | Signature verification 0.361 0.204 0.359

2002 Handshake establishing 2.438 2.708 2.218
Full exchange time per

session 0.466 0.339 0.313

A practical analysis of the performance of digital signature algorithms for establishing a
secure connection demonstrated that DSTU 4145-2002 is several times faster than its
predecessors, regardless of the choice of session key. The experiment was based on a thousand
iterations of signature creation and verification, where the maximum, minimum, and average
values were determined in a table. The minimum speed of the algorithm did not exceed three
seconds, the average did not exceed four seconds, and the maximum did not exceed five
seconds. All three test results of DSTU 4145-2002 have never exceeded the values of the
experiments with RSA and ECDSA algorithms. These methods were tested and the results of
protection in the information network during data transfer were shown.

It should also be noted that one of the advantages of DSTU 4145-2002 is that it is
approved at the state level, which makes it possible to use the algorithm in state institutions and
organizations, and the flexibility of the standard should also be noted, which allows it to be
adapted to various software.
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MPAKTUYHI IIIXOIA OPTAHIZAI 3AXUIIEHOI TEPEIAUI
JAHHX MO MPOTOKOJY TLS 3ACOBAMHY OPENSSL

AHoTauis. 3axuct iHdopMaii miJ yac nepeayi NoBiIOMICHb € OJHUM i3 HAHBAXIIUBIIINX 3aBJaHb
B cydacHOMY cBiTi. PoOoui craHmii KOHKpeTHOI opraHizaiii MOXXyTh OyTH HaAIMHO 3aXHMIIEHI 3
BUKOPUCTAHHSM IIPOrpaMHO-alapaTHUX 3aco0iB, aje npu mepeaadi iHdopmauii y BiIKpUTHR
HE3axXHIICHUI MPOCTIp BUHUKAE BEIMKA HMOBIPHICTh BUTOKY, MIEPEXOIUICHHS Ta MiMiHU JaHHUX. Y
OUTBILIOCTI BHIAJIKIB BUKOPUCTAHHS HEIOCTATHHO e€(PEKTUBHHUX 3aCO0IB 3aXHCTy CTA€ MPUYUHOIO
BTPAaTH MEPCOHATBHUX JIAHUX TPOMAJISH, TAHUX IiINIPUEMCTBA YU OpraHi3allii SiKi MaloTh Xapakrep
KOMEpLIiiHHOT TaeMHHUII, iHpOpMaIli 3 0OMEKXEeHUM JOoCTyroM abo B3araii Jiep>KaBHOI TAEMHHUII
CEeKTOpY KPUTHYHOI 1H(pacTpykTypu. B TakoMy BHIanKy NOLIJIBHHM BBa)KA€THCS BUKOPHCTAHHS
CydacHUX KpunrorpadidHUX METOJIB JUIs OpraHi3aiil 3axHIlIeHol rnepenadi JaHuX. 3By Ha
MOCTIMHO 3POCTAa0Yy CTATUCTUKY KibepaTak Ha iH(QOpMaliHHO-TeNeKOMYyHIKaIiiHI Mepexi, micis
rMOOKOro aHalli3y Ta ONpAIfOBaHHs 3a3Ha4eHOl MpoOJIeMaTHKH, aBTOPH CTATTI BHUCBITHIH
CyJacHMH Cy4acHI HamnpsiMH 3aXMCTy Ta pilleHHs 11oqo0 Oe3neku B iHdopmamiiiHo-
TENIEKOMYHIKAI[IHHUX Mepexax. ABTOpH BCEOIYHO OXOMWJIM Ta JOCTITUIN OCHOBHI 3acaiu
Cy4acHOI'0 CTaHy 3aXWIICHOCTI Iepefadi JaHUX Ta OpraHizamii 3axucTy iHdopmarii mix gac ii
nepenadi 3a JOMOMOrO0 MpOToKony TLS, mo A03BONMIIO BU3HAYUTH HAMPSIMKH pillieHHS a0o
MOJIepHi3allii Bxke ICHyI0YHX 3ac00iB 3axucty iHndopmairil. Takoxk MpUALICHO yBary po3po0iieHHIO
MIPOTPaMHOI peai3alii MOAYIS 3aXUIIEHO] Iepeaadi JaHuX B iH(popMaIiiiHO-TeIeKOMyHiKaIliiHi it
Mepexi 1mo yaockoraneHomy nporokory TLS 3acobamu OpenSSL, 110 gamo 3Mory BCTaHOBITIOBATH
3’€HAaHH 32 TOTIOMOT' 00 AITOPUTMIB €JIEKTPOHHOTO MiIIUCY. ABTOPaMH IDIAHYETHCS PSI HAYKOBO
TEXHIYHUX PIOIeHb MIONO PO3POOKH Ta BHPOBADKEHHS €()EeKTUBHUX KPUNTOTrpadidHUi METOZiB
3a0e3medeHHs Oe3mekd iHpOpPMAaIifHO-TENEKOMYHIKAIIIHIX MEpexK.

KuarouoBi ciioBa: mepexa; mmdpyBaHHS; IPOTOKOI; SIEKTPOHHHUHN TiAITKC; 3aXHUCT iH(popMaItii.
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