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METHODOLOGY FOR ASSESSING THE IMPACT OF INFORMATION
THREATS IN THE CONDITIONS OF INFORMATION CONFRONTATION

Abstract. The problem of information confrontation as rivalry in the information sphere with the
aim of influencing various aspects of social relations is extremely important in the period of hybrid
war. The object of the study was to the models of the dissemination of information and models of
information confrontation. The goal of the work is the determine the features of the dissemination
of informational threats in the conditions of informational and psychological conflict using a
mathematical model based on modern achievements of social psychology, and to find optimal modes
of informational dissemination and means of neutralizing informational threats. Mathematical
models are proposed that describe the processes of the dissemination of informational threats in the
conditions of informational and psychological conflict based on the innovation diffusion model and
rivalry models. It is assumed that two flows of information dissemination in society so that each
individual can become a supporter of one or the other side. The peculiarities of the methods of
choosing behavioral strategies by subjects of influence in the social network during information
confrontations are analyzed. The conditions under which one of the parties to the conflict can
achieve an advantage by systematically varying the characteristics of the process have been studied.
Based on the analysis of mathematical models of the dissemination of information threats,
meaningful characteristics are defined, the management of which will reduce or neutralize the
impact of the flow of negative information. The presented mathematical models allow to make for
both gquantitative and qualitative analysis of the main characteristics of the dynamics of information
confrontation. The prospects for further research may consist in the generalization of the proposed
models for a larger number of information flows and taking into account the dynamics of changes
over time in the intensity of information dissemination and other characteristics.

Keywords: informational security; informational and psychological confrontation; informational
threat; dissemination of information; modeling of information influence.

INTRODUCTION

Information becomes the most important strategic resource that contributes to increasing
the efficiency of practical activities in all spheres of life. According to some data, about a third
of the planet’s population is covered by information networks, which are an effective tool for
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influencing public opinion and a powerful means of mobilizing citizens. At the same time, the
existing technologies for spreading information (or false information, fakes) create ample
opportunities for unfriendly groups or hostile states to promote their interests and realize their
goals in all spheres of human life and society [1].

Significant changes in communication processes in the information space contributed to
the birth of a new form of confrontation—hybrid war. Hybrid war combines political,
economic, informational and other means for one state to achieve superiority over another [2].

An important role in the conduct of hybrid warfare is given to information confrontation
as a rivalry between social systems or countries in the information sphere to influence various
aspects of social relations and establish control over strategic resources. This is facilitated, in
particular, by the high speed of the dissemination in information systems of content that
contains destructive informational influence on society [3], [4]. Information conflicts have
become an everyday phenomenon: election races, attempts at raiding attacks, promotion of
goods or services in a competitive environment, etc. One of the extreme forms of information
conflict is information war—a set of measures related to information influence on mass
consciousness to change people’s behavior and impose on them goals that do not correspond to
their interests, as well as protection against such influences [5].

The object of study is the problems of information security, namely the processes of the
dissemination of informational threats in the conditions of informational and psychological
confrontation. The problems of information security are traditionally reduced mainly to the
protection of information from unauthorized access, or to the issues of suppressing the spread
of unwanted information by technical or other means. Along with this, one of the important
tasks of ensuring information security, in addition to determining the sources, nature and
mechanisms of the emergence and spread of socially significant information threats, is the
search for methods of neutralizing these information threats or their mitigation by use of the
scientifically based approaches.

The subject of study is the mathematical models that describe the processes of the
dissemination of informational threats in the conditions of informational warfare.

Problem statement. The process of distribution of a new product (in our case,
information threats) will be considered as an “epidemic”, when people who have not yet
become consumers of the innovation are “infected” by real consumers (influence of an internal
factor), and are also exposed to external factors, in particular, advertising.

Analysis of recent research and publications. Among the large number of publications
that analyze the main problems of information security (see, for example, [6]-[8] and the
literature cited there), priority tasks of scientific research in the field of information security,
along with scientific and technical problems, are considered humanitarian problems and
problems of personnel provision of information security.

Given the relevance of various types of information confrontation, in which a significant
number of social network users are involved, mathematical models based on modern
achievements of social psychology should be used to increase the effectiveness of research on
humanitarian issues [9]-[11].

Such models, in our opinion, are models for innovation diffusion [12], which describe the
processes of the spread of innovations (introduction of new scientific and technical
developments, ideas, inventions) in new conditions or new branches of production.

The purpose of the work is to study the peculiarities of the dissemination of
informational threats in the conditions of informational and psychological confrontation based
on the innovation diffusion model.
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RESEARCH RESULTS

Construction of a mathematical model
Diffusion of innovations is considered to be the solution N = N(t) of the Cauchy problem
for the differential equation (1):
dN(t
%: (L N@) 1)
with the initial condition N(0) =N, . Here t is time; N(t) is the scope of the dissemination of
the innovation up to the moment t (which is usually determined by the number of active
consumers of the innovative product); f (t,N(t)) is a function that determines the shape of the
diffusion curve and reflects certain assumptions about the nature of the innovation diffusion
process. It is usually assumed that the function N(t) is continuous and differentiable for all

non-negative values of t, and the function f (t,N(t)) is unimodal.

The right-hand side of equation (1) is often written in the form [13]:
f(t,N(@®)=9(t, N®))(M—N()) (2)
Formula (2) assumes that the total number of potential consumers of innovation M is a
social community (political, age, members of the Internet community) exposed to information
threats, which consists in negative changes in its state during the transmission of important

. . : : . dN(t
information through information channels, is constant. The rate of spread of the threat ®)

at each moment of time is proportional to the volume of not yet covered members of the
community (M —N(t)). The function g(t,N(t)) determines the speed of adaptation. It is

interpreted as the motivation of a potential consumer to perceive new information, ideas,
narratives, norms, etc. and in the simplest case can be specified by a linear function of N(t):

g(t,N(t))=a+bN(t) (3)
Substituting the rate of adaptation (3) into formula (2) gives the following differential
equation of the model:

—(a+bN(t))(M =N(t)) )

Parameters a and b in model (4) reflect, respectively, the extent of external and internal
influences on the speed of adaptation and, therefore, on the speed of innovation diffusion.
External influences on the speed of adaptation are determined by individuals’ need for

innovation and the level of advertising communications (term a(M —N(t)) in the right-hand

side of equation (4)). The intensity of the advertising campaign can be determined by the
number of information acts per unit of time.

A community exposed to an information threat is considered to be in an unlimited
information field. This means that any not yet covered member of the community has the
opportunity to receive and with a certain probability perceive information that is distributed
through an external channel. The probability of receiving information can be determined, in
particular, by the credibility of it or the source of dissemination. Internal influences on the speed
of adaptation are determined by communications between members of the social community
(as a result of which, the information contained in the informational threat is transmitted to

dN () _
dt

83



B KIBEPBEI3ITEKA: ocsita, Hayka, Texnika Ne 4 (24), 2024

CYBERSECURITY: ISSN 2663 - 4023

EDUCATION, SCIENCE, -TECHMQUE

members of the community that have not yet been covered)—this corresponds to the term
bN (t) (M —N(t)).

The solution of equation (4) with the initial condition N(0) = N, is the logistic function
(5), which describes the dependence of the number of covered community members on time:
M (a+bNy)—a(M —N,)e oW 5
a+bN,+b(M =N, )e @ ©)
As can be seen from (5), the value of the function N(t) for t >0 increases monotonically
and goes towards M , in other words, in a sufficiently long period of time (t — o), all members
of the group will be covered by negative information spread by the information threat.
Note that the calculations performed earlier in [14] for the analysis of the distribution of
innovative software using the model in the form (5) are in good agreement with the actual data [15].
The analysis of the speed of the dissemination of informational threats shows that for
some values of the model parameters it is possible to find the value of t,,, which corresponds

to the maximum speed of coverage of negative information of community members. Depending
on the relationship between the parameters, the intensity of external sources of information
threats may exceed the intensity of internal sources or vice versa. Under some conditions, these
intensities can be equal. An increase in the parameter b (the intensity of interpersonal contacts)

changes the value of t,,, which is a consequence of the nonlinearity of the model (4), and leads

to an increase in the value of N(t,).

Based on the parameters of the model, it is possible to calculate the overall efficiency of
information dissemination or information threats—the ratio of the number of covered

community members N (t) to the number of informational acts:
E(t)= NO :
at

This characteristic makes it possible to find a point in time, starting from which further
measures to spread information, counter-information or information threats become impractical.

Thus, the analysis of the mathematical model of the spread of information threats shows
that, depending on the goals, available resources, time frames and behavioral characteristics,
the participants of this process have certain opportunities for its organization in the desired
direction. It should be noted that based on the methods of the theory of optimal management,
optimal modes of information dissemination or means of neutralizing information threats,
described by this model, can be found in terms of resources spent.

Let us consider the case of the simultaneous spread of several different types of
information (information conflict), when a certain social community with the number of M is
exposed to the influence of not one, but, for example, two information flows. Let two sources
of different information simultaneously begin to spread it among the community at the moment

of time t=0. In general, the information of the first type |, can be opposite in content to the
information of the second type |I,.

We will build a mathematical model of information confrontation, assuming (analogous
to the previous one) that each of the streams 1, and 1, spreads among the community through

two information channels. The intensity of information dissemination through the external
channel for |, is characterized by parameter a,, and for |, by parameter a,. The second

(internal) channel is the interpersonal communication of members of the social community.

N(t) =
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Here, the intensity of information dissemination for |, is determined by parameter b,, and for

|, by parameter b,. As a result of such communication, the participants of the process who are

already covered by a certain idea influence the members of the community who have not yet
been covered, thereby contributing to the dissemination of information.
The rates of change in the number of supporters of the corresponding idea consist of the

rates of external involvement (they are proportional to the products of the intensities a, and a,
by the number of unreached community members, i.e., the values a, (M — N, (t)— N, (t)) and
a,(M —N,(t)— N, (t)) respectively for I, and 1,) and rates of internal involvement (they are
proportional to the product of the intensities b, and b, by the number of valid supporters N, (t)
and N,(t) and the number of unreached community members, i.e., the values
b,N, (t) (M —N,(t) - N, (t)) and b,N,(t)(M —N,(t) —N,(t)) respectively).

The number of members of the community not yet covered by the information influence
is equal to (M — N, (t) — N, (t))—from the total number of participants of M we subtract the
number of persons N, (t)+ N, (t) covered by not one, but two types of information (N, (t) is
the number of participants for whom information of type 1, is the priority (correct); N,(t) is
the number of participants who prefer information of type 1,).

As already noted, parameters a,, a,, b, and b, characterize not only the intensity of

informational influence, but also the tendency to perceive it. Thus, the speed of perception of
information by a part of the community not yet covered at time t depends on the value of these
values, which have a probabilistic component. The effectiveness of the conducted special
informational and psychological operation is evaluated by the probable number of elements of
the social community, which under the influence of this influence changed its initial state [16].
Taking into account the formulated assumptions, we will obtain a model of information
confrontation in the form (6):
% = (al + blNl(t))(M - Nl(t) - Nz(t))’ Nl(O) = NlO;
N, (6)
=@ BN )M =N =N, (0), N, (0) =Ny,

Using the known parameter values and initial conditions, on the basis of model (6), it is
possible to find important characteristics of the dynamics of information confrontation. The
main one is the question of superiority, when by the time the community under study is fully
covered by both types of information, one of the participants has managed to spread his
information among a larger number of community members than the opponent.

Study of the model

Computer experiments with the proposed mathematical model were conducted. We
varied different values of the model parameters &, a,, b, b, in order to determine their
influence on the results.

Calculations show that in the case of b, =b,, when the intensity of the internal
(interpersonal) propagation channels of 1, and |, is the same, for the advantage of |, it is

necessary that the inequality a, >a, be fulfilled (respectively, for the advantage of I, it is
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necessary that a, <a,). That is, under these circumstances, the one who provides a stronger
external information influence wins. The same criteria of information advantage are observed
in the case when, for both types of information, the intensity of dissemination through internal
channels is significantly lower than through external ones. If a, =a,, that is, the intensities of

the external channels of information dissemination 1, and |, are the same, the advantage is

given to the one whose information is more intensively disseminated through internal
(interpersonal) channels (the ratio b, > b, is a guarantee of the advantage of the first party, and

the ratio b, <b, is a guarantee of the advantage of the second party).

For fixed a,, b, and relatively small values of b, compared to a, (that is, when b, << &
which means a strong advantage of the intensity of the propagation of |, through the external
channel, compared to the internal), the condition for the advantage of |, is the ratio a, >a,,

despite the noticeable advantage in dissemination of information |, through the internal
channel. At the same time, the analysis shows that in the opposite case, for relatively large
values of b, (that is, when b, >>a,), in order to achieve victory, the first party must have a

significant advantage in spreading its information through the external channel (a, << &,).

Thus, even a brief analysis shows that the parties to the conflict have various opportunities
to achieve advantage by systematically varying the characteristics of the process. At the same
time, the choice of the ratio between the capacities of external and internal information channels
is of great importance.

Model (6) can be generalized to the case of conflict between not two, but more types of
information I, (i=12,...,k), k>2. In this case, it represents a system of k nonlinear

differential equations:
Bhmf(ahN©), MO =N, Q

where N, (t), N.(0) are the current and initial values of the number of followers of
information ., and &, b, are the intensity of its distribution through external and internal

(|
channels, respectively. The study of the dynamics of such a process depending on the parameter
values can be the subject of a separate study.
The considered models do not take into account the heterogeneity of the social
environment, the effects of forgetting or conscious resistance to informational threats, etc.
However, according to the authors, taking into account the listed factors will not change the

essence of the analyzed models.

CONCLUSIONS AND PROSPECTS FOR FURTHER RESEARCH

Based on the analysis of mathematical models of the spread of information threats and
information rivalry, meaningful characteristics are defined, the management of which will allow
optimizing the methods of their organization and will stimulate the flow of these processes in the
direction required by their participants. Note that the analyzed processes, due to their nonlinearity
under certain conditions, have modes of development that are difficult to predict.
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The practical significance of the obtained results lies in the fact that the parameters of the
proposed model were analyzed for the purpose of managing the processes under investigation,
and practical recommendations were provided for countering hostile information threats.

Prospects for further research are to generalization of the proposed models for a larger
number of information flows and taking into account the dynamics of changes over time in the
intensity of information dissemination and other characteristics. Other problem statements
about the dissemination of information threats are possible, which are based on the analyzed
models, namely, the alternating influence of internal and external sources of information
threats, the dependence of characteristics on time, etc.
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METOJUKA OLIHIOBAHHA BILJIUBY TH®OPMAIIMHUX
3AI'PO3 B YMOBAX IHOPOPMAIIMHOTI'O ITIPOTUBOPCTBA

AmHorauis. [Ipobiaema iHpopmaniiHOro MpoTUOOPCTBA SIK CylEepHUIITBA B iHQopMaliiHii chepi 3
METOI0 BIUIMBY Ha PIi3HI acCleKTH CYCHUIbHHX BiTHOCHH € HAJ3BHYaiiHO Ba)JIMBOIO B IIEPiOJ
riopuanoi BiiHU. OO’€KT JOCHI/PKEHHS — MOJEJl pPO3MOBCIO/KEHHS iH(opMalii ta Mojeri
iH(pOpMaIIHOTrO MPOTUOOPCTBA. MeTor poOOTH € BU3HAYCHHST 0COOIIMBOCTEN PO3MOBCIOKEHHS
iH(pOpMaIIHHIX 3arPO3 B YMOBaX iH(POPMAIiHHO-TICUXOIOT YHOTO TPOTUOOPCTBA 3 BUKOPUCTAHHSIIM
MaTeMaTH4HOI MOJeNi, IO I'PYHTYETHCS HAa CYYaCHUX NOCSATHEHHSAX COLIaJbHOI IICHUXOJIOrii, Ta
3HAXO/DKEHHS ONTHMAaJbHUX PEXKHUMIB TOIIUpeHHs iH(opmalii 1 3acobiB  HeWtpamizaiii
iH(pOpMaIIHHIX 3arpo3. 3aMpPONOHOBAHO MAaTEMATU4HI MOZEJI, 10 OMUCYIOTh MPOLIECH MOIIUPEHHS
iH(pOpMaIIHHIX 3arpo3 B yMOBaX 1H()OPMAILi HHO-TICHXOJIOTIYHOTO MPOTHOOPCTBA HA OCHOBI MOJIEN]
mudy3ii iHHOBaIi# Ta Mozeneit cynepHunrsa. [lependadaeTbes, M0 Y COLIYMi TTOMIMPIOIOTHCS JIBa
MOTOKH iH(pOpMAIIiT TaK, 10 KOXKEH 1HAMBII MOXE CTATH IPUXUITLHUKOM O/iHi€T 200 1HIII0T CTOPOHH.
[IpoanainizoBaHO OCOOIMBOCTI METOJIB BHOOpY MOBEAIHKOBHX CTpaTeriii cyd’€KTaMH BIUIUBY Y
CoLliaNbHIN Mepexi mijJ yac iHpopMamiiHuX MPOTUOOPCTB. JOCHiPKEHO YMOBH, 3a SKUX OJHA 13
CTOpiH TPOTHOOPCTBA MOXKE MHOCATaTH IIepPEeBard, CHUCTEMHO BapilOIOYM XapaKTEePHUCTUKAMHU
mpouiecy. Ha OCHOBI aHamizy MareMaTHYHHX MOJENeil MOMMPeHHs IH(POPMAI[HUX 3arpo3
BH3HAYCHO 3MICTOBHI XapaKTEpUCTUKH, YIPABIiHHSI SKAMH JO3BOJIUTH 3MEHIIHTH abo
HEWTpani3yBaTd BIUIMB IOTOKY HeratuBHOI iH(opmamii. [IpexcraBneni maremaTHuHi Mozei
JO3BOJIAIOTH TIPOBECTH SIK KiBKICHHH, TaK 1 SKICHHHA aHAli3 OCHOBHUX XapaKTEPUCTUK JUHAMIKA
iHpopmariitHoro mpotudopcTBa. [lepcreKTHBH MONANBIINX JOCHIIKEHb MOXYTh MOJISATaTH B
y3araJbHEHHI 3alpONOHOBAaHMX MomeNned s OiMbIIoi KiTbKOCTI 1H(OpPMAMmiHHUX IOTOKIB,
BpaxyBaHHI JWHAMIKH 3MiHH 3 YacoM IHTEHCHBHOCTI TOMUpPEHHS iH(opMmarii Ta iHIHX
XapaKTEPHUCTHK.

KarouoBi caoBa: inpopmamiiina Oe3meka; i1HQOPMAIIIHO-TICHXONIOTIYHE TPOTHOOPCTBO;
iH(popMariifHa 3arpo3a; IOMHUPEHHs iHPOopMaIlii; MoIeOBaHH iH()OPMAIIIITHOTO BIUIHBY.
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