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MPUKJIAJHI ACOHEKTH 3AXUCTY AYTEHTU®IKAIIMHUX JAHUX

AHoTaunis. B maHiil cTaTTi po3TISAHYTI MATaHHS MPHUKIATHOTO 3aXUCTY ayTeHTH(DIKAIHHIX JaHUX
KOPHCTyBa4ya Ha 00’€KTax KPUTHYHOI iHQpacTpyKTypH. PO3risiHYyTO mpouemnypy BHKOPHCTaHHS
MPOTPaMHKX 3aco0iB Ta 3aco0iB MU(pPYBaHHA 3 METOIO pealisallii OpraHizalifHIX Ta TEXHIYHUX
3aXOMiB MIOJO 3amo0iraHHd BUTOKAM ayTEHTH(DIKAIHHUX MaHUX Ha 00 €KTaX KPHUTHIHOL
iHdpacTpykrypu. HaBeneHo mpukiian BHKOPHCTaHHS BIIKPHTOrO INPOTPAMHOTO 3abe3NeyeHHs
KeePass mist cTBOpeHHS 3aXHINEHOI 1 MPO30poi Y BUKOPHUCTaHHI 0a3u ayTeHTU(IKAIIHUX TaHUX
KOopHcTyBauiB. Po3rissHyTo 0a30BHH Tepeiik pEeKOMEHIOBaHUX pPO3LIMPEHb (IUIAriHIB) ISt
BUKOPHCTAaHHs KOPHUCTyBayaMu. BpaxoBaHa MOJIJIMBICTh aBTOHOMHOI MEPEBIPKU KOPHUCTYBauaMu
CBOiX JIIOYMX TapoJliB Ha CHIBOAAiHHS i3 (ailyioM XemiB CKOMIIPOMETOBAHUX IapOJIiB
HavelBeenPwned. [Insi po3mimienHsi 0a3u gaHux ayTeHTH(IKAllMHUX AaHUX 1 3a0e3leueHHs
MOOIUTBHOCTI  3alPOIIOHOBAaHO BHKopHcTOBYyBaTH USB-Hociii 3 amapatHUM HIH(PYBaHHSM.
3anponoOHOBaHMI  MiAXiA  JO3BOJAE KOPHCTYyBady BHKOPHCTOBYBaTH Uil 30epiraHHs
ayTeHTH(DIKANiHHUX JMaHUX [MUPpOBaHy 0a3y MaHUX 1 BHKOPHCTOBYBAaTH aBTOMATH30BaHY
MpoIeypy ayTeHTH]iKalii JoAaTKiB Ta BeO-CEepBICiB, MaTH KiIbKa CTYIICHIB MPOTPAMHOTO Ta
armapaTHOTO 3aXHUCTY, IO i3 OJHI€T CTOPOHHU CHPOIIYE BHKOPHCTAHHS ayTeHTHU(IKALIHHUX AaHHX
NpY BUKOHAHHI YMHHUX TIOJITHK OE3MEeKH 1 3MEHIITye WMOBIPHICTh 1X AMCKpenuTamii, a i3 iHmoi
CTOPOHM IiJBHILYE HWMOBIpHICTH OJOKYBaHHS 3JOBMHUCHUX Jiff TPEThOi CTOPOHM 3a PaxyHOK
OararocTyniH4atoi cucreMHu 3axucty. IlepeBipeHa MOJMJIMBICTH JOAATKOBOrO IIH(PYBaHHS
KoH(irypauiiiHoro ¢aiiny 3acodamMu onepaniifHOro OTOYSHHS Ta MOXKJIMBICTIO BUKOPUCTAHHS VIS
UX IiIei ceprudikary, mo 30epiraetbes Ha eToken. PosrisiHyTa Moens peaizaii mpoueaypu
MOEHY€E TporpaMHe 1 amapatHe mupyBaHHS I8 3aXUCTy KOH]igeHwiitHol ayTeHTHdikaiiHoi
iHpopmauii. BpaxoBaHO TpakTHYHWI JIOCBiJ] CTBOPEHHS THIIOBHX IPOLEAYP 3aXHCTy
KoH(IAeHiHHOT iHpopMauii Ui pO3pOOKH, BHPOB3KEHHS Ta YIPABIiHHS CyYacHUMH
moimiTuKaMu  iHQopMariiiHoi  Oe3meKH  MOoAO0  MUTaHb  KPHUOTOTPagiqHOTO  3aXUCTY
ayTreHTH(DiKamiHHOT iHpopMarii Ha 00’ €KTaxX KPUTHIHOT iIHPPACTPYKTYPH.

Knwowuoei cnoga: ayrentudixauiiiHi naHi, KpunrtorpadiyHuii 3axucT, MUQPYBaHHSA, MOCTYII,
MOJITHKA, KibepOeseka.

1. BCTYII

B npoposxkeHHs TeMu npo BuKopuctaHHs pimeHb Open Source Juisi BUpIILIEHHS
3aBJlaHb iH(OpMaIliiiHOT 6e3MeKH MU PO3TIITHEMO MPAKTUYHUNA MPUKIIA CTBOPEHHS CUCTEMH
3aXUCTY ayTeHTU(IKAIMHUX JaHuX KopucTyBayiB [1, 2].

Bimomo, 1m0 CBHOTOAHI KOPUCTYBAu€Bl JIOBOJUTHCS 3amam'aTOBYBAaTH Oe3Jiy
ayreHTu¢ikamiiiaux aanux. e 1 mapomi ans po6owoi craHIii, HOyTOyKa, €IeKTPOHHOL
MOILITH, JIOKAJIBHOI MEpeXi, A JOMAIIHbOI BeO-cTopiHkH, ans goctyny mno FTP, mapomi
IHTepHET-CepBICiB (IHTEpPHET-0AaHKIHT, akayHTH Ha (opymax, BeO-caliTax, MECEHIKepax) i
T.11. L{e#l cniucok MoskHa MPOOBKYBATH 10 HECKIHUEHHOCTI.
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3 omHOro OOKy, SKIIO II€ CKJAJHI MapoJi 1 ix 0e3fiy, TO peajbHO iX 3amam'sTaTh
HEMOXKJIUBO. 3 1HIIOTO OOKY, SIKIIO CYMJIIHHO BUKOHYBaTH BHMOTH CIyXOu iHpopMmariitHoi
0e3IeKHu, TO KOPUCTYBAYERBl, @ TUM OUIBIIIE aIMiIHICTPATOPOBI Tpeba HaAATH IHCTPYMEHT, SIKHM
O J03BOJIIB JIOCHTH TPOCTO CTBOPIOBATH 1 30epiratv mapoii Juis JOJATKiB 1 cepBiciB B
3aXMILIEHOMY BUIJISAL 1 B TOM )K€ 4ac MaTH MOXJIUBICTb JIETKO HUMU oriepyBatH [4].

BukopucranHs B TaKuX BHIAJKaX XMapHHX CEpBICIB 30epiraHHs apoJiiB HE 3aBXKIU
3py4HO, a 3 1HIIOro OOKy, 1 HE 30BCIM O€3MeYHO - OCTaHHIM 4YacoM I0YacTilllaan
MOBIIOMJICHHST TIPO 3JI0M XMapHHUX CepBiciB 31 30epiraHHs maposiB. BiamoBigHo, ciayx0i
iHpopMariifHOi Oe3rnmekrn MOTPIOHO BUPIIIUTH 3a7ady 3 IOIIYKOM «30JI0TOI CEepeIrHH» B
TPUEAMHUX BUMOTaX JI0 IIbOTO IHCTPYMEHTY «Oe3neka-(pyHkiionan-sapricte» [1, 5].

MU po3riIsiHEMO TUIBKM HPUHIMI HOOYIOBU IIbOIO 1HCTPYMEHTAJIBHOIO PIIICHHS, a
BCi (iHanbHI HamamITyBaHHS OE3MEKM KOXEH IOBMHEH peali3yBaTH CaMOCTIHHO abo
3BepHyTHCA B rpyny B2iCorpUA Team Juis po3poOKM KOHKPETHHX MOJITHK, IPOLENyp Ta
iHCTpYKIii [3].

CnpoOyeMo chopMynoBaTH MiHIMaJIbHI BUMOTH 3 iH(OpMaLiifHOT Oe3MeKku 10 TaKoro
IHCTpYMEHTY:

TBepaxenns 1. [loBuneHn Oytu 3a0e3meyeHHl 3aXHCT ayTEHTH(IKAUIHHUX JaHUX

BiJl BUKOPHCTAaHHS CTOPOHHIMH 0COOAaMH 1 3MEHIIIEHAa IMOBIPHICTh
iX KOMITpOMeTalIlii.

TBepm:kenns 2. Pecypc noBuHeH OyTH 3aXHIICHUHN BiJ JOCTYITY.

Teepm:kenns 3. IloBuHeH OyTH 3pydHuUil 1 onepaTUBHUIN JOCTYI O HApOJIiB.

Teepm:xkenns 4. Bci ayrentudikaniiini gani (sorinu, napomi, URL i T.1.) moBuHHI

30epiratucs B OJIHIN 3axHIleHIN 0a3i JaHUX.

Teepaxenns 5. Jlorinu 1 maposi NOBUHHI 30epiraTucs B 3aiM(ppoBaHOMY BUTIISII,

0a3a JaHUX MMOBUHHA MOBHICTIO MU pPYyBaTHUCA.

TBepaxennsa 6. [lng noctyny no 0a3u JaHUX TOBUHEH BHUKOPHCTOBYBATHCS

MaiicTep-napoJib 1 101aTKOB1 3aCO0U 3aXHCTY.

TBepmxennst 7. baza maHux nmoBuHHA 30€piraTUCs Ha 3aXUIIEHOMY HOCII.

Teepm:kenns 8. BigHOCHO HEBHCOKA BapTICTh PilLICHHS.

TBepaxennsa 9. [lpouecu BUKOpUCTaHHS ayTeHTU(]IKALIHHUX TaHUX MOBUHHI OYyTH,

10 MO’KJIMBOCT1, MAKCUMaJIbHO aBTOMaTH30BaHI.

Teepaxenns 10. [loBunHa Oyt 3a0e3neueHa MO>KJIUBICTh MEepEBIPKU

ayTeHTU(IKAIIHUX JaHUX HA BUTIK JI0 XaKePChbKUX 0a3 JaHUX.

IIle pa3 miakpecioemMo, IO 1€ MIHIMAJIbHI BUMOTH, $IKI TOBHMHHI 3a0€3MEUYUTH
KOM(OPTHE BUKOHAHHS KOPUCTYBAa4aMH MAapOJIbHUX MOJITHK 1 3a0€3MEeYUTH 3aXHCT CaMMX
ayTeHTU(IKaIHUX AaHUX BiJ Kommpomerauii. besymoBHO Mu mam'staemo 3akoH Ne 1 3 10
OCHOBHMX 3aKOHIB Oe3meku "SIKIIO BM 3amyCTHJIM Ha CBOEMY KOMITIOTEpl Iporpamy
3JIOBMHUCHHKA, 11¢ O1sbIIe He Bam Kkomm'totrep" [6].

2. PE3YJIBTATHU JOCJIIUKEHHSA

Posrnsinemo onuH 3 BapiaHTIB pillleHb AJs 1€l 3afadl. B sSKOCTI BUpIMIEHHS MU
OyzneMo BUKOpUCTOBYBaTH MeHemkep napoiiB KeePass 1 ¢remky 3 anapataum mmdpyBanHs
Bil SAFEXS. Ile mpaitoroue pimieHHs, JOCUTh THYYKe, 3py4YHe 1 epeBipeHe OaraTopiyHUM
BUKOPUCTAHHSM B KOPIIOPATUBHOMY CEKTOp1 1 B 0COOMCTOMY 3aCTOCYBaHHI.

KeePass Password Safe - 6e3korrroBHa nmporpama (MeHEIKEp MapotiB), SKa JO3BOJISE
30epiraTu BCi Mapoii KOPUCTYBaya, BHUKOPUCTOBYIOUM OJWH TOJIOBHMH MalCTep-Tapodb.
Honmarok miarpumye anroputmu mmdpyBanas Advanced Encryption Standard (AES (256-
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0iT), Rijndael) i Twofish. € mopraruBHa Bepcis, Ky HE MOTPIOHO BCTAHOBJIIOBATH 1 MOXKHA
30epiratu Ha (e, Mo BaXIUBO Oy/e A Hamoro pimeHas. KpiM Toro, € BIIKpUTHH KOA
mporpamMu JijIsi Horo aHaiidy i cam iHTepdelic nporpamMu nepekiagaeHuii Ha 40 MoB. Takox
nporpama miarpuMye ekcropt 0aszu maponiB B pisHi ¢opmarn TXT, HTML, PDF i 1.1, a
TaKOK IMIOPT 3 pi3HUX PopmariB. ABTopom mporpamu € Dominik Reichl [7].

KeePass Ha CBhOTOJHI BBaXKAETHCS OJHIEI0 3 KpalluX, 3 BIAKPUTHM KOJOM,
OC3KOIITOBHUX 1 JIETKMX y BHUKOPHUCTaHHI Kpoc-TIaTGOPMHUX TporpaMm s 30epiraHHs
napomiB. [HCTpyKUir0o mo poOOTi 1 MOBHI ii HamamTyBaHHS MOXHA 3HAWTH HaA CaMTi
po3poOHHMKA 1 Ha IHTEpHET-pecypcax, MPHUCBIYCHUX HAJIAMITYBAHHAM  OE3MEYHOrO
Bukopucrtanus KeePass [9].

@ Mpurnaabasullaponis kdbx* - KeePass EE - m}

File Edit View Tools Help
PP Pl 2§ Search... -
Il BYVB_DataBase.ver20171130sn09.kdbx Mpuknanbaaullaponis.kdbx*

'«¥ Base_Name (Cugip Kozauenko) Title - User Name Password  URL

v 2 Hardware Group
&k CIsco
o

@ McAfee
‘ad Other Hardware
~ &% Internet Accounts
<8 Inside
4 Outside
~ (2} Software Group
Gemalto eToken
v [J McAfee
@ Email Gateway
' WEB Gateway
~ B Microsoft
A Active Directory
A Local Account
! Network
[ Other Software
¥ Symantec Endpoint Encryption
O Unix
 VMware
wf 3aranbhi
@D Kopsuna
! Mepexa
E MoBinbHi goaaTKm
* oc
=\ Mowra
96 Paxyrn

0 of 0 selected Ready.

Puc. 1. [Ipuxnao cmpyxmypu 6a3u 0aHux naponie

B sikocTi AEMOHCTpaIIfHOTO PO3MIITHEMO MPHUKIIAJ CTPYKTYPH 30€piraHHs JaHUX 10 Tpyrnam
B iporpami KeePass (
Puc. 1):
Base_Name - HaiimenyBanHns 0a3zu nanux. KoxeH KOpuCTyBau caMOCTIHHO BeJle CBOIO
0a3y nanux. Y 0a3i Bi1oOpaxaroThCs BCl 00JIIKOBI 1aH1, IKUMHU BOJIOJII€ KOPHCTYBAY.
Hardware Group - o0mikoBi JAaHi Ha BCiX TEXHIYHUX 3aco0ax (cepBepH, KOMYTaTOpH,
poyTepH, MapIIpyTH3ATOPH 1 T.IT).
I'pyna IBM - 06mikoBi naHi st ob6nangHaHas BupooHunTea IBM.
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I'pyna Cisco - 061ikoBi AaHi A o6agnanHs BupooHuiTa Cisco.

I'pyna HP - oGikoBi nani ns obnagHanHs BupooHuiTea HP.

I'pyna McAfee - 06nikoBi aHi s o6naananHs BupoOHunTBa McAfee i T.1.

Internet Accounts - inTepHeT pecypcu. Y il Tpymi 30epiraroTbcsi 00JIIKOBI J1aHi 10
IHTEpHET pecypciB, i BOHM YMOBHO PO3JILJICHI Ha JIBI KaTeropii:

Outside - 30BHiIIHI pecypcH, SKi HE HaJeKaTh OpraHi3aiii.

Inside - BHyTpilIHI pecypcu, pecypcu BCepeinHi opraHizariii.

Software Group - 06 1iKOBI faHi B Pi3HUX CHCTEMax, J0JaTKax i ceppicax.

I'pyna McAfee - 06nikoBi naHi B cuctemax McAfee.

I'pyna Web - 06mikoBi naHi B cuctemax McAfee Web Gateway.

I'pyna Email - o6uikoBi gani B cucremax McAfee Email Gateway.

I'pyna Microsoft - 06nikoBi naHi B cucreMax Microsoft.

I'pyna Active Directory - momMeHHi 00JIiKOBI JaHi.

I'pyna Local Account - nokanbHi 00JiKOBI JaHi Ha cepBepax.

I'pyna Network - 001iKOBi 1aHi MEpEKEBUX CEPBICIB.

I'pyna Unix - o6mikoBi aaHi B cuctemax Linux / Unix.

I'pyna VMware - 0611ikoBi 1aHi B cuctemMax VMware i Tak Jai.

Lle#t mnpukimax JOEMOHCTPYE MOXJIMBICTD TpyIyBaHHS OOJIKOBHX JaHUX JIJIS
BUKOPUCTAHHS KOPUCTYBaueM. Y KOXHIH rpymi GOpMYyIOThCS OOTIKOBI 3amMCH AJIsl TOCTYITY
JI0 KOHKPETHOT'O YCTaTKyBaHHsI a00 mporpaMHoro 3abesneuenns (Puc. 2).

@ Mpuknasbasnlaponis.kdbx® - KeePass [n=] - ] x

File Edit View Tools Help
PSR FER 2 E- Search... - Q

Il BYVB_DataBase.ver20171130sn09.kdbx Mpwknanbazullaponie kdbx*

< Base_Name (Cuaip Kosauenko) Title User Name Password  URL

v & Hardware Group |\==HPE ProCurve 1700-8 Switch (JO079A) 192168210 wkwsnxk http://192.168.2.10/index.html
s CISCO
ases

B
v IBM
@ McAfee

Fpyna
_I‘;Other Hardware 3a|'|P|C B rpyni
~ [ Network

== HP Switches Suite
& Other Software

0 of 1 selected Ready.

Puc. 2. 3anuc 6 epyni KeePass

3 MeTOor0 aBTOMaTH3allli YaCTUHH IMPOLIECIB 1 CIPOIIEHHS! pOOOTH KOPUCTYBAyiB i1CHYE
MOXJIMBICTh BUKOpHUCTaHHS miariHiB (plugins). Ha IMommaka! [:kepesio mocujiaHHsI He
3Haii/1eHo. IPUBEICHO MEPETIK MJIariHiB, KUK MOKe OYyTH PEKOMEHIOBAaHO 10 BUKOPUCTaHHS
KOpUCTYBayaM:
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< ‘0 Plugins

Here you can configure all loaded KeePass plugins.

Plugin Wersion Author File

%y DataBaseBackup 2086 Francis Noégl C:\Program Files (x8...
%y Favicon Downloader 1900 Chris | omhinson CFrogram Files (x&...
@y HIBPOfflineCheck 1410 Mihai Ciuraru C:\Program Files (x8...
@ WebAutoType 5220 CEPOCTD, Alex Vallat C:\Program Files (x8...
2 Winkee 23910 Theo Beisch C:\Program Files (x8...
Plugin Cache

Data in cache (size). 716 KB. Clear

Delete old files from cache automatically

Get More Plugins... Open Folder

Puc. 3. Pexomenoosanuil nepenix niacinie

DataBaseBackup — momomarae B aBTOMAaTHYHOMY PEXHMi CTBOPIOBATH pPE3EPBHY
KOIito 0a3u AHUX.

FaviconDownloader — meit ruiarin 3aBaHTaxkye Ta 30epirae favicons (IO3HaYKH).
Favicons 1e MajneHbKMH 3HAYOK/TOTOTHUIN, SIKUH BUKOPHUCTOBYETbCA [UIsl iaeHTUikaril
OaraTboXx BeO-CaliTiB, sSIKl 3a3BMYail B110OpaxaroThCs B apEeCHOMY PsAKYy Opaysepa, CIHCKY
3aKJIQJIOK 1 Ha BKJIAJIKaXx.

[ v > 3TOT KOMMbKOTED > > Program Files (x86) > KeePass Password Safe 2
AN U Nata vsmereHna CsoicTsa: Keel X
»
Languages 1500201800:15 || Osuve  Beaonacnocrs Moaposro  Mpeasayune aepom
@ BGrinchenkoKyivUniversity » Plugins 01.02.2019 09:09 -
& Indopmauiina_Gesnexa_opramizauit * pwned-passwords-sha’-ordered-by-hash-v4 23.01.2019 12:25 KeePass.config.xml
ﬁ TexHonori_posciaysaHHA_iHUVAeHTIB_Be3nekm » XSL 10.01.2019 07:49 F
. JlononxuTensHule aTPrGYTL X
© NMporpamui_komnaexcn_saxucry AC_HCA » 1% KeePass.chm 09.01.2019 11:00
* [ keePass.configxmi 03.11.2013 11:02 | 7] VerawomuTe nomopsuie napaverpu ans 3Toi nank. I
» @ KeePass.exe \ 09.01.2019 10:58 [
= KeePass.exe.config 09.01.2019 11:01 ATpnbyTul daiina
[%] KeePassXmiSerializers.dll 09.01.2019 10:59 [-7] ®ain roTos Ans apxuBupoBaHIA
4] KeePassLibC32.dIl 09.01.2019 10:53 PaspeLUMTh HHAEKCHPOBATS CopepXitoe 3Toro dhaiina B
- AONOMHEHHE K CBOFICTEAM (haiina
[%] KeePassLibC4.dlI 09.01.2019 10:55 L
5 License.txt 01.01.2019 15:49 ATpuBYTol OKaTUA 1 WbpoBaAKHIA
[#] ShinstUtil.exe 09.01.2019 11:00 CKUMATH COREPRUMOE ANIA SKOHOMHI MECTA Ha AHCKE:
B
[ unins000.dat 10.01.2019 07:49 LINPPOEATE CORRPXIMOR ANA 3T A3HHEX | Mogpoto
15! unins000.exe 10.01.2019 07:49 \
n =l
oK Otmena MpuMeHTE

Puc. 4. lllupppysanns xongicypayitinozo ¢haiiny
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HIBPOfflineCheck - meii miarin BUKOHye aBTOHOMHI MEPEBIPKHM IiFOYMX IAPOJIiB
0a3u jJaHux moao ¢aitry ckomrnpomeroBanux napoiiB B HavelBeenPwned passwords.

WebAutoType - ueit miarid 103BOJisie BAKOHYBATH aBTOMATUYHHIN 3aIyCK Ha OCHOBI
norounoi URL-ampecu BeO-Opaysepa 3amicTh 3arojioBka BikHA. [liqTpuMyroThCcsi pi3Hi
opaysepu (Internet Explorer, Firefox, Opera, Chrome, ...).

WinKee — muarin pomomarae Oe3neuHo aBTomaTm3yBatu 3amyck [I13 KeePass.
WinKee okpemo mudpye, 30epirae i orpumye 00JIKOBI JaH1 JocTyny 10 6a3u qanux KeePass
y ¢aiini kondirypanii KeePass (KeePass.config.xml). [Taponb Ta kimtouoBwii nuisx 10 gaitry
OynyTh 3amm@poBaHi Ha OCHOBI OOJIKOBHX JaHUX oOmikoBoro 3amucy Windows. Tomy
KOXKEH, XTO Ma€ JIOCTYI J0 KOHKPETHOTO OO0JIIKOBOTO 3aIMCy KOPUCTYBaya 1 Ma€ KIIOYOBUI
daiin 6asu nanux WinKee moxke otpumaru goctyn 1o 6a3u nanux KeePass mo crnporeHiii
nporenypi ayreHTugikarii.

Ockinpku npu BukopuctanHi miuarina WinKee mu 36epiraemo o6uikoBi naHi KeePass
(3ammdposani AES-256) B koHirypamiitHoMy Qaiini, TO IS BUOAIKY WOTO HOTO
KOMITpOMETaIlii MO)XHa BHKOPHUCTOBYBAaTH BOYJOBaHYy B oOllepaliiiHy cepeny (yHKIiO
mu@pyBaHHS 3a JOMOMOTOr0 3reHepoBaHoro ceptudikary (Puc. 4llomuaka! [[xkepesio
NMOCWJIAHHS He 3HailileHo.). 3po3yMijo, o cepTUdikaT Kpaile 30epiraTi Ha 3aXUIIECHOMY
enektponHOMYy Hocii eToken. Lle nae me oauH piBeHb 3aXHUCTy ayTeHTH(IKAITHUX TaHUX.

Ternep po3risitHEMO pillIeHHS MIOAO anmapaTHOTrO 3axHCTy 1€l 0a3u naHuX. OCKiIBKU
BUOMpAIIOCS PIlIEHHS 3 MIHIMAJIBHOIO IIHOIO, TO TYT MH 3BEPHYJIM yBary Ha 3axHIIeHi ¢Jiem-
nakonuuyBaui Bif SAFEXS [8]. 3po3ymino, 1m0 Mo)KHa BUKOPUCTOBYBATH 1 3aXuIleHi (rer-
HaKomu4yBaui Bif iHmmX BHpoOHMKIB - Sandisk, Kingston, Transcend i in. Tyr ciyx0Oa
iHpopManiifHOi Oe3leKku CcaMOCTIMHO MOXKe BM3HAYaTH CHIBBIJHOIICHHS IapaMeTpiB
«BUMOTH-(DYHKIII0HAI-BAPTICTH.

Safexs Protector XT (Puc. 5) me HOBUHKa Bim eBpormeiicbkoro BupoOHuka Ctwo
Products AB - iHCTpyMeHT Juis 3aXHCTy JaHUX B KoMmmaktHoMmy ¢opmdakropi USB-
HAKOMUYyBaya, Ma€ BENUKUN (yHKIIOHAT Oe3meKku A 3aXHCTY BiJi HECAHKIIIOHOBAHOTO
JoCTymy, BipyciB 1 BTpatu AaHux. Safexs Protector me oauH 3 HakomuuyyBauiB 3 (YHKIIIEIO
Password Rescue, 1mo a03Bosis€e KOpUCTYBaueBl BiJIHOBUTH 3a0yTHH mapoib (moTpiOHe
BKJIFOUEHHS 11i€1 PyHKIIIT).

Pur K Safexs LISR 2 0 Pratectar XT

Hanminnuit koprye - 3poOienuil 3 Hax3BUYaiiHO MiHOTO criaBy, Safexs Protector
XT mnpuszHayeHU [Uis BUKOPHUCTaHHA B eKcTpeManbHOMy otodeHHi MIL-STD-810F
specification (ITomuika! J[I’kepeno NOCHJIAHHS He 3HAWJAEHO.), cepTU(IKOBaHHWIA Ta
nepeBipenuii BianoiaHo 1o Bumor FIPS 197 (AES), NIST SP 800-38F (XTS), NIST SP 800-
38A (ECB) Compliant.
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[Ipu poGOTi HamAETHCS TOCUTH 3pYUHHH 1HTEpdeiic 3 BiAMOBIAHUME BKiIagkamu: Login, My
Files, Backup and Share, Antivirus, Timer Settings, Auto-Destruct (Puc. 6).

Safexs Protector = — O X

l®l @ @ @ SAFEXs

Login My Files Backup And Share  Antivirus - Timer Settings - Auto-Destruct

M Read only

Caps Lock: OFF

Puc. 6. Expan 6xo0y Safexs Protector

Safexs Protector XT Mae cnpaBkHIO MDKIUIAT(GOPMOBY MiATPUMKY, LIO JO3BOJISIE
JIETKO KOPUCTYBAaTHCS HHMM Ha KOMHO'toTepax mij ympasiaiHHAM Windows, Mac i Linux.
Komnakthuii hopm-dakTop, JIerkicTe y BUKOPHCTaHHI, HaJ3BUYaiiHa HaJilHICTh 1 BHUCOKA
mBuakicTs mopty USB 3.0 pobuts Safexs Protector XT kpamum BuOopoM ajsi opraHizamiid,
AKI HIYKalTh CHOCI0O 3aXUCTUTH CBOK BaxuinBy iHGopmanito. Safexs Protector XT
OCHalIeHui BOynoBaHot mporpamoro ShareProtect ny1st 6€31meuHOro pe3epBHOr0 KOIMIIOBAHHS
Ta BIJIaJIEHOTO JOCTYIY.

MosxnuBocti Ta nepeBaru Safexs Protector XT:

256-6itoBe AES-mmdpyBannss B pexkumi XTS - amaparHe mm@pyBaHHS.
Bignosignicts FIPS 197.

Cay:xba Password Rescue - QyHKIlisS BiIHOBJIEHHS Napoiisi 0€3 pU3UKY A JaHUX
(SIKII0 BOHA aKTMBOBAHA).

Pe3epBHe KOMilOBaHHSI JaHWX - CTBOPEHHS 3alIM(POBAHOI 1 3aXMILIEHOI MapoyieM
pe3epBHOi Kormii JaHuX Ha komm'totepi, NAS abo xmapi.

Share Protect - mopraTuBHe pitieHHs1 Oe3MeKH A OOMIHY TaHHMH, SIKE JTO3BOJISE
nerko 3amudpyBaT Gaiiam, Mmoo IUTUTACS HUMHU 3 KOJIETaMU 1 TapTHEPaMH.

@yHKLiA CAMO3HUILEHHS - MOXJIMBICTh BCTAHOBUTH Yac 1 JaTy, MO CIUIMBAHHI SKHUX
JIaH1 Ha MPUCTPOi OyIyTh ABTOMAaTUYHO 3HUIIIEHI.

HIBuAKicTb - nepeMilieHHs 1aHuX BigOyBaeThes 3a qornomororo USB 3.0.

3axuct Bin Opyrdopc-araku - nepebip Bcix KOMOIHAILIi Mapois 3a JIOIOMOTOIO
CHeliaJbHUX XaKepChbKUX IMporpam. J[ias BBEJEHHS BIPHOTO MapoJI0 HaAaeThes TUTbku 10
cripoO. [Tpu nepeBuIeHH] X 0OMEXEHB BC1 JaH1 Ha MPUCTPOT aBTOMATUYHO BUIAJISIOTHCS.

AHTHUBIPpYCHHU 3aXMCT - piyHE MTOJIOBKEHHS M1 JITHCKH.

31aTHICTH /10 OHOBJIEHHSI - PETYJIIPHO 3SIBIITFOTHCST HOBI TIPOITIMBKH, ITI0 MICTSITh HOBI (DYHKITII.

3 TOUKM 30py JOJATKOBOIO 3aXMCTy iH(popMarii, sika peanizoBana B SAFEXS, moxe
Oytu ¢dyHkuiga TaiiMepa 1 QyHKIIS pe3epBHOTO KOMIIOBaHHS 1 OOMIHY JaHUMHU. 3axuiieHa
o0acTh (premKky Mo)Ke aBTOMAaTHYHO 3aKpUBATHCS MICIs 3aKiHYEHHS BCTAHOBJICHOTO 4acy
HEaKTUBHOCTI KopucTyBada. KoprucHa QyHKITIS U1 THX, XTO JTF0OHUTH 3aymiiatn USB-Hociit B
komm'rorepi. Llg ¢yHKIisT A03BOJNIsSE aBTOMATHYHO 3aKpUTH 3aXHUIICHY OOJACTh IiCHsS
KIHYCHHS TailM-ayTy, OJIOKyBaTH KOMITIOTEP, 3AIMCHUTH BHUXiJ KOPHCTyBauya, BUMKHYTH
komm'iorep (Puc. 7).
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Safexs Protector = - O X

EE 51 @ |®| E @) SAFEXS

Logout My Files  Backup And Share  Antivirus  Timer ings Auto-Destruct

Timer Control
Time (in minutes)

Computer Protection:
Q tone
@ Lock Computer

Puc. 1. @ynxyis Timer Settings

@OyHKIis pe3epBHOTO KomiroBanHA 1 00Miny nanumu (Backup And Share) nae me onny
CEpBICHY (PYHKIIIIO - II€ CTBOPEHHS 3alIU(POBAHOTO apXiBy 3 0623010 MapoiiB 1 mUGPOBAHUX
¢aiiniB, npu HEOOXITHOCTI 0OMIHY KOH(DIICHIIHHUMYU JaHUMK MiX KopucTyBadamu (Puc. 8).
[MudpyBanns ¢ainiB gocuTh 3aTpedyBaHa QyHKIIE B poOOTI HE TIABKU MPOCTUX
KOpHCTYBauiB, a ¥ cucTeMHUX aamiHicTparopiB. B npomy minani SAFEXS nosBonse matu
TOTOBUH IHCTPYMEHT 3aBXKAM MiJ] PYKOIO.

Safexs Protector B - O X

&]H _l I@l |®| |@, @ SAFEXS

Logout My Files Jackup And Share |~ Antivirus ime ings - Auto-Destruct
Backup & Share

5 Protector device they can download the decryption

Puc. 8. @ynxyia Backup And Share
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Hyxe eheKTHBHUM MOXKe OYyTH, 3 TOYKH 30py CIyxOum iH(opMaliifHOi Oe3reKkH,
aKkTuBalis (QYHKIIT aBTOMATHYHOTO 3HHUINCHHS MJaHUX I[10 3aKiHYCHHIO BCTaHOBIEHOL
TUMYacoBOi TOYKH (Auto-Destruct) - mo3Bosise aBTOMATHYHO 3HHIIMTH BCi KOH(DIIEHIIHHI
JlaHi, SKIO BCTAHOBJICHI JaTa 1 yac Munymu (Puc. 9).

Safexs Protector = - O X

l[%HEI l®l |@| |®| &5. @ SAFEXS

Logout My Files ~ Backup And Share  Antivirus - Timer Settings | Auto-Destruct

[ R T T, e ——————————————— (0 fIgure Auto-Destruct S
Destruction Date:  [EESTFIRE]

Destruction Time: BRI =

Destruction Settings
@ SelfDestruct

@ Time Bomb

Puc. 9. @ynxyis Auto-Destruct

3. BUCHOBKMU TA IIEPCIIEKTUBHA INOJAJIBIINUX JOCJILI>KEHDb

Takum unHOM, 00'€THYIOUYM JBa PIIICHHS - CepBiC Jia 30epiranHsa maposiB KeePass

(Open Source) 3 mnporpamMHuUM ImupyBaHHsAM 1 amapatHuil 3axuct (SAFEXS) wmu
3a0e3rmeuyyeMo  MOJKJIMBICTH ~ O€3MeuHoro  30epiraHHs  ayTeHTHU(IKALIMHUX  JaHUX
KOPUCTYBaYiB.
[Ipn upoMy nam'sTaemMo mpaBuUIO, IO IPHU NPaBWIbHUX HajamTyBaHHsIX KeePass 3mamaTtu
XOpOUIMHA Ta CKJIAIHMH Mapoib 3a JoMoMororw Opyrdopca (mepebopy MapoiiB) JOCHTH
ckinaaHo. €nuHUi cnocid mBUAKO 3i1amMatd  napoiab KeePass 1e BHKOpHUCTOBYBaTH
KJIaBlaTypHUH IMHUTYH A7 MEePEeXOIUIeHHsT MalcTep-napoiisi abo BUKOPUCTOBYBAaTH METOAU
couianbHOI 1HXkeHepii [9]. 3 1HII0T CTOpOHU, BUKOPUCTOBYIOUHM arnapaTHe mudpyBanHs USB-
HAKOMWYyBaya Ta JIOJAI0YH B MPOLEAYPY BUKOPHUCTAHHS ayTEHTU(IKALIHHUX AAHUX IITATHI
3aco0M MmHQpPyBaHHS KIIOUOBUX Ta KOH(DIrypamidHux (aiai, Mu OJI0KyeMO ab0 3HAYHO
YCKIIQJHIOEMO TIEpeBaru BiJl MEPEXOIUIEHHS MaiicTep-napoist Hpu crnpodax OTpPUMaHHS
JOCTYITY 10 0a3u ayTeHTU(IKAIIHHUX JTaHHX.

IlepeBarn Takoro KOMIUIEKCHOTO MiAXOMy [0 30€peXeHHs Ta BHUKOPHUCTAHHS
ayTeHTU(IKAIHUX JaHUX OYEBHJIHI - MU MOEJHYEMO MPOTpaMHE 1 amapaTHe MU(pyBaHHS
JUIs 3aXMCTy KoHQineHuiiHoi ayreHTH]iKamiiHo1 iHpopmamii. Kpim Toro, mis maponbHuX
MOMITHK, 5KI QopMmye ciayx0a iHpopMaiiiitHOI Oe3meKku, MU JAEMO IHCTPYMEHT, SIKUU
JI03BOJIsIE BUKOHYBAaTH BUMOTH IIIOJI0 LIMX TOJIITHUK. B pe3ynbraTi BUrparoTh 0OU/BI CTOPOHH -
cayx6a iH(opMariifHOi Oe3neKkH, OCKUIBbKM IMOYMHAIOTh BUKOHYBAaTHUCS 1i BHUMOTH, 1
KOPHUCTYBayi, OCKUJIBKU iM HaJJa€ThCSl IHCTPYMEHT JJIsl BUKOHAHHS IIUX BHUMOT.
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CdopmoBaHi pekoMeHJalii Ta BUMOTH HIOJ0 NMPHKIAIHUX ACIEKTIB BHKOPHUCTAHHS
Open Source 13 g 3axucty ayTeHTH(IKAIHHUX TaHUX MOXYTh OyTH BHUKOPHCTaHI IpPHU
PO3po0I1Ii MOMITHK 3aXUCTY 1HGOPMAIIHHUX aKTHUBIB Ha 00’ €KTaX KPUTUIHOI IHPPACTPYKTYPH.

[Momanpur MOCHiHPKEHHS BapTO 30CEPEIUTH HA CTBOPEHHI Ta BIPOBAIKEHHI TUIOBHX
MOJIITHK, MPOIEAYP Ta PEKOMEH/IAIIH 1010 KOMIUIEKCHOTO 3aXHUCTy iH(OpMAI[iHHUX aKTHBIB
Ha 00’€KTax KpUTHYHOI iHOPACTPYKTYPH SK OMOPHUX TOUOK Il MOOYJOBHU ONTHUMI30BAaHHX
0 BapTOCTi 1 pyHKIIOHATY cHCTeM 1H(OPMAIliHHOT Ta KIOEPHETUIHOT OE3MEeKH.
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APPLICABLE ASPECTS OF AUTHENTICATION DATA PROTECTION

Annotation. This article covers the issues of applicable user’s authentication data protection at
critical infrastructure objects. It considers the procedure for software and encryption facilities in
order of application of organizational and technical methods to prevent loss of authentication
data at critical infrastructure objects. The Article provides examples for use of open source
software KeePass to create the protected and transparent in use of user’s authentication database.
The Article provides the basic list of recommended extensions (plugins) for users. Considers the
possibility of users™ autonomous verification of their acting passwords on matching
compromised passwords hash file HavelBeenPwned. USB-carrier with hardware encryption is
proposed for authentication database and ensures its mobility. Suggested provides the user with
encrypted database to store the authentication data, and use the automatic procedure for
authentication of applications and web-services, have few levels of software and hardware
protection, which on one hand simplifies the use of authentication data in execution of applicable
security policies and reduce the feasibility of its discreditation, and on the other hand increase
the feasibility to block the abusive actions of third parties by means of multi-level protection
system. Checked the ability for additional encryption of configuration file by means of runtime
environment and ability to use the certificate which is stored at eToken. The provided model for
procedure implementation combines the software and hardware encryption to protect the
confidential authentication data. It considers the practical experience for creation of model
procedures for confidential information protection to develop, implement and manage the
modern policies of informational security related to cryptographic protection of authentication
data at critical infrastructure objects.

Key words: authentication data, cryptographic protection, encryption, access, policy, cyber
security.
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