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Abstract. Among known cryptographic systems, in practice, symmetric cryptographic systems are
most often used to protect speech information. Such systems, when encrypting speech information,
implement stream encryption of outgoing traffic. At the same time, the rapid development of
quantum and post-quantum technologies, methods and means of cryptanalysis determines the urgent
need for their further development. One of the promising approaches, which is not sufficiently
covered in the professional literature today, is considered to be an approach based on the methods
of integral cryptography. According to the basic principles of integral cryptography, a mathematical
model in the form of an integral Fredholm equation of the first kind can be used as the basis of a
cryptographic algorithm for a symmetric cryptographic system of speech information protection.
The main difference and at the same time the advantage of cryptographic systems based on Fredholm
integral equations of the first kind is their guaranteed theoretical and practical cryptographic
stability. The guaranteed theoretical cryptographic stability and speed of such a symmetric
cryptographic system is provided by the application of the method of differential transformations of
Academician of the National Academy of Sciences of Ukraine G. Pukhov. Practical crypto-
resistance is ensured by the practical unsolvability of the inverse incorrect decryption problem. It is
suggested to use the regularization method of Professor A. Tikhonov to decipher the cyphergram
obtained from speech information. Thus, the proposed mathematical model of a symmetric
cryptographic system based on differential transformations is a further development of modern
information technologies for cryptographic protection of speech information in Ukraine.

Keywords: mathematical model; symmetric cryptographic system; speech information; differential
transformations; Fredholm integral equation of the first kind.

INTRODUCTION

The confidentiality of speech information that circulates in the communication systems
of critical infrastructure is constantly under threat [1]. This is due to a number of technological
innovations that have taken place in the world recently. This is the improvement of the
performance of modern processors, the increase in the sophistication of cyber-attack tactics and
the significant (many times) increase in the number of cyber incidents, the rapid development
of quantum technologies, etc. [2]. As a result, for the fourth year in a row, the encryption key
of the asymmetric cryptographic algorithm RSA-240 with a length of 795 bits has been
compromised [3]. Considering the fact that until recently this cryptographic algorithm was
considered one of the most reliable from the security point of view, it is possible that the keys
to the best symmetric cryptographic algorithms AES-256 and others. can also be compromised.
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Thus, today in practice there is an acute problem of ensuring the confidentiality of speech
information circulating in communication systems. From a scientific point of view, in order to
solve it, the existing cryptographic systems used for this need to be improved. Therefore, the
first step on the way to solving a scientific problem, which has significant applied and at the
same time scientific value, should be the further development of mathematical models of
cryptographic systems for the protection of speech information.

ANALYSIS OF THE PROBLEM

Cryptography as a component of cryptological science has a clear, established over the
years and built-up hierarchical system of knowledge about information encryption and
decryption algorithms [4]. Currently used asymmetric [5] and symmetric [6] cryptographic
algorithms in cryptographic systems of information and communication systems and their
components—communication systems, are already practically implemented in the form of
cryptographic protocols. From literary sources [4] it was known that the most common security
protocols are IPSec, SSH and SRTP. Their main purpose is to ensure confidentiality and
protection of information from its reproduction [7].

In addition to the above-mentioned protocols, there are other protocols for the encrypted
transmission of speech information sent in the form of VolP traffic. For example, for the
transmission of service information, such a protocol is the TLS-protocol [4]. Its main purpose
is the implementation of the procedure for encrypting subscriber numbers and user names, for
example, in systems of military assignment at the tactical level [8].

Each of the protocols analyzed above is based on one or another mathematical model of
the cryptographic system. For example, in [9] a cryptographic algorithm based on Turmites or
the so-called Langton ant is proposed. The mathematical model based on it ensures the stability
of the cryptographic algorithm to differential cryptanalysis, which is its significant advantage
over the closest analogue—the cryptographic algorithm proposed by Zhang Yong [10]. At the
same time, the impossibility of its use in real-time communication systems, which include
communication systems in which speech information circulates, significantly hinders its
practical application.

In [11], [12], a thorough analysis of known approaches to building mathematical models
of cryptographic systems was carried out, in particular, their advantages and disadvantages were
given. Thus, based on [12], the most promising cryptographic systems are systems based on
mathematical models of dynamic chaos theory, mathematical models of information theory and
cognitive theory, models of quantum and post-quantum cryptography, algorithms based on
DNA and integral cryptography. At the same time, the mathematical model of the cryptographic
system based on integral cryptography, as stated in [12] and [13], provides guaranteed
theoretical and practical cryptoresistance, which is of significant practical and scientific
interest.

PURPOSE OF THE RESEARCH
The purpose of the article is to develop a mathematical model of a symmetric

cryptographic system for protecting speech information based on differential transformations
to test the hypothesis about the possibility of creating guaranteed stable cryptosystems.
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MAIN RESULTS

Integral cryptography, which is proposed to be the basis of the developed mathematical
model of the speech information protection cryptographic system, is based on the application
of Fredholm’s integral equations of the first kind to perform cryptographic transformations.
One of the main advantages of integral cryptography is the guaranteed theoretical and practical
cryptoresistance, which is ensured by incorrectness according to J. Hadamard [14]. The class
of such problems is practically unsolvable without the use of special regularization methods
[15]. It is this property that opens wide prospects for cryptographic protection of speech
information in special information and communication systems of critical purpose and their
applications.

Based on the above, it is possible to formulate a working hypothesis of the research—the
use of integral cryptography methods can ensure the theoretical and practical cryptographic
stability of symmetric cryptographic systems for the protection of speech information.
However, based on [16], the following requirements must be met for this:

— the mathematical model must be adequate. The adequacy of the model will
determine the degree of its closeness to known symmetric cryptographic systems
built according to the classical scheme;

— theoretical cryptoresistance should be ensured by reducing to a combinatorial
complexity problem, depending on the number of differential spectrum discretes,
which are taken into account during the generation of the encryption key and,
accordingly, the differential spectrum of speech information;

— practical cryptoresistance (accuracy of the model) should be specified by the
regularization parameter, which determines the accuracy of solving the inverse
incorrect problem of decoding speech information;

— the mathematical model should have a low level of structural and functional
complexity, which should bring it as close as possible to practical implementation;

— “softness” of the mathematical model to the initial parameters, which will allow
it to meet the requirements listed above without changes in its structure and
functionality.

The following basic assumptions and constraints are adopted when creating the model.

Assumption: encryption key K is kept secret by both participants in the exchange of
speech information. As a model of speech information I harmonic mathematical models can
be used, which are described by functional dependencies in which the parameters of speech
information change over time [17]. Guaranteed theoretical and practical cryptoresistance means
the resistance of a cipher to cryptanalysis.

Constraints. When developing a cryptographic system for protecting speech information,
one key K must be used, that is, the cryptographic system should be classified as a symmetric
cryptographic system. Guaranteed theoretical and practical cryptoresistance is limited to the
class of inverse ill-posed problems. To decipher encrypted speech information |, known
methods of regularization of incorrect problems should be used.

Based on the proposed requirements based on accepted constrains and assumptions, the
formalized presentation of the developed mathematical model of a symmetric cryptographic
system based on differential transformations can be reduced to the implementation of a system
of two basic procedures related to encryption and decryption of speech information.
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Based on the main provisions of the theory of communication in secret systems by
K. Shannon [18], the encryption procedure can be formalized as follows:

let the sender A have to transmit through an unprotected communication channel some
voice message — speech information z(s) to the recipient B. Speech information z(s) are raw

data to be encrypted by sender A and decrypted by receiver B, respectively. Taking into account
[17] the mathematical model of speech information z(s) in a general form can be represented

by an expression of the form

h(t)zAnCOS(Zirfmt+(om(t)+(om), 1)

where A, — amplitude, V; f,, — cyclic frequency, Hz; t — voice message transmission
time, s; ¢, (t) — phase function, rad/s, ¢, — initial phase, rad.

An encryption procedure performed by sender A with respect to speech information

transmitted over an open communication channel z(s) according to the basic provisions of

integral cryptography consists in solving a direct problem. Such a problem can generally be
described by Fredholm’s integral equation of the first kind

?K(x,s)z(s) ds=u(x), (2)

where K(x,s) — secret key (the kernel of the Fredholm integral equation of the first
kind); z(s) —speech information to be encrypted and decrypted (source data);
u(x) — encrypted data (ciphergram), which are transmitted over an open channel from the

sender A to the recipient B (Fig. 1).
Remark 1. In expression (2), the limits of integration are finite and meet the inequality
conditions a<x, s<b. In this case, the secret key and encrypted data satisfy the conditions

{K(X,S)GC(aSX,SSb);

u(x)eC([a,b]).

Remark 1. It is assumed that there is a closed (secure) key exchange channel between
sender A and receiver B.

To preserve the speed of cryptographic transformations in the system (Fig. 1), it is
proposed to use the method of differential transformations by Academician of the National
Academy of Sciences of Ukraine H. Pukhov [19]. One of its multiple advantages is the
possibility of obtaining a mathematical model of the differential spectrum of speech
information in an analytical form without losing the accuracy of the original model, since there
is no methodological error in the method. Another advantage of the method, in contrast to other
operator methods, such as Laplace, is the ability to perform direct and inverse differential
transformations in real time, which is so important for stream ciphers. Reducing the original
mathematical model to simple arithmetic operations on its differential spectra significantly
simplifies the hardware and software implementation of speech information cryptographic
protection means.
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Fig. 1. Structural diagram of a symmetric cryptographic system for protecting speech
information based on differential transformations

According to [19], differential transformations involve the presentation of the original
mathematical model x(t) by a Taylor power series centered at a point t=0. The direct and,

accordingly, the inverse transformation have the form [19]:
HY[d' (@M
X (k)=x ()= { e }
) ©)
k=oo ¢ \K :
=033 ) X0
k=0
where x(t) — the original, which is continuous, infinitely differentiable, and bounded
together with all its derivatives by a function of the real argument t; X(k) and x(k) —
equivalent designations of the differential image of the original describing the discrete (lattice)
function of the integer argument k=0,1 2,...; H — scale constant, which has the dimension of
the argument t and is often chosen as an equal segment 0<t<H, on which the function x(t)
is considered; ~ — symbol of correspondence between the original x(t) and its differential
image X (k)=x (k). According to (3), direct transformation allows according to the original

x(t) to find the image X(k), and the reverse transformation (to the right of the symbol =)
allows by image X(k) to get the original x(t). Differential images X(k) are called differential

T-spectra, and the values of the T-function X(k) , for specific values of the argument k — the
discretes.

The decryption procedure (the inverse of the incorrect task), which is carried out by the
recipient B, involves receiving encrypted data u(x) from the sender A in the form of a
differential spectrum X(k) (3). The task of receiver B is to decipher the differential spectrum
based on the regularization method. As such a method, from the set of all known methods of
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regularization of incorrect problems, it is proposed to use the regularization method of Professor
A. Tikhonov [15]. Its main advantage is the ability to accurately restore the original
mathematical model of speech information according to its differential spectrum by solving the
reversed inverse problem using the regularization parameter.

In its formalized form, the decoding procedure is reduced to solving the inverse incorrect
problem (2)

u(x)=limu, (x), (4)

a—0
where u, (x) — decoded speech information with accuracy up to the regularization

parameter o .
At the same time

Uy (X) =£u(x)—_TK(x,s) Z,(s) ds

(24

where z,, (s) — speech information to be encrypted (output data) with precision up to the
regularization parameter « .

In practice, adversary E does not stop trying to carry out cyber-attacks on protected speech
information through technical channels of information leakage (Fig. 1). In case of hacking of the
crypto algorithm (selection of the secret key K(x,s)) and the regularization parameter « the
adversary will gain unauthorized access to speech information, violating its confidentiality property.

Thus, the mathematical model of a symmetric cryptographic system based on differential
transformations is described by a system of equations for encryption

h(t) = A, cos(27z ft+ o, () + o );
b

[K(x:s)z(s) ds=u(x); (5)

a

X(k):Hk—:({dL(t):l ,

dtk

where h(t)=z(s), x(t)=u(x) and decoding speech information

u(x):l![i_rpoua(x);

k=o0 k 6
(-3 ) X0 ©

k=0

where u(x)=x(t), u,(x)=X(k).

Analysis of the mathematical model (5), (6) shows that, according to it, the principle of
operation of the proposed cryptosystem is reduced to the solution of the direct (correct)
problem — the encryption procedure and the inverse (incorrect) problem — the decryption
procedure. It also follows from the model that it is built according to the classical model of a
symmetric cryptographic system. The difference between the models manifests itself at the
level of the applied encryption and decryption procedures. Therefore, the observance of the
classical principle of building symmetric cryptographic systems allows to claim that the ideas
laid down in its basis fully confirm the working hypothesis of the research, and therefore, the
proposed cryptographic system is capable of providing theoretical and practical cryptographic
resistance. Based on this, model (5), (6) is adequate.
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CONCLUSIONS AND PROSPECTS FOR FURTHER RESEARCH

In the article, the mathematical model of a symmetric cryptographic system for the

protection of speech information was further developed, which differs from the known ones in
that it uses a cryptographic algorithm for encryption and decryption of speech information
based on the Fredholm integral equation of the first kind and differential transformations,
which, due to the incorrectness of the solution of the inverse problem (cryptanalysis problem),
provide guaranteed theoretical and practical crypto-resistance.

In the following studies, it is planned to develop an encryption protocol based on the

proposed model.
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I'pumyk Oubra MuxaiiniBHa

CTapIInii HAYKOBHH CIiBPOOITHHK, acmipaHTKa Kadenpu 3aco0is

3axucty iHdopMarlii HarioHanpHOTO aBialiifHOTO YHIBEPCUTETY
Harmionansuuit yHiBepcuTeT 000poHN YKpaiHH, HAyKOBO-IOCIiTHA
nmabopaTopis yrpasiiHHS iHpOpMaIiitHOIO O0e3IeK0r0 HayKOBO-IOCIiTHOTO
BiZTUTy IpoGJIeM PO3BUTKY Ta BIIPOBADKEHHS CTPATETIYHUX KOMYHIKaIin
[HcTHTYT cTpaTeriuHnx KoMyHikaunii, Kuis, Ykpaina
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MATEMATHYHA MOJEJb CUMTEPUYHOI KPUIITOI PA®IYHOI
CUCTEMM 3AXHUCTY MOBHOI THOOPMAIIIl HA OCHOBI
NTUOEPEHIIAJIBHUX HEPETBOPEHD

Anoranisi. Cepent BiToMuxX KpUNTorpaigHUX CUCTEM Ha MPAKTHUIIL I 3aXHUCTy MOBHOI iH(opMarii
HaYacTiIe 3aCTOCOBYIOThCSI CHMETPUYHI KpHunTorpadiuni cuctemu. Taki cucteMu IpH MM pyBaHHL
MOBHOT iH(pOpMallil peanizoByI0Th IOTOKOBE IU(PYBaHHs BUXiTHOTO Tpadiky. Pazom 3 TUM cTpiMKuii
PO3BUTOK KBaHTOBUX Ta MIOCTKBAHTOBHX TEXHOJIOTiH, METOJIIB Ta 3aCO0IB KPHUIITOAHAIII3Y 3yMOBIIIOE
HarajpHy HoTpedy X mojaiabuoro po3BuTKy. OHMM 3 IEPCHEKTHBHUX IMiAXO/IB, KUl Ha ChOTOJHI
JIOCTaTHBHO MaJIO BUCBITIICHHH Y (haxoBiii JiTepaTypi, BBAXKAETHCS Mi/IXi, IO IPYHTYETHCS HA METOIaxX
iHTerpanbHoi Kpunrtorpadii. 3riqHo 3 0a30BMMH OCHOBAMH IHTETPAIBLHOI KpUOTOrpadii B OCHOBY
KPUNTOAITOPHTMY [UISI CHMETPUYHOI KpHUITOrpadivHOi CHCTEMH 3aXHCTy MOBHOI iH(popManii Moxe
OyTH TOKJIaACHO MAaTeMaTHYHy MOJCINb y BHUIJIAAl IHTErpabHOTO PiBHAHHA DpearonbMa HepIioro
poxy. ['oloBHOXO BiqMIHHICTIO Ta OJHOYACHO IIEPEBArol0 KPHUNTOrpaiyHUX CHCTEM Ha OCHOBI
IHTErpaTbHUX PIBHAHDb OpeAroapMa Mepuioro poy € 3a0e3eueHHs] HUIMH FapaHTOBaHOT TEOPETHYHOT
Ta MPAKTHYHOI KPHUNTOCTiHKOCTi. ['apaHTOBaHa TeOpeTHYHAa KPUITOCTIMKICT Ta MIBUAKOMISL
CHMETPHYHOI Takoi KpUNTOrpadiyHOi CHUCTEMHM 3a0e3MeuyeThcsi 3aCTOCYBAaHHSAM — METOLY
mudepeHianpHuX nepersopeHb akanemika HAH Ykpainu I. ITyxosa. [IpakThdyHa KpUnTocTidKicTh
3a0e3nevyeThesl MPAaKTUYHOK HEPO3B’SI3HICTIO 0OEpHEeHOT HEKOpeKTHOT 3aiaui aemudpyBanHs. s
posmudpyBanHs mudporpaMu ojepkaHoi 3 MOBHOI iH(pOpMaLil MPONOHYEThCS CKOPHCTATHCS
MeTofoM peryisipuszanii npodecopa A. TuxoHoBa. Takum 4YMHOM, 3arpPONOHOBaHA MaTeMaTHYHA
MOJZIEJIb CUMETPUYHOI KpunrorpadiuHoi CHCTEMH Ha OCHOBI JHu(epeHIiaIbHUX IEePEeTBOPEHb €
MO/IAIBIIMM PO3BUTKOM CYYacHUX iH(QOPMALIHHMX TEXHOJIOTIH KpUNTOrpadiuHOro 3aXUCTy MOBHOL
iHpopMarii B YkpaiHi.

Knrwo4doBi cioBa: mareMaTHyHa MOJENb, CHMETPHYHA KpunrorpadiyHa CHCTEMa; MOBHA
iHpopMaris; audepeHianbHI HepeTBOPEHHS; iHTErpabHe piBHAHHS @pearorbma Mepuioro poay.
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