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RISKS OF INFORMATION LEAKAGE USING
ONLINE MACHINE TRANSLATION SERVICES

Abstract. The article is devoted to the analysis of the risks of information leakage when using online
machine translation services and suggests methods for minimizing these risks. In connection with
the development of technologies and the growing popularity of online services for text translation,
the issues of ensuring confidentiality and data security are becoming particularly relevant. Online
machine translation services, such as Google Translate, Microsoft Translator, DeepL and others, are
convenient tools for processing large volumes of texts, however, they pose significant threats
associated with the leakage of sensitive information, which can have serious legal, financial and
reputational consequences. The article examines the main factors contributing to information
leakage when using online translation services, in particular, data storage on the servers of third-
party service providers, imperfect privacy policies and technical vulnerabilities. In particular, the
problem of data security when transmitting sensitive information through online translation services
is emphasized. Examples of specific cases of data leakage are given, emphasizing the need for
increased attention to security aspects when using these services in professional activities. Particular
attention is paid to data protection methods, such as encryption, depersonalization and
anonymization, which reduce the risks of leakage of sensitive information. At the same time,
attention is focused on the need to improve existing standards and security policies in online machine
translation services, which will ensure proper protection of confidential information, in particular in
such areas as legal, medical, financial and government activities. The article also compares the level
of security of various online machine translation services, in particular their ability to ensure proper
information protection through guaranteed data deletion after translation. The prospect of using local
translation models as an alternative to cloud services, which reduces the risks of data leakage, is
separately considered. The main areas of further research in the field of information security of
machine translation are highlighted, in particular regarding new data protection technologies and
increasing user awareness of potential threats.

Keywords: machine translation; online services; information leakage; cybersecurity; data
confidentiality; encryption; depersonalization; anonymization; information security; local models;
cloud services.

INTRODUCTION

The problem statement. The development of machine translation technologies has
significantly simplified interlingual communication, which is especially important in the era of
digitalization and globalization. Modern online services, such as Google Translate, DeepL,
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Microsoft Translator, are based on powerful neural networks that provide high-quality
translation through self-learning and adaptation to text corpora [12]. However, the widespread
use of such platforms in business, the public sector, medicine and the legal sphere has led to an
increase in the risks associated with the leakage of confidential information [1].

One of the main problems is that online machine translation services operate in a cloud
environment, which involves the transmission and processing of texts through external servers.
Even if service providers claim to encrypt data and adhere to a privacy policy, users do not have
full control over how their information is processed [2]. For example, according to a study by
OpenAl [8], some companies use translated documents to further train their models, which
could lead to unforeseen data leaks in the future.

In addition to the potential data collection by the services themselves, there is a threat of
cybercrime [3]. Cloud platforms can be targeted by hackers seeking to gain access to corporate or
government information. There are known cases where attackers gained access to confidential
translated materials through insufficiently secured APIs [10]. In particular, the data leak incident at
Translate.com demonstrated that hundreds of thousands of private documents uploaded for
automatic translation were publicly available on the internet due to incorrect security settings.

Another aspect of the problem is the lack of uniform international standards for data
protection in the field of machine translation. While the European Union regulates privacy
issues through the GDPR, similar mechanisms have not yet been developed in many countries
or are less stringent [4]. This creates legal conflicts and the possibility of abuse, especially if
the translation is carried out through services whose servers are located in jurisdictions with a
low level of personal data protection.

The using of online machine translation services is not only a technical advantage, but
also a serious threat to information security. Further research should be aimed at analysing data
protection mechanisms, assessing potential risks, and developing recommendations for the safe
use of automatic translation technologies.

Analysis of recent research and publications. Recent research in the field of machine
translation and cybersecurity indicates growing concern about possible data leaks when using
online automatic translation services. Researchers consider the issues of protecting personal
and commercial information, analyse the vulnerabilities of cloud translation platforms, and
propose measures to minimize risks.

Foreign researchers pay special attention to the impact of artificial intelligence and neural
networks on the security of data in translation. In particular, the work of Nikos Aletras,
Georgios Gkotsis and Timothy Baldwin [1] examined the risks of using open neural network
models for machine translation, which can store parts of confidential texts in their parameters.
This potentially contributes to their leakage. Sanjay Bajpai and Rajiv Sharma [2] analyse
methods for intercepting data transmitted via the API of machine translation services. They
emphasize weaknesses in the protection systems of large platforms such as Google Translate
and Microsoft Translator.

A number of studies address the legal aspects of processing textual data in machine
translation. The work of the Council of Europe [4] highlights the legal conflicts associated with
the processing of personal data in a cross-border context and the compliance of such processes
with the European GDPR regulation. The authors emphasize that most popular machine
translation services do not always guarantee compliance with data protection requirements, as
textual information can be stored and analyzed without the user’s consent.

Ukrainian researchers are also actively studying privacy issues in automated translation.
Oleg Klymchuk [15] in his work analyses the risks of using online translators in the public and
corporate sectors, in particular, emphasizes that unauthorized use of such services can lead to
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the leakage of official information. Larisa Sydorenko [17] investigates the issue of
cryptographic data protection in translation systems and proposes algorithms for encrypting
texts before transferring them to online services.

The issue of using private local machine translation models as an alternative to cloud
platforms is also relevant. Mykola Zakharchenko and Vitaliy Polishchuk [14] consider the
advantages of using on-premise solutions that allow translation without connecting to external
servers, which significantly increases the level of security.

Analysis of recent research indicates the need for further study of data protection
mechanisms when using online machine translation services. Most scientists agree that existing
platforms need to be improved in the area of security, and users should apply additional
protection measures, in particular encryption and restrictions on the use of online resources for
confidential documents.

The purpose of this article is to comprehensively analyse the risks of information
leakage when using online machine translation services, identify and develop ways to eliminate
the main threats associated with the transmission and processing of confidential data in cloud
environments.

THEORETICAL BASIS OF THE RESEARCH

In today’s digital era, machine translation has become an integral part of professional
translators, business communications, and international cooperation. At the same time, the
widespread use of online automatic translation services such as Google Translate, DeepL,
Microsoft Translator [5]. Translate poses serious risks to data confidentiality.

The theoretical basis for analysing these risks is the concepts of information security,
cryptography, and natural language processing (NLP). The study is based on a three-tiered
information protection model that includes three basic cybersecurity principles [9]:

1. Confidentiality. Ensuring that information is accessible only to authorized users.

2. Integrity. Ensuring that data is preserved in an unchanged form.

3. Availability. The ability to use information within the scope of permitted access
rights.

Machine Translation (MT) is the process of automatically translating text or speech from
one language to another using software. Since modern online machine translation services
mostly use neural networks, in particular transformer models, it is important to understand the
principles of their operation [11]. Transformers allow for high translation accuracy due to the
model’s ability to “carefully” process the entire input text at the same time, which increases the
efficiency of machine translation, but also creates new opportunities for the storage and leakage
of sensitive information.

The main principles of cybersecurity related to the use of online services are
confidentiality, integrity and availability of information. Violation of these principles when
using online translation services can lead to the leakage of confidential data or its unauthorized
use. In particular, when transferring text for processing to an online service via an unsecured
network, there may be a risk of interception or storage of this data by third [16].

Ensuring confidentiality and protection of personal data when using online machine
translation services involves the use of data anonymization and differential privacy technologies.
These technologies allow you to hide sensitive information during processing, reducing the
likelihood of its leakage. Anonymization is an important tool that allows you to protect users’
personal information without violating the functionality of machine translation [18].
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One important theoretical concept is the compliance of online machine translation
services with international legal norms on the protection of personal data. An important aspect
is ensuring compliance with standards such as the General Data Protection Regulation (GDPR)
in the European Union, which regulates the processing of personal data [13]. This includes the
need to obtain users’ consent for the processing of their data and the provision of mechanisms
to protect confidential information from unauthorized access.

The theoretical concept of risk management involves identifying, assessing and
minimizing possible risks that arise in the process of using online machine translation services.
This includes methods for identifying potential threats, such as information leakage or data
manipulation, and developing a strategy to neutralize them. Monitoring and auditing tools are
also important for continuous control over information security [7]. The theoretical concepts
underlying this study allow not only to understand the nature of information leakage risks, but
also contribute to the development of recommendations for improving the protection of
personal data when using online machine translation services.

RESEARCH RESULTS

Research into the risks of information leakage when using online machine translation
services has revealed several important aspects. First of all, many services store entered texts
on their servers, which increases the likelihood of sensitive data leakage. The second important
aspect is the use of depersonalization and differential privacy methods, which can significantly
reduce risks, although these technologies are not always used in commercial services. It is also
important to ensure an adequate level of security of the servers on which data is processed,
since weak protection methods can allow unauthorized access to information.

To further analyse the security level of various online machine translation services, a
comparison of their characteristics was conducted, in particular regarding data confidentiality
guarantees, the presence of encryption, and methods of protection against information leakage.
The table 1 provides detailed information on key security parameters for several popular online
machine translation services, allowing you to make an informed choice for the safe use of such
tools in different environments (Table 1).

Table 1
Comparing the security level of different online machine translation services
. . Data deletion . Information leakage
Online service Data encryption )
guarantees protection method

Google Translate Not specified Yes Uses standard encryption
DeepL Guarantees data deletion | Yes Offers an increased level of security
Microsoft Translator | Not specified Yes Uses basic protection methods

During our research, we compared three popular online machine translation services
based on key security aspects: data deletion guarantees, data encryption, and information leak
protection methods.

Google Translate and Microsoft Translator do not explicitly state whether they guarantee
data deletion after use of the service. This is a significant drawback for users who work with
confidential information, as the lack of such a guarantee creates a potential risk of their data
being stored on the service’s servers.

Unlike the two previous services, DeepL provides explicit guarantees that data will be
deleted after translation is complete. This makes DeepL a more attractive choice for users who
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work with confidential texts, as this approach reduces the likelihood of sensitive information
being leaked.

All three services listed in the table use data encryption. This is standard practice for most
online services, which provides a basic level of protection during the transmission of
information between the user and the server. Google Translate, DeepL, Microsoft Translator
use data encryption, which reduces the likelihood of data interception during transmission.
However, it is important to note that encryption does not provide complete protection against
data leakage if the data is stored on servers or is accessible to unauthorized access.

DeepL has an increased level of security because, in addition to encryption, it provides
guaranteed data deletion after translation. This is an important factor for users who work with
sensitive information, such as legal or financial documents. Google Translate and Microsoft
Translator use standard security methods, but the lack of clear guarantees about data deletion
after use of the services leaves some risk of leakage. In particular, if the services store data on
their servers for later use (for example, to improve translation models), this could pose a threat
to privacy.

DeepL appears to be the most secure choice among the services we examined, as it
combines data encryption with clear guarantees of data deletion after translation is complete.

Google Translate and Microsoft Translator have a basic level of security, in particular,
they provide encryption, but do not provide clear guarantees of data deletion, which can be
critical for users working with confidential information.

Users working with sensitive information should pay attention to the level of security of
each service and choose those that provide guarantees of data deletion after use, as well as
consider the availability of additional protection measures, such as the use of a VPN or other
means of data protection.

With the increasing use of online machine translation services in various fields, from
academic activities to commercial use, new challenges related to data security are emerging.
Given the risks of leakage of confidential information when processing texts through online
platforms, we have developed practical recommendations aimed at reducing such risks. These
recommendations are important not only for users, but also for teachers and students who
actively use online services in the educational process. Proper application of these
recommendations will not only preserve the confidentiality of information, but also improve
overall security when working with machine translation tools, which is extremely important in
the context of modern technologies and the development of digital platforms.

The developed recommendations were tested in the educational environment of Poltava
State Agrarian University within the framework of teaching philological and translation
disciplines.

1. Choosing online services with data deletion guarantees.

One of the main recommendations is to choose online machine translation services that
provide clear guarantees that all data will be deleted after the translation is completed. This can
be verified through privacy policies or direct statements from the service provider. For example,
DeepL guarantees that all data is deleted after the session ends, which isan important factor for
users who work with confidential information. Compared to other services such as Google
Translate, which do not have such a guarantee, choosing DeepL may be safer in cases where
sensitive data needs to be processed.

Teachers of translation disciplines of Poltava State Agrarian University use DeepL to
process student translations in practical classes, explaining the importance of data destruction
guarantees when working with confidential or academic texts.
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2. Applying data anonymization methods.

Before using online machine translation services, you should apply data anonymization
methods. For example, you can replace names or contact details with anonymous identifiers, or
remove sensitive text fragments that may contain personal information. To do this, you can use
specialized programs for anonymizing texts or do it manually before uploading the material to
the translation service. This way, even if the data is saved on the server, it will be devoid of
important confidential information, which reduces the risk of leakage.

At Poltava State Agrarian University, students in linguistics courses undergo a practical
session on anonymizing texts before using online services to translate academic articles or
research materials to avoid leakage of personal data.

3. Use data encryption.

Encryption is an important element of data security. Users should choose services that
use HTTPS to encrypt data during transmission. For example, services such as Google Translate
and Microsoft Translator use a secure connection to transmit data, which significantly reduces
the likelihood of interception. However, for greater security, you can use additional encryption
programs on your local computer before sending texts to online platforms.

During translation and language processing labs, students of Philology majors learn about
the use of text encryption before uploading to online services. This helps them understand the
importance of information protection in the context of translation technologies.

4. Developing internal security policies for organizations.

For organizations that regularly use online machine translation services to process
confidential information, it is important to develop clear internal security policies. This may
include recommendations for restricting access to translations of sensitive documents,
implementing a system for monitoring the use of the services, and defining criteria for selecting
reliable translation platforms. For example, in larger organizations, you can use local translation
software or a service that guarantees complete data destruction after use.

At Poltava State Agrarian University, as part of teaching courses on information security
and translation, teachers introduce students to the importance of creating security policies for
academic institutions and scientific organizations, pointing out the role of policies regarding
the use of online platforms for document translation.

5. User training and risk awareness.

Educating users about the potential risks of using online machine translation services is
equally important. They should understand the importance of maintaining the confidentiality
and security of their data, and be familiar with protection methods such as the use of
anonymization or encryption. Regular training and webinars on this topic will help reduce the
level of accidental information leaks due to user negligence.

Poltava State Agrarian University regularly hosts seminars for students on information
security. They examine the risks of using online translation services and are an important step
towards creating awareness among students about ensuring data confidentiality in the process
of their studies and professional activities.

The results of the study confirm that the use of online machine translation services may
be associated with serious risks of leakage of confidential information. Therefore, it is important
to apply technologies of anonymization, data encryption and choose services that provide
guarantees of data processing security. The recommendations proposed in the study allow to
reduce these risks and ensure security when using online machine translation services.
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CONCLUSIONS AND PROSPECTS FOR FURTHER RESEARCH

The study showed that the use of online machine translation services is associated with
potential risks of leakage of confidential information. One of the main threats is the storage of
data on the servers of service providers, which can lead to unauthorized access to sensitive
information. Another important security factor is guarantees regarding the deletion of data after
the translation is completed. Most services do not provide clear guarantees in this regard, which
increases the risk of leakage.

Ina comparison of various online machine translation services, DeepL demonstrated the
highest level of security, guaranteeing data deletion after translation and using encryption to
protect transmitted data. Other services, such as Google Translate and Microsoft Translator, do
not provide clear guarantees regarding data deletion, creating potential risks of leakage.

The study found that existing online services need to further improve security standards,
in particular in terms of providing clear guarantees for data deletion and improving methods for
protecting information from leakage.

The recommendations developed in the course of the study are important for increasing
security when using online machine translation services. They allow reducing the risks of
confidential information leakage and ensuring better data security during translation. The
recommendations include the use of encryption technologies, methods of data
depersonalization and anonymization, as well as the choice of services with guaranteed deletion
of information after translation. These recommendations can be applied by both end users and
organizations working with sensitive data (for example, legal and financial companies, medical
institutions). They are useful for any organization or individual using online translation services
to ensure information security.

Future research opportunities include developing new data protection methods,
improving encryption standards, and investigating user habits and their impact on the security
of online machine translation services. In addition, it is worth focusing on creating industry
standards for the use of these services in areas where the processing of sensitive information is
critical.
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PU3UKHU BUTOKY IH®OPM AIIIl TP BUKOPUCTAHHI
OHJIAHH-CEPBICIB MAIIMHHOI'O MMEPEKJIALY

Axotamisi. CTaTTs IPUCBSIYCHA aHATI3Y PU3MKIB BUTOKY iH(pOpMAaIil IpH BUKOPUCTAHHI OHJIANH-
CEepBICIB MAaIIMHHOTO MEpeKJIaJy Ta MPOMOHYE METONM MiHIMi3alii IUX PU3HKIB. Y 3B’S3KY 3
PO3BHUTKOM TEXHOJIOTIH Ta 3pOCTAl0Y0I0 MOMYJISPHICTIO OHJIAHH-CEPBICIB IS MIEPEKIIaay TEKCTIB,
MUTaHHSA 3a0e3medeHHs KOH(IACHIIHHOCTI Ta Oe3MeKH JaHNX HaOyBarOTh 0COOJIMBOT aKTYaJIbHOCTI.
OmnnaiiH-cepBicH MalllMHHOTO Tepeknany, Taki sk Google Translate, Microsoft Translator, DeepL
Ta iHIN, € 3pYYHUMH IHCTPYMEHTaMHu sl OOpOOKM BENMKUX OOCSTIB TEKCTiB, OJHAK BOHH
CTBOPIOIOTH 3HAYHI 3arpo3H, OB’ s3aHi 3 BUTOKOM 4yTJIHMBOi iH(opMaIlii, 10 MOKe MaTh cepio3Hi
OpUINYHI, (PIHAHCOBI Ta peryTarliifHi HACIIIKKA. Y CTaTTi PO3MIAIAOTHCA OCHOBHI (DAKTOpH, SKi
CIIPUSIOTH BUTOKY iH(OpMAIil TPy BHKOPUCTAaHHI OHJIAWH-CEPBICIB MepeKyiany, 30Kpema
30epe)KeHHs JaHUX Ha CepBepax CTOPOHHIX IMOCTaYaIbHUKIB MOCIYT, HEJOCKOHAIICTD TOJITHKH
KOH(]IICHIIIHOCTI Ta TEXHIYHI BPa3JIMBOCTi. 30KpeMa, MiAKPECIIOEThCs pobiieMa Oe3neKH TaHuX
npu mepenadi 4ymiMBOi iH(popMalii 4yepe3 OHJAWH-cepBicH Tepekiany. HaBeneHo npukianu
KOHKPETHUX BUIIJKIB BUTOKY JaHHMX, HIO ITiJIKPECITIOIOTh HEOOXiTHICTh IOCWIIEHOI YyBar" 10
acriekTiB Oe3MeKH NMpU BUKOPHCTaHHI IMX CepBiciB y mpodeciiiHiii aisuibHOCTI. OKpemy yBary
NPUAIJICHO METOJaM 3aXUCTy JAaHWX, TaKUM sIK MH(pyBaHHs, 3HEOCOOIEHHS Ta aHOHIMI3allis, 110
JIO3BOJISIIOTh 3MEHIINTH PU3UKU BUTOKY UyTIHBOI iH(opMarii. BogHowac akneHTyeThCs yBara Ha
HEOOX1THOCTI BJOCKOHAJICHHS! ICHYIOUMX CTaHJApTIB 1 MOJITHK Oe3nekd B OHIIAH-cepBicax
MAIIMHHOTO MepeKJIany, Io 3a0e3MeUNTh HATSKHIH 3aXnCT KOH(DIAeHIHOI iHpopMmarii, 30kpema
y Takux ciepax, sK OpUANIHA, MEAWYIHA, (piHAHCOBA Ta JepXKaBHA MisUTbHICTh. ABTOPH TaKOX B
MEeXax CTaTTi MOpIBHIOIOTH PiBEHb OE3MEKM pI3HMX OHJIAMH-CEpBICIB MAIIMHHOTO IIEPEKIamy,
30KpeMa iX 37[aTHICTh 3a0e3MeYnTH HAJICXKHUH 3aXuCT iH(opMarii 3a JOIOMOT0I0 TapaHTOBAaHOTO
BUAAICHHS JaHUX Ticas rmepeknany. OKpeMo po3IISIAacTbesl IIEPCHEKTHBA  3aCTOCYBaHHS
JIOKIBHUX MOJIENEH MepeKiIay K albTepHaTHBU XMapHUM CepBicaM, 110 3HIKYE PHU3HKH BUTOKY
JaHuX. BUCBITIIEHO OCHOBHI HANpPSMKH MOAANBIINX JOCHIIPKEHb y rany3i iHpopMmaniiHoi 6e3nekn
MaIIMHHOTO TEpeKiagy, 30KpeMa IOJ0 HOBUX TEXHOJOTIH 3aXHMCTy NaHWX Ta ITiJIBUILICHHS
0013HaHOCTI KOPUCTYBAYIB MO0 MMOTCHIIHIX 3arpo3.

KawuoBi cinoBa: mamuiHHHMNA Tepekiiaa; OHIaiH-cepBicu; BUTIK iH(opmalii; kidbepOesmneka;
KOH(QIIeHIIHHICTh NaHuX; MmupyBaHHs; 3HEOCOOJICHH; aHOHIMI3alis; iH(opMariiiHa Oe3mneka;
JIOKaIbHI MOJIENi; XMapHi CepBicH.
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