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THE ROLE OF CAPTURE-THE-FLAG (CTF) CHALLENGES
IN CYBERSECURITY RESEARCH AND TRAINING:
ANALYSIS OF THE “EDITORIAL” MACHINE

Abstract. Cybersecurity threats continue to evolve, requiring continuous improvements in training
methodologies. Traditional theoretical education in cybersecurity often lacks practical engagement,
leading to a skills gap in real-world security operations. Capture-the-Flag (CTF) challenges have emerged
as an effective method for developing critical cybersecurity skills, offering participants a hands-on
approach to penetration testing, network security, and privilege escalation techniques. This study explores
the educational value of CTF challenges by analyzing the “Editorial” machine from the Hack The Box
platform. The article provides a structured walkthrough, detailing key phases such as reconnaissance,
exploitation, and privilege escalation. The exploitation phase demonstrates the identification of SQL
injection wulnerabilities, while the privilege escalation phase highlights the risks of misconfigured Git
repositories and sudo permissions. A scientific analysis of these vulnerabilities is presented, emphasizing
their implications for real-world cybersecurity threats. The study also includes defensive strategies to
mitigate such risks, advocating for secure coding practices, privilege management, and automated
security audits. Additionally, the integration of CTF challenges into professional cybersecurity training is
discussed, reinforcing their effectiveness in improving problem-solving skills and real-world
preparedness. The findings support the growing role of CTFs in cybersecurity education and professional
development. Future research may focus on enhancing the realism of CTF exercises, improving
automation for skill assessment, and integrating these challenges into structured cybersecurity curricula.
By bridging the gap between theoretical knowledge and hands-on experience, CTFs continue to play a
vital role in developing a skilled cybersecurity workforce.

Keywords: cybersecurity; Capture-the-Flag (CTF); penetration testing; privilege escalation;
vulnerability exploitation; secure coding practices; threat mitigation; cybersecurity education.

INTRODUCTION

The growing complexity of digital threats necessitates continuous and innovative training

methods for cybersecurity professionals. Traditional academic education often focuses on
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theoretical foundations without providing practical experience in real-world scenarios. This
educational gap hinders the development of comprehensive cybersecurity expertise.

Capture-the-Flag (CTF) competitions have emerged as a practical and engaging approach to
addressing this issue. They simulate real-world cybersecurity challenges, allowing participants to hone
their skills in areas such as network exploitation, web application security, and privilege escalation.

Despite their popularity, there is limited academic literature that systematically analyzes
the lessons learned from CTF events and their applicability to real-world scenarios.

Problem Statement. This paper aims to bridge this gap by conducting a detailed analysis
of the “Editorial” machine from the Hack The Box platform. The walkthrough of this CTF
challenge demonstrates key techniques used in penetration testing and highlights best practices
for cybersecurity training. The study addresses the following research questions:

e What are the critical phases in solving a CTF challenge, and how do they relate to
real-world cybersecurity tasks?

e How can lessons from CTF challenges be integrated into formal cybersecurity
training programs?

e What defensive measures can organizations adopt based on insights from CTF
solutions?

The findings contribute to the growing body of knowledge on the educational and practical
value of CTF challenges, emphasizing their role in fostering a skilled cybersecurity workforce.

Analysis of Recent Research and Publications. The problem of reconnaissance, exploitation,
and privilege escalation in penetration testing has been extensively studied in cybersecurity research.
Various studies have laid the foundation for solving these issues, identifying both effective attack
techniques and defensive countermeasures. This section reviews key research contributions and
highlights unresolved aspects of the broader problem that this study aims to address.

Reconnaissance Techniques and Their Limitations

Reconnaissance is a critical phase in penetration testing, allowing attackers to gather
essential information about a target system. Studies emphasize the efficiency of tools such as
Nmap and Gobuster in identifying open ports, services, and website directories [1]. Advanced
reconnaissance techniques utilizing Al and large-scale internet scanning platforms, such as
Shodan, have further improved the accuracy of vulnerability identification [2, —A. 45].
However, despite these advancements, research indicates that current intrusion detection
systems (IDS) and web application firewalls (WAFs) remain susceptible to evasion tactics,
making reconnaissance detection a persistent challenge [3], [4].

SQL Injection Vulnerabilities and Their Persistence

Despite significant awareness and security guidelines, SQL injection remains one of the
most critical web application vulnerabilities [5, p. 88]. Studies show that its prevalence is
largely due to inadequate input validation, failure to implement parameterized queries, and
reliance on outdated security measures [6]. Automated fuzzing techniques and Al-based
anomaly detection have been proposed to enhance the early identification of injection
vulnerabilities, but practical implementation in real-world applications remains limited [3].
This gap suggests a need for more robust runtime application protection mechanisms that can
dynamically detect and neutralize SQL injection attempts before they are exploited [7].

Privilege Escalation Through System Misconfigurations

Privilege escalation is often facilitated by improper sudo configurations, weak file
permissions, and exposed sensitive credentials in repositories [4, p. 102]. Research highlights
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that Git misconfigurations remain a common issue, as sensitive credentials can often be
recovered from commit history, even after deletion [2]. Additionally, studies have demonstrated
that misconfigured sudo rules allow attackers to execute arbitrary commands, enabling privilege
escalation to root [6]. While regular security audits and role-based access control (RBAC)
policies are recommended best practices, implementation inconsistencies across organizations
leave systems vulnerable [5].

The Role of Capture-the-Flag (CTF) Challenges in Cybersecurity Training

CTF competitions have gained widespread recognition as a method for enhancing
cybersecurity skills by simulating real-world attack and defense scenarios [1], [7]. Research
suggests that CTF challenges improve participants’ problem-solving abilities and foster a
deeper understanding of penetration testing techniques [3]. However, existing studies also
highlight the need for greater realism in CTF scenarios, as many challenges focus on theoretical
or outdated vulnerabilities rather than modern attack techniques [6]. Future research should
explore how Al-driven adversary simulations and real-time threat modeling can enhance the
effectiveness of CTF exercises [7].

Unresolved Aspects of the Problem

Despite extensive research in reconnaissance, exploitation, and privilege escalation,
several key challenges remain unaddressed:

e Evasion of Defensive Mechanisms: Existing WAFs and IDS solutions struggle to detect
reconnaissance activities conducted through advanced enumeration techniques [4].

e SQL Injection Prevention: Although parameterized queries and prepared statementsare
widely recommended, SQL injection attacks continue to occur due to
misconfigurations and human errors [5].

e Detection of Privilege Escalation Attempts: Real-time detection of unauthorized
privilege escalation remains a challenge, particularly in cloud and containerized
environments [6].

e Enhancing CTF Realism: While CTFs provide valuable training, they often fail to
simulate advanced persistent threats (APT) and real-world attack chains, limiting
their applicability in professional settings [7].

Addressing these gaps requires further investigation into automated threat detection
systems, Al-driven security analytics, and enhanced CTF methodologies to better prepare
cybersecurity professionals for evolving threats.

Purpose of the Article. The purpose of this article is to analyze reconnaissance, exploitation,
and privilege escalation techniques in penetration testing, using the "Editorial” machine in a Capture-
the-Flag (CTF) environment as a case study. The research explores modern attack techniques and
corresponding defensive measures that organizations can implement to enhance their security posture.

The objectives of the study include:

— Analyzing modern reconnaissance methods, such as Nmap and Gobuster, and
evaluating their effectiveness in identifying vulnerabilities;

— Investigating exploitation mechanisms, particularly SQL injection and attacks on
misconfigured user privileges;

— Assessing the risks associated with confidential data leakage due to improper Git
repository management;

— Examining defense strategies against attacks through the implementation of
secure coding practices, effective access control mechanisms, and automated
threat detection systems;
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Identifying the role of CTF competitions in cybersecurity education and
improving the practical skills of security professionals.

This article aims to summarize current scientific research in cybersecurity, identify unresolved
issues, and provide recommendations for improving both offensive and defensive security measures.

THE ORETICAL FOUNDATIONS OF THE STUDY

This study is based on key theoretical concepts that define the methodology of penetration
testing and cybersecurity. This section examines the main approaches, principles, methods, and
categories that form the foundation for analyzing reconnaissance, vulnerability exploitation,
and privilege escalation in computer systems.

Concepts and Approaches in Cybersecurity
The study relies on the following fundamental concepts:

Attack and Defense Model in Information Systems — considers the opposition
between attackers exploiting vulnerabilities and defensive mechanisms designed
to detect and neutralize threats [8].

Ethical Hacking and Penetration Testing — involves legitimate testing of
information systems to identify and mitigate vulnerabilities before malicious
actors exploit them [9].

MITRE ATT&CK Cyber Threat Model — classifies tactics, techniques, and
procedures (TTPs) used by adversaries in cyberattacks [10].

Zero Trust Security Model — operates on the principle of never trusting any user
or device until their security status is verified [11].

Fundamental Principles of the Study
The research adheres to the following fundamental principles:

Offensive Security Principle — systems are tested from an attacker’s perspective
to identify real security threats [12].

Least Privilege Principle — limits user and process privileges to reduce
unauthorized access risks [9].

Defense-in-Depth Principle — employs multiple layers of security to protect an
information system from various attack vectors [10].

Automation in Cybersecurity — integrates machine learning and artificial
intelligence for real-time threat detection and prevention.

Key Research Methods
The study utilizes a combination of methods that enable a comprehensive assessment of
information security:

Reconnaissance and Information Gathering — used to detect open ports, services,
and accessible system resources via tools like Nmap and Gobuster [8].
Exploitation of Vulnerabilities — examines the possibility of unauthorized access
through SQL injection and attacks on unprotected directories [9].

Privilege Escalation Analysis — studies privilege elevation due to access control
misconfigurations, including improper sudo settings and Git repository
mismanagement [10].
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¢ Reverse Engineering — investigates internal application logic to identify security
flaws [12].

e Capture-the-Flag (CTF) Methodology as a Training Tool — modeled as a practical
approach to simulate real cyberattacks and enhance cybersecurity skills [11].

Key Terms and Categories
To ensure a clear understanding of the study’s scope, the following key terms are defined:
e Penetration Testing (Pentest) — the process of simulating attacks to identify
security weaknesses in systems.
e Reconnaissance — the phase of collecting information about a target system by
scanning networks and analyzing exposed services.
e Exploitation — the act of leveraging discovered vulnerabilities to gain unauthorized
access.
e Privilege Escalation — obtaining higher levels of access due to configuration
errors in access controls.
o Defensive Measures — techniques and tools used to prevent and mitigate cyberattacks.
The study is built on modern cybersecurity approaches, incorporating both offensive and
defensive security principles. It employs validated penetration testing methodologies and
emphasizes the significance of CTF-based exercises to model real-world attack scenarios and
assess the effectiveness of security measures.

RESEARCH METHODOLOGY

Walkthrough of the “Editorial” Machine

1. Information Gathering

Effective reconnaissance is the foundation of any penetration testing engagement. In the
“Editorial” machine, the initial phase involved scanning the target using Nmap:

nmap -sC -sV -A <target ip>

running on it, see https://nmap.org/submit/ ).

1
Q
(o}
N
D
0

P e rep Ny incorrect results at https://nmap.org/submit/ .
scanned in 5 seconds

Fig. 1. Nmap scan result
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This scan revealed open ports and services, including a web server running on port 80.

The results indicated the presence of a potential entry point for further investigation.
Scientific Insight: Research underscores the importance of comprehensive

reconnaissance in identifying attack vectors [8]. The effectiveness of Nmap as a reconnaissance

tool has been extensively documented in academic literature. Its ability to detect open ports and

services provides valuable information for subsequent exploitation phases [9, p. 45].

The enumeration of the web server was conducted using Gobuster:

gobuster dir -u http://<IP> -w /usr/share/wordlists/dirbuster/directory-list-
2.3-medium. txt

The scan identified several directories, including /admin. This discovery marked a
significant milestone in the reconnaissance phase.

Defensive Perspective: Organizations can mitigate such reconnaissance activities by
implementing web application firewalls (WAFs) and configuring servers to limit directory
listing [10].

2. Exploitation Phase

After identifying a potential entry point in the /admin directory, further analysis was
conducted to assess the security of the login mechanism. Various enumeration attempts
revealed that the application lacked proper input sanitization, making it susceptible to SQL
injection attacks.

Bypassing Authentication via SQL Injection

To verify the existence of the vulnerability, manual testing was conducted by injecting
basic payloads such as:

\ OR \lI:\lI —

Upon successful authentication bypass, administrative access to the application was
granted. This confirmed the presence of a critical SQL injection flaw.

Scientific Insight: SQL injection remains one of the most critical vulnerabilities in web
applications, as highlighted in the OWASP Top 10 [11]. Studies show that inadequate input
validation and insufficient parameterized queries contribute to the prevalence of this
vulnerability [12, p. 88].

Defensive Perspective: Best practices for mitigating SQL injection include using prepared
statements, parameterized queries, and input validation. Organizations should also conduct
regular vulnerability assessments to identify and remediate such issues proactively [13].

3. Privilege Escalation

After obtaining initial access as the dev user, further exploration of the home directory
revealed the existence of an /app folder. Within this folder, a hidden .git directory was
discovered. By executing the following commands, crucial sensitive information was
uncovered:

Recovering Deleted Credentials from Git History

1. Listing Commit History:

git log

This command displayed recent commit logs, revealing changes made to the repository
over time.
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2. Retrieving Sensitive Data:

git show <commit-uuid>

This command revealed that a previous commit contained login credentials for the prod
user before they were deleted from the active repository. This oversight allowed an attacker to
extract credentials from version control history.

3. Gaining Access as the Prod User:

Using the recovered credentials, an SSH connection was established as the prod user:

ssh prod@10.10.11.20

Privilege Escalation via Python Misconfiguration
Once logged in as prod, an analysis of sudo privileges was conducted:

sudo -1

The output revealed that the prod user had the ability to execute Python commands with
elevated privileges due to a misconfigured sudo rule allowing execution of:

—-Cc protocol.ext.allow=always

This misconfiguration allowed an attacker to exploit the system by executing arbitrary
commands via a malicious script injection.

Crafting a Malicious Script for Exploitation

$ sudo /usr/bin/python3 /opt/internal_apps/clone_changes/clone_prod_c
% /tmp/lol”

/util.py”, line 419, in finalize_process

cmd.py”, in wait
errstr)

at% /root/root.txt% >% /tmp/lol new_changes

$ cat /tmp/lol

s 1
Fig. 2. Malicious Script for Exploitation

1. Injecting a Custom Protocol Exploit:

ext::sh -c cat% /root/root.txt% >% /tmp/lol

o The ext::sh -c prefix allows execution of shell commands via the Git custom
protocol.

o The % character is used to escape spaces, ensuring that the payload is properly
interpreted by the system.

o The cat /root/root.txt > /tmp/lol command reads the root flag and writes it to a
temporary file, allowing the attacker to access sensitive data.

143



BKIBEPBE3INEKA: ocsita, Hayka, Textika Ne 4 (28), 2025

CYBERSECURITY: ISSN 2663 - 4023
EDUCATION, SCIENCE, TECHNIQUE

4. Discussion and Analysis

The walkthrough of the “Editorial” machine highlights several key lessons for
cybersecurity professionals and organizations. These insights reinforce the importance of both
offensive and defensive security strategies in real-world cybersecurity operations.

Importance of Reconnaissance
The initial information-gathering phase demonstrated the critical role of reconnaissance
in identifying potential entry points. Without a proper understanding of a system’s exposed
services, attackers would be unable to develop effective exploitation strategies.
Key Takeaways:
o Attackers rely heavily on tools such as Nmap and Gobuster to enumerate services
and directories.
e Organizations should monitor network traffic for suspicious scanning activity and
implement intrusion detection mechanisms to detect potential reconnaissance
attempts [9].

Exploitation Techniques and Secure Development Practices
The presence of SQL injection vulnerabilities in the “Editorial” machine underscores the
necessity of adopting secure coding practices. Web applications remain one of the most common
attack vectors due to improper input validation and insecure database interactions [12].
Key Takeaways:
e Secure coding practices, such as the use of parameterized queries and prepared
statements, significantly reduce the risk of SQL injection attacks.
e Automated security tools should be integrated into the software development
lifecycle (SDLC) to detect vulnerabilities before deployment [13].

Privilege Escalation Through Misconfigurations
Privilege escalation techniques, such as abusing Git misconfigurations and sudo rules,
highlight the importance of maintaining strict access controls and secure system configurations.
The exploitation of a writable Git repository and the ability to execute arbitrary Python
commands provided attackers with an easy path to root privileges [10].
Key Takeaways:
e Organizations must enforce strict file and directory permissions, especially for
repositories containing sensitive credentials.
e Regular audits of sudo configurations can help mitigate risks related to overly
permissive execution rules [11].

RESEARCH RESULTS

The insights gained from the “Editorial” machine walkthrough reveal several key
defensive strategies that organizations should adopt to enhance their security posture. These
recommendations align with best practices documented in academic literature and industry
guidelines [8, 14].

1. Strengthening Input Validation

The exploitation of SQL injection vulnerabilities in the "Editorial* machine highlights the
importance of robust input validation. Studies show that input validation remains a cornerstone
of secure application development [7, 15].
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Recommended Defensive Measures:
e Use prepared statements and parameterized queries for database interactions.
e Implement server-side input validation to complement client-side checks.
e Conduct automated code reviews to identify and remediate insecure coding
practices [10].

2. Hardening User Privilege Configurations
The privilege escalation vulnerability in the “Editorial” machine resulted from
misconfigured sudo permissions. Research indicates that improper access control
configurations are a leading cause of privilege escalation attacks [16].
Recommended Defensive Measures:
e Apply the principle of least privilege (PoLP) to limit user permissions [6].
e Regularly review and audit /etc/sudoers and other privilege configuration files.
e Implement role-based access control (RBAC) to segregate duties and minimize
access risks [12].

3. Secure Repository Management
The ability to recover deleted credentials from Git history highlights the risks associated
with improper repository management.
Recommended Defensive Measures:
e Avoid committing sensitive data (e.g., credentials, API keys) to Git repositories [13].
e Use Git hooks or automated scanning tools to detect and prevent accidental
exposure of secrets.
e Regularly audit repository history to ensure no sensitive information is retrievable
from previous commits.

4. Implementing Advanced Detection Mechanisms

The reconnaissance phase of the attack demonstrated how attackers rely on automated
scanning tools to identify potential vulnerabilities. Organizations should deploy security
controls to detect and prevent such activities.

5.Recommended Defensive Measures:
e Deploy network intrusion detection systems (NIDS) and host-based intrusion
detection systems (HIDS) to monitor network activity [7].
e Configure web application firewalls (WAFs) to block malicious traffic and
directory enumeration attempts [7].
e Conduct regular penetration testing to identify and mitigate vulnerabilities
proactively [13].

6. Implications for Cybersecurity Education and Training

The analysis of the “Editorial” machine walkthrough has significant implications for
cybersecurity education and training. Traditional classroom-based learning often falls short in
providing hands-on experience with real-world security challenges. CTF challenges fill this gap
by offering an immersive and engaging learning environment.
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1. Enhanced Problem-Solving Skills

Research has demonstrated that CTF challenges enhance participants’ problem-solving
abilities by requiring them to think creatively and analytically [9]. The “Editorial” machine, for
example, presented multiple layers of security challenges that demanded a methodical approach
to information gathering, exploitation, and privilege escalation.

2. Real-World Skill Development

CTF challenges closely simulate real-world cybersecurity scenarios, providing
participants with practical experience in network exploitation, vulnerability assessment, and
system hardening [4]. This practical exposure is invaluable for developing the skills needed to
combat evolving digital threats [15].

3. Bridging the Education-Industry Gap

By integrating CTF challenges into formal cybersecurity curricula, educational
institutions can better prepare students for the demands of the industry. Partnerships between
academia and industry can further enhance this integration by providing access to real-world
challenges and resources [17].

CONCLUSIONS AND PROSPECTS FOR FUTURE RESEARCH

The detailed analysis of the “Editorial” machine walkthrough from Hack The Box
highlights the significant value that Capture-the-Flag (CTF) challenges bring to the
development of cybersecurity professionals. CTF competitions not only offer a simulated
environment for hands-on training but also serve as a valuable tool for understanding complex
attack techniques and the corresponding defensive measures. Based on the findings from this
analysis, the following conclusions can be drawn:

1. Practical Training is Crucial for Cybersecurity Education

e CTF challenges bridge the gap between theoretical knowledge and real-world
application, enhancing the learning process.

2. Defense Mechanisms Should Be Incorporated into Cybersecurity Training

e Secure coding practices, privilege management, and detection measures should be
emphasized alongside offensive techniques.

3. The Need for Continuous Security Audits and Training

e Regular audits and penetration tests are essential to identifying and mitigating
vulnerabilities before they are exploited.

4. CTF Challenges as a Tool for Collaboration

o Integrating team-based CTF exercises can improve communication and
collaboration within security teams.

Prospects for Future Research
While this paper has focused on the educational and practical benefits of CTF challenges,
several areas remain ripe for future investigation:

1. Enhancing the Realism of CTF Challenges
Future research could explore ways to make CTF challenges even more reflective of
real-world cybersecurity operations by incorporating live adversary simulations.

2. Effectiveness of CTFs in Professional Development
Longitudinal studies could assess the impact of CTF participation on career
advancement and problem-solving capabilities.
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3. Automation of CTF Solutions for Skill Evaluation
Developing Al-driven assessment systems for CTF performance could improve
training efficiency and provide tailored feedback.

4. Security Implications of CTF Tools and Platforms
Research into the security risks of CTF platforms themselves—such as data exposure,
authentication weaknesses, and integrity risks — could help improve their resilience.

The “Editorial” machine walkthrough has provided an in-depth analysis of the
methodologies involved in penetration testing and vulnerability exploitation within CTF
challenges. By studying these challenges in greater detail, cybersecurity professionals gain
valuable insight into both offensive and defensive practices. As cybersecurity threats continue
to evolve, integrating practical exercises like CTFs into training and education programs will
be critical for developing a skilled, capable workforce.

Through increased academic investigation into the value of CTF challenges, as well as
ongoing refinement of the CTF framework itself, the future of cybersecurity training can be
better aligned with the ever-changing landscape of digital threats.
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POJIb 3ABJIAHD I3 3AXOIIVIEHHSA ITPAIIOPA (CTF) Y JOCIIIKEHHSAX 1
HABYAHHI 3 KIBEPBE3IEKH: AHAJII3 «PEJJAKIIIMHOD» MAIIIMHUA

Anotamisi. KibGep3arpo3n moCTiHHO pO3BHUBAIOTHCA, IO BHUMarae OE3IEpEpBHOTO BIOCKOHAICHHS
METOMIB MiroToBKM (haxiBiiB. TpamuiiiiHa TeopeTMuHa OcBiTa B Tady3i KiOepOesneku dacto He
niepen0ayae MPaK THYHOTO 3aCTOCYBAHHS 3HAHD, III0 CTBOPIOE PO3PHB MiXK aKaIeMiYHUMH 3HAHHIMH Ta
peaTbHUMM BUKIMKaMd B iHdopMmariiitaiii Oesmeri. 3maramust Capture-the-Flag (CTF) cram
e(heKTUBHIM METOJIOM PO3BUTKY KPUTHYHHUX HABUYOK KiOepOe3eKy, Haaroun Y4aCHUKaM MOJKITHBICTb
MPaKTUYHOTO BiNPAIIOBaHHS METOMIB TECTYBaHHA Ha TMIPOHWUKHEHHS, aHATI3y BPa3IHBOCTEH
MEpEeKEBUX CHCTEM Ta €CKaJallii MpUBLIEiB. Y MbOMY IOCHTIKCHHI PO3TIIAAETHCS OCBITHS MIHHICTH
CTF-3aBmans Ha OCHOBI aHamizy mammun «Editorial» 3 mmargopmu Hack The Box. ¥V crarrti
TIPEJICTABIICHO CTPYKTYPOBAaHWH TOKPOKOBHI aHAN3 KITIOYOBHX €TalliB aTaKd, TAKUX SK PO3BIAKA,
eKCIUTyaTallisl Bpa3IMBOCTeH Ta eckanais npusineiB. [l gac ¢asu excroryarartii po3rigaetses SQL-
IH €Ki SIK O/THA 3 KPUTUYHMX BPA3lIMBOCTEH, TOM SK €Tall eCKalallii MpUBLIEIB IEMOHCTPYE PHU3HKH,
TIOB sI3aHi 3 HEMPABIWIBPHUMHY HajamTyBaHHsMH Git-perro3uTopiiB Ta sudo-goctymy. HaykoBuii anani3
IIMX BPa3JIMBOCTEH JI03BOJISIE OLIIHUTH iX pealbHUi BIUTMB Ha iH(opMariiiHy 0e3neky. Y poOoTi Takox
3aITpONIOHOBAHI  CTpaTerii 3axHcTy, BKJIIOYAIOYM BIIPOBA/DKEHHS OE3MEYHOro HAMHMCAHHS KOy,
edexTrBHE yIpaBITiHHA MMPUBLTEIMH Ta aBTOMATH30BaHUN ayauT Oe3neku. J{ocHiHKeHO MOKIMBOCTI
irrerpanii CTF-3maranp y npocgeciiiHy miroToBKy CHerianicTiB 3 KibepOe3reKu, i aKpecaIor0 H IXHIO
poNb 'y PO3BHUTKY HABUYOK BHPIMICHHS pEaIbHMX 3arpo3 Ta IATOTOBKM A0 pobotn y cdepi
indopmariiinoi Oesnexn. OTpuMaHi pe3yiabTaTH MiATBEP/KYIOTh BamBy poib CTF-3aBmane y
HaBYaHHI Ta TpodeciiHoMy po3BUTKY. [lomanbln MOCTIIKEHHS MOXYTh OYyTH 30CEepe/keHi Ha
mizBuiieHHi pearicrugnocti CTF-3Maranp, po3mmpeHHi aBToMaTh3aiii OIIHIOBAHHS HABUYOK Ta
iHTerpamii mMx maxoaiB y ¢opMansHy cucTeMy KibepOesmneku. [loemHaHHS TEOpETHYHHX 3HaHb 13
MpaKTHYHUM JI0CBiIoM poOuTh CTF BayUIMBUM IHCTPYMEHTOM Y IATOTOBII BHCOKOKBAi(DiKOBAaHUX
CIeIianicTiB y chepi iHpopMaliifHOT Oe3reKu.

KarouoBi cioBa: kibepOesneka; 3axomeHHs nparopa (CTF); TecTyBaHHS Ha TpPOHWUKHEHHS;
TiBUIIEHHS MPUBIJIEiB; €KCIUTyaTallisi Bpa3JInBOCTeH; Oe3reuHe KOJyBaHHs; 3MEHIICHHS 3arpos;
OCBiTa 3 KibepOe3neKkH.
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