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3ACTOCYBAHHS BIBJIIOTEKH KJIACIB SECURITY.CRYPTOGRAPHY IJIs1
MPAKTHYHOI MIATOTOBKH CIEIIAJICTIB 3 KIFEPBE3IIEKA

Amnoranis. Crarts npucBsueHa mpo0ieMi MiAroToBKY cydacHHX (axiBLiB criemianbHoCcT «125 -
KibepOe3neka», a came (GopMyBaHHS y HUX B IPOLECI HaBYaHHS CIeLiani3oBaHO-NIPodeciitHux
3HaHb Ta yMiHb 3 KpUIITOrpadivyHOro 3aXucty iHpopMmarlii.

JloBeneHa HEOOXiJHICTh OTPUMAaHHS MPAKTUYHUX 3HAHb 3 3aXHCTy iH(pOpMalil 3 BU3HAYCHUM
00CsTOM TEOpeTHYHHX 3HaHb IS MaiOyTHIX QaxiBHiB crnemianbHOCTI «125-KibepOesmekay.
[lnsxoM aHami3y JiTepaTypd Ta BHKOPHUCTAHHS BIACHOTO JIOCBIy JETaNi30BaHi CyTh Ta
CTPYKTYypa TOHATTS «KOMIIETEHTHOCTI 3 KPHITOrpadiqHOTO 3axWcTy iHpopmamii». 3pobieHo
aKIeHT Ha Te, MI0 (opMyBaHHS JaHWX KOMIIETEHTHOCTEH 3MIHCHIOETHCS Yy paMKax
MDKIMCIMIUTIHADHUX 3B’A3KIB HaBUAIBHUX JIUCHUIUIIH, a came: «[IpHKiamHa KpHUIITONOTISN,
«TexHouoril 0e3neYyHOro nporpaMmyBaHHs». BH3Hau€HO CIHMCOK BUMOT JI0 PiBHSI C(POPMOBAHOCTI
npodeciiiHo-3HAYMMUX XapaKTepUCTHK clieliaiicra 3 KidepOesneku B cdepi kpunrorpadiqHoro
3axucty iH(popmariii. 3pobneHo orsan kpuntorpadivHux 0i0giOTEK Ta BHU3HAYEHI TOJIOBHI
Kputepil BHOOpY KpunTorpadiyHoi ciyOM Ta Cy4acHOTO CEpelOBHIIAa PO3POOKH Iporpam.
OOIpyHTOBAaHO aKTyaJbHICTh Ta JAOLUIbHICTH BUKOPUCTAHHS CYy4acHHX KpUNTOrpadiuHUX CiyxO0
.Net Framework Ta cepemoBuiia po3poOKHM MPHUKIAIHHX MPOTpaM CiMEHCTBO IHCTPYMEHTIB
Microsoft Visual Studio mist HaOyTTs CTyA€HTaMH 3HAaHb Ta MPAKTUYHAX HABUYOK 3 3aXUCTY
naHux. Po3pobiena monens (GopMmyBaHHS Ta PO3BHTKY KOMIIETEHTHOCTEH 3 KpuITOrpadidHOro
3axucTy iHpopMamii CTYIeHTIB crenianbHOCTI «125-KibepOesneka» Ta MpeacTaBIeHO IUIAXH il
peanizanii y KuiBcbkomy yHiBepcureti imeni bopuca I'pinyenka.

Came Ha 0a3i mporpamyBaHHS KpUNTOrpadiyHMX MEXaHi3MIB 3axHCTy iHpopMalii epeKTHBHO
(hopMyIOTECSI TIPAKTHYHI HAaBMYKHM 3aCTOCYBaHHs KpUNTOrpadiuHUX aJTOpUTMIB mpu oOpoOIi Ta
nepexadi gaHuX. YiTKe BH3HA4YEHHS 00OCATY TEOPETHWYHHX 3HAHb Ta MPAKTHYHUX YMIiHb 3
BpaxyBaHHSIM MDKIWCIMIUIIHAPHUX 3B’S3KiB HABUAIBHHMX JTUCIHILUIIH, TIOB’S3aHUX 3 3aXHCTOM
JAaHUX Ta TPOTpaMyBaHHIM, MO3BOJIE MIATOTYBaTH (axiBLiB 3 NPaKTHYHAMH HAaBHYKAMHU 3
KpunrorpadigHoro 3axucTy iHpopmarlii, sKi € 3aTpeOyBaHUMH Ha PUHKY TIparli.

KiawuoBi cioBa: 3axucT [aHuWX; KpunrorpadiunHuil 3axuct; Kpunrtorpadigra 6i6mioTeka;
KpHUnTorpadivHi alropuTMH.

© 10. 1. Xnanosa, C. O. Cnacitenea, C. M. [lleBuenko, 2019.
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1. BCTYII

IlocTanoBka mpoOJieMu. ['0J0BHOIO 3a7aueio 3akjajiB BUIIOI OCBITH, KI TOTYIOTb
¢axiBuiB cnemianbHOCTI «125-Kibepbe3neka», € MArOTOBKA BHUITYCKHHKIB 10 mpodeciiiHoi
JIISJIBHOCTI B Cy4aCHOMY  BHCOKOPO3BHMHEHOMY  1H(OpPMAIiiTHO-KOMYHIKaIlIHHOMY
cepenopuini. ToTambHa iHQOpPMATH3AIlis CYCIUIBCTBA BUMAara€ BiJ OCBITH BUPIIICHHS
npoOJeMHU MMATOTOBKM TaKMX CHEI[ANICTIB, SKI B yMOBaX MIHJIMBUX pealii ChOTOJCHHS
MaloTh OYTH 3JaTHAUMH HE TUTBKU CIIPUHAMATH 1 IOHOBIIIOBATH iH(OpMaIliro, a i 00po0IIroBaTH
ii, 30epiratu Ta cTBOprOBaTH HOBY. OcoOiMBE MicClle MOCiJIa€ MIATOTOBKA CHeIiamicTa 3
kiOepOe3nmekn 1O BUKOHAHHS BAXIJIMBOI 3a/ladl 3aXUCTy JAHUX, SKa Iependadae BMiHHSI
BUKOPHUCTOBYBATH IIJIMI KOMIUIEKC CHEIiaIbHUX 3ac001B 3axXuCTy iH(popMallii: HOpMaTUBHO-
NpaBOBUX, (DI3MYHMX, IHKEHEPHO-TEXHIYHHUX, KpUNTOrpadiyanx. BaxIMBICTh 1 aKTyalIbHICTb
NUTaHb 3aXUCTy iH(popMalii BXXe JaBHO BUHIIIM Ha OJHE 3 MEPIIUX MICIb Cepel 1HIIUX
3aBllaHb, I[0 BUPINIYIOTHCS B MPOIIECI MPOSKTYBAaHHS, CTBOPEHHS Ta BUKOPUCTAHHS Cy4acHUX
iH(hopMaLiifHO-KOMYHIKaliiHUX cucTeM. OCTaHHIM YacoM peabHi MaclITabu KOMI FOTepHOT
3I0YUHHOCTI Ta peanbHi 30MTKM Bil HECAHKIIOHOBAHOTO JOCTYHy 10 iHopmamii
pOIOBXKYIOTh 3poctatu [1]. Binblnicts 3arpo3 1inicHOCTI 1 KoHbiAeHiiHOCTI iH(OpMarIii,
IO IUPKYJIIOE B KOMITIOTEPHUX CHCTEMax, MOYKHA IMOMEPEIUTH BUKOPUCTAHHIM MEXaHi3MiB
0e3meKu, M0 peali3yloThcsl 3a JIOMOMOTOI0 KpunTorpapiyHUX METONIB 3axucty. Tomy
MiJrOTOBKA Cy4acHOTO CIIemiaicTa Mae 000B’sI3KOBO BKIIFOUATH 3HAHHS 3 KpUIITOrpadiaHOTO
3axucTy iHpopmariii B 00cs3i, mepemndaucHoMy cremianbHicTio [2]. Bee me miarBepmkye
aKTyaJIbHICTh BH3HAYEHOI MPOOJIEMH 1 CIOHYKa€e 10 TIOUIYKiB NUISIXiB (OPMYBaHHS Yy
MaiOyTHIX (paxiBIiB MPAKTUYHHUX 3HAHB B 00JaCTi KpUNITOrPadigHOTO 3aXKUCTy 1HPOPMAIIii.

AHaJi3 0CHOBHHX J0CJTiIKeHb i myOJikauiii. Jlo murtanas GopMyBaHHS Ta PO3BUTKY
npodeciiiHol KOMIIETEHTHOCTI MailOyTHIX (haxiBIiB y MpOLECi HaBUaHHS y 3aKjiagaxX BHIIO]
OCBITH 3BepTalTbcs Oarato BYeHMX. Pi3HI acmektu i€l mpoGnemu OynM BUCBITIEHI Yy
HayKkoBUX JociikeHHax B. bapkaci, I. bonnapenko, C. BirBuupkoi, O. Bosniok, JI.
['onoBanuyk, O. Jly6acentok, I. 3umuboi, J[. IBanona, JI. Kapmnosoi, C. Ko3ak, A. MapkoBoi,
I'. Menpanuenko, O. OxynoBcekoro, O. Ilamiii, FO. Ilandinosa, JI. Ilerposcrkoi, O.
[Tomeryn, JI. IlyxoBcwkoi, C. CaBenbeBoi, H. Caenko, C. CucoeBoi, H. Tammzinoi, b.
@dypmaHIieBa Ta 6araTbox iHIIMX. BoHM oHOCTaliHI B TOMY, 110 BiIMIHHICTh KOMIIETEHTHOT'O
¢daxiBug Bl KBali(hIKOBAHOTO MOJSATae y TOMY, IO MEPIIMA HE TIABKU BOJIOJIE TEBHUM
piBHEM 3HaHb, YMiHb, HABUYOK, ajie¢ 3[aTHUI peanizoByBaTH iX Ha mpakrtuui. [I. IBanos, O.
OKy/nOBChKMI 3a3Ha4alOTh, IO KOMIETEHTHICHUN MiAXiJ — 1€ crnpoba NpUBECTH Y
BIJITIOBIJIHICTh piBEHb OCBITH HEOOXiAHOro (haxiBus 1 moTpeOu puHKY mpami. Ha iX nymky,
TaKW{ MIIXiJ aKIEeHTYBaB yBary Ha pe3yJbTaTi HaBUaHHS, NPUYOMY SIK pe3yabTaT HUMH
PO3IIIAIAEThCS HE CyMa 3aCBOEHOI 1H(OpMaLlii, a 3aTHICT JIOAUHU HA 1 OCHOBI a/IeKBaTHO
JISITH B pi3HUX cuTyamisx [3].

AHai3 cuTyartlii 3 peanizalfiero KOMIETEeHTHICHOTO MIXOY Y BUIIIIH MIKOJi, 3po0ieHuit
10. Tau¢inoum Tta b.dypmaniem [3], 103BOJSMB BCTAaHOBUTH HHU3KY MPOOJEM MO0
3nicCHeHHs 1boro npouecy. Cepen HUX — BIACYTHICTh MPAKTUYHOI MPOQECIifHOT MiATOTOBKH.
VY CTynmeHTiB BiICYTHIM JOCBiJ 3aCTOCYBAaHHS TEOPETHYHHMX 3HAHb HA TPAKTHIll, BOJIOMIHHS
HIOAHCAMU W OCOONMBOCTSAMHM IX peanizalii B KOHKPETHHX YMOBax, IO HE JO3BOJIIE
edexTuBHO (OpMyBaTH HEOOX1THI KOMMETEHTHOCTI. KoMmeTeHTHICHWI MiAXia IIHyE He
3HaHHS, a 3JaTHICTh 1X BUKOpUcTaHHSA. Came TOMY JOCITIIHUKH BKa3ylOTh Ha HEOOXIIHICTh
3MIH XapakTepy 3B'A3KIB 1 BITHOCHH MK HaBYaJbHUMH TUCIUTIIIHAMU. 3B'SI3KU 1 BITHOCHHHU
MK HaBYQIbHHUMH TPEIMETaMH BU3HAYAIOTHCS MPUHHSATOI MOJEIUII0 KOMIIETEHINH Ta
OYIKYBaHMMH Pe3yIbTaTaMU OCBITHBOT TisUTBHOCTI [4].
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[Ipaktuyna peamnizamiss Takoro migxoay y KuiBcbkomy yHiBepcuteri iMeHi bopuca
I'pinuenka Ha kadenpi iHGopmariiiHOI Ta KibepHeTHYHOI Oe3meKH Iodvajnacs 3 po3poOKHu
OcBiTHBOI TporpamMu. «3 METOI MIATOTOBKM J0 poOOTH B pEaJbHOMY CEpeIOBHIII
MaiOyTHBROI TTpodeciitHOT TiATLHOCTI Ta OTPUMAHHS BUITYCKHUKAaMH OCBITHBOI KBamidikarii
OakamaBp 3 KibepOe3MeKu OCBITHS MporpaMa rnepeadadyac HaJaHHS CTYICHTaM: ...CY4aCHUX
KOMIIETEHTHOCTEH Ta MPAKTHYHUX HABUYOK 3 TNPOTPaMyBaHHS, PO3POOKH Ta YIPaBIiHHS
6azamu gaHux, popMyBaHHA MoJeNel 3aXHCTy 1H(popMaIlii Ta MOMITHK OE3MEeKH, TEXHIYHOTO 1
kpurnrorpadigaoro 3axucty iHdopmamnii, modygoBu 3axumenux I[P 1 TCP wmepex Tta
00cyroByBaHHs CepTU(DIKATIB BIIKPUTUX KITFOUiB, MOOYIOBH KOMIUIEKCHUX CHCTEM 3aXHCTY
iHdopmMarrii Ha 00’ ekTax 1HPOPMALIHHOT TISITBHOCTI...» [5].

BBaxkaemo, mo muctumutinn «[Ipuknagra kpumnronoris», «TexHonorii 6e3meuHoro
poTrpaMyBaHHs» MalOTh MOTYKHUM TOTEHIan i (pOopMyBaHHS NMPAKTUYHUX HABHYOK Y
chepi kibep3axucTy Ta MPOrpaMyBaHHS, IO MPH BIANOBIAHIA METOIWYHIN opranizarmii
HABYaHHS CTaHE MIATPYHTAM Ui PO3BUTKY MpOoQeciiiHuX KoMIeTeHIii [2].

Meta crarTti. MeTolo Hamoro AOCHTIHKEHHS € pPO3poOKa METOTUKH (POpMyBaHHS
MPAKTUYHUX HABUYOK 3 KpHUnOTorpadiyHoro 3axucry iHdopmaiii CTyIEHTIB CIelialbHOCTI
«125-KibepOe3nieka» y mporeci BuBUeHHS ucHuibiiH «[lpukimagHa KpHUITOJIOTiS,
«TexHoorii 6e3MeYHOr0 MPOrpaMyBaHHSD.

2. PE3YJbBTATHU JOCJIIKEHHSA

3amaya HagaHHS 3HaHb 3 KpunrorpadpiyHoro 3axucty iHdopmanii MaiOyTHbOMY
creriamicty 3 KiOepOe3neKkd HOCHUTh CHCTEMHUH Ta MDKIUCHUIUTIHAPHUN XapakTep.
HeoOxigHo o0’enHaTé 3ycwUlsl BUKJIAQAayiB, SKi BUKIAJAIOTh TUCHUILIIHM, TOB’sS3aHi 3
KpunTorpaiuHUM 3axHCTOM, MporpamyBaHHAM. Tak, kpunrorpadis 3HAHOMUTH 3
TEOPETUYHUMHU OCHOBAMM MAaTEMaTHYHUX MEPETBOPEHb JAHUX Ta MPAKTUYHUMHU HampsMamH
iX 3aCTOCYBaHHS 1 PO3IIISIAETHCS SIK 3aci0 PO3B’sI3aHHS KOHKPETHHMX KJAciB 3a/1ad 3 3aXUCTY
JaHUX. AHali3 1 JOCTIUKEHHs KpUNTOrpadiuHMX MeXaHi3MiB 3axucTy iH¢opmanii Ha 06as3i
IIpOrpaMyBaHHs Ja€ MOKJIUBICTh MPAKTUYHOTO 3aCTOCYBAHHS KPUNTOTpapiyHUX aJrOPUTMIB
npu 00poOI1Ii Ta mepeaayi JaHHX.

Kpunmoepagiuni memoou 3axucmy ingopmayii. SIx BU3HAUAIOCS BHINE, OJHOI 3
KOMIIETEHTHOCTeH Mai0yTHIX croemiamicTiB 3 kiOepOesneku € po3poOka cTparerii
iH(opMariiftHoi Oe3neKku, 30KpeMa 3a0e3MedeHHs] KpunTorpadiyHOTO 3aXUCTy 1H(pOpMaIlii.
CrenianpHicTs 125 KiGepOesneka po3ymie sk OJUH 3 00’ €KTIB BUBUEHHS CUCTEMH 3aXUCTY
iHdopmanii B pi3HUX 1H(QOpPMaLIMHO-KOMYHIKAIIMHUX Mepexkax, 30KpeMa CHUCTEMU
KpUNTOrpadiuHOro 3aXUCTy, TOMY AJIs MalOyTHIX CHeniaiicTiB iCHye HEOOX1IHICTh BOJIOAITH
KpunTorpadiuHUMHU epeTBOpeHHAMH sK [ T-HaBHUKOIO.

HaBuanHs kpunrorpadiuHuM MeToJaM 3aXMCTy y BHUIIMX TEXHIYHMX HaBYAIbHUX
3aKJIa/1ax, sIKi TOTYIOTh CIEIIaNICTIB 3 KiOepOe3neKy, KpiM 3arajibHUX 1[I 03HAHOMIICHHS 3
OCHOBHMMH TEOPETHUYHMMHU TIOJIOKEHHSIMM MaTEeMaTUYHUX METOAIB  IEepETBOPEHHS
iH(opmMartiii Ta BIAMOBIAHOI TEPMIHOJIOTIEID MA€ MiAMOPSIAKOBYBATUCH HACTYITHUM IIUISM:
chopMyBaTH TEOPETHYHI MOHATTA Ta MPAKTUYHI HAaBUYKH ILI0JI0 MPOBEIEHHS MOOYIOBH Ta
aHaI3y KIACMYHMX MHUQpiB, OJOYHMX MMHPPIB, ACUMETPUYHHX KPUITOCHUCTEM Ta
Opraizanito KpunrorpadiyHux MpoTOKOJIIB.

Cepen (axoBUX KOMIIETEHTHOCTEH CIEUIaiCTIB, M0 (OPMYIOTHCS MICIs ONaHyBaHHS
KpUNTOrpadiuHUMHU METOAAMHU 3aXUCTY, BIA3HAYUMO HACTYIIHI:

- BUKOPUCTAHHS CTaHAAPTHUX KpUOTOrpadiyHUX CHUCTEM, KpUNTOrpadidyHUX MPUMITUBIB
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Ta MPOTOKOJIIB 3aXUCTY PECYPCIB B KOMII IOTEPHHUX CUCTEMAX Ta MEPEXKax;

- 3Mi0HICTh /0 OOTPpYHTYBaHHS Ta BHUCYBaHHS MPOMO3UININA IIOAO 3aCTOCYBAHHS
KOHKPETHHUX CTaHJAPTHUX KPUOTOTpadiuHuX CUCTEM, KpUNTOTrpadiuHuX MPUMITHUBIB Ta
IPOTOKOJIIB 3aXMCTYy PECYPCIB B KOMIT IOTEPHUX CUCTEMaX Ta MepexkKax;

- 3MI0HICTP [0 OI[IHIOBaHHS SIKOCTI KpHUHOTOrpadiuHOro 3axucTy B iH(opMamiiHO-
KOMYHIKAI[IHHUX CHCTeMaXx.

@opMyBaHHS ~KOMIETEHTHOCTEW 3 KpunTorpagiqHoro 3axucry Oyae OuibId
e(DeKTUBHHUM, SKIIO OTPUMAaHI TEOPETHYHI 3HAHHS 3 KPUNTOTpadiuHUX METOIIB 3aXHUCTY
iHpopmanii OyayTh MIAKPIMJICHI MPAKTUYHUMH HaBHYKAaMU CTBOPEHHS 1 BHUKOPHUCTAHHS
KpUNTOTpaiuHUX aJrOPUTMIB.

OpHorO 3 3a7ay AMCUMIUIIH, IO BHUBYAIOTh KpHUNTOrpadiuHi METOAM 3aXUCTY
iHdopmallii, € cipusiHHs GOPMYBaHHIO CIEI[iali30BaHO-MPOPECITHUX KOMIETEHTHOCTEH, AKi
NOB’s13aHI 3 OBOJIOJIHHSAM METOJMKAMH BHKOPHCTaHHS 3aco0iB IporpamyBaHHS ISt
PO3B’A3yBaHHs MPaKTUYHUX 3a7a4.

[IpakTnyHe 3acTOCyBaHHS KpUNTOrpadidHUX METOJIB 3aXUCTy NpU 00poOIi JaHHX
000B’A3KOBO HEOOXIHO BBOJUTH B KypcH 3 IporpamyBaHHs. Jlis 3akpilyieHHs 3HaHb
CTYACHTH MOXYTh peaji3yBaTh NPOCTI AITOPUTMHU 3aIupyBaHHS/pO3MU(PYBaHHSI, aye
TIIbKA BUKOPHUCTAHHS Cy4aCHHUX KpuUNTOrpadidyHHX cepBiciB, 010IIOTEK KiaciB JO3BOJIUTH
HaOyTH aKTyalbHI MPAKTUYHI HABUYKH 3 3aXUCTY iH(opMariii.

MaiibyTHi crmemiajgicTd TOBHUHHI MNpUAOAaTH MPAKTUYHI HAaBHUYKH B CTBOPEHHI
NPUKIIAJIHUX TIPOTPaM JUIsl peati3alii HACTYITHHUX KJIaciB aITOPHTMIB:

- cumetpuuni anroputmu (DES, AES/Rijndael, Ta ini)

- moTokoBi mudpu (A5 Ta iHim)

- xeur-¢yHkuii (cimerictBo Qynkiii MD5, cimelictBo ynkiii SHA Ta iHi);

- amroputmu 3 Binkputum kiarouem (Diffie-Hellman, EI-Gamal, RSA, ECDiffie-Hellman

Ta 1HIII);

- TeHepaTopu ICEBJIOBHUIIAKOBHUX MOCIIJOBHOCTEH YUCEN Ta 1HIII.

Jlns HaOyTTs IMX HAaBUYOK JIOLUIBHO BUKOPUCTOBYBATH KpUIITOrpadiuHi CIyKO0H, K1 €
OpOrpaMHUAM 3aco00M, IO MpU3HAuYeHWH s BOyIOBYBaHHS B IHIIE MpOrpamHe
3a0e3neueHHs, abo0 BOyZOBaHI B OOpaHy MOBY IpOrpaMyBaHHsS 1 Taki, IO JI03BOJISIIOTh
BUKOHYBATH HAaCTYIHI KPUIITOIIEPETBOPEHHS:
3amnpyBaHHA/pO3MUPPYBAHHS CUMETPUIHUMHU aJITOPUTMaMU;
3amu(pyBaHHA/po3MUPPyBaHHS aCUMETPUYHUMHU aITOPUTMaMU;

- moOyoBa i mepeBipka HU(POBOToO MiAIKCY;
- XElIyBaHHS Ta 1HIII.

CryneHTH  MalOTh  BMITM  MpalioBaTH 3 KpUNTOrpadiuHUMHM  CiyxOamu,
BUKOPHCTOBYBATH 00’ €KTHO-OpPIEHTOBAH1 010J110TEKH peani3alii BKa3aHUX aJIrOPUTMIB.

Kpunmoepagiuni cnyomcou .Net Framework. Epomroriiss cydacHuX 3aco0iB 3aXHCTY
crpusie MOsAB1 HOBUX KpunrorpadidHux cepiciB. [0 BigoMux KpunrorpagiqHux ciyxo
MoxkHa BimHecTH Taki, sik Crypto APl (CAPI), Cryptography API: Next Generation (CNG),
uaCrypto, Crypto++, CryptLib, Botan, Net Framework (System.Security.Cryptography).
KorxHa 3 1iux ciry>k0 Mae cBOi niepeBaru, HeJJoJIiKu Ta chepu 3acToCyBaHHsA. binbuIicTh craTel
MPUCBSIYEHO OMUCY (PYHKIIIOHATBHUX MOXKIUBOCTEN CITYXkO0, iX 3aCTOCYBAHHIO JUIsl BUPILICHHS
KOHKPETHHUX 3a/1a4, MOPIBHAHHIO e€()EeKTUBHOCTI peaizauiidl KpunrorpadiyHUX aJropuTMiB
[6]-[7]. Bu3HaueHHs1 roioBHHX KpHUTEpiiB BHOOPY KpumrorpadidHoi ciyk0u Ta Cy4acHOTroO
cepeioBUINa po3poOKH sl 3pyYHOT0 BUKOPUCTAHHS BIAMOBIIHOIO CEPBICY € KIOYOBUM IS
3aKJIa/1iB BUIIOT OCBITH, SIK1 TOTYIOTh CIIEIIATICTIB 3 KiOepOe3meKHu.

Kpunrorpadiuni cepBicH po3risiiaiuch 32 TAKUMUA KPUTEPISIMH:
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- marpuMka 06a3zoBux KpunrtorpadiuHuX (QyHKIH (reHepaTop BUNAIKOBUX YHCET,
mudpyBaHHs/po3mupyBaHHs, TUGPOBUHN MIANKC, XCIIYBaHHS, TEHEpallis KIIOYiB,
OOMiH KIJIFOYaMH);

- miarpuMka QyHKLid 1 podotu 3 ceprudikaramu X 509;

- MOXJIMBICTh PO3IMIMPEHHS 32 paxyHOK BIIACHUX QJITOPUTMIB Ta PO3POOICHUX
HE3AIeKHUMHU OCTa4YaIbHUKAMU;

- KOHTPOJb 32 BHUKOHAHHSAM KpUOTOrpaiyHUX OIepauid Ta CHUIBHOI POOOTOIO
AITOPHUTMIB;

- MATPUMKA armapaTHUX 3aC001B, TAKUX K CMApT-KapTH JUIs PI3HUX MOCTaYaIbHUKIB,;

- opranizamis epeKTUBHOI POOOTH CXOBHINA KIIOUIB Ui 30€peKEHHS Ta YIpaBIiHHSA
KIIIOYaMU;

- peamizallis cTaHAAPTHOTO iHTEepdEiCy KPUNITONPOBaiiiepa ClIyx ou;

- HAasBHICTh KOMIUJIEKCY 3ac0o0iB pO3pOOKM MJisi CIPOMICHHS IPOLECy iHTerparii
KpUnTorpadiuHux Ciy:x0 B mporpamHe 3a0e31edeHHs 1m0 PO3pOOISIETHCS.

BaxnuBuM € TakoX NHUTaHHSA BUOOpPY IHTEIPOBAHOIO CEPEJOBMINA PO3POOKH JUIs
e(eKTUBHOTO BUKOPUCTAHHS 00paHoro KpunrorpadigHoro cepsicy. Kpunrorpadiuna ciyxoa
Net Framework (6i6mioreka kiaaciB System.Security.Cryptography) Biamosizae BUKIaJeHUM
BUMOTaM i MOKe BUKopHcToBYBaTuCs pazom 3 Integrated Development Environment MS
Visual Studio.

Sk cepenoBuIlle PO3POOKH TMPHUKIAJHUX MPOrpaM OOpaHO CIMEHCTBO IHCTPYMEHTIB
Microsoft Visual Studio, sike MicTuTh iHTErpOBaHE CEpEIOBHUINE PO3POOKH, CEPBIC IS
opraHizamii cniibHOI poOOTH, KOMITJIEKCHE PIilIeHHS sl pO3pOOKH MOOITBHHMX JIOJATKIB -
Visual Studio Mobile Center, 6aratoratrdopmoBuii peaaktop koay Visual Studio Code, mio
pOOUTH HOTO OAHMM i3 JTiZIEpiB PO3POOKH PI3HOMAHITHOTO MPOTPaMHOTO 3abe3nedeHHs [8].
IDE Visual Studio 2017 mMoxHa BUKOPUCTOBYBATH AJIsi pO3POOKH MPUKIIAJHUX MpOrpam JJis
Android, i0S, Windows, Linux, Be6-101aTKiB, MOOITBHHX Ta XMapHHUX JOAATKIB, CUCTEM 0a3
nanux. Ilpu npoMy cepenoBulle po3poOKH MICTHTh HaOip JTOJATKOBMX IHCTPYMEHTIB, SIKi
JTIO3BOJISITH PO3POOHUKAM MPUKIIATHUX TTPOTrpaM CTBOPIOBATH HAMIMHUI Ta 3axuileHui koa. B
CepeoBUINl PO3pOOKH MOYKHA BHMKOHYBATH MNPOQUIIOBaHHA MPOrpamMH, CTaTUYHUN aHali3
KOOy pilieHHs a00 0OpaHOro MPOEKTY, 3MIHIOBATH YCTAHOBKM aHalli3y KOAY JJsi BChOTO
pimeHHst 200 MPOEKTY, pOOUTH PO3paxyHOK HAOOPYy METpUK (LIUKIOMAaTHYHHIA HOMep rpada
YIpaBJIiHHSA MPOrpaMaMy, KUIBKICTh ONEpaTOpiB Ta ONUCIB Yy Iporpami, CTYHiHb 3JIUTTA
KJIaciB Ta METOJIIB Kiacy A pimenHs [9]. Pobora B TakoMy cepeqoBHINE A€ MOKIHUBICTh
CTyJEHTaM po3po0sITH Oe3MeuH1 101aTKU BUKOPUCTOBYIOUHM 3aCO0M JJIsl OI[IHKU SIKOCTI KOJY
Ta Horo HaxiiHocTi. [Iporpamu, Hamucani Oy/b-SKOI0 MOBOIO, 110 MIATPUMYIOTH IIaTHOpPMY
NET, MOXyTh KOpUCTYBaTuUCS KJIacaMd 1 METOJAMM CTaHJApTHOI O10J10TEKH KiaciB
mardopmu .NET Framework.

PosrasiHeMo MOXIMBOCTI 010110TeKH, SIKi TTOB’s13aH1 3 0€3MEK0I0 MPOrpaM Ta 3aXHUCTOM
JaHuX 1 BH3HAueHi B mpocropi imen System.Security [10]. bibmioreka mnigTpuMye
GyHKI[IOHATBHICT BHYTpIIIHBOI cucTemu Oesmeku Common Language Runtime. Ilei
MPOCTIP A03BOJISIE PO3POOIATH MOy OE3MEeKH s TOAATKIB, 10 0a3YIOThCS HA MOMITHKAX 1
J03BoJIax. 3abe3neuye J0cTym 10 3ac001B KpunTorpadii.

Knacu mnpocropy imen System.Security.Cryptography peani3ytoTh pi3HI acHeKTH
kpuntorpadii. YactuHa KiaciB BUKOPUCTOBYETHCS SIK OOOJIOHKA JJisi HEKEPOBAHOTO KONy
CryptoAPI, iHma yactuHa — peanizoBaHa y BUIIIsIi kepoBaHoro koxy .NET Framework,
TaKOX € KJacH JUIsl MIATPUMKU Kpunrtorpadii HacTynmHoro nokoiiHHA CNG, sfka € 3aMiHOIO
CryptoAPI. IIpocrtip imen System.Security.Cryptography Hagae kpuntorpadiusi ciayx0u, sKi
peasli3oBaHi y BUIUISII i€papxii KJaciB 1 MIATPUMYE OCHOBHI CHMETPHYHI Ta aCUMETPUYHI
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mudpy, Xem-aIropuT™MU Ta TEHEPATOp BUIMAAKOBUX YHcen Kpunrorpadiynoi skocti [11]. Ls
KpunrorpadiuHa ocHOBa MOke OyTH po3IIMpeHa, TOOTO MOXKHA JIOJATH BIACHY HPOTPaMHY
peamizaliio alropuTMy IIISXOM CTBOPEHHS BiIIMOBIAHOTO TOXIAHOTO Kiacy abo MOXKHA
1 IKITFOYNATH MOYJT CTOPOHHIX PO3pPOOHUKIB. Kiacu MPOCTOPY iMeH
System.Security.Cryptography. XML peanizytots crangapr W3C it nudpoBoro miamucy
XML-06’ektiB, a kimacu mpocropy iMmeH System.Security.Cryptography.X509Certificates
3a0€3MeuyroTh MIATPUMKY OTepawii 3 myOIiYHUMHU CepTH(IKaTaMU.

Iepapxis kiaciB .NET no3Bosisie abcTparyBatucs BiJi KOHKPETHOI peaiizallii ailropuTmy.
Krnacu anroputmiB peanizyeTbCcst HA OCHOBI IIa0JIOHY, IO BKIIIOYAE JBA PIBHS YCIAIKyBaHHS:
abcTpakTHUW 0a30BHWil Kiac — aOcTpakTHUH Kiac anroputmy. Kiacu mepmioro ta apyroro
piBHS € aOCTPAKTHUMHU 1 MICTSATh HEOOXIHI BIACTUBOCTI Ta METOJHU JJisi pOOOTH BU3HAUCHUX
anropuTtMiB. TidbKM KJacH TPEThOTO PIBHSA MICTATh METOAM peajizaiii BiIIOBIIHUX
anroputMmiB. YacTmHA KJaciB peamizaiii anroputMy 0a3yeThCs Ha KPHUITONPOBAKIEpax
CryptoAP, kiacu siki peayizoBaHi sK KepOBaHHU KOJ MarOTh B Ha3Bi miapsmok «Managed»,
kinacu ki peanmizyrore kpunrorpadiro CNG marore y Hasei miapspoxk Cng. Kiacu
kpuntorpadii HactynmHoro nokomiHHga (CNG) HagarTh KepoBaHy OOOJOHKY JJIsi BJIACHUX
¢ynkuii CNG. Ha pucynky 1 mpencraBnena iepapxis KiaciB mudpyBaHHsA. PucyHok 2
B1JI0Opakae iepapxito KJIaciB XeII-aIropuTMiB.

Adcrpakthi >
GasoBi Ki1acu SymmetricAlgorithm AsymmetricAlgorithm
AocTpakTHI KI1acH
aJropuTMIiB “">| AES || DES | | TripIeDES| | Rijndael | | RC2 | | DSA | | RSA | |ECDsa| | ECDiffieHellman |
k2 v - v
Kaacu | AESCryptoser |D_ESC’YPt°S‘*r Rijndael DSACryptoSer ECDsaCng | [ ECDiffieHellm
peadizauii~ ™| viceProvider viceProvider Managed viceProvider | _¥ anCng

AJIropuTM™MiB

A A

3 s RC2CryptoSer RSACryptoSer
TripieDESCryptoS 3 ?

_____ + [AESManaged erv!?:eProvideyrp viceProvider viceProvider

Puc. 1. lepapxis knacie aneopummie wugpysanms

AbcrpakTHi
6a3oBi K1acu HashAlgorithm

AOCTpaKTHI KI1acu
aaroputmip  —---P | KeyedHashAlgorithm || MD5| | SHA1 | | SHA256 || SHA384 | SHA512
] !

v

Knaew —----_ HMACSHA1 l\/_IDSCry_ptoSer SH1Managed SHA384Managed
peadizauii Y viceProvider | f v

anropurmis _____ > MACTripleDES SH1CryptoService || SHA256Managed SHAS512Managed

Provider

Puc. 2. Iepapxia knacis xew-ancopummis

CTBOpEHHS KIIIOYIB Ta YIPaBIIiHHSI HAMHU — 1€ BOKJIMBA YaCTHHA MTPOIECY MU(PYBaHHS.
Knacu peanizaiii anropuTMmiB Bigpi3HSIOTbCS CIIOCOOOM oprasizaimii 0asu kimodiB. baza
KIJIIOYiB € Ha0OpOM 3axXWINEHUX KOHTEHHEPIB KiIroUiB. JIJIsi KOXKHOTO KJIacy peami3alii icCHye
CBIiif BiacHMi1 Ha0ip KOHTEHHEPIB KiIroUiB. [12]

ANTOPUTM MOKHA BHOHMpATH B 3aJIEKHOCTI BiJl MOCTaBIICHOI 3aJadi, HAMPUKIAA JJIs
3a0e3meueHHsT UTICHOCTI JaHWX, AN 3abe3meueHHs KOHQIASHIIMHOCTI JaHWX abo st
CcTBOpeHHs Kitoya. CHMETpHuHI 1 XElI-aJIfOPUTMH MPHU3HAYEH] Uil 3aXUCTy JaHUX BIJ
MOPYIIEHHS IUTICHOCTI (3aXUCT BiA 3MiHM) a00 KOHQIIEHIIIHOCTI (3aXUCT BiJl MEPETISIY).
Xeu-aaropuTMyu BUKOPUCTOBYIOTHCSI B OCHOBHOMY JJIs 3a0€3MeUeHHS IIICHOCT1 JaHUX.
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MoykHa BU3HAUUTH CHUCOK PEKOMEHIOBAHUX ANTOPUTMIB IS MPOTPaMU CTBOPECHHS
cucTeMd aBTeHTH(IKaIlli, 3aXHWIIEHOI eJIeKTPOHHOI momTH Tomo. Jlis 3abe3nedeHHs
KOHQIIEHIIMHICTP JaHMX MOXKHA BUKOpHUCTAaTH anroputMm mmmdpyBanHs AES; mns
3a0e3nevYeHHs MUTICHOCTI AaHuX Mo)kHa Bukopuctath HMACSHA256 a6o HMACSHAS12
[13] mns peamizamii Xem-komy MEpEeBIPKH CIPAaBKHOCTI MOBIIOMIICHB;, HU(POBUN MiAMHUC
MOXXHa peajizyBatu 3a jaornomororw amroputMy ECDsa Ha 06a3i eqinTHYHMX KpHBUX abo0
anroputMy RSA; 11 oOMiHy KiIro4aMu MokHaA BUKopucrtatu anroputM Hiddi-Xennmmana na
emintuyaux kpuBux - ECDiffieHellman a6o anroputm RSA; nmns reHeparii BHIAIKOBUX
yrcen MoxkHa Bukopuctatu kiaac RNGCryptoServiceProvider; must ¢popmyBaHHI Kitoya Ha
0a3i maposrro MokHa BuKopuctatu kinac Rfc2898DeriveBytes.

[Ipyn BuKOpHUCTaHHI IUX KJaciB He OOOB'SI3KOBO OyTH €KCHEpToM 3 Kpumnrorpadii.
CryneHTH MOXYTh 3aCTOCOBYBAaTH KpunTorpadiuHi meronu Oi0MIOTEKH y CBOIX NPOEKTax,
Opd IbOMY, HE BHUTpPAYalOYM 4Yac Ha MPOrpaMHy peali3alilo CKJIaJHUX aJTOPUTMIB
mmdpyBanns. Hanpukian, mpu CTBOPSHHI €K3EMIUIApa Kiacy, SKAW peallizye alrOpuTMHU
mmdpyBaHHs, KIHOYi MOXYTh CTBOPIOBATHCS aBTOMATUYHO, a NMPHUHHATI 32 3aMOBUYYBAHHSIM
3HAYCHHS BJIACTUBOCTEH 3a0e3ledyroTh MaKCUMallbHy 3axWileHicTb. Ha pucyHky 3
NPECTaBICHO TMPHUKIAT OAHOI i3 CTYIEHTCBKHX TporpaM peamizamii anropurmiB AES Ta
TripleDES 6i6mioreku kmaciB Security.Cryptography s 3ammdpyBaHHsA/po3imbpyBaHHs
TEKCTOBUX (haillliB, sIKa MOXKE BHUKOPHUCTOBYBATHUCS Il JIEMOHCTpAIil POOOTH aJTOPHTMIB

g pyBaHHS.
¢ Simple Link Label Example = B B mporpami BHKOPHCTOBYIOTHCS
Merto KJIacu AESManaged,
TripleDESCryptoServiceProvider,
OBepiTb anropuT™ WUdPYBaHHA TEKCTy SK1 ONMCYIOTh BJIACTUBOCTI JUIS
MaHIyJTIOBAHHS OCHOBHHMU
AES - 3-DES - rnapamMeTpamu ITOPUTMIB:

po3MipoM  OJIOKY,  pEXUMOM
AES 3-DES pobOTH, BEKTOpOM  iHiliamizanii,

KIIOYEM  TOIIIO. ITigcucrema

Puc. 3. Ilpoepama peanizayii ancopummis Aes ma Hm(bpyBaHH’[_ BUKOPHUCTOBYE
TripleDES meroau knacis CreateEncryptor()
Ta CreateDecryptor() TUTST

BUKOHAHHS

mmpyBanHs/po3mudpyBanHs  Tekcry, wMeronu — GenerateKey() Tta  GeneratelV()
BUKOPUCTOBYIOTbCS JJIsl T€Hepallii KII04UiB Ta BEKTOPIB iHiliami3amii. O6’€KTHO-OpieHTOBaHA
MiJcCMCTEeMa Bi3yamizallii JIeMOHCTpYye mpoliec mudpyBaHHs, Hagae iHGOpPMAIi0 TPO CYTh
BUKOPHUCTOBYBAaHMX QJITOPUTMIB Ta TPHUHLIMIIB OJOKOBUX IE€PETBOPEHb, IO J03BOJISIE
BUKOPHCTOBYBATH JOAATOK JIJIsl HABYAHHSI.

3. BUCHOBKHU TA NEPCIHIEKTHUBU NOAJAJIBHIUX JOCJIIKEHb

Ornucana mojnenb (GOpMyBaHHS Ta PO3BUTKY KOMIIETEHTHOCTEH 3 KpUOTOrpadiyHOTO
3axucTy iH(popMmalii cTyAeHTiB creuiadbHOCTI «125-KibepOesneka» BIPOBAIKYEThCS Y
KuiBcbkomy yHuiBepcuteri imeHl bopuca ['pinuenka. Came Ha 06a31 mporpaMmyBaHHS
KpUnTorpadgiuHux MexaHi3MiB 3axHcTy iH(opMmarii epeKTUBHO (OPMYIOTHCS MPAKTUYHI
HAaBUYKU 3aCTOCYBaHHS KpPUITOrpaiuHUX alIrOpUTMIB MpH OOpoOIl Ta mepenayi JAaHHX.
Uitke BHU3HAUCHHsS OOCATY TEOPETUYHMX 3HAHb Ta MPAKTUYHUX YMiHb 3 BpaxyBaHHIM
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MDKJIUCIUIUTIHAPHUAX 3B’SI3KIB HABYAIBHUX JUCIHILIIH, MOB’S3aHUX 3 3aXUCTOM JIaHUX Ta
IporpaMyBaHHSM, JIO3BOJISIE MIArOTYBaTH (axiBUiB 3 NPAKTUUYHUMH HABUYKAMHU 3
KpunrorpadiuHoro 3axucty iHQoOpmamii, sKi € 3aTpeOyBaHMMHM Ha pPHHKY IIparli.
[lepcrieKTHBOIO MOMAAJTBIINX HAUIMX JOCHIKEHb € JOCIIJHO-eKCIIEpUMEHTallbHa poloTa 3
BIIPOBA/DKCHHS y HaBUAJIBHUM TPOIEC 3aKIa/JiB BHUIIOI OCBITH Ta BIOCKOHAJICHHS JaHOT
Mozeli GopMyBaHHS 1 PO3BUTKY KOMIIETEHTHOCTEH 3 KpUITOrpadigyHOT0 3aXUCTy iHPOpMaIii
CTyAeHTIB crienianbHOCTI «125-Kibepbesmnekar.
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APPLICATION OF THE SECURITY.CRYPTOGRAPHY CLASS LIBRARY FOR
PRACTICAL TRAINING OF SPECIALISTS FROM THE CYBER SECURITY

Abstract. The article deals with the problem of training modern specialists of the specialty "125 -
Cyber Security". Issues of providing students with specialized and professional knowledge and
skills in cryptographic protection of the information are considered.

The necessity of obtaining practical knowledge on information protection with a certain amount of
theoretical knowledge for future cybersecurity specialists has been substantiated. Through the
analysis of literature and the use of own experience, the essence and structure of the concept of
"competence on cryptographic protection of the information” have been determined. Formation of
these competencies have been carried out within the framework of interdisciplinary links of
educational disciplines, namely: "Applied Cryptology", "Secure Programming”. The list of
requirements for professionally significant characteristics of a cybersecurity specialist in the field
of cryptographic protection of information has been determined. An overview of cryptographic
libraries has been conducted and the main criteria for selecting the cryptographic service and the
programming environment have been determined. The article demonstrates the need to use modern
cryptographic .Net Framework services and the Microsoft Visual Studio application development
environment to provide students with the knowledge and practical skills of information protection.
The model of formation and development of competences on cryptographic protection of the
information for students of the specialty “125-Cyber Security” has been developed and the ways of
its realization at Borys Grinchenko Kyiv University have been offered.

In the course of the research it was determined that in the programming of cryptographic
protection mechanisms, practical skills of using cryptographic algorithms in the processing and
transmission of data have been effectively formed. It is proved that the definition of the volume of
theoretical knowledge and practical skills, taking into account the interdisciplinary connections of
educational disciplines, allows preparing specialists with practical skills in cryptographic
protection of the information. Such specialists are necessary for IT companies in the labor market.

Keywords: information protection; cryptographic protection, cryptographic library, cryptographic
algorithms.
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