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JOCIIIVKEHHA APXITEKTYPHU JATA-HEHTPIB
3 IHTET'PALI€ETIO0 IOT-KOMITIOHEHTIB 1151 3BABE3INEYEHHSI
EHEPI'OE®EKTUBHOCTI TA KIBEPCTIMKOCTI

Awnorauis. BnpoBamkenns texnonorii [nrepaery peueii (IoT) B iHdpacTpykTypy LIeHTpiB 00pOOKH
maanx (LIO/]) € Hag3BUYalHO aKTyaJdbHOIO TEMOIO B YMOBaX 3pOCTaHHA 00CATIB 0OpoOIIOBaHOI
iH(popMaIii, eHeprocHOXUBAHHSA Ta PO3BUTKY XMapHHX i Al-cepsiciB. Iarerpamis IoT mo3Bomse
OynyBaTH 0OaraToOpiBHEBI apXiTEKTypHW, IO BKIIOYAIOTh PO3IMOILICHI CEHCOpHI Mepexi, edge
computing, iHTEIEKTyaJpHy aHAJITHKy Ta aBTOMATH30BaHE VIIPaBIiHHSA i1H(PACTPYKTypowO B
igomy. Y poOOTi poaHaTi30BaHO THUIIOBY apXiTEKTYPY, POIb KIFOUYOBUX KOMIIOHEHTIB (CEHCOPIB,
aKTyaTOpiB, IITI031B, edge-By3IIiB), a TAKOXK y3araJbHEHO MPAKTUYHII JOCBI IIPOBITHIX KOMIIAHIH
IIO/I0 ONITUMI3allii eHeproCIOKUBAHHA Ta TiABHUIIEHHS CTiitkocTi iHppacTpykTypu. [Tokazano, mo
BUKOpUCTaHHA [0T-KOMIIOHEHTIB CHpusie JTOCATHEHHIO 3HAYYyIINX MOKA3HHKIB 32 KIIIOYOBUMHU
MerpukamMu KPI: 3HWXEHHS cepellHBOro yacy BHUSBICHHS Ta YCYHEHHs BiIXUIICHb, MOKPAIICHHS
eHeproeeKTUBHOCTI, MiABHUIICHHS TOYHOCTI BHUSABIEHHS aHomanid. Okxpema yBara mpuuaijieHa
aHauizy 3arpo3 6esmeku loT-iHdppactpykrypu y HO/I, Brirogaroun ypa3imuBocti mporokory MQTT,
BimcyrHicte TLS, Bimkpuri API Tomo. IlimkpecieHo HEOOXimHICTh BIPOBAIIKEHHA Oe3MEYHOI
apxitexrypu [oT 3a npuxuumom security-by-design, i3 cermMenTaliero MepeK, KOHTPOIIEM JOCTYITY
Ta BHKOPHCTAHHSIM Cy4JacHHX 3aco0iB BUSIBIICHHS Ta pearyBaHHsS Ha BroprHeHHs (IDS/IPS).
OtpuMaHi pe3yiabTaTH IiATBEP/DKYIOTh IEpPCIEKTHBHICTh 3actocyBaHHS loT mns moOymoBu
THYYKHX, €Heproe()eKTUBHUX Ta KiOepCTIMKMX JaTa-IeHTPiB HOBOI'O TIOKOMIHHS.
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BCTYII

CygacHa mdpoBa TpaHchopmallis CyCruTbCTBa CYIPOBOIKYETHCS CTPIMKAM 3POCTaHHSIM
o0CsTIB JaHMX, 10 MOTPeOyroTh 30epiranHs, oOpoOsieHHs Ta aHamTukd. Lle, cBoe€ro ueproto,
CTUMYJIIOE TIOCTIMHMI PpO3BUTOK Ta MaciitaOyBaHHA LEHTpiB o0poOku nanux (LIOJ), ski
BHCTYIAIOTh (byH1aMeHTaTbHUMEI KOMIIOHEHTaMH 1H(pOopMaITiiHO-KOMYHIKAIIHHOT
iHppacTpykTypu. Ha 1iboMy 111 3pocTae akTyanbHICTh Tpo0IeM MIBUILEHHS eHEProe(eKTUBHOCTI,
aBTOMAaTH3AIlii IPOIIECIB, MOHITOPHHTY OTIEpAIliiHUX TTapaMETPIB Ta 3a0€3MEUCHHST BUCOKOTO PIBHS
0e31eKU Y CKJIaIHUX, BUCOKOHABAHTAKEHUX 1HKeHepHUuX cepepoBuiax 1O/

OuiHIOBaHHSI piBHS CTAJIOT0 po3BHUTKY (Sustainability) menTpiB 00poOKH JaHUX 3ATUIIAETHCSI
CKJIQJIHUM 3aBJIaHHSM, OCKUTHKH HAsSBHI METPUKH 3a3BHYA OXOILIOIOTH JIAIIIE OKPEMI aCTIeKTH 1X
(GYHKIIOHYBaHHSI, 30KpeMa MOBTOPHE BUKOPUCTAHHS BOJM a00 YacTKy €HEprii 3 BITHOBIIOBAHUX
kepen. BogHodac BapTo BpaxoByBaTH, 110 eHeprocrokuanHs [1O/] mae icTroTHI Hachinku Ha
pIBHI EHEPreTMYHUX CHUCTEM: ICHYe MIJBUIIEHUH pHU3UK JeIUUTy €HepropecypciB Ta
HECTaOUTLHOCTI €JIEKTPOMEPEX Yepe3 3pOCTAHHS MOMUTY Ha €IIEKTPOCHEPTIIO.

OnHUM 13 MEpCIEKTUBHUX HAMPSIMIB MiABUIIEHHS ehekTUBHOCTI (yHKIIoHyBaHHs [1O/]
€ 1HTerpamnis TexHojorid Intepuery peuerr (10T). Buxopucranus |0T-KOMIIOHEHTIB Yy
CEPENIOBHIII JaTa-IICHTPIB CIpHUSE TIEPEXOAy A0 HOBOT MOJIENI YIPaBIiHHS, IO 0a3yeThCs HA
PO3MOAICHUX CCHCOPHHUX Mepekax, obumcieHHsx Ha mepudepii (edge computing) Ta
AQHATITHI]l BEJTUKUX JAHUX y PEKHUMI peaJbHOTro uacy. Takwil MiaXia BiIKpHUBAE IIMPOKi
MOXJIMBOCT1 JJII ONTUMI3aIlll €HEepPrOCIOXKMWBAHHS, AWHAMIYHOTO KEPYBaHHS CHCTEMaMH
OXOJIOJPKEHHS Ta eJIEKTPUYHUMH HAaBaHTAXEHHSMHU, a TaKOX BIPOBAKEHHS MPEIUKTUBHOTO
00CITyrOoBYBaHHS W MEXaHI3MIB PaHHBOTO BHSABJICHHS aHOMaTid. Y IIbOMYy KOHTEKCTI
GbopMyIOThCSl MIATPYHTSI Ui CTBOPEHHS «PO3YMHHUX» JaTa-LEHTPIB, 3JaTHUX aBTOHOMHO
aJanTyBaTH BHYTPIIIHI IPOIIECH JI0 3MiH 30BHINIHBOTO CEPEIOBHUIIIA.

Boanouac mmpoxe 3actocyBanHs loT y naTta-nieHTpax CympOBOKYETHCS HHU3KOIO
TeXHIYHUX Ta oOpra”i3amidHux BUKIMKIB. Cepeq HHMX — HEOOXIAHICTh 3a0e3medyeHHs
KibepOe3reku, 3a0e3MeueHHs] CYMICHOCTI TeTepOTeHHHUX MPHUCTPOiB, €(hEKTHBHE YIPABIIHHS
BEITUKOIO0 KUIBKICTIO CEHCOpIB Ta MiHIMI3allid 3aTpUMOK y mepenadi aanux. IlepcrnektuBu
MOJATBIIOr0 PO3BUTKY Ii€i cepu 3HAYHOIO MIPOKO TMOB’S3aHI 3 IHTETpaIi€el0 MITYYHOTO
IHTENEeKTY Ta TeXHOJIOTi MAIIMHHOTO HAaBYAHHS, 110 CTBOPIOE MEPEIYMOBHU JJIS MiABUIICHHS
pIBHSI aBTOHOMHOCTI, THYYKOCTI Ta aIaiTUBHOCTI iHPPACTPYKTypH IIEHTPIB 0OPOOKH TaHUX.

AKTYAJIBHICTD BITPOBA/IZKEHHSA 10T Y CYHACHHUX JATA-HEHTPAX

Lentpu 0OpoOKM JaHMX 3AJUIIAIOTHCSA KIFOUOBOK 1H(QPACTPYKTYPHOIO IIAT(HOPMOIO
JUI TIATPUMKH XMapHHMX CEpBICIB, COL[aJIbHUX MepexX, (PIHAHCOBUX CHUCTEM, JEp>KaBHUX
iHpOpMaLIfHUX pecypciB Ta OOYHMCIIOBAIBHUX 3aJad IITYYHOTO iHTenekTy. I[Iporsrom
OCTAaHHBOT'O JECATHIIITTS PO3MIpH Ta E€HEpPreTHuYHi MOTpeOM Aara-LEeHTPIB JIEMOHCTPYIOTh
ctiiike 3poctanss. [lpu nbomy cygacuuii Ol — ue He mume [T-o6nagnanHs, a it KOMIUIEKCHI
cucreMu eHepronocrayanui, HVAC-koMIuleKkcH, MiICUCTEMH MOHITOPUHTY Ta YIpaBJIiHHS
HaAIHHICTIO 1 KiOepOe3neKoro cepBiciB. Y pe3ylbTaTi JaTa-IeHTp NePEeTBOPIOETHCS Ha OJIUH 13
HaWMHAMIYHIIINX eIEMEHTIB eKOHOMIKH udpoBoro OizHecy [1].
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Jlata-IIeHTpU HOBOTO TOKOJIHHS T€HEPYIOTh 3HAYHI OOCSTH OMNEepaliifHoi Teaemerpii.
Oxpim xapakrepuctuk [T-iHbpacTpykTypn — cepBepiB, MEPEKEBHX KOMYTATOPIB 1 CHCTEM
30epiraHHs JaHUX — BHpIIaIbHE 3HAYCHHSI HA0YBAIOTh MapaMeTpu (Hi3UIHOTO CEepeOBHUIIA:
TeMIepaTypH, BOJIOTOCTI, €HEPrOCHOKIUBAHHS, 3aBAaHTAXXEHOCTI CUCTEM OXOJIO/PKEHHS TOIIIO.
Tpaaguuiiini 3aco0u MOHITOPUHTY, MO (OKYCYIOTbCS NEPEeBAXHO Ha JIOTTYHOMY piBHI
(omeparriiiHa cucTeMa, MEPEXKEBI CEpBICH), HE 3a0€3MEUyIOTh IMOBHOT KapTUHU «(PI3UIHOTO
3nopoB’s» 11OJl. Came Tomy iHIyCTpis BCe akTHBHIimIE BIpoBapkye loT-cencopu ta edge-
aHAJIITUKY s peaii3alii KOMIUIEKCHOTO MiIXO0Qy A0 MOHITOpHHIY 3a koHuenuiero DCIM
(Data Center Infrastructure Management) [2].

Konuenuiss po3ymHoi OyniBial JEMOHCTPYE 3HAYHUM MOTEHIall y KOHTEKCTI
aBTOMATU30BAHOTO YIPABIIHHS MIIKIIOYEHUMH MPUCTPOSIMU Yepe3 PO3rayly’KeHl CEHCOpPHI1
Mepexi. [aTeprer peueir (IoT) Bimirpae TyT KIIOYOBY POJIb, 3a0€3MEUyIOUH MITKIIOUEHHS
MPUCTPOIB A0 Mepexi IHTepHeT, reHepalio JaHUX Y peaJbHOMY 4acl Ta BIUIMB Ha (i3uyHe
cepenosuine. [IpuknazomM BHUCTYNAlOTh JKUTJIOBI Ta OQICHI NPUMIMIEHHS, € UHu(poBi
KOHTpOJIepU Ta CEHCOpUM CTalTh CTaHAapToM. Po3ymHI OyaiBii  ONTHMI3YIOThH
€HEeprocroXUBaHHsI, 3A1IHCHIOIOTh MOHITOPUHI CTaHy CepeloBUINa, (PIKCYIOTh aKTUBHICTh Ta
KEepYIOTh MIKIIOYEHUMH IPUCTPOSMHU Ha OCHOBI 310paHoi iH}opmariii.

Buxopucranns [oT y naTa-mieHTpax 103BOJIS€ IEPEHECTH MOIIOHY «PO3YMHICTEY y chepy
O/, BinkpuBarouu HOBI MiJIXOIH 10 YIPABIIIHHS PECYypcaMU Ha OCHOBI JaHUX.

CBiTOBE €HEPrOCMOXKHMBAHHS JaTa-IEHTPIB JIEMOHCTPYE CTIHKy TEHJEHII0 10
3pocranns. ko y 2014 poiri, 3a orinkamMu MbkHapo HOTO eHepreTudHoro areHTcTa (IEA),
BOHO cTaHOBUJO Onmu3pko 194 TBtrom (= 1 % rnoGanbHoro momury), o A0 2022 poky
soutemmIocs Ao 240-340 TBT rox, mo Bignosigae 1—-1,3 % KIHIIEBOr0O CBITOBOI'O CHOKHBAHHS
enekTpoeneprii [3].

3 orJIsALy Ha CTPIMKHM PO3BUTOK Fr€HEPATUBHOTO MTYyYHOTO iHTeNnekTy Ta GPU-knacTepiB
BHCOKOI PO TyKTUBHOCTI, [EA mIporHo3ye moaBo€HHS 1I,0T0 Mmoka3zHuka 10 ~ 460 TB1-rox Bke
y 2024 pomi Ta noaansine 3poctanHs 10 ~ 945 TBt-rox mo 2030 poky. 3a manumu Deloitte,
YacTKa J1aTa-1IIeHTPIB y INI00aTbHOMY €JIEKTPOCIIOKUBAHHI MOXE T0CITTU = 2 % (6mu3bko 536
TBt-ronm) y 2025 porti [4].
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[Mopsia i3 LM CIIOCTEPIraeThbest TEHCHIIISI 10 3pOCTaHHs (PI3MUHUX MacITa0iB OKpEeMHUX
00’ekTiB. 30kpema, komruiekc Tahoe Reno 1 kommanii Switch (kammyc «The Citadel», HeBana,
CILIA) Bxe oxoruttoe oy 6mm3pko 120 000 m? i3 moTyxHicTio 130 MBT, 3 mepcnekTuBoio
posmupenHs 10 650 MBrT. [ammii npukinan — rinepmacmtaduuii Tulip Data City y benranypy
(Immis) 13 mpoektHOTO IomIer0 =~ 90 000 m? Ta motyxHicTio 100 MBT, po3paxoBanmii Ha 12
000 criitok. 3pocTaHHs TakuX 00’ €KTIB 3yMOBJICHE BUOYXOBUM MOMUTOM HA XMapHi CEpPBICH Ta
AHAJIITUKY BEJIMKUX JAHHX, 10, y CBOIO YEPry, € OJHUM i3 KIIFOYOBHX JIpaliBEpiB 3pOCTAHHS
eneprocnoxuanHsa [KT-cexrTopa.

3 eKOHOMIYHOI TOUYKH 30Dy, I100aIbHUN PUHOK JaTa-LIEeHTpPIB AEMOHCTPY€E AUHAMIYHUI
po3BuToK. 3a ganumu JLL, fioro ob6csar y 2020 poi cranouB 153 mupn gon. CIIA, a no 2026
POKY OUIKY€ThCS 3pOoCTaHHs 10 ~ 317 Miupa 1o:1., mo Bignosigae npupocty y 107 % 3a mrictsb
poxkiB [5]. [Ipu 1boMy MIOPIUHI KaNiITAJIOBKIIAZEHHS ISl MIATPUMaHHS TEMIIIB MaclITaOyBaHHS
Al-iHdpactpykrypu MoxyTh aocsaratu 6,7 Tpan gou. CLIA no 2030 poky (Puc. 2).

Y crpykrypi omnepamiiiaux Butpar O]l mominyrouuM (pakToOpoM 3aUIIAETHCS
€HEeproCloXUBaHHs, IO MIIKPECIIOE HEOOXIAHICTh BIPOBA/PKEHHS €HEProeeKTUBHUX
pillIeHb.
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Puc.2. Ilpoenos 3pocmannsn 00x00i8 ceimogoeo punky oama-yenmpis, 2020-2026 pp

Exosoriyaunii acrekT TakosK BiIirpae Aeaii BXIUBIITY poJib. 3a qanuMu LIeHTpy cranoro
po3BuTKy Miuurancekoro yHiBepcurery, y 2022 pomi IKT-cekrop cnoxus 1 183 TBr-rog
enexTpoeHeprii (=4,5% rno6aabHOTO MOMUTY), 3 IKUX Ha AaTa-lieHTpH npunano 240-340 TBT-rox.
Bianosigxo no nporuosis IEA, 1o 2030 poky yactka LIO/] y ctpykrypi nonuty IKT mosxe 3pocti
no uBepti, a BuUkMaM CO: — mMOJABOITHCA 32 YMOBHM HENOCTaTHIX TEMIIB JeKapOoHi3aiii
SHEepPreTMYHuX cucteM [6]. Y BIANOBiOp HAa I BUKIMKU Taly3b IHTEHCHUBHO IHBECTYE Yy
BIJIHOBIIIOBaHI JKeperia eHeprii Ta nepeoBi CHCTEMHU 0XOJIO/LKEHHS, TPAarHy4Yy 3HU3UTH MTOKA3HUK
PUE no <1,2 HaBiTh A5 KJIACTEPIB 13 TEINIOBUM HaBaHTaeHHSIM >50kBT Ha cTiliky.

[Ilo6 rapaHTyBaTH BHCOKY JOCTYIHICTh, BH3HAuU€HY B yroJax IMpo piBeHb
oOciyroByBanHs (SLA), nata-eHTpH HPOEKTYIOTHCS 3 ypaxyBaHHSM BiINOBIIHOTO pIBHSA
HagMipHOCcTi cucteM. Krnacudikamis Tier, po3pobrmena Uptime Institute, 3ale3neuye
CTaHIAPTU30BAaHUM MIAXiM O OLIHKA JOCTYMHOCTI Ta HaIIMHOCTI I1HPPACTPYKTYpH.
BinnmosigHo Ao i€l knacudikarii:

e Tier I nepenbayae oMH NUIAX PO3MOJALUTY €IEKTPOKUBICHHS Ta OXOJOMKEHHs 0e3
pe3epByBaHHS 1 3a0e3neuye MiHIMaIbHUHN piBeHb AOCTYMHOCTI 99.671 %;

e Tier II TONMOBHIOETBCS PE3EPBHUMH KOMIIOHEHTAMH, MIABUIIYIOYH JOCTYIHICTh JI0
99.741%j;
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e Tier III mepenbauae AeKibKa AKTUBHHX MUIIXIB PO3MOALTY 3 MOKIIHMBICTIO
o0ciyroByBaHHsI 0e3 3ymHUHKH i 3a0e3neaye 99.982 % mocTynHoCTi;

e Tier IV 3a0e3neuye MOBHY BiAMOBOCTIMKICTH cucteM 1 rapantye 99.995 %
JOCTYITHOCTI.

B ymoBax munamiynoro po3Butky IKT-cexropa TpaauimiiiHi MiAXOIU IO YIPaBIIHHS
pecypcaMu BKe€ HE 3aJ0BOJBHAIOTH NOTpeOM cydacHHWX pnara-ueHTtpiB. Came Tomy
BIpoBa/pKeHHS [0T-KOMIOHEHTIB pO3IISAAEThCS SIK NEPCHEKTHBHHUMA IHCTPYMEHT st
3a0e3MeyeHHs] MOCTIHHOTO MOHITOPUHTY (I3UYHOTO CEpEIOBMINA, AJANTUBHOTO KEpyBaHHS
KIIIOYOBUMH TIapaMeTpaMHu poOOTH CUCTEM, IHTEIEKTYaJbHOTO PO3MOALTY HAaBaHTAKEHb Ta
onTHMI3allii eHeprocnoxuBaHHs [7].

Cucrema IoT y mara-nieHTpax 3a3BMuail BKIIIOUA€ CEHCOPU TEMIEpaTypH, BOJIOTOCTI,
CIIO’KMBAHHS €JIEKTPOEHEPrii, TaTYUKH BIAKPUTTA JBEpei, numy, BiOpauiid, Boau, HudpoBi
JTYUIBHUKA JIUISI KOHTPOJIIO E€HEPrOCIIOKMBAHHS y pEalbHOMY 4Yaci, a TaKOX KOHTPOJIEPH
CHCTEM KOHUITIOHYBAaHHS, BEHTHIIALIIT i PE3epPBHOTO JKUBJICHHSI.

[lepeBaru Takoro miaxo/1y NOJISAralOTh Y MOXKIIMBOCTI peatizaliii:

®  OIEPATUBHOTO YIPABJIIHHS B peaIbHOMY Yaci 3 METOIO 3arno0iranHas 30018 Ta aBapiit;

® MPEIUKTUBHOIO OOCIYrOBYBAHHS /ISl MIHIMI3aLll TPOCTOIB;

®  ONTHUMAIHLHOTO PO3IOJIUTY HABAHTAXKEHb HA OCHOBI aKTyalTbHUX JIAaHUX;

® cHEproeeKkTUBHOIO KEpyBaHHS 13 TIOTEHLIAHUM 3HIDKEHHSM BUTpaT Ha
oxosomkeHHs Ha 30—40 % 3aBIsIKM BUKOPHUCTAHHIO TUHAMIYHUX ITOPUTMIB 13
miarpuMkoro [oT.

Oco0MBO TMEPCIIEKTUBHAM HAINpPsIMOM € BIIPOBAPKEHHS OOuYMclieHh Ha mepudepii (edge
computing), mo mnepeadadae JOKaTbHY OOpOOKY BEIMKHX OOCATIB JaHWX Oe3rmocepenHho Ha
By3imax [{1O/1. Ie 103BOsIsIE BSMEHITIMTH 3aTPUMKH, 3HU3UTH HAaBAaHTAKCHHS HAa MaricTpaibHI MEpexKi
Ta MIABUIIMTHA MacCIITa00BaHICTh CUCTEMH [8].

Boanouac mmpoxke BripoBapkenns [oT y LIO/I cynpoBomKyeThCsl HU3KOKO BUKITHKIB, CEPeT
KX — TO0Tpeda y CTaHAapTH3aIlil MPOTOKOJIIB, 3a0e3neueHHs KibepoOesneku loT-mpucrpois,
CYMICHICTh 00J1aIHAaHHSI PI3HUX BUPOOHUKIB Ta IHTETpaIlis 3 HasIBHOIO 1HpacTpyKTyporo. [Tonpu
1l TPYJHOIII, TTOCTYIOBE BIpoBapKeHHs [oT-TexHOOTiH y)Ke ChOTOIHI JEMOHCTPYE TO3UTHBHI
pe3ynbTaTd B TiNepMaclITaOHUX JaTa-IIEHTpax MpPOBITHUX KOMIaHIM, TakuxX sK Amazon,
Microsoft i Google.

APXITEKTYPA 10T Y CEPEJOBHUIII JATA-IIEHTPY

EdextuBne BrpoBamkenHs loT-texHonoriii y 1eHtpax oOpoOku TaHuUX mependadae
CTBOPEHHsI 0araTopiBHEBOi, THYYKOi Ta O€3MeYHOI apXITeKTypH, fKa 3a0e3ledye B3aeMOII0
CEHCOPHUX MPHUCTPOiB, KOHTPOJIEPIB, OOUMCIIIOBATBHUX BY3JIB 1 aHANITHYHUX TuaThopm. Taki
apXITEKTYpHI PILIEHHS MaloTh MiITPUMYyBaTH HE JIMIIE MAacIiTaboBaHE 30MpaHHs Ta mepenavy
BEJIMKMX OOCATIB JaHMX, a M IXHIO JOKaJbHY 00poOKy, (hunpTparito, 30epiraHHs Ta MPUHHATTA
pillIEHb Yy PEXNUMI PEATbHOTO Yacy.

3araniom apxitektypy loT y cepenoBumi [{OJ[ yMOBHO MOXHa MOJIUIMTH HA YOTHPH
(bYHKIIOHAIBHI PiBHI.

Iepummii piBeHr — piBeHb 300py naHux (Data Acquisition Layer) — Bkimodae ¢izuuni
CEHCOpM Ta BHUKOHABYl NPHUCTPOi (AKTyaTOpH), SKi PO3MIIIYIOTCS y KPUTHYHUX TOUKaX
IH(PaCTPYKTypH: CepBEepHMX CTiliKax, cHCTeMaxXx KOHIUIIOHYBaHHS TIOBITPs, JDKepesax
6e3nepebiitHoro sxuBneHHs (UPS), enekTpudyHuX IMMTaX, BEHTWIALIMHUX KaHaiax. BoHu
3IIHCHIOIOTh BUMIPIOBAHHS KIJIIOUOBHMX MAapaMeTpPiB, TaKUX SIK TEMIIEpaTypa, BOJIOTICTh, CTPYM,
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Harpyra, BiOparlii, cran aBeped, 3amumiieHicTh Tomo. CydacHi CEHCOpH, HIO MATPUMYIOTH
aBTOHOMHE xuBJIeHH (depe3 PoE abo akymyistopr), GyHKITIOHYIOTE 32 JJOIOMOTORO IHTEpQECciB
RS485, 12C, MQTT, Modbus, Zigbee.

Hpyruii pierbp — komyHikariiaui pisens (Network & Connectivity Layer) — Bianosinae
3a mepenady naHux Bing ceHcopiB g0 numo3iB ([oT hubs) abo moxampHux cepepiB. Tyt
3aCTOCOBYIOThCs siK TIpoBinHi Texuodorii (Ethernet, PoE), Tak i 6e3npoTosi nporokonu (Wi-Fi 6,
Bluetooth Low Energy, Zigbee, LoRaWAN). OcoOIuBO BOKIMBUMHE aCTICKTaMH € CETMEHTYBaHHS
Mepexi JUisl 3aro0iraHHs Kibep3arpo3aM Ta pe3epByBaHHS KaHATIB 3B’ 3Ky Y KPUTHUHHX AUTSHKAX.

Tperiit piBerb — piBeHb 00poOku ganux (Edge Processing & Fog Layer) — nepenbauae
BUKOHAHHS OOpPOOKM CEHCOPHHX JaHWX Ha mepudepiiaux mpuctposx — edge-cepepax ado
IHTEJIEKTYyalnbHUX LUTI03aX. TyT 3MIMCHIOEThCS MONEPEHs aHANITHKA, arperaiis Ta (QuibTpaiis
JTAHUX, a TaKOX BUSBJIEHHS aHoMmaiii. Lle cyrTeBo 3MeHIye obcar Tpadiky, Mo HaIXOAUTh 10
LEHTPAIbHUX CEpBEpIB, 1 CKOpodye wyac peakmii cucreM. Jlnsg Takux 3agad  4acTo
BHUKOPHUCTOBYIOTbCs MikpocepBicHI miatgopmu (Docker, Kubernetes) Ta Moneni mammHHOTO
HAaBYaHHSI IS IPETUKTUBHOTO aHAJII3Y.

Yereptuii piBeHb — piBeHb ynpasiinas Ta ananituku (Cloud or On-prem Analytics Layer)
— 3a0e3neuye JOBroTpuBajie 30epiraHHs JAaHHUX, IXHIO BI3yali3allilo, MPUMHATTS CTpaTeriuHuX
pimeHs Ta inTerpaiito 3 cucremamu ynpasiiaaa O] (DCIM). Ananitnyai cuctemu 0a3yroThbes
Ha cxoBuax tuny InfluxDB, TimescaleDB, NoSQL (nanpuxnaza, MongoDB), 3 Bukopucranasm
BB3yanizauiiHux iHCTpyMeHTiB (Grafana, Prometheus, Power BI). LllTy4nuil iHTENEKT MIUPOKO
3aCTOCOBYETHCS ISl OIIHKM HABAaHTA)XKCHb, aHAI3y TMOBEIIHKH OOJAIHAHHS, MPOTHO3YBaHHS
BIZIMOB Ta ONTHMI3allii eHEPTrOCTIOKHUBAHHSL.

Tunosa loT-apxitekrypa 11O/] Moxke BKIIOUaTH: CEHCOPHU TEMIIEpATypy Ta BOJIOTOCTI y
KOKHOMY CEpPBEPHOMY psiy, mutiosu 3 miarpumkoro MQTT/REST API, nokansuuii edge-cepeep
Ha 0a3i Raspberry Pi a6o mpomucnosoro I1K, nientpanizoBany miardopmy (Azure 10T Hub, AWS
Greengrass abo BiacHy ON-premise cucremy).

Puc. 3 imoctpye TUIOB1 TOUKH po3mitieHHs ceHcopiB y IO/ KoHTpoib Temneparypu Ha
BXOJIl Y CTIHKY, MudepeHIliaIbHUi TUCK i MiJJIOTOI0, KOHTPOJIb BUTPATH TOBITPS, BUSBJICHHS
MPOTIKaHb TOIIIO.

Temperature
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and Motion
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Puc.3. Ilpuxnao munosoi apximexmypu loT ons LJO [9]
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BaxumBo Takox 3a0e3neuntH iHTerpanito loT-ruiatdopmu i3 HasBHUMHU CHUCTEMaMH
BMS/SCADA, o6 yHUKHYTH (pparMeHTarii aBToOMaTu3alii Ta CTBOPHUTH €IUHE KEPOBAaHE
cepenoBuie s imxerepHoi Ta IT-iHdpacTpykTypu.

lepapxis B3aemMoii MK pIBHSIMH CHCTEM 3a3BHYAl BKIIIOYAE:

Tpancnoptauii piBenp — npotokonu BACnet/IP, OPC UA a6o Modbus/TCP
3a0e3Meuyl0Th JIBOCTOPOHHIO TEIIEMETPII0 MDK CEHCOPHOKO IIJICHCTEMOIO Ta
koHTposepamu HVAC, PDU it enexkTponuris;

Jloriyauit piBeHb — €aMHA mMHA Noai (Hanmpukiaa, Apache Kafka) kopemtoe
nani BMS 13 nokasnukamu loT-ceHncopis, 3a06e3nedyrour MOBHUI KOHTEKCT IS
ananituku DCIM;

PiBenp BB3yamizamii — yHipikoBaHI 1I€HTU(]IKATOPU AaKTUBIB JAIOTh 3MOTY
OyayBaTh  KOHCOJIIOBaH1  jambopau i BiJOOpakeHHs  IMapameTpiB
TEMIIEpATypH, IMIBUAKOCTI MOBITPS, EHEPrOCIOKMBAaHHA Ta 1HIMKaIlii 3001B.

3aBasku Takid iHTerpauii omepatopu LOJ] oTpumyroTh MOMXIMBICTH aJalTHBHO
kepyBatu pexxumamu podotu CRAC-6mokiB, BeHTmisTopiB, cucteM UPS 6e3 mgyOmroBaHHS
(GyHKIII Ta BTpaTH JaHUX.

besnexka apxitextypu [oT € KpUTHYHUM acrieKTOM. Y ¢l IPUCTPOi MalOTh OyTH 3aXUILEH1
IUIIXOM BUKOPHCTAaHHA YHIKaIbHUX LHU(poBux ceprudikarie, mudpysanas TLS/SSL,
KOHTPOJIIO JOCTYIy Ha OCHOBI pOJIeH, PeryasipHOro OHOBJIEHHS HPOIIMBOK Ta CyBOpO1
noituky 13oJsii loT-mepexi Bin mpoaykuiaoi mepexi LIO/.

B ninomy apxitekrypa loT y nata-mieHTpax Mae BillOBiIaTH TaKUM IMPUHIIATIAM:

MacITaboBaHICTh — MOKJIMBICTH O€3MEPEITKOTHOTO JOJABaHHS HOBHUX ITPHUCTPOIB;
HaIIAHICTh — PE3€pPBYBAHHS KaHAIIIB 3B 13Ky Ta OOYHCITIOBATLHUX BY3IIIB;
IHTEepoIIepadeNIbHICTh — MIATPUMKA BIIKPUTHX CTAHAAPTIB 1 MPOTOKOJIIB;
eHeproeeKTUBHICT, — MiHIMaJIbHE CHEPTOCIIO)KUBAHHS CEHCOPIB Ta aKTyaTOPIB;
BiMOB1IHICTE BUMOTaM Oe3neku 1 3axucty panux (ISO 27001, IEC 62443).

Apxitektypa [oT y HO/[ € nuHaMIYHOO CHUCTEMOIO, IO (PYHKI[IOHYE SK 3aMKHEHUU
IUKII: BiI reHeparlii JaHuX 710 X aHaIi3y Ta IPUUHATTS YIPaBIIHCHKUX PIIICHb.
[Tpornec 0OpoOKK naHUX y TakKii apXiTEKTypi BKItOYae Taki eramu (Puc.4):

I'enepamis nanux loT-ipucTposimu — Oe3nepepBHUE 30ip TeIeMeTpii mpo cTaH
CepeIoBUIIA Ta 00JIaTHAHHS,

[Tonepenns o6poOka Ha nepudepiiiHux By3nax (edge computing) — ¢inpTpaiis,
arperaiiisi, BUsSBJICHHS aHOMaJIii 3a jonomoror ML-Moernei;

Junamiuyne ympaBiiHHS Mapuipytamu mnepeaadi (SDN) — onrumizaiis
MapipyTu3aii Tpadiky Ha OCHOBI akTyaJlbHOTO cTaHy Mepexi [10];

[lepenaua nanux no neHtpaibHoro (cloud) O/ — 36epiranns naHux, ramboka
aHaJIITHKA, TPOTHO3yBaHHS;

[IpuitHATTS pilieHsh Ta 3BOPOTHUI 3B’SI30K — aBTOMATH30BAaHE YIPABIIIHHA
CUCTEeMaMH OXOJIO/DKEHHS, JKUBJICHHS, HaBaHTaXkeHHsMU uepe3 DCIM-
wiatgopmu [11].

[Ticnst BUKIAZAEHHS TEXHIYHOT apXiTeKTYpH MOCTa€ MUTAHHS KUTbKICHOTO OI[IHIOBAHHS ii
epeKTUBHOCTI. MeTpuKM — 1€ KJIIOYOBI IHCTPYMEHTH, $IKI Jal0Th 3MOTYy BUMIPIOBATH,
MOPIBHIOBAaTH Ta BiJCTEXKYBAaTH NMPOAYKTUBHICTh cucTeM y AuHaminil. Y konTekcti L{O/liB
METPUKU J03BOJIAIOTH HE JIMILE BUSBIATH 30HM HEe(PEKTUBHOCTI, a ¥ OIIHIOBATH BIUIMB
YIIPOBA/DKEHUX 3MiH, 30KpeMa I0JI0 CTaJIor0 PO3BUTKY.
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Puc. 4. Ilomix oanux 6 ingppacmpyxmypi Inmeprnemy peueii
3 nepughepitiHumu 0O6UUCTEHHAMU Ma Mapupymuzayicto Ha ocHogi SDN

OnHUM 13 BXXJIMBUX BHECKIB IILOTO PO3JLTY € 1IeHTHdIKaIlig Ta Kiacudikallisi METPUK 3a
ocHOBHUMH BuMipamu (QyHkiionyBanHs [lOJl: eHeproedeKTHBHICTb, OXOJIOKCHHSI,
€KOJIOTTYHAa CTaJliCTh, MPOJYKTHUBHICTh, TEIUIOBUWA 1 TOBITPSIHUN MEHEIHKMEHT, MEpPEeKeBi
MMOKa3HUKH, Oe31eKa, CXOBHIA Ta (JIHAHCOBUM BIUIUB.

Knacuuni SLA-metrpuku (Hampukiag, % JOCTYNHOCTI) HE BimoOpaxaroTh MepeBar
CydacHOi ceHcopHOi ekocrucTteMu Ta edge-ananituku. Tomy mis [{O/] i3 BupoBamkenotro [oT-
apXiTeKTYpOIO JOLLILHO 3aCTOCOBYBATU posiupenuit Hadip KPI, mo oXormiooTs peakTHBHY
3IaTHICTh EKCIUTyaTaIlliHOT KOMaHIW, EHEepProe(eKTUBHICTh Ta SKICTh aJITOPUTMIYHOTO
MIPOTHO3YBaHHSI.

IxHiit moBHMit mepenik i iNbOBi OpieHTHpPH HaBeneHO y Tabmio 1.

Tabnuys 1
Kurouosi KPI nuis oninku edexry loT-apxiTtekrypu

loT

IMoka3Huk Onuc iboBe 3HAYECHHS
MTTD CepenHiif yac BUSBICHHS KPUTHIHUX <30c
BIIXWIEHD
MTTR CepenHiif yac BiTHOBJICHHS ITiCIIS <15 xB (HVAC-aneptn)
IHIIICHTY
APUE Hoxpamenns PUE micns BupoBamKeHHS > 0,05 mpoTarom KBapTary

Energy Cost Avoidance

3aomamKeHa eHeprist 3aBIsKA
MPEAUKTUBHOMY OX OJIO/PKEHHIO

> 10 % pigHOrO CIIOXMBAHHA

Anomaly Detection
Accuracy

Tounicte ML-momeni (precision / recall)

>95% /290 %

IMokazanku MTTD 1 MTTR 6e3nocepeHbO BIUIMBAIOTh HA MOKA3HUK «IHI 0e3 3001B»
(DBD), Toxi sixk APUE Ta Energy Cost Avoidance 7eMOHCTPYIOTh IOBITOCTPOKOBI €HEpPTreTHYHI1
epextu — HaBith nokpamieHdass PUE wa 0,05 mist o6’ekra 3 motyxHictio 10 MBT moxe
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3abe3neuntn ~ 4,4 ['Bt-rog exonomii Ha pik. Tounicte Anomaly Detection Accuracy Bu3Havae
HAJIMHICTh CUCTEMU ¥ 3HIWKYE KUTbKICTh XHOHO-TTO3UTUBHUX CITOBIIICHb.

VY CyKYyITHOCTI 3aCTOCYBaHHSI IIUX METPUK CTBOPIOE IMPO30PYy aHATNITHYHY 0aszy s
YXBaJICHHS PillIeHb MI0JI0 MacTadyBaHHs abo kopuryBaHHs |0T-cTparerii nata-ueHTpy.

Cyuacna loT-apxirektypa B IO/l — e He mpocto Hadip OKpEeMHX KOMIIOHEHTIB, a
IHTEerpOoBaHa, CaMOHaBYaJIbHA EKOCHUCTEMa, II0 3abe3nedye Oe3mepepBHUN IHMKI «IaHi —
aHayi3 — Jis». BoHa crpuse 3HIKEHHIO PHU3WKIB IHIMJICHTIB, ONTHUMI3allii omepariiHux
BUTpAT Ta MIIBUILEHHIO €HEProe(eKTUBHOCTI, 110 0COOIMBO aKTyalbHO B YMOBaX 3pOCTaHHS
BapTOCTI EHEPropecypciB Ta MBUJKOTO MaciiTadyBaHHs Al-kiacrepis.

INPAKTUYHI TPUKJIAIU BIIPOBA/I’KEHHSA 10T ¥ CYYACHUX JATA-
HEHTPAX

PeanbHi kelicu JeMOHCTPYIOTh, 10 MPOBIAHI KOMMaHii y cdepi XMapHUX OOYHCIIECHb,
TeJeKOMYHIKallii 1 00poOKM BEMKUX JaHUX aKTHBHO BIPOBA/KYIOTH TEXHOJOTII [HTepHETY
peueit (IoT) nmns omrtumizanii cBoei iHGpacTpykTypu. CBO€I0 4YEpPror0 MOXHa 3rajaTu
3aCTOCYBaHHS CEHCOPHHUX Mepex, edge computing, CHCTEM MPEAUKTUBHOTO 0OCITyrOBYBaHHS
Ta IHTENEKTYaJIbHOT aHAJIITHKY.

Google BnpoBamKye Mepexi AAaTYUKIB ISl HETIEPEPBHOIO MOHITOPHUHIY CIHOKHBAaHHS
€JIEKTPOCHEPTii, TeMIIepaTypu W BOJOTOCTI, IO 103BOJMI0 3MeHINTH okasHuk PUE (Power
Usage Effectiveness) mo pexopanux 3HadeHb. AHamitnuna ruiatdpopma Google DeepMind,
nmoOynoBaHa Ha METOJAX TIMOMHHOTO IMMIKPIIIIOBAIHPHOTO HABYaHHS, HE JIUIIE 3HHU3UIIA
CIIOKMBAHHS €HEeprii cuctemMamu oxosoukeHHs Ha 40 %, a ¥ ;moBena Mmijg 4Yac TMOJIBOBHUX
€KCIIEPUMEHTIB MOXJIMBICTh TIOAATKOBOT eKOHOMIT 9 — 13 % 3aBIsKHM aJanTUBHOMY KEpyBaHHIO
HVAC-o06nagnanusm [12].

Facebook (Meta) omnTumizye mapamerpu MIKpOKIIMATy y CEpPBEpHUX 3ajax,
3actocoBytoun ceHcopu CO2, MIBHAKOCTI MOBITPs, TeMIEpaTypud M BOJOTOCTI Pa3oM 13
CHUCTEMaMM KEpPyBaHHS 3MIHHOIO IMIBHUAKICTIO BEHTHJISATOPIB. Y HEAAaBHBOMY JOCIIKEHHI
imkenepiB Meta mpoeMOHCTPOBaHO, IO KOMIUIEKCHE YIPAaBIiHHA >KATTEBUM IUKIoOM [T-
o0OnagHaHHS Ta BAOCKOHAICH]I Mojenni RL 1aroTh 3MOTry CKOpOTUTH €KCILTyaTaliiHl BUTPATH U
BOJIHOYAC 3MEHIIIMTH CyMapHi IIKiIJIMBI BUKK/IU 3aBASKH 3HIKEHHIO gacTku embodied-carbon
y ctpykrypi Byriienesoro cainy 1O/ [13].

Microsoft Azure BukopucroBye komiuiekc l0T-Tememerpii Ta Mojesaell MamTHHHOTO
HABYaHHS JUIsI IPEIUKTUBHOTO OOCIIYrOBYBaHHS CEPBEPHOTO OONaHAHHS, IO 3a0e3Meunsio
14-21 % exonomii eHeprii Ha OXOJOKEHHA O3 TOpYUICHHS TeMIepaTypHUX Ta
eKcIUTyartaiiiinux ooMexxenb [14]. Amazon Web Services (AWS) BukopucroBye 10T mis
ONTHUMI3allil PO3MOALTY OOUUCITIOBAIBHUX PECYPCIB Y TIOPUAHOMY CEpPEIOBHII, BKIOYAIOUN
edge-nokamii. Takuii migxiax MiHiMi3ye naTeHTHICTh Tpadiky |0T-npuctpoiB kopuctyBadiB i
NiBUINYE €(PEeKTUBHICTH OOPOOKH 3aIUTIB.

IBM interpye edge-computing i3 10T mis cKOpoueHHsS 3aTpUMOK i 4ac 0OpoOKu
tenemeTpuyHuX AaHux y [IO/], mo ymMOXIUBIIOE OniepaTuBHE OaTaHCYBaHHS HaBaHTaXEHb Ta
3ano6iranHs 3004M y po6oTi kinactepis [15].

TakuMm ynHOM, Ha CHOTO/HI 3acTocyBaHHs [0T y ramysi qata-eHTpiB € peaabHICTIO s
NPOBIAHUX YYAaCHHMKIB pUHKY. JlOCHIPKEHHS MOKa3yloTh, IO CEHCOpHa IH(PPACTPyKTypa Ta
edge-aHaiiTHKa HE JIMIIE J03BOJIAIOTH ONTHUMI3yBaTH BUTPATH, & W CHPHUSIOTH IMiJBHICHHIO
CTIKOCTI, MaciiTaboBaHocTi Ta agantuBHOCTI LIO/] (puc.5).
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Ha mpukinazni Tppox mpoBaiiepis, Kl IHTETPYBIM MPEIUKTUBHY aHAJIITHKY HAa OCHOBI
mutbHOT ceHcopHoi mepexi (Digital Realty, Tencent Ta Nokia Bell Labs), mokasano, mio
sHmkeHHss MTTD ta MTTR 6e3nocepenHbo BIUIMBAaE Ha CKOPOYCHHS HE3aIIaHOBAHOTO
npoctoro. [[ns onepatopiB kinacy Tier III-IV oxna XxBuiamHA MPOCTOO KOMITYE 7—9 THC.IO.,
OTXKE 3MEHIIICHHS Yacy pearyBaHHs 3a0e3reuye 3HauHy eKOHOMIO (puc. 6).

Cropoaenns gacy (%)
bt
[=]

LA

Digital Realty Tencent Nokia Bell Labs

Puc. 6. Ckopouenns uacy peazysanns na 6iomosu 3a80saku Inmepnemy peuveii

BrpoBamkenns IoT y pi3HUX perioHax AEMOHCTpYe CTaOUIbHI pe3yJbTaTH MLI0JI0
niIBUIIEHHS eHeproedekTuBHocTi. Hanpuknan, y knacrepax y ®pankdypri, Cinramypi Ta
Ocno 3adikcoBaHO 3HWKEHHS Scope 2-BUKUIB IIOHAHMEHIIE Ha TPETHHY 3aBJIsKA CEHCOPHIN
OIITUMI3allil CHCTEM OXOJIO/DKEHHS Ta TOUHOMY KOHTPOJIIO TeMeparypH (puc. 7).
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Puc.7. Exonomin enepeii 6 yenmpax oopooxu
O0aHUX 3a805KU 6nposaddcentio Inmepuemy peueti

Pesynbratu miaTBepAKYIOTH, 10 KOoMOiHyBaHHs loT Ta edge-anamituku 3abe3neuye
YHIBEpCaTbHUM MIX11 10 eHeproe(eKTUBHOTO YIPaBIIHHS JaTa-IIeHTpaMu, €PEeKTUBHUH SIK Y
«XOJIOJJHHX» PerioHax, Tak i y MeramoJncax i3 BACOKOIO TEIJIOBOIO iHepiieio [17].

OCHOBHI IOT-KOMIIOHEHTHU B APXITEKTYPI JATA-UEHTPY

CydacHi neHTpu oOpoOKHM JaHUX Jenaji aKTUBHIIIE BIPOBAKYIOTH |0T-TexHOmOTIi 3
METOI0 TIJABUIIEHHS EHEProePeKTUBHOCTI, CTIMKOCTI I1HPPACTPYKTYpH Ta THYYKOCTI
ynpaBiiHHsA. EHeproedekTHBHICT, y IIbOMY KOHTEKCTI BHU3HAYA€THCS SK 3JaTHICTh YCIX
nigcuctem 11Ol 3abe3nedyBatu 1iIbOBE OOYHCIIIOBAIBHE HAaBAaHTAXKECHHS MPH MIHIMAIbHHUX
eHepreTHYHuX BHUTpartaX. OCHOBHUMH JDKepeliaMi HEee()EeKTUBHOCTI 3aJIMIIAIOTHCS BTPATH
eHeprii mpu il MepeTBOpPEHHI, HEpaIiOHAJbHE BUKOPHCTAHHS BEHTHILIIIIMHUX CHCTEM,
HasBHICTh «30MOi»-cepBepiB, Hee(PEKTUBHI CTpaTerii OXOJIOJUKEHHs Ta ciabKa IHTerparlis
aBTOMAaTH30BaHUX 3aCO0IB KEPYBaHHSI.

Cepen OCHOBHUX TMpaKTUK ONTUMI3allii €HEPrOBUKOPHCTAHHS MOXHA BIA3HAYUTHU
IIMPOKE BIPOBAKEHHS aBTOMaThu30BaHuX Iuiardopm ympasminug (DCIM), Bipryanizaiito Ta
KOHCOJIIAI[II0 CEepBEpHUX pecypciB, BukopuctanHs TexHoiyorii DVFS mns amantuBHOTO
pETYIIIOBaHHSI YaCTOTH TPOLIECOPIB, OOPOTHOY 3 HEAKTMBHUMH CEpBEpaMu, aBTOMAaTH30BaHE
KEPYBaHHs OCBITJICHHSIM Ta — IEPCIIEKTHBHO — PO3BHUTOK JIOKAJTBHUX CUCTEM T'eHepallii eHeprii.

VYcmimHe BOpPOBAKEHHS WX NPAKTUK HEMOXJIMBE 0Oe3 riambokoi interpamii IoT-
KOMIIOHEHTIB Ha Bcix piBHsX apxitekTypu LIO. Came cencopHi cucteMu, nepudepiiini By3nu
0oOpOOKM JaHuX, aKTyaTOpu Ta IUTI03U CTBOPIOIOTH OCHOBY Ui TOOYJOBH THYYKOT,
CaMOHABYaNbHOT iH(PACTPYKTYpH. [XHE BIpOBakeHHs 3abe3Nedye He JIHIIE ONTUMI3AIliio
€HEepProCIOXUBAHHS, a i MIABUIICHHS eKCIUTyaTalliiHOT HAAIMHOCTI Ta aIallTUBHICTH /10 3MiH y
po0OOYNX HABAHTAKEHHSX.

Jlo HaiiBaxiuBimmx komnoHeHTIB loT-inppactpykrypu LIOJ] Hanexarts, mepenycim,
CEHCOPU MOHITOPUHTY MikpokiiiMmaTy. CeHcopu TeMIlepaTypH, BOJIOTOCTI, TUCKY, piBHSI CO2 Ta
3aMUIIEHOCTI TOBITPS JO3BOJIIIOTh B pealbHOMY 4Yaci OIIHIOBAaTH CTaH HaBKOJHUIIHHOTO
CepeZIoBHINA Y CepBEpHUX 3aiax. Ha OCHOBI MX JaHUX 3AIMCHIOETHCS TUHAMIYHE KEPYBaHHS
CHCTEMaMH OXOJIOJKCHHS, 10, 3TiHO 3 YMCICHHUMHU MpaKTHUYHUMH Keiicamu [12] — [14],
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J03BOJISIE€ 3HMXKYBaTH BUTpatu eHeprii Ha 20—-30 %. TunoBMMU MpUKIagaMU TAKUX CEHCOPIB €
DHT22, Sensirion SHT3x, Bosch BME680, siki BCTaHOBITIOIOTECS O€31I0CEPEAHBO Y CEPBEPHHUX
CTIKaX Ta MOBITPOBOJIAX.

BaxumBy poiib BiIirparoTh TakoK €HEPreTUYHI CEHCOPH Ta HHU(POBI JTUMIBHUKH, SKi
3MIIICHIOIOTh MOHITOPHHT CIIO’KMBAHHSI €JIEKTPOCHEPTIi sIK Ha PIBHI OKPEMHX CTOSIKIB, TaK 1 11O
¢azax xxuBnenHs. [Ipuctpoi Ha 3pa3ok Schneider iIEM3155, Siemens Sentron PAC, Shelly EM
JI03BOJISIFOTH 3 BUCOKOIO TOYHICTIO 3IMCHIOBATH OOJIIK €HEpTii Ta CTBOPIOBATH OIEpPATHBHI
3BiTU. lle € 6a3oro0 1 moAanplIoi ONTUMI3alli PO3MOJIUTY HaBAHTAXEHb Ta BIPOBAKEHHS
MoO/IeJIel TIPOTHO3HOTO €HEPrOMEHEKMEHTY.

BiOpariiiHi ceHcopH Ta akcelepoMeTpH 3a0e311eUyl0Th MOHITOPUHT MEXAHIYHOTO CTaHy
oOnanHaHHs. BOHU BCTaHOBIIOIOTHCS K HA )KOPCTKUX JUCKAX Ta CUCTeMax 30epiraHHs, Tak 1
Ha JpKepenax OesmepeOiiHOro >kuBieHHs uu komrmpecopax. Cencopu ADXL345, Bosch
BMA400 natoTh 3MOTy BUSIBJISITH aHOMaJIbHI B1Opallii, iK1 € paHHIM 1HIUKaTOPOM MOTEHIIHHUX
BIZIMOB OOJIaTHAaHHS.

[nTerpauisa cuctem BineoHarnany 3 loT-inTepdeiicom no3Bomsie moeaHyBaTH (PI3UUHUIMA
KOHTPOJIb IOCTYITY 3 pO3IIMPEHOI0 aHamiTuKow. Kamepu, Taki sik Hikvision SmartIP ta AXIS
loT-integrated cameras, minrpumyiote ONVIF Ta Bigkputi APl mns imTerparmii 3 DCIM-
wiargopmamu. BoHM € KiIIO4OBUM eneMeHTOM 3ale3neuyeHHs (Gi3uyHOI Oe3meku Ta
TI03BOJISIFOTh aBTOMATHU3yBaTH BUSBJICHHS aHOMAIILHUX TIOTIH.

BaxmBrM Ki1acoM TPHUCTPOIiB BUCTYNAIOTh AaKTyaTOpW Ta KEepOBaHI BHUKOHAaBYI
MEXaHI3MH, SIK1 peaTi3yroTh (DI3U4HI il Y BIIMOBIIb HA PE3YJIbTaTH aHAJITUKH 200 CUCTEMHHUX
TpurepiB. lle, 30kpema, YBIMKHCHHS/BUMKHEHHS BEHTHIAIIMHUX CHCTEM, TEPEMUKAHHSI
JDKEpes JKUBIICHHS, OJoKyBaHHS gocTymy Tomto. CydacHi akTyatopu — Zigbee-pene, smart
contactors, POE Switch-controlled actuators — TicHO IHTErpyIOTHCS i3 CEHCOPHOIO MEPEKETO,
CTBOPIOIOYN 3aMKHYTHH UK «MOHITOPUHT — aHAJIITHKA — JisI».

loT-uro3n  (gateways) BINIrparOTh pPOJIb MPOMDKHOI JIAHKM MDK CEHCOpaMH Ta
nepudepiiHIMU  OOYUCITIOBATLHUMH ~ By3JaMu a00 IEHTpaJbHUMH IUiatdopmamMu. BoHm
3a0e3meuyroTh Oydepusaliito, IMepBUHHY OOpOOKy Ta Mapipyrusamniio gaHux. llupoko
3aCTOCOBYIOThCS pilicHHs Ha 0a3i Raspberry Pi 3 Node-RED, Cisco IR Gateway, Advantech 10T
Edge Gateway, siki mATpUMYIOTh CTaHIapTH30BaHi potokosu oominy — MQTT, CoAP, Modbus.
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Tabauys 2
OcHoBHi I0T-KOMIIOHEHTH B APXIiTEKTYPi JaTa-LUEHTPY

KomnoneHT DyHKIiA OcobauBocti Bukopuctanis B IOJ]
Cencopu TeMIiepaTypH i MoHiTopuHT Po3mimnyroThest y CTiliKax, cepBepHUX KiMHATAX,
BOJIOTOCTI MiKpPOKIIIMaTy MOBITPOBOJIAX, OXOJIOMKYBadaxX
Eneprernuni cencopu ta OO6miK CIOKUBaHHS 3unTyBaHHS JaHUX 3 KOXKHOI (ha3u abo By3na
UQpPOBI JTIYHIBHUKH eIIeKTPOeHEepPTii JKUBJICHHS, IHTETpamis 3 CHCTEMaMH

CHEPrOMEHEIKMEHTY

Bibpamiiiai cencopu Ta

BusiBnenHs MexaHIYHIX

BukoprcTOBYIOTHCS 111 MOHITOPHHTY THACKIB,

aKCeNepPOMETPH 300iB 15X, xomnpecopiB, cepBepHUX MIaT(hopm
Kamepu 3 IoT- Bineonarmsan i aHamiTika | [HTErparis i3 cucteMaMu KOHTPOIO JOCTYILY,
iHTepdeiicom DCIM; nigrpumka API (ONVIF)

AKTyaTOpH Ta BUKOHABYI1
MeXaHI3MH

Peaxmis va nomii Ta
aBTOMAaTH3aIlA

KepyBaHHS BEHTWIIAIIEI0, CHCTEMaMH KHUBJICHHS,
JIBEpHUMa, OCBITICHHSIM

0T -tro3m (gateways)

Bydepuzariis Ta
repeniada JaHuX

[Migrprvka mporokonie MQTT, Modbus, REST
API; 3abe3neveHHs CyMiCHOCTI CEHCOpHOI Mepexi

[epudepiiini
00YHMCITIOBANIBHI BY3ITH

(edge nodes)

O0poOka maHux,
BUSIBJICHHSI aHOMATi i

Bukonannas ML-aHaliTHKY Ta JIOKaJIbHUX PillIEHb
y peaNbHOMY Yaci; 3HWKEHHS JJATeHTHOCTI
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[epudepiitni obuncmoBanbHi By3nmu (edge nodes) BHKOHYIOTH (PYHKIIT JOKaIbHOI
0o0poOKH JaHUX, BUSBJICHHS aHOMAaJid Ta peaji3allii aJrOpuUTMIB MAaIIMHHOTO HAaBYaHHS.
Bukopucranns edge-kommonentiB (NVIDIA Jetson, Intel NUC, Balena edge servers) no3BoJisie
J0CATaTH HU3bKO1 JIATEHTHOCTI Ta 3a0€31eYyBaTH IIBHUJIKY PEAKI[il0 CHCTEMH Ha 3MIHY POOOYHX
yMOB 0e3 HaJMipHOTO HaBaHTaxeHHs IeHTpanbHIX DCIM-cepBepis.

KommuiekcHa iHTerparist 3a3HaueHUX KOMIOHEHTIB ()OPMYE€ OCHOBY JJIsl CTBOPEHHS
3aMKHEHOTO IHTEJIEKTYaJIbHOTO KOHTYPY KepyBaHHS iH(ppacTpykTyporo LIO/l: Bix nepBUHHOTO
300py MaHUX — JI0 aBTOMATHU30BAHOTO MPUHHSATTS PillIeHb Ta BUKOHAHHS KOHTPOJIBHUX MIH.
3aBasku 3acrocyBaHHIO Takux loT-apxiTekTyp mNpoBinHI JaTa-LEHTPH JAEMOHCTPYIOTh
cTaOUIbHE TMOKpAILICHHS KIIOUYOBUX ONEPAalIfHUX METPUK — 3HMKEHHS CEpeAHbOro dYacy
BusiBiieHHA BigxuieHb (MTTD), npuckopennst ycynennsa iHuuaeHtis (MTTR), ontumizaitito
€HEeprocroXUBaHHs Ta MiJBUILIEHHS PIBHS HAJIHHOCTI MOCIYT.

Takum uymHOM, [O0T-KOMIIOHEHTH CBHOTOJIHI € HEBII'EMHOIO YaCTHHOK CYy4acHOi
apXITEKTYpH JaTa-IeHTPIB, IO T03BOJISIE€ IEPEXOAUTH BiJl PEAKTUBHUX MOJIEJICH eKCILTyaTaIlii
JI0 TIPOTHO3HUX Ta aJJaITUBHUX CTPATETiN yIpaBIiHHS 1HPPACTPYKTYPOIO.

3ATPO3HU TA BPA3JIMBOCTI IOT-KOMIOHEHTIB Y CEPEJOBHILII JATA-
HEHTPY

[Toripu 3HauyHI TepeBarw, MmO CYMPOBOKYIOTH BmpoBakeHHs loT-texHomorii y
IIEHTpax 00OpOOKH JaHMX, IX IHTETpaIlis CTBOPIOE HOBHI BEKTOP ypa3IUBOCTEH, IKHI MOTpeOye
HAJIeKHOTO KOHTPOJII0. Benuka KUTbKICTh MalONOTYKHUX MMPUCTPOIB, IO YACTO MOCTAYAIOTHCS
3 00OMEXEHUMHU pecypcamu 0e3 BOYJZOBaHMX MEXaHI3MIB 3aXHCTy, IIMPOKE BUKOPHCTAHHS
Binkputux npotokoiiB (MQTT, CoAP, Zigbee, BLE), a Tako BiACYTHICTh IIEHTPaJII30BaHUX
MOJITHK Oe3reku — yce 1e ¢GopMye mMpUBAOIMBE CepeloBHUIE sl KiOep3arpos. 3rimHo 3
ganumu Unit 42 IoT Threat Report (2023), 72 % loT-npucTtpoiB y gara-IieHTpax MaroTh
KpUTUYHI a00 BHCOKI ypas3JIMBOCTI, 30Kpema He3amudpoBaHuii Tpadik, CcaabKy
aBTEHTHU(]IKAIIIIO Ta BUKOPUCTAHHS 3aCTAPUIMX MPOIIHBOK.

OmHuM 13 HAWOUIBII TOMIMPEHUX BEKTOPIB arak y cepemoBuini loT-iHppacTpykTypu
JaTa-lEeHTPIB € BiJjajeHe MPOHUKHEHHS uepe3 He3axuieHi nuto3u. loT-muto3m yacto
MPAIIO0Th Ha NoJiermeHnx Linux-auctpubyTuBax i3 Binkputumu cirysk6amu SSH, Telnet a6o
HTTP/HTTPS 3a 3amoBuyBanHsSM. YpazmuBocti, Taki ik CVE-2022-0544 (uHempaBuibHa
00poOka SSH-k0uiB), BiAKPUBAIOTh LUISX Ui OTPUMAHHS roOt-JOCTYIY Ta MOJANbIIOTO
npocyBaHHs Brianbd mepexi. [lokazosum € iHnmaent ShadowPad (2022), y skoMy 351aM ILTI031B
HVAC y xonokauiiiHomy 1niedtpi B CiHranypi npu3BiB 0 BTpaTH Pe3epBHOCTI HA piBHI N+2.

He Menm aktyanbHOM0O 3arpo301o € 3apaxkenHs loT-npuctpois 6otHeramu (Mirai, Mozi,
Mukashi). CkanyBanusi riobanpHoro mpoctopy I[Pv4/IPv6 Ha HasgBHICTP THNOBHX Map
0OJIKOBUX JaHUX J03BOJISE HIBUAKO CTBOPIOBATU OOTHETH, SIKi BUKOPUCTOBYIOThCS st DDoS-
arak. ¥ 2022 poui NETSCOUT Threat Intelligence 3adixcyBana araky 1,12 Tbps, y sikiit 60 %
60T1iB ctanoBmm came loT-mipuctpoi, posropuyti y cepenosuiti LIO/I.

OxpiM 1IbOTO, 3arPO3y CTAHOBISATH BUTOKU KOH(DIIEHITIIHOT TeeMeTpii Ta miaMiHa JaHUX
yepe3 araku tuny MITM ab6o DNS-spoofing. 3 MeTo0 3HWKEHHS JAaTEHTHOCTI
aZIMIHICTpaTOpaMM 4yacTo BUMHUKaeTbes mudpysanHsa TLS Ha BHyTpimHix MQTT-kananax, mio
CTBOPIOE MOXJIMBOCTI JUIS 3TOBMUCHHKIB BIUTUBATH Ha KOHTPOJIb KPUTUYHUX TTapameTpiB. Taxk,
iHImaeHT CoolRISC (2021) nemoHcTpyeE, SIK 3MIIIIEHHS TOKa3HUKIB TU(EPEHIIIaTbHOTO THCKY
Ha 15 % mpusBeno 10 meperpiBy cepBEPHUX PSIIIB.
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BaximBHUM acmekToM € aTaku Ha aKkTyaTOPH, IO JAIOTh 3MOTY 3AIHCHIOBATH (i3WYHUN
BB Ha iHpactpykTypy LOJ. Kommnpomeraris KOHTpojiepa MOXE MPU3BECTH 0
BimktoueHHs: CRAC-0110KiB, 3HMKEHHS 00epTIB BEHTHIIATOPIB a00 BimkoueHHs cekiiii UPS.
Takruka Kill-the-Chiller (MITRE ATT&CK ID TO0803), mo imiTye JEriTUMHHIA CHTHAJ
cepBicHOTO pexxuMmy, y 2019 pormi npusBena g0 aBapiitHOi 3ynuHKH Kosokariinoro LIOJ] y
Hamnaci Ha 47 xBunuH 13 BTpatoro ~200 Th nanux.

Oxpemoi yBarum moTpedye 310BxkuBaHHA crermpivanmu npotokonamu l[oT (Replay,
Injection, Spoofing). Bukopucranug MQTT 3.1 6e3 mmdpyBanHs Ta aBTeHTH(IKALIT Ja€ 3MOTY
3JIOBMHUCHHUKAM MIJKII0YATUCA 10 KITI0Y0BUX TOMiKiB, a COAP € wyrnuBum no atak tummy UDP
reflection. 3actocyBanHst Replay-arak Moke CHPUYMHUTH HEKOPEKTHY pOOOTYy cHUCTEM
OXOJIO/DKEHHS Ta TIEPEBUTPATH €HEPTii.

VY3aranbHeHy HpOpMaIilo PO MOIKpPeH] Bpa3auBocTi [0T-KOMIOHEHTIB y cepe1oBHUIL
Jata-IeHTpy HaBeIeHo y Tabim. 3.

AHauni3 IpakTUYHUX CLEHapIiB MIATBEPAXKYE, U0 OUIBIIICTh YPa3IMBOCTEH 30cepeKeH1
Ha 0a30BOMY piBHI KOH(Irypaiiii. Bonu He noTpeOyroTh CKIaAHUX €KCILUIONTIB, 8 MOXKYTh OyTH
BUKOPHUCTAaHI HaBITh Yepe3 HEABTOPU30BAHMM JOCTYNl ab0 MpPOCTyXOBYBaHHS Tpadiky.
Hamnpuknan, 6romkeTHI ceHcopHI MOyl 9acTo noctadatoTbest 6e3 TLS/DTLS, mo poouTts ix
YYTJIIMBUMH JI0 MIIMIHU KPUTUYHHUX NMOKAa3HUKIB. BinkpuTi moptu Ta neontHi 0011KOB1 3aITUCH
Ha loT-mmmo3ax CHpoONIyIOTH OTPUMAaHHS root-JOCTYIy Ta OpraHi3allifo MOJaJbIINX aTak.
Kamepu 3 Bigkputumu [oT API MoxxyTh cTaTH pkepesioM BUTOKY KOHDieHITiHOT iHopMarlii,
a MQTT-6pokepu 6e3 mmdpyBaHHs Ta KOHTPOJIO JOCTYITY TIEPETBOPIOIOTHCS Ha MOTEHIIIHHI
TOYKH OBHOT'O KOHTPOJIIO HaJl CHCTEMOIO KEPYBaHHS OXOJIOIKEHHSIM.

Tabnuys 3
Ioumpeni loT-Bpa3iuBocTi B iHPPACTPYKTYPI AaTa-LIEHTPY
KomnoneHT TunoBa Bpa3iuBicTh IoTeHuiiini HacaiaKu
Cencopu (DHT, BME) Bincyrnicts TLS, cratuuni [P-ampecu 3unTyBaHHS Ta MOJMQIKALisl JAHUX CEHCOPIB
loT-mwtro3m (Linux-based) | Bimxpuri mopta SSH/HTTP, 3acrapini | IToBHwMii KOHTpOITE HaT iepeqayeto 10T -
spa Tpadiky
Kamepu 3 [oT API API 6e3 TokeHiB a00 nepeBipKu Kommpomeratiist BiIeooToKYy,
JIOCTYITY HECaHKI[IOHOBAHMI JIOCTYII
MQTT-6pokepu Hezammdpopanuii Tpadik, BiACYTHICT | 3aXOIUICHHS] 0OMiHY ITOBIIOMJICHHSIMH Y
ACL peasbHOMY 4aci

Sk mokazano Ha Puc.8, 3a nanumu nocmimkenHs Ponemon Institute [18], y 2023 porti 10
40 % 3apeectpoBanux iHIuAeHTIB y LIO/] Oynu nmos’s3ani came 3 loT-koMmoHeHTaMu.

60%

B [ammgenTH, noE a3aHl s [ETepHETOM pegeH [HOi {HOEDEHTH
Puc.8. Yacmka inyuoenmis, nog sizanux 3 1oT,
¥ 3aeanvHit cmpykmypi nooit LJO/[ (2023 p.)
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Takum yrHOM, [0 T-KOMIIOHEHTH, TOTIPU CBOT OUEBUIHI IIEPEBATH JIJIs YIIPABIIHHS JlaTa-
IIEHTPAaMH, HECYTh 13 COO0I0 CyTTEBI pu3HKH. HemocTtaTHiil piBeHb 3aXUCTy 0a30BUX CIIEMEHTIB
MOJKE CITPOBOKYBATH KacKa/IHi BiIMOBH, BIUIMHYTH Ha OKa3HUKH eHeproedexruBHocTi (PUE),
MIPU3BECTH JI0 3001B OXOJIOKEHHS Yl KoMIpoMeTallii Gpi3ngHoi 6e3meKH.

EdextuBHmii 3axuct norpedye cucreMHoro miaxoay: supoamkenns TLS 1.3/DTLS mns
CEHCOPHUX KaHANIB, BUKOPUCTaHHA yHIKanbHUX X.509-cepTudikariB i NUTIO31B, MOBHE
BimkmroueHHs aHoHIMHUX MQTT-ceciii, BmpoBamkenHs ACL, a TakoX peryisipHOTO
OHOBJICHHS POIIMBOK KaMep 1 BAMKHEHHS TECTOBUX OOJIIKOBUX 3aIHCIB.

VY miacymky, iHTerpauis loT y apxirekrypy LHO/] mae cynpoBopKyBaTHCS HE JIMIIE
ONTUMI3alIHHUMU 3aX0JaMH, & i CHCTEMHOIO TTOOYA0BOIO MOJIITUK OE3MEKH — M0 € KJIIOYOBUM
YUHHUKOM 3a0€3MeUeHHs CTaJoro Ta 0e3neYHOro GyHKIIIOHYBaHHS Cy4acHUX J1aTa-LEeHTPIB.

BUCHOBKMU TA NIEPCIIEKTUBU NNOJAJIBIIUX JOCJIT)KEHDb

IaTerpamnis IoT y cepenmoBwmie naTa-1EHTPIB CHOTOJHI CTA€ OJHUM 13 KITIOYOBUX
HampsIMIB ~ €BOJIIOLIT  TXHBOT apXiTeKTypu Yy BIONOBLAb Ha MOTPeOM MiABUILICHHS
eHeproepeKTUBHOCTI, MacIITAO0OBAHOCTI Ta THYYKOCTI ynpaBiiHHsA. [IpoBeaeHe H0CIiHKEHHS
MATBEPANIIO, 10 3acTocyBaHHs [0T-KOMIOHEHTIB — CEHCOPHHMX Mepex, edge-aHamiTHKHA Ta
ABTOMAaTH30BaHUX MEXaHI3MIB KepyBaHHs — 3a0e3euye 3HAYHUH IMOTEHIIIaN JJIs ONTUMI3aIlii
KIII0U0OBHX omnepamnidaux nokasHukis [{O/]. 3okpema, Ha OCHOBI aHAI3y MPAKTUYHUX KEHCIB
MPOBIAHUX KOMITaHIA MPOJAEMOHCTPOBAHO, 1110 BIpoBaKeHHs loT-pieHs 103BoJIsg€ focITraTi
3HW)KEHHSI €HEProCIOKMBaHHA cucteM oxojomkeHHs Ha 20—40 %, ckopouenHs MTTD ta
MTTR, a Takox 3abe3nedye OUTHII THYYKE YIIPABIIHHSI PeCypcamHu.

VY xoxa1 pobotu cuctemarnzoBaHo TUNOBY apxitekTypy loT mns 11O/, Bu3HAYeHO pOJIb
ocHoBHUX [0T-KOMIIOHEHTIB (CEHCOPIB, NIUTIO31B, edge-By3IIiB, aKTyaTOPIB), a TAKOXK HABEJICHO
NPUKIAaM X MPaKTUYHOro 3actocyBaHHsA. Okpemy yBary HOpHUIUIEHO MpobieMaTHIl
KibepOe3Ieku: MpOBEACHUN aHalli3 MoKa3aB, 10 BrpoBapkeHHS loT-TexHomnorii, mopsa i3
nepeBaraMu, (popmye 101aTKOBI BeKTOpH aTtak. HaiOLIbI MOMMPEHUMH € 3arpo3u, OB’ I3aH1
3 HE3aXUILEHUMHU CEHCOPHUMU KaHallaMu, BIIKpuTuMHu [oT-111tr03amMu, BiICYTHICTIO KOHTPOJTIO
noctyny a0 opokepie MQTT Ta cnabkoro ayrentudikaiiero API. IlinkpeciieHo BaKJIMBICTh
BINPOBA/DKEHHS KOMIUICKCHHUX IOJITHK O€3MeKH, M0 BKIFOYar0Th 3acTtocyBanHs TLS/DTLS,
X.509-ceprudikaris, cnuckiB ACL Ta perynspHOro oHoBIeHHsI KOMIOHEHTIB [oT.

TakuM 4MHOM, pe3yabTaTH JOCHIIKEHHS MIATBEP/DKYIOTH, 10 €(QEeKTHUBHA IHTErparis
[oT y apxiTexTypy OaTa-LIEHTPIB J03BOJISE HE JIMIIE 3HWKYBATH BUTPATH Ta MiABUINYBATH
CTIMKICTh 1HPpPACTPYKTYpH, a U (opMye HepeayMOBH JUIsl MEPEXOAy [0 aJanTUBHUX 1
MPOTHO3HUX MoJienel ympaBiiHHSA. Bonanodac 3abe3nedenHs kibGepcridikocti [oT mae
po3rnasgaTucs SK KPUTUYHO BaKJIMBAa yMOBA ISl TapaHTYBaHHS CTalloro Ta Oe3MeYyHOro
¢ynkuionyBanHs cydacaux LO/I.
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RESEARCH ON DATA CENTER ARCHITECTURE
WITH INTEGRATION OF IOT COMPONENTS FOR ENSURING
ENERGY EFFICIENCY AND CYBER RESILIENCE

Abstract: The implementation of the Internet of Things (IoT) technologies into data center (DC)
infrastructures is a highly relevant topic amid the increasing volumes of processed information,
rising energy consumption, and the development of cloud and Al-based services. The integration of
loT enables the design of multi-layered architectures comprising distributed sensor networks, edge
computing, advanced analytics, and automated infrastructure management. This study analyzes a
typical architecture, the role of key components (sensors, actuators, gateways, edge nodes), and
summarizes the practical experience of leading companies in optimizing energy consumption and
enhancing infrastructure resilience. It is demonstrated that the use of IoT components contributes to
achieving significant performance improvements across key KPI metrics, including reduced mean
time to detect and resolve deviations, improved energy efficiency, and enhanced anomaly detection
accuracy. Particular attention is paid to the analysis of security threats within loT-based DC
infrastructures, including MQTT protocol vulnerabilities, lack of TLS encryption, open APIs, and
other issues. The necessity of implementing a secure loT architecture based on the security-by-
design principle is emphasized, incorporating network segmentation, access control, and the use of
advanced intrusion detection and prevention systems (IDS/IPS). The obtained results confirm the
potential of loT applications in building flexible, energy-efficient, and cyber-resilient next-
generation data centers.

Keywords: Internet of Things (1oT); data centers; energy efficiency; edge computing; data center
infrastructure management (DCIM); sensor networks; security; infrastructure; cyber resilience.
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